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NEW QUESTION 1

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch-All Deny rule at the bottom and bypassing HIP-based
policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

A. "Collect HIP data' needs to be enabled in the configuration.

B. User mapping is learned from sources other than gateway authentication.
C. Firewall loses user mapping due to missed HIP report checks.

D. HIP-enforced policy is scheduled for certain hours of the day.

Answer: BC

NEW QUESTION 2

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

* The solution must meet these requirements:

* The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

* The branch locations must have internet filtering and data center connectivity.

* The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

* The security team must have access to manage the mobile user and access to branch locations.

* The network team must have access to manage only the partner access.

Which two components can be provisioned to enable data center connectivity over the internet? (Choose two.)

A. ZTNA Connector

B. SD-WAN Connector
C. Service connections
D. Colo-Connect

Answer: CD

NEW QUESTION 3
Which feature can help address a customer concern about the length of time it takes to update their SaaS-allowed IP addresses while onboarding to Prisma
Access?

A. Dynamic IP pooling

B. DNS-based load balancing
C. Traffic steering

D. Dedicated IP addresses

Answer: C

NEW QUESTION 4

A company has a Prisma Access deployment for mobile users in North America and Europe. Service connections are deployed to the data centers on these
continents, and the data centers are connected by private links.

With default routing mode, which action will verify that traffic being delivered to mobile users traverses the service connection in the appropriate regions?

A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile user prefixes in its respective
Prisma Access region.

B. Configure each service connection to filter out the mobile user pool prefixes from the other region in the advertisements to the data center.

C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its respective Prisma Access region.
D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the other region.

Answer: B

NEW QUESTION 5

A company has four branch offices between Canada Central and Canada East which use the same IPSec termination node and have QoS configured with
customized bandwidth per site. An engineer wants to onboard a new branch office on the same IPSec termination node.

What is the QoS behavior for the new branch office?

A. Automatically distributed to 25% for each site
B. Unallocated until manually assigned

C. Automatically distributed to 20% for each site
D. Cannot be added to existing QoS configuration

Answer: B

NEW QUESTION 6

What must be configured to accurately report an application's availability when onboarding a discovered application for ZTNA Connector?
A. icmp ping

B. https ping

C. tcp ping

D. udp ping

Answer: C
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NEW QUESTION 7
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They willexperience latency during the plugin upgrade process.

B. They will automatically terminate when the upgrade begins.

C. They will be unaffected because the plugin upgrade is transparent to users.

D. They will be unaffected only if Panorama is deployed in high availability (HA) mode.

Answer: C

NEW QUESTION 8
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other tenants by using role-based
access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

B. Create a custom role enabling all privileges within the specific tenant's scope and assign it to the security team's user accounts.
C. Create a custom role with Device Group and Template privileges and assign it to the security team's user accounts.

D. Set the administrative accounts for the security team to the "Superuser" role.

Answer: A

NEW QUESTION 9

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During testing, the rule does not take
effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created with improper threat management settings.

B. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
C. The rule was created at a higher level in the rule hierarchy, giving priority to a lower- level rule.
D. The rule was created at a lower level in the rule hierarchy, giving priority to a higher- level rule.

Answer: D

NEW QUESTION 10

An engineer deploys a new branch connected to Prisma Access. From the customer premises equipment (CPE) device at the branch, Phase 1 on the tunnel is
established, but Phase 2-encrypted packets are not coming back from Prisma Access.

Which Strata Logging Service log facility should the engineer review to determine why Phase 2-encrypted traffic is not being received?

A. Decrypt logs
B. System logs
C. Traffic logs

D. Tunnel logs

Answer: D

NEW QUESTION 10

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
B. Enable eBGP for dynamic routing and configure RemoteNetworks.

C. Configure Remote Networks and define the branch IP subnets using Static Routes.

D. Enable Remote Networks Advertise Default Route.

Answer: BC

NEW QUESTION 11

Where are tags applied to control access to Generative Al when implementing Al Access Security?
A. To Generative Al applications for identifying sanctioned, tolerated, or unsanctioned applications
B. To security rules for defining which types of Generative Al applications are allowed orblocked

C. To user devices for identifying and controlling which Generative Al applications they can access
D. To Generative Al URL categories for classifying trusted and untrusted Generative Al websites
Answer: A

NEW QUESTION 12

Which Cloud Identity Engine capability will create a Security policy that uses Entra ID attributes as the source identification?

A. Entra ID Group Attribute
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B. Attribute Group Mapping
C. Entra ID Cloud Group
D. Cloud Dynamic User Group

Answer: D

NEW QUESTION 16
How can role-based access control (RBAC) for Prisma Access (Managed by Strata Cloud Manager) be used to grant each member of a security team full
administrative access to manage the Security policy in a single tenant while restricting access to other tenants in a multitenant deployment?

A. Add the team to the Parent Tenant, select the Prisma Access Configuration Scope, and set the role to Security Administrator.
B. Add the team to the Child Tenant, select All Apps & Services, and set the role to Security Administrator.

C. Add the team to the Parent Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.
D. Add the team to the Child Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.

Answer: D

NEW QUESTION 19
How can an engineer verify that only the intended changes will be applied when modifying Prisma Access policy configuration in Strata Cloud Manager (SCM)?

A. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended areas of configuration have this indicator.
B. Compare the candidate configuration and the most recent version under "Config Version Snapshots/

C. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma Access.

D. Open the push dialogue in SCM to preview all changes which would be pushed to Prisma Access.

Answer: D

NEW QUESTION 23

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

How can the engineer configure mobile users and branch locations to meet the requirements?

A. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center resources using service connections.
B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service connections.
C. Use GlobalProtect to filter internet traffic and provide access to data center resources using service connections.
D. Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center resources using service connections.

Answer: A

NEW QUESTION 28
Which feature will fetch user and group information to verify whether a group from the Cloud Identity Engine is present on a security processing node (SPN)?

A. SASE Health Dashboard
B. User Activity Insights

C. Prisma Access Locations
D. Region Activity Insights

Answer: A

NEW QUESTION 32
After configuring domain-based split tunnel for zoom.us, how is expected behavior on the client machine confirmed?

A. Verify from the routing table.

B. Enable dump level logs on GlobalProtect Application.

C. Verify zoom.us is resolved by the tunnel assigned DNS server.
D. Ping zoom.us from the CLI.

Answer: A

NEW QUESTION 33

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

How should Prisma Access be implemented to meet the customer requirements?

A. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal connection types, and the second with
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remote networks and private application access for B2B connections - and use the Strata Multitenant Cloud Manager Prisma Access configuration scope to
manage access.

B. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use the Prisma Access Configuration
scope to manage all access.

C. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal connection types, and the second with
remote networks and private application access for B2B connections - and use the specific configuration scope for the connection type to manage access.

D. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use the specific configuration scope for
the connection type to manage access.

Answer: C

NEW QUESTION 36
An engineer has configured a new Remote Networks connection using BGP for route advertisements. The IPSec tunnel has been established, but the BGP peer is

not up.
Which two elements must the engineer validate to solve the issue? (Choose two.)

A. Secret

B. MRAI Timers

C. Peer AS Number

D. Advertise Default Route Checkbox

Answer: AC

NEW QUESTION 41
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