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NEW QUESTION 1
(Refer to the exhibit.

Refer to the exhibil.

config vpn ipsec phasel-interface

edit "HUBl1l-VPN1"
set auto-discovery-shortcuts dependent
set network-overlay enable
set network-id 1

next

edit "HUBl-VPNZ"
set auto-discovery-shortcuts dependent
set network-overlay enable
set network-id 2

next
edit
edit "HUB1-VPN3"
set auto-discovery-shortcuts dependent
set network-overlay enable
set network-id 3
next

end

You update the spokes configuration of an existing auto-discovery VPN (ADVPN) topology by adding the parameters shown in the exhibit.
Which is a valid objective of those settings? Choose one answer.)

A. Enable the tunnels as overlay links.

B. Convert the configuration from ADVPN to ADVPN 2.0.

C. Prevent cross-overlay shortcuts.

D. Prevent multiple shortcuts from being established over the same overlay.

Answer: C

NEW QUESTION 2

You used the HUB IPsec_Recommended and the BRANCH IPsec_Recommended templates to define the overlay topology. Then, you used the SD-WAN
template to define the SD- WAN members, rules, and performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a graphical view that shows the status of each SD-WAN member.
Which statement best explains how to obtain this graphical view?

A. Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel status, including the SLA pass or missed status.

B. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status of each SD-WAN member, including the SLA pass or missed
status.

C. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status, including the SLA pass or missed status.

D. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the status of each device and the SLA status of each SD-WAN member.

Answer: B

NEW QUESTION 3
Refer to the exhibits.
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Global System configuration

config system global

set snat-route-change enable
end

Interface port2 configuration

config system interface
Lous}
edit "port2"
set vdom "root"
set mode dhcp
set allowaccess ping
set type physical
set snmp-index 2
next
[oasl

Routing Table on FortiGate

branchl fgt # get router info routing-table all
Codes: K - kernel, C - connected, 8 - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - I8-Is, L1 - IS-1IS level-l, 12 - 1IS-1IS8S level-2, ia - IS-1IS inter area
* - candidate default

Routing table for VRF=0
S* 0.0.0.0/0 [1/0) wvia 192.2.0.2, poxrt2, [1/0)
(1/0)] via 192.2.0.10, portl ([10/0)

The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.
The administrator increases the member priority on port2 to 20.

Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions established over port2? (Choose two.)

A. FortiGate continues routing all existing sessions over port2.

B. FortiGate routes only new sessions over port2.

C. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with NAT.
D. FortiGate flags the sessions as dirty.

E. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: DE

NEW QUESTION 4
Refer to the exhibit.
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FortiGate router policy and diagnose output

branchl fgt # show router policy
config router policy
edit 1
set arc “10.0.1.128/255.255.255.128"
set dst “128.66.0.0/255.255.255.0"
set action deny
next
end

branchl fgt # diagnose sys sdwan serviced

Service(l) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst
(1->65535), Mode (priority),
link-cost—-factor (latency), link-cost-threshold(10),
health-check (Corp HC)
Members (2) :
1: Seq num(2 port2 underlay), alive, latency:
0.769, selected
2: Seq num(1l portl underlay), alive, latency:
71.022, selected
Application Control(3): Microsoft.Portal (41469,0)
Salesforce (16920,0) Collaboration (0,28)
Src address(1l):
10:0:1:0-10:0.:1.25%

Service (4) : Address Mode (IPV4) flags=0x24200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(1l->65535):dst
(1->65535), Mode (sla hash-mode=round-robin),
Members (2) :
1: Seq num(1l portl underlay), alive sla(0x1),
gid(2), num of pass(l), selected
2: Seq num(2 port2 underlay), alive sla(0x1),
gid(2), num of pass(l), selected
Src address(l):
10.0.1.0-10.0.1.255

Dat address(l):
128.66.0.0-128.66.255.255
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How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP 128.66.0 1257
A. FortiGate drops the traffic flow.

B. FortiGate routes the traffic flow according to the forwarding information base (FIB).

C. FortiGate load balances the traffic flow through port7 and port8.

D. FortiGate steers the traffic flow through port7.

Answer: C

NEW QUESTION 5
Refer to the exhibits.
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SD-WAN service details

branchl_fgt # diagnose sys sdwan serviced

Service(l): Address Mode (IFV4) f£lags=0x4200 use-shortcut-sla use-shortcut
Tie break: cig
Shortcut pricrity: 2
Gen(2), TOS(O0x0/0x0), Proteccol(0): sre(l->£5535) :dst (1->6551358), Mode (manual)
Menbers(2):
1: Seq nu=m(l portl underlay), alive, selected
d: Seq _num(2 portl underlay), alive, selected
Application Control(3)t Microsofe.Portal (41465,0) Salesforce(16920,0) Collaboration(0,29)
Src address(l):
10.0.1.0-10.0.1.2585

Service(2): Address Mode (IPV4) flages=0x4200 use-shortcut=-sla use=-shortcut
Tie break: cfg
Shortcut priocricy: 2
Gen(2), TOS(0x0/0x0), Protoceol(0): src(l->65535) :det (1->65535), Mode(manual)
Mezmbers(l):
l: Seq num(2 portld underlay), alive, selected
Applicaticn Coatrol(3): Facebook(15832,0) LinkedIn(l16331,0) Game(0,8)
Src address(l):
10.0.1.0-10.0.1.255

branchl fgt § diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Enctry(IPvd) in Kernel:

Max_App_Ctrl_Size=3276f Num App_Ctrl_Entry=é

Microsoclf.Portal (41469 28): IP=184.27.181.201 6§ 443

MSH.Game (16135 8): IP=13.107.246.36 6 443

Salesforce (16920 29): IP=23.205.255.92 6 443

GoToMeering (16354 28): IP=23.205.106.86 € 443
ToMeeting (16354 28): IP=23.212.249.144 € 443

Facebook (15832 23): IP=31.13.80.36 6 4423

branchl_fgt # get router info routing-table all

m FortiAnalyzer
Apphication Security Event List SD WAN Rude Name Destination Interface 5 Securlty
gColoMeeting am - APP Count e
wGoloMeeting ww 2 Critical-DIA portl Lewed rotue
§GoloMecting  we 2 Critical- DIA port1 = General
@GoloMeeting a2 Critical-DIA port1 tog 10 0000000013
Session 1D 769
@GdloMecting  ww 2 Critical- DIA port1 B Dl & &
$ColoMeeting aw 2 Critical- DIA port] Virtual Domain root
@$GoloMeeting w» 2 port2 - Source
$GoToMeeting  ww 2 port2 M—— Reserved
Device 1D FGYMO1 TM22000077
Drevice Namme brarchl _tgt
» 100.1.101
Interiace portS
Intorfsoe Role undetred
NAT » 192209
NAT Port 51042
Port S1042
s 10.0.1.101
UE BA Endpoint 1D 102
UEBA User 1D 3
- Destination
Conmtry United States
End User 1D 3
Enciposnt 10 1
Hont Mame WNN gOROmecting com
w W 23212248208
» e e por2

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in the first exhibit. After
generating GoToMeeting test traffic, the administrator examined the corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.

The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule? (Choose two.)
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A. Full SSL inspection is not enabled on the matching firewall policy.

B. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

C. FortiGate could not refresh the routing information on the session after the application was detected.
D. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

Answer: BD
NEW QUESTION 6
Refer to the exhibit.

Diagnose output

I

.....

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network.
The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPN1. However, the traffic is routed over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose two.)

A. HUB1-VPNS3 has a higher member configuration priority than HUB1-VPNL1.

B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
C. HUB1-VPNL1 does not have a valid route to the destination

D. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNL1.

Answer: CD

NEW QUESTION 7
SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules? (Choose three.)

A. Firewall policies
B. Interfaces

C. Security profiles
D. Traffic shaping
E. Routing

Answer: ABE

NEW QUESTION 8

As an IT manager for a healthcare company, you want to delegate the installation and management of your SD-WAN deployment to a managed security service
provider (MSSP). Each site must maintain direct internet access and ensure that it is secure. You expected significant traffic flow between the sites and want to
delegate as much of the network administration and management as possible to the MSSP.

Which two MSSP deployment blueprints best address the customer??s requirements? (Choose two.)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

A. Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and install the spokes at the customer premises.
B. Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and install the spokes at the customer premises.
C. Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at the customer premises.

D. Install the hub and spokes at the customer premises and enable the MSSP to manage the SD-WAN deployment using FortiManager with a dedicated ADOM.

Answer: AC

NEW QUESTION 9
Refer to the exhibits.
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Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application IDs |

YouTube.

config system sdwan
config health-check
edit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1
set name "Facebook-YouTube™
set src "all"
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4
set passive-measurement enable
next
end
end

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name: “"Facebook"”
id: 15832

branchl fgt # get application name status | grep "id: 31077" -Bl
app-name: "YouTube"
id: 31077

Firewall policy configuration

config firewall policy
edit 1
set name "DIA"
set uuid b9%73edec-5£90-Slec-cadb-017¢c830d9%418
set srcintf "porti"
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"™
set dstaddr "“all"”
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection"
set application-list "default"
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl_fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (port2)
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The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube along with the firewall policy
configuration and the underlay zone status.
Which two statements are true about the health and performance of SD-WAN members 3 and 4? (Choose two.)

A. Only related TCP traffic is used for performance measurement.

B. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
C. Encrypted traffic is not used for the performance measurement.

D. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.

Answer: BD

NEW QUESTION 10

An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and deleted the unused member. After the
configuration update, users report that some destinations are unreachable. You confirm that the affected flow does not match an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

B. FortiGate can remove some static routes associated with an interface when the member is removed from SD-WAN.
C. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.

D. FortiGate administratively brings down interfaces when they are removed from the SD- WAN configuration.

Answer: B

NEW QUESTION 10
Refer to the exhibit.

SD-WAN configuration on FortiGate

- 1 0.0.0.0/0 [1/0) wia 1%92.2.0.2, portl, [1/90]
[1/0]) wis 192.2.0.10, poztd, [10/0]

C 10.0.1.0/34 i» dAirectly comnected, ports

- 10.1.0.0/24 ([(200/0) wia 192.168.1.6]1 (zecursive i3 directly connected, HUB1-VPEl), 1d403hsS2=, [1/0)
{400/0) wia 192.168.1.125 (recursive i3 directly coanected, HUB1-VFR1), 1403nitm, [1/0]
[200/0] wia 193.168.1.1089 (recuzsive ip directly connected, HUB1-VFEY), 1403nik=, [1/0]

- 10.200.99.1/32 i# directly connected, Branch-lo

B 10.2.0.0/16 [300/0] wia 192.160.1.6)1 (recursive 1» directly connected, HUB1-VFEl), 00:03:01, [1/0)
[200/0) wis 192.168.1.125 (zecursive ip directly coanected, HUB1-VFR2)., 00:00:851, [1/0
[200/0) wia 192.168.1.1289 (zecursive is directly coanected, HUB1-VFEY), 00:00:51, [1/0

B 10.2.5.0/24 [200/0) wia 192.168.1.€1 (recursive i3 directly coannected, HUB1-VPNI), 00:00:01, [1/0

branchl gt ¢ diag sys sdwan sezviced

Service(d): Address Hode (IFV4) Llage=0x4200 use-shortcut=-sla use-shortcut
Tie break: fi
Shortcut ::'::1: :

Gen(3), TOS(O0x0/0%0), Protocol(0): »:x
Hf:htr!tll.

13 “t: oum(S HUBl-VFEZ HUDl), alive, 3la(0xl), g9id(0), cf cxd iocal coetiQ), selected

d: Seq ou=m(€ HMUSL-VFNI HUB1l), alive, sla(0xl), 914(0), cfg_ocxrdex(l), ilocal cost(l), selected

3: fg ord loe

L2

n

(1=->65535) :dec (1~-2>65535), Mode(sla), sia-cOmpars-order

Seq num(4 NUBL-VFH1I MNUB1), aslive, #la(0x0), gid(0), ¢ al cost(Q), selected
address(l):

10.0.1.0-10.0.1.25%

Cst address(l):

10.0.0.0-10.255.255.255

Service(4): Address Mode (IFV4) L£lage=0x4200 use-shortcut-sla use-shortcut
21t break: cfg
ShOItCuUt pricrity

Geni(d), T03(0x0/
Mezbersid):
i: Seq nu=m(d portsd underiay), alive, »la(0x3), @id(0), ¢
2t Seq num(l portl underlay), alive, sla(Oxl), 91d4(0), ¢
Src sddress(l):

o - - " =

-.-.-.--‘::-3.1-255

), Protocol(0): sec{l->65535) :dst (1->65535), Mode(sla), sla-compare-corder

coet(0), selected

g_crder(l), local
lccal coat (D), selected

£
£9_crderx(0),

-
L1
-

st address(l):

i 8 A A
T TR

10.2.2585.255%
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Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server 10.2.5.254?
A. SD-WAN service rule 3 and interface HUB1-VPN2.

B. SD-WAN service rule 3 and interface HUB1-VPN3.

C. SD-WAN service rule 4 and portl or port2.

D. SD-WAN service rule 4 and interface port2.

Answer: D

NEW QUESTION 11
(You are using the FortiManager SD-WAN monitor menus to check the status of an SD- WAN topology. When you place the mouse next to branchl_fgt, you

receive the output shown in the exhibit.
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Which two conclusions can you draw from the output shown in the exhibit? Choose two answers.)

A. Three spokes have tunnels that are out of SLA.

B. The template Corp-SOT defines a dual-hub topology.

C. branch3_fgt is configured with three SD-WAN overlay tunnels and one is down.
D. branchl_fgt is configured with six SD-WAN overlay tunnels and three are down.

Answer: AC

NEW QUESTION 16
(You want FortiGate to use SD-WAN rules to steer ping local-out traffic. Which two constraints should you consider? Choose two answers.)

A. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

B. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
C. By default, local-out traffic does not use SD-WAN.

D. You must configure each local-out feature individually to use SD-WAN.

Answer: AC
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NEW QUESTION 19
Refer to the exhibit.

T1 o n

T2 T2 —

FGT-1 DC-1

Reply traffic
Onginal traffic

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1, the reply traffic is routed
overT2. even though T1 is the preferred member in

the matching SD-WAN rule.

What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable snat-route-change under config system global.

B. Enable reply-session under config system sdwan.

C. Enable auxiliary-session under config system settings.

D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

Answer: B

NEW QUESTION 20
(When you deploy SD-WAN, you can choose from several common designs. Each design best applies to specific contexts.
Which two statements correctly associate a common SD-WAN design with its main indication or constraint? Choose two answers.)

A. Use a cloud on-ramp topology to improve the performance of cloud applications.
B. Use a standalone design for sites with only one WAN link to the cloud.

C. Use remote breakout to centralize traffic inspection and limit local management requirements.
D. Use a direct internet access (DIA) design to increase the traffic security and allow local devices with limited capabilities.

Answer: AC

NEW QUESTION 23
(Refer to the exhibits.
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SD-WAN event logs
& identity SD-WAN rule configuration
Dewvice ID FGYMO2TM25002088
Device Name branchl_fgt branchl_f£gt (service) # show
config service
B Type edic 1
set naze "Critical-DIA"
Sub Type sdwan set mode sla
Type event set arc "LAN-net"
SEét internet-service enable
ﬂﬁ.lm*. Set internet-service-app-ctrl 16920 41469
set internet-service-app-ctrl-category 282
Action config sla
Level notice edit ”:G:F_HC'
set id 1
ﬂﬁeneral next
end
Log Description SDWAN status set priority-members 1 2
Log ID 0113022923 nextc
Member 1 1\
e i R R e SD-WAN health-check configuration
HOthm branchl _fgt (health-check) & show
config health-check
edit "Corp HC"
Date 2025-07-01 set server "198.18,1.1" ~198.18,1.2"
Dﬂtf-"1m 2025'0?01 05m125 sat merber 1 2
Destination EndUser ID 3 config sla
Destination Endpoint ID 3 edic 1
Destination Geo ID 0 set latency-thresheold 150
Device Time 2025-07-01 05:00:25 RV I SERRTENROIOLD O
; . set packetloss-threshold 5
Device Time Zone 0700 Shd
Event Time 2025-07-01 05:00:25 end
Event Type Health Check end
Health Check Corp_HC
Log Flog 0
New Volue 1
Old Value 2
SLA Target ID 1
Source City Sunnyvale

SD-WAN member status

branchl fgt # diagnose sys sdwan mxember
Menber(l): type: 0, transport-group: 0, interface:

Member (2): type: 0, transport-group: 0, interface:

Member (3): type: 0, transport-group: 0, interface:
source 172.16.0.1, praioraity: 1 1024, weight: 0O

gateway: 192.2.0.2, source 192.2.0.1, priority: 1 1024, weight: O

gateway: 192.2.0.10, source 152.2.0.9, prioricty: 1 1024, weight: O

portl, flags=0x0,

portd, flags=0x0,

port4, flags=0x0,

Two SD-WAN event logs, the member status, the SD-WAN rule configuration, and the health-check configuration for a FortiGate device are shown.
Immediately after the log messages are displayed, how will the FortiGate steer the traffic based on the information shown in the exhibits? Choose one answer.)

A. FortiGate skips SD-WAN rule ID 1.

B. FortiGate uses port2 to steer the traffic for SD-WAN rule ID 1.

C. FortiGate uses portl to steer the traffic for SD-WAN rule ID 1.

D. FortiGate uses portl or port2 to steer the traffic for SD-WAN rule ID 1.

Answer: B

NEW QUESTION 26
(Refer to the exhibit.
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ike V=root:0:HUB1-VPN1:0: received informational request

ike V=root:0:HUB1-VPN1:0: processing notify type SHORTCUT QUERY

ike V=root:0:HUB1-VPN1: recv shortcut-query 16573251835242579210
cf£f150ded109a548/0000000000000000 192.2.0.1 10.0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttl 31 nat 0 ver 2 mode 0 network-id 1
ike V=root:0:HUBl1-VPN1l: 1if 20 10.0.1.101->10.0.3.101 O route lockup
oif 7 portS gwy 0.0.0.0

ike V=root:0:HUB1-VPN1l: shortcut-query received from 192.2.0.1:500,
local-nat=yes, peer-nat=no )

ike V=root:0:HUB1-VPN1: NAT hole punching for peer at 192.2.0.1:4500

Which statement correctly describes the role of the ADVPN device in handling traffic? Choose one answer.)

A. This device is a spoke that has received a direct shortcut query from a remote spoke.

B. This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a shortcut.

C. This device is a hub that has received a shortcut query from a spoke and has forwarded it to another spoke.
D. This device is a spoke that has received a shortcut query from a remote hub.

Answer: C

NEW QUESTION 27

You configured an SD-WAN rule with the best quality strategy and selected the predefined health check, Default_FortiGuard, to check the link performances
against FortiGuard servers.

For the quality criteria, you selected Custom-profile-1.

Which factors does FortiGate use, and in which order. to determine the link that it should use to steer the traffic?

A. Latency — Member configuration order — Link cost threshold

B. Link quality index — Member configuration order — Link cost threshold

C. Links that meet the SLA targets — Member configuration order — Member local cost
D. Latency — Jitter - Packet loss — Bibandwidth — Member configuration order
Answer: C

NEW QUESTION 32
Refer to the exhibit.
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Diagnose output

fgt_1 # diagnose asys sdwan serviced

Service(l): Address Mode (IPV4) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(Ox0/0x0), Protocol(0): src(l->65535) :dst (1->65535), Mode(priority),
link-cost-factor(latency), link-cost-threshold(10), heath-check(Corp_ HC)
Members(2):
1: Seq num(2 port2 underlay), alive, latency: 0.906, selected
2: Seq num(l portl underlay), alive, latency: 1.07%, selected
Application Control(2): Microsoft.Portal(41469,0) Business(0,29)
Src address(l):
10.0.1.0-10.0.1.255%

Service(2): Address Mode (IPVY) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfyg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): asrc(l->65535):dat(1->65535), Mode (manual)
Members(l):
1: Seq num(2 port2 underlay), alive, selected
Application Control(2): Social.Media(0,23) General.Interest(0,12)
Src address(l):
10.0.1.0-10.0.1.255

IStrvietliis Address Mode (IPV4) flages=0x4200 use-shortcut-sla use-shortcut

Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l->€5535):dat (1->65535), Mode (priority),
link-cost-factor(latency), link-cost-threshold(10), heath-check(Corp_HC)
Members(2):
1: Seq num(2 port2 underlay), alive, latency: 0,906, selected
2: Seq num(l portl underlay), alive, latency: 1.079, selected
Application Control(2): Microsoft.Portal (41469,0) Business(0,29)
Src address(l):
10.0.1.0-10.0.1.25%

Service(2): Address Mode (IPV4) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfyg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l->65535) :dat (1->655135), Mode (manual)
Members(l):
1: Seq num(2 port2 underlay), alive, selected
Application Control(2): Social.Media(0,23) General.Interest(0,12)
Src address(l):
10-0.1.0'10-0-10255

Service (3): Address Mode (IPVE) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l->65535)::dat(1->65535), Mode(2la
hash-mode=round-robin)
Members(3):

1: Seq num(4 HQ T1 overlay), alive, sla(0x3), gid(0), cfg_order(0),
local cost(0), selected

2: Seq num(5 HQ T2 overlay), alive, sla(0x3), gid(0), cfg_order(l),
local cost(0), selected

3: Seq num(é HQ T3 overlay), alive, sla(0x3), gid(0), cfg_order(2),
local cost(0), selected

Src addresa(l):
1000.100'1000010255

Dst address(l):
0.0.0.0-255.255.255.255%

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\"/ Exam Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.

The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet 10.0.1.0/255.255.255.192 and with a destination of
the social media application Facebook.

Based on the exhibits, which two statements are correct? (Choose two.)

A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3, HQ_T1.

B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to headquarters.
C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.

D. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ_T1. HQ T2. HQ_T3.

Answer: CD

NEW QUESTION 36

The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment. Using information provided through the SD-WAN overlay
template wizard, FortiManager creates templates ready to install on the spoke and hub devices.

What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. Static route template
B. Rules template

C. CLI template

D. BGP template

E. IPsec tunnel template

Answer: BDE

NEW QUESTION 37
Refer to the exhibits.
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= Network Properties

Service Cntical-DIA
= |dentity
Device ID FGVM01TM22000077
Device Name branch1_fgt
= Type
Sub Type sdwan
Type event
= Alerts
Level notice
= General
Log Description SDWAN status
Log ID 0113022923
Message Service prioritized by performance metric will be redirected in sequence order
Sequence Number 21
Virtual Domain root
= Others
Date 2024-12-12
Date/Time 2024-12-12 09:09:30

Destination End User ID 3
Destination Endpoint ID 3

Device Time 2024-12-12 09:09:30
Device Time Zone -0800
Event Time 1734023370180275742
Event Type Service
Metric latency
Service ID 1
Time 09:09:30
UEBA Endpoint ID 3
UEBA User ID 3
SD-WAN member status

branchl fgt # diagnose sys sdwan member

Member (1) : transport—-group: 0, interface: portl, flags=0x0,
gateway: 192.2.0.2, source 192.2.0.1, priority: 1 1024, weight: 0
Member (2) : transport-group: 0, interface: port2, flags=0x0,
gateway: 192.2.0.10, source 192.2.0.9, priority: 10 1024, weight:

0
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SD-WAN rule configuration

1

set
set
set
set
set
set
set
set

name “Critical-DIA”
mode priority

src “LAN-net”
internet-service enable

internet-service—-app-ctrl 41469 165920
internet-service-app-ctrl-category 28

health-check “Corp HC”
priority-members 1 2

config service
edit
next

end

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.
Which two conclusions can you draw from the information shown? (Choose two.)

A. The administrator configured the service ID 1 with the highest priority member for port2.

B. Port2 has a lower latency than port1.

C. FortiGate updated the outgoing interface list on the rule so it prefers port2.
D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: BC

NEW QUESTION 41

You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Update the DHCP server configuration.

B. Create model devices.
C. Create a ZTP template.

D. Define metadata variables value for each device.

E. Create policy blueprint.

Answer: BCE

NEW QUESTION 44

(Refer to the exhibit. You noticed that one SD-WAN member went down and you immediately collected the session output shown in the exhibit. What can you
conclude from this output? Choose one answer.)
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# diagnose sys session list

session info: proto=6 proto_st=11 duration=90 expire=3511 timeout=3600
refresh dir=both flags=

socktype=0 av

origin-shaper=

class_id=0 ha_i=0 policy d:l.r-D tunnel=/ vlan_cos=0/255

state=log may dirty nn-f00 app valid route _preserve
statisti(bytes/packets/allow_err):org=1995/8/1 reply=1945/7/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

origin->sink: org pre->post, reply pre->post dev=7~3/3->7_192.2.0.2/0.0.0
hook=post dir=org act=snat 10.0.1.101:54632->128.66. 0.1: 22(192.2.0.100:0
hook>pre dir=reply act=dnat 128.66.0.1:22->192.2.0.100:58630(10.0.1.101
(pos/(before, after)/(0,0,0), (0.0.0))

misc=0 policy_id=1 pol_uuid_idx=16335ath_info=0 chk_client_info=0 vd=0
serial=000000c29 tos=ff/ff app_list=2000 app=16060 url_cat=0
sdwan_mbr_seqg=1 sdwan_service id=4

rpdb_link_id=f0000004

no_offload_reason: redir-to-ips denied-by-nturbo

total session=1

A. FortiGate didn?7?t receive any traffic related to this session after the interface went down.
B. FortiGate flushed the gateway for the session.

C. FortiGate cannot reevaluate the session.

D. FortiGate already reevaluated this session.

Answer: D

NEW QUESTION 45
Refer to the exhibits.

SD-WAN zone HUB1 and SD-WAN member configuration

SD-WAN Zones -

+ Create New~ || [# Edit | | B Delete 2L Where Used Search... A -
O D+ Interface ~ Gateway ~ Cost ~ Priority ~ Status ~ Installation Target ~ u
O @&HuUB1
O 4 BHUB1-VPN1 0.0.0.0 0 1 & Enable

3 Devices in Total

0 |3 @HUB1-VPN2  0.0.0.0 0 1 @ Enable @ branch1_fgt[root]
@branch2_fgt[root]
m@mbranch3_fgt[root]

View Details »

2 Devices in Total  View Details >

mbranch2_fgt{root]
mbranch3_fgtroot]

O 6 & HUB1-VPN3 0.0.0.0 o 1 & Enable
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SD-WAN zone HUB2 and SD-WAN member configuration
[0 @HUB2

3 Devices in Total

3 |F @HUB2-VPN1 0.0.0.0 10 1 @ Enable @ branch1_fgtfroot]
@branch2_fat{root]
@branch3_fgtfroot]

View Details >

O 8 @ HUB2-VPN2  0.0.0.0 10 1 @ Enable

O 9 @HUB2-VPN3 0.0.0.0 10 1 © Enable

Output of command diagnose sys sdwan member

_fgt # diagnose sys sdwan member
Member (4) : transport-group: 0, interface: HUB1-VPN1l, flags=0xd
Member (S) : transport-group: 0, interface: HUB1-VPN2, flags=0xd
Member (7) : transport-group: 0, interface: HUB2-VPN1l, flags=0xd
Member (8) : transport-group: 0, interface: HUB2-VPN2, flags=0xd
Member (9) : transport—-group: 0, interface: HUB2-VPN3, flags=0xd

The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from an SD-WAN template, and the second exhibit shows the output of
command diagnose sys sdwan member collected on a FortiGate device.
Which statement best describes what the diagnose output shows?

A. The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.

B. The diagnose output does not correspond to a device configured with the SD-WAN template shown in the exhibit.
C. The diagnose output was collected on the device branch2_fgt.

D. The diagnose output was collected on the device branchl_fgt

Answer: D

NEW QUESTION 49
Refer to the exhibits.
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Interface details

Name % Members < IP/Netmask <

E] M Physical Interface m

o [&porti ™ Physical Interface 192.2.0.1/255.255.255.248
o [# port2 ™ Physical Interface 192.2.0.9/255.255.255.248
% port3 ™ Physical Interface 0.0.0.0/0.0.0.0
o [ port4 ™ Physical Interface 172.16.0.1/255.255.255.248
| portd ™ Physical Interface 10.0.1.254/255.255.255.0
™ port6 ™ Physical Interface 0.0.0.0/0.0.0.0
™ port7 ™ Physical Interface 0.0.0.0/0.0.0.0
™ port8 ™ Physical Interface 0.0.0.0/0.0.0.0
™ port9 ™ Physical Interface 0.0.0.0/0.0.0.0
% port10 ™ Physical Interface 192.168.0.31/255.255.255.0
T shop 1(port9) # Physical interface 0.0.0.0/0.00.0
% HUB1 & SD-WAN Zone = HUB1-VPN1 0.0.0.0/0.0.0.0
= HUB1-VPN2
“ HUB1-VPN3
4 Test % SD-WAN Zone ] port2 0.0.0.0/0.0.0.0
s virtual-wan-ink & SD-WAN Zone 0.0.0.0/0.0.0.0
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Static route details

Destination ¢ GatewaylP < Interface = Status <

192.168.1.0/24 © 192.2.0.254 i port1 © Enabled
168.1.1.0/24 192204 i port1 © Enabled

Firewall policies on managed FortiGate

Policy From To Source Destination Service
Corp(5 ort1 ort5 A ! 4 i @WHTTP
(] rp(5) ™ p ™ p El Corp-net ] LAN-net HeLL
] DIA(1) ) portd ) port1 LAN-net all WALL

The interface details, static route configuration, and firewall policies on the managed FortiGate device are shown.
You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces portl and port2.
What must be your first action?

A. Define portl as an SD-WAN member.
B. Delete the static routes.

C. Delete the SD-WAN Zone Test.

D. Delete the firewall policies.

Answer: B

NEW QUESTION 50
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.

SD-WAN rule

branch fgt (3) # show
config service
edit 3
set name "“Corp”
set mode sla
set dst “LAN-net”
set src “LAN-net”
config sla
edit “HUB1 HC”

set id 1
next
edit “HUBl_HTTP"
set id 1
next
end
set priority-members 4 S5 6

next
end
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SD-WAN rule status and routing table

branchl_ fgt # diagnose sys sdwan serviceéd 3

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(3), TOS(0x0/0x0), Protocol (0): src(l1->65535):dst (1->65535),
Mode (sla), sla-compare-order
Members (3):
1: Seq num(6é HUB1-VPN3 HUBl), alive, sla(0x3), gid(0), cfg order(2),
local cost (0), selected
2: Seq num(5 HUB1l-VPN2 HUBl), alive, sla(0x2), gid(0), cfg order
(1), local cost (0), selected
3: Seqg num(4 HUB1-VPN1l HUBl), alive, sla(0x0), gid(0), cfg order
(0), local cost (0), selected
Src address(l) :
10.0:.1.0-10.0.1.255

Dst address (1) :
10.1.0.0-10.1.255.255

branchl_fgt # get router info routing-table all | grep HUBI
B 10.1.0.0/24 [200/0] wvia 192.168.1.61 (recursive is directly connected,
HUB1-VPN1l), 00:20:06, [1/0]
[200/0] wvia 192.168.1.125 (recursive 1is directly connected,
HUB1-VPN2), 00:20:06, [1/0]
B 10.2.0.0/24 [200/0] wvia 192.168.1.189 (recursive is directly connected,

HUB1-VPN3), 00:20:06, [1/0]

192.168.1.0/26 is directly connected, HUB1l-VPN1
192.168.1.1/32 is directly connected, HUB1-VPN1
192.168.1.64/26 is directly connected, HUB1l-VPN2
192.168.1.65/32 1is directly connected, HUB1-VPN2
192.168.1.128/26 is directly connected, HUB1l-VPN3
192.168.1.129/32 is directly connected, HUB1-VPN3

OO0 0aanan

The administrator wants to understand the expected behavior for traffic matching the SD- WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be routed over HUB1-VPN3.

B. The traffic will be routed over HUB1-VPN2

C. The traffic will be routed over HUB1-VPN1.

D. The traffic will be load balanced across all three overlays
Answer: B

NEW QUESTION 51
(Refer to the exhibits.
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SD-WAN overlay template advanced settings

Advanced v
Loopback IP Address 10.200.99 252/255.255 255 0
Overlay Network 10.200.99.0/255 255 255 .0
BGP-AS Number 65000
BGP on Loopback @
Dynamic BGP ©
Route Reflection @
Auto-Discovery VPN Legacy ADVPN 20
Segmentation Over Single Overlay O Q

Underlay and network advertisement configuration

£ Secondary HUB * « Cost

Underlay # Private Link @ Overnde IPO Action
WAN Underlay 1 ( Q port1 D x +
WAN Underlay 2 ¢ @ port2 K

Network Advertisement Static
o Interface Action
Interface 1 @ pontS x +

The SD-WAN overlay template advanced settings and the underlay and network advertisement settings are shown. These are the configurations for the secondary
hub of a dual-hub SD-WAN topology created with the FortiManager SD-WAN overlay orchestrator.
Which two conclusions can you draw from the information shown in the exhibits? Choose two answers.)

A. FortiManager will define port2 as a BGP neighbor.
B. FortiManager will create an overlay tunnel on the port2 interface.
C. FortiManager will create an overlay tunnel on the portl interface.
D. FortiManager will define port5 as a BGP neighbor.

Answer: BC

NEW QUESTION 55
Refer to the exhibit.
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# diagnose sys session list

session info: proto=6 prote state=11 duration=180 expire=3424 timeout=3600
refresh dir=both flags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/0

state=log may dirty ndr £00 app valid route preserve

statistic (bytes/packets/allow_err): org=3369/19/1 reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->3/3->7 gwy=192.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:58630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=noop 128.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 pol uuid idx=15844 auth_info=0 chk_client_info=0 wvd=0
serial=00000cO0c tos=ff/ff app 1ist=2000 app=16060 url cat=0

sdwan mbr seg=1l sdwan service 1id=4

rpdb link id=f£f000004 ngfwid=n/a

npu_stave=0x001108

no_offoad reason: redir-to-ips denied-by-nturbo

The administrator configured the SD-WAN rule ID 4 with two members (portl and port2) and strategy lowest cost (SLA).
What are the two characteristics of the session shown in the exhibit? (Choose two.)

A. FortiGate steered this flow according to an SD-WAN rule 4.

B. FortiGate will never re-evaluate this session.

C. FortiGate steered this flow according to the application detected and the outgoing interface is port3.
D. FortiGate will re-evaluate this session if the outgoing interface goes down.

Answer: AD

NEW QUESTION 59
Refer to the exhibit.

ike V=root:0:HUB1-VPN1l:0: received informational request

1ke V=root:0:HUBl1l-VPN1l:0: processing notify type SHORTCUT QUERY

ike V=root:0:HUB1-VPN1l: recv shortcut-query 16573251835242579210
cf£f150ded109a548/0000000000000000 192.2.0.1 10.0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttl 31 nat 0 ver 2 mode 0 network-id 1
ike V=root:0:HUB1-VPN1l: iif 20 10.0.1.101->10.0.3.101 0 route lookup
oif 7 portS gwy 0.0.0.0

ike V=root:0:HUB1l-VPN1l: shortcut—-query received from 192.2.0.1:500,
local-nat=yes, peer-nat=no

ike V=root:0:HUB1-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a spoke that has received a direct shortcut query from a remote spoke.

B. This is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, establish a shortcut.

C. This is a hub that has received a shortcut query from a spoke and has forwarded it to another spoke.
D. This is a spoke that has received a shortcut query from a remote hub.

Answer: B

NEW QUESTION 60
(Refer to the exhibits.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



y Exam Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
l | SurePass https://www.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

I.IBIMMII wwl_service=l(Critical-DIA)
- m _mask=0x00 protocol=0 port=src (0->0) mm—wr uz-num
0if=3(portl), oif=4(port2)
-9'10 ﬂ.l-!Il
ntzol(2) : mutoruunzu,m Microsoft.Portal (41469,0)
M.—nﬂlfaozm-n 03:14:42 3

W

1 :.:“n‘ 10.0.1.101 and icmp) ' o
19 04:34:49.626332 ports in 10.0.1.101 -> 10.0.2.201: iemp m' 3
«0.1. : eche E-
19 04:34:49.626391 MUB1-VPNS out 10.0.1.101 -> 10.0.2.101¢ icap: echo requs
19 04:34:49.283401 HUB1-VPN3 1n 10.0.2.101 -> 10.0 0.1.101: icmp: p:
-19 04:34:49.883430 pores out 10.0.2.101 -> 10.0.1.101s icmp: echo 3

S - static, R - RIP, B - BGP
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You collected the output shown in the exhibits and want to know which interface HTTP traffic will flow through from the user device 10.0.1.101 to the corporate web
server 10.0.0.126. All SD-WAN links are stable.
Which interface will FortiGate use to steer the traffic? Choose one answer.)

A. Only HUB1-VPN3

B. Only HUB1-VPN2

C. Either HUB1-VPN2 or HUB1-VPN3

D. Either HUB1-VPN1, HUB1-VPN2, or HUB1-VPN3

Answer: D

NEW QUESTION 62
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

SD-WAN rule status and configuration

branchl fgt # diagnose sys sdwan serviced 3

Service(3) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst(1->65535), Mode(priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check(HUB1l_HC)
Members (3) :
1: Seq num(4 HUB1-VPN1 HUB1l), alive, latency: 96.349, selected
2: Seq_num(S HUB1-VPN2 HUB1l), alive, latency: 141.278, selected
3: Seq num(6 HUB1-VPN3 HUBl), alive, latency: 190.984, selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

branchl_fgt (service) # show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 S 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
B. When HUB1-VPN3 has a latency of 80 ms

C. When HUB1-VPN3 has a latency of 90 ms

D. When HUB1-VPNL1 has a latency of 200 ms

Answer: D

NEW QUESTION 63
When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the flag vwI.

B. You cannot identify SD-WAN session

C. You must use the sdwa

D. session filter.

E. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

F. You identify sessions steered according to SD-WAN rules with the data 3dwan_service_id.

Answer: D

NEW QUESTION 68
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Exhibit.

I/, Spoke A1

=
N |

W Hub 82

Region A Region B

Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1 and Hub 2
Which two configuration settings are required for the spoke Al to establish an ADVPN shortcut with the spoke B2? (Choose two.)

A. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to hubs.
B. On hubs, auto-discovery-receiver must be enabled on the IPsec VPNs to spokes.
C. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to spokes.
D. On hubs, auto-diacovery-sender must be enabled on the IPsec VPNs to spokes

Answer: AD

NEW QUESTION 70

You are planning a new SD-WAN deployment with the following criteria:

- Two regions

- Most of the traffic is expected to remain within its region

- No requirement for inter-region ADVPN

To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. OSPF for the routing within each region and EBGP between the regions.

B. IBGP with BGP on loopback within each region and EBGP between the regions.

C. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
D. IBGP within each region and between the regions.

Answer: B

NEW QUESTION 74
What are three key routing principles of SD-WAN? (Choose three.)

A. Directly connected routes have precedence over SD-WAN rules.

B. Policy routes have precedence over SD-WAN rules.

C. SD-WAN rules are skipped if the best route to the destination is a static route

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
E. SD-WAN members are skipped if they do not have a valid route to the destination.

Answer: BDE

NEW QUESTION 79

(As an IT manager, you want to delegate the installation and management of your SD- WAN deployment to a managed security service provider (MSSP). Each
site must maintain direct internet access and be secure. You expect significant traffic flow between the sites and want to delegate as much of the network
administration and management as possible to the MSSP.

Which two MSSP deployment blueprints address your requirements? Choose two answers.)

A. Use a shared hub on the MSSP premises and a dedicated hub on the customer premises, and install the spokes on the customer premises.

B. Install a dedicated hub on the MSSP premises for the customer, and install the spokes on the customer premises.

C. Install the hub and spokes on the customer premises, and enable the MSSP to manage the SD-WAN deployment using FortiManager with a dedicated ADOM.
D. Use a shared hub on the MSSP premises with a dedicated VDOM for the customer, and install the spokes on the customer premises.

Answer: BD

NEW QUESTION 82
Refer to the exhibits.
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Device blueprint

. Edit Device Blueprint - Stores

Name

Device Model

Automatically Link to Real Device
Enforce Firmware Version
Enforce Device Configuration @
Add to Device Group

Add to Folder

Fabric Authorization Template
Pre-Run CLI Template

Assign Policy Package

Provisioning Templates

HA

Stores

FortiGate-51G

800668008

5G-links
© B default
@ corp_st

B3 LAN-interface

D
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CLI script LAN-interface

Edit CLI Template — LAN interface »
Name LAN-interface
Type CLI v
Comments
0/4096
Script details 4+ I3
1l config system interface
2 edit portl
3 set mode dhcrp
4 set allowances ping https ssh fgfm
5 next
6 edit port2
7 set mode dhcr
8 next
9 edit portS
10 set i1p 10.0.$ (branch 1 >4 s : e
11 set allowaccess ping
12 end
13 end

The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for onboarding FortiGate devices in the company??s stores.
Later, a technician prepares a FortiGate 51G with a basic configuration and connects it to the network. The basic configuration contains the portl configuration and
the minimal configuration required to allow the device to connect to FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?

A. FortiManager updates the device configuration according to the selected template

B. It applies the corp_st template first.

C. FortiManager does not update the portl configuration because FortiManager does not change the configuration of interfaces with fgfm access.
D. FortiManager updates access rights only for portl. FortiManager cannot update the IP address because it was already set manually.

E. FortiManager updates the configuration of portl, port2, and port5. The three ports might get new IP addresses.

Answer: D

NEW QUESTION 84

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the hub within its infrastructure for
ease of management and to share costly resources.

In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer requires SIA with centralized breakout.

B. The administrator expects a large volume of traffic between the branches.
C. The customer expects a large amount of VolP traffic.

D. The majority of the branch traffic is directed to a corporate data center.
Answer: BD

NEW QUESTION 86
(Refer to the exhibit.
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Settings Info
Name Social_app
Status m & Disabled
Source
Address El LAN-net X
+
User group -
Destination
Address &
internet servics +
Outgoing Interfaces
Interface selection strategy i®) Manual
Manually assign cutgoing Interfaces

You configure SD-WAN on a standalone FortiGate device.

You want to create an SD-WAN rule that steers traffic related to Facebook and LinkedIn through the less costly internet link.
What must you do to set Facebook and LinkedIn applications as destinations from the GUI? Choose one answer.)

A. Enable the visibility of the applications field as destinations of the SD-WAN rule.

B. In the Internet service field, select Facebook and LinkedIn.

C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.

D. Install a license to allow applications as destinations of SD-WAN rules.

Answer: B

NEW QUESTION 89
Refer to the exhibit.
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FortiGate policy route

branch fgt # diagnose firewall proute list
list route policy info(vf=root):

1d=1(0x01) dscp_tag=0xfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst (0->0)
11f=7 (poxrtS)

path(1l): oif=5(port3) gwy=10.0.1.255

source wildcard(l) : 10.0.1.128/255.255.255.128

destination wildcard(1l): 0.0.0.0/0.0.0.0

hit _count=0 rule last used=2024-12-13 01:40:44

id=2131427329(0x7£f0b0001) vwl_service=1l(Critical-DIA), vwl_mbr_seq=2 1 dscp_tag=0xfc Oxfc flags=
0x0 tos=0x0

tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) ii1f=0(any)

path(2): oif=4(port2), oif=3(portl)

source(l) : 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16920,0) SMTP Signed.Email (28991,0)

hit count=732 rule last used=2024-12-12 12:30:16

1d=2131427329(0x7£070003) vwl_service=3(Corp), vwl_mbr seqgq=4 5 & dscp_tag=0xfc Oxfc flags=0x0
tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) ii£f=0(any)

path(3): o0if=20(HUB1-VPN1l), oif=21(HUB1-VPN2), o0if=22 (HUB1-VPN3)

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=2024-12-12 02:29:25

id=2131165188 (0x7£070004) vwl_service=4 (LAN-to-Corp2), vwl_mbr seg=1 2 dscp_tag=0xfc Oxfc flags=
0x10 load-balance hash-mode=round-robin tos=0x0 tos mask=0x00 protocol=0 port=src(0->0) :dst (0->
0) iif=0(any)

path(2): oif=3(portl) num pass=1, oif=4(port2) num pass=1

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule_last_used=2024-12-13 01:43:31

What conclusions can you draw about the traffic received by FortiGate originating from the source LAN device 10.0.1.133 and destined for the company??s SMTP
mail server at 10.66.0.125?

A. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66 0.125 through port3.

B. ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66.0.125 through port2.

C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66.0.125 through the SD-WAN member ID 4.
D. FortiGate steers the traffic from the LAN device 10.0.1.133 to the SMTP mail server 10.66.0.125 through the SD-WAN member ID 1 or 2.
Answer: D

NEW QUESTION 92
Refer to the exhibits.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

SD-WAN zone configuration on FortiManager

SD-WAN Zones
[ + Create New~ | [# Search @ *
O ID ~ Interface ~ Gateway ~ Cost ~ Priority ~ Status ~ Installation Target = n
O & virtual-wan-link
O @ underlay
|1
0 |2 @ port1 0.0.0.0 0 1 & Enable
0O @& HUB1 @ port2 0.0.0.0 0 1 @ Enable
1 Device in Total View Details >
L 4 @ HUB1-VPN1 0.0.0.0 0 1 @ Enable
m branch1_fgt[root]
0 s @ HUB1-VPN2 0.0.00 0 1 @ Enable
7
Policy package configuration
“ Name From To Source Destination  Install On
i@ Corp-SOT_BBLK(1/1 Total:1)
2 DIA CLAN & underlay & LAN-net call © Installation Targets
3 To Hub-Overlay & LAN S HUB1-VPN1 @all Qall @ Installation Targets
= Implicit(4/4 Total:1)
s @ all @ all
4 Implicit Deny any any g all a all

The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and the policy package configuration.

When the administrator tries to install the configuration changes, FortiManager fails to commit.
What should the administrator do to fix the issue?

A. Configure branchl_fgt as the installation target for policy 3.

B. Configure HUBL1 as the destination of policy 3.

C. Configure a normalized interface for the IPsec tunnel HUB1-VPNL1.

D. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3

Answer: B

NEW QUESTION 94

You have configured the performance SLA with the probe mode as Prefer Passive. What are two observable impacts of this configuration? (Choose two.)

A. FortiGate passively monitors the member if TCP traffic is passing through the member.

B. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.

C. FortiGate passively monitors the member if ICMP traffic is passing through the member.
D. During passive monitoring, the SLA performance rule cannot detect dead members.
E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer: AD

NEW QUESTION 97
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