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NEW QUESTION 1
Refer to the exhibits.

Diagnose output

FortiManager # get system status

Platform Type : FMG-VM64-KVM

Platform Full Name : FortiManager-VM64-KVM

Version : v7.6.1-build3344 241023 (GA.M)
Serial Number : FMG-VMTM24012945

BIOS version : 94000002

Diagnose output

FortiManager # diagnose dvm device list
--- There are currently S devices/vdoms managed ---
--- There are currently 5 devices/vdoms count for license ---

TYPE 01D SN HA IpP NAME ADOM IPS FIRMWARE

fmgfaz-managed 230 FGVMO2TM24013423 - 10.0.13.254 FGVMO2TM24@13423 root 7.8 MR6 (3401) N/A
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: retrieved; conn: up
|- vdom:[3]root flags:@ adom:root pkg:[never-installed]

unregistered 167 FGVMO2TM24013501 - 192.168.1.3 FGVM2TM24013501 root 7.8 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom:[3]root flags:® adom:root pkg:[never-installed]

unregistered 209 FGVMB2TM24013502 - 192.168.1.101 FGVMB2TM24@13502 root 7.0 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom:[3]root flags:® adom:root pkg:[never-installed]

unregistered 188 FGVMO2TM24013504 - 192.168.1.111 FGVMB2TM24213584 root 7.8 MR6 (3481) N/A
|- STATUS: dev-db: unknown; conf: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom:[3]root flags:® adom:root pkg:[never-installed]

fmgfaz-model 262 - HQ-NGFW My ADOM 7.0 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: unknown; cond: unknown; dm: unknown; conn: unknown
|- vdom:[3]root flags:® adom:My ADOM pkg:[never-installed]

FortiManager # diagnose test deploymanager reloadconf 262
Retriving configuration file from FGT...
Error: Configuration file import error.

An administrator runs the reload failure commanddiagnose test deploymanager reloadconf 262on FortiManager.
Why does the administrator receive an error message?

A. The administrator must use the FortiGate name instead of the ID number.

B. The administrator just recently added FortiGate HQ-NGFW as a model device.
C. FortiManager requires the FortiGate serial number instead of the ID number.
D. FortiManager does not support FortiOS version 7.0.

Answer: B

Explanation:

The error occurs because the FortiGate HQ-NGFW device with ID 262 is a newly added model device and has not yet been fully synchronized or installed with a
configuration package, which causes the reload configuration command to fail.

NEW QUESTION 2

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an IPsec VPN. However, when running
the script, the administrator receives the following error:

config vpn ipsec phaseZ2-interface [parameter(s) invalid. detail: object mismatch]

What must the administrator do to resolve the script error and successfully apply the IPsec configuration?

A. Add the end command after finishing the IPsec phase 1-interface configuration block.
B. Use IPsec templates to deploy provisioning templates.

C. Add a second config vpn ipsec phase2-interface block without linking it to phasel.

D. Run the script using the policy package or ADOM database method.

Answer: D
Explanation:

Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object relationships and dependencies in the
IPsec configuration, preventing object mismatch errors when pushing complex VPN settings directly via CLI.
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NEW QUESTION 3

An administrator has a FortiGate-HQ device with VDOMs—root, HR and Facilities, currently managed under the FortiManager ADOM—Sitel. They try to move
VDOM HR to the FortiManager ADOM—Site2, but it does not work.

Why is the administrator not able to move FortiGate-HQ VDOM HR to FortiManager ADOM—Site2?

A. The FortiGate-HQ must be managed under the FortiManager ADOM—root to allow moving its VDOMs to different ADOMSs.

B. The administrator must have full access in the device layer of FortiGate-HQ VDOM-root before they can VDOMs to different ADOMSs.

C. FortiManager must be in ADOM normal mode, which does not allow VDOMs to be managed separately.

D. The administrator must delete the FortiGate-HQ device from FortiManager and add it again using the Add Device wizard before moving the VDOM.

Answer: A

Explanation:
FortiGate devices must be managed under the FortiManager ADOM corresponding to the root VDOM to allow their individual VDOMs to be moved and managed
in different ADOMs. Managing the root VDOM in a different ADOM prevents moving subordinate VDOMs across ADOMSs.

NEW QUESTION 4
Refer to the exhibits
FortiGate GUI—FortiGuard

FortiGuard Distribution Network

- — - - — - —— — E

Entitiement Status
Advanced Mahwmare Protectlon © Licensed (Expiration Date: 2027/10/10)
Attack Surface Security Rating © Licensed (Expiration Date 2027/10/10}
Data Loss Prevention (DLP) © Licensed (Expiration Date: 2027/10/10)
Email Filtering 8 Licensed (Expiration Date: 2027/10/10)
Intrusion Prevention © Licensed (Expiration Date: 2027/10/10)
IPS Defnitions ® Version 600741 i Actions =
IPS Engine ® Version 7.01014
Malicious URLs ® Version 1.00001
Botnet |Ps © Version 7.03947 W View List
Botnet Domains ®© Version 301041 B View List
Operational Technclogy (OT) Security Service A Not Licensed i Purchase -
OT Threat Definltions Version 600741 © Upgrade Database
OT Detection Definitions Version 0.00000
OT Virtual Patching Signatures. Version 000000 B View List

Web Fllternng Licensed (Expiration Date: 2027/10/10)

Blocked Certificates Version 1.00509

DNS Filtering Licensed (Expiration Date: 2027/10/10)

O 00 0O @ O

Video Filtering Licensed (Expiration Date: 2027/10/10)
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FortiManager GUI—FortiGuard

r- FornManager =

& Dothb Receive Status | IRTIORERIRTIR
22 Retresn | [ Show Used Object Only | | B B
0 Pachage Name & Product = Version ¢ Service Entitiement ©  Latest Version [Relcase Data/Time)
[l ForniOS Virtual Patch Database FornGate 760+ FortiCare 2400111 (2024-11-07 DO0:58:00)
[0 FGT FortifFlowDB FortGate 740+ internet Service DB 7103947 (2024-11-20 00:49 00
[0 OLP Signature FortiGate 76+ Dataleak 1.00050 (2024-09-20 17:1500)
[0  Security Rating Package FortiGate 16 6.00011 (2024-11-13 02:58.00
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[0 Sigratwre Meta Data (FS S Forthanaper 7.2.1» FortiCare 29 00904 (2024-91-1903:150C
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] Sigrature Meta Cata (IFS Extended] FortManager 721+ FortCare 29 00904 (2024-91-19 03:1 500
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[0 Securty FortManaper 2214 Security 4.00(&7 (2024 12-1303:18:00

FortiGate CLI—Central management

[FQ-NGFW-1 (central-management) # sh
config system central-management
set type fortimanager
set allow-push-firmware disable
set allow-remote-firmware-upgrade disable
set serial-number "FMG-VMTM24012945"
set fmg “::ffff:10.0.13.120"
config server-list
edit 1
set server-type update
set server-address 192.168.1.120
next
end
set include-default-servers disable

]Eﬂd

FortiGate HQ-NGFW-1 downloads and validates FortiGuard databases from FortiManager which acts as a local FortiGuard Distribution Server (FDS) in a closed
network. An administrator pushes a new firewall policy with an intrusion prevention system (IPS) profile from FortiManager to FortiGate HQ- NGFW-1 However,
FortiGate does not recognize the new IPS signature from FortiManager.

What is the most likely reason why FortiGate HQ-NGFW-1 does not recognize the new IPS signature?

A. FortiGate must enable rating for the FortiManager IP address, 192.168.1.120, in server list 1.

B. FortiManager and FortiGate have different IPS database versions.

C. The administrator must enable IPv6 connections for FortiGuard services on FortiManager.

D. The administrator must enable the fortiguard-anycast option to correctly download all signatures from the local FDS.

Answer: B
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Explanation:

The most likely reason FortiGate HQ-NGFW-1 does not recognize the new IPS signature is that FortiManager and FortiGate have different IPS database versions.
The FortiManager may have pushed a signature update that FortiGate has not yet synchronized or validated locally, causing the signature to be unrecognized.

NEW QUESTION 5
Which is recommended when you are managing a high volume of logs in your network?

A. Store logs on FortiManager and use FortiView.

B. Add and manage FortiAnalyzer from FortiManager.

C. Enable advanced ADOM mode on FortiManager.

D. Forward logs from FortiAnalyzer to FortiManager daily.

Answer: B

Explanation:

Adding and managing FortiAnalyzer from FortiManager is recommended for handling a high volume of logs, as FortiAnalyzer is designed specifically for

centralized log management, analysis, and reporting, which offloads this workload from FortiManager.

NEW QUESTION 6
Refer to the exhibit.

FortiManager policy package
Import Device - HQ-NGFW-1 - Interface Mapping & Policy (2/5) =
Create a new policy package for import.
Policy Package Name HQ-NGFW-1
Folder root b
Policy Selection M URN Sclect Policies to Import
Object Selection Import only policy dependent objects IRV SR HTEEE
[2Y :"fq ..

Device Interface < Mapping Type < Normalized Interface < n

»| port2 m Per-Platform LAN

Dports Per-Device portd

& porté Per-Device W porté

3
Add mappings forallunused @
device interfaces
Next > Cancel

An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
B. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.

C. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.

D. FortiGate may not work as expected when the administrator does not import all objects.

Answer: C

Explanation:

The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer, mapping them to the

corresponding device interfaces based on the import settings.

NEW QUESTION 7
Refer to the exhibit.
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FortiManager—HQ-NGFW-1 install preview

Install Preview of HQ-NGFW-1 0 x
Ass gned Devices & HQ-NGFW-1 v
= '-; NGFW-1
SrEMTH * 4

=== Preview result ===
conflg system central-minaigement
config server-list
edit 1
o1 server-type update rating
ReXT
end
end
conflg vpn certificate ca
edit “root CAY”
wt ca BEGIN CERTYIFICATE
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108 MY AR 2@/ S /wzynicQladaT?TSoF « /VATAATDEHHD a8 2 T {UUIC ] { gied)o
UNNIYSO A8 ] 1M+ ) 39ZX52 SwrpNyreG < A0 20D/ 0F05 #UAL | rvmadh 3xp 2uDCDS0C
CIFFBPR2CESION I ISK/GSFEM] /wOPS/vPucte ] [EgVIy + SEMEAR T ABC Ak AAINT
MGE HOYDVREOBEYE FASHEN I 2 feVvEARROOYOVhXE T | T LMESGA UG [ uQVIE JAF AdH
W F 2 aVRAROL YOV xE T4 TSMASGA 1UME B/ uQF MAMRA f RUOZYTVREP AQH/ RAQD
AGGGMADGC SQGSTDIDQERAQUALAS TRAQARA 1 TaQ ) phxxq2 1/ §67 ) JqIveulBgtalx
Prslnad ISy i (VO NS agUBQu) ! 0 SCS00VE IQNe y I rVL bl o f Sqe g0 1 6P mD

An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings they did not modify and are
unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

A. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

B. FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download FortiGuard updates.

C. FortiGate HQ-NGFW-1 will use the root_CA3 certificate in firewall address objects or policies.

D. FortiManager will install the CA certificate named root_CAS3 to authenticate FortiGate-to-FortiManager communication protocol (FGFM) tunnel connections with
FortiGate HQ- NGFW-1.

Answer: BD

Explanation:

The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact FortiManager as a FortiGuard
Distribution Server (FDS) for FortiGuard updates.

The installation includes a root_CAS3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM tunnel connections between the
devices.

NEW QUESTION 8
An administrator has assigned a global policy package to a new ADOM named ADOML1.
What will happen if the administrator tries to create a new policy package in ADOM1?

A. The administrator will be able to select the option to assign the global policy package to the new policy package.
B. FortiManager will automatically assign the global policy package to the new policy package.

C. FortiManager will automatically install policies on the policy package in ADOM1.

D. The administrator will have to assign the global policy package from the global ADOM.

Answer: A
Explanation:

When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the option to select and assign the
global policy package to the new policy package if desired.

NEW QUESTION 9
What is the best explanation of how FortiManager helps with mass provisioning?
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A. It upgrades the OS of each FortiGate device.

B. It provides local FortiGuard Distribution Server (FDS) services to the network.

C. It uses templates to configure the same settings on many devices simultaneously.
D. It sends email alerts when new devices connect.

Answer: C
Explanation:

FortiManager helps with mass provisioning by using templates that allow administrators to configure the same settings on multiple FortiGate devices
simultaneously, streamlining deployment and management.

NEW QUESTION 10
Refer to the exhibit.

FortiManager cluster settings

@ Dashboard Cluster Settings
& Device Manager >
B Policy & Objects ) Failover Mode Manual m
me VPN Manager > Operation Mode '
Bl AP Manager > peerlPandPeerSN 1P Type Peer IP Peer SN Action
FortiSwitch Manager B
IPva - 10.0.1.242 FMG VMOA 149 X +
B Extender Manager >
& FortiView > Cluster ID i ~  {1-64)
P Log View Y Group Password
B Fabric View » File Quota 4096 MB (2048-20480)
I3 Incidents & Events > Heart Beat Interval 10 Seconds
B Reports > Failover Threshold 30 > (1-255)
©® FortiGuard ) VIP 10.0.1.245
© System Settings v VRRP Interface port2 =
Administrators Unicast O
Admin Profiles Monitored IP P Interface Action
Remote Authentication Server 10.0.1.241 port2 = X +
SAML SSO
Download Dcbug Log 8, Download
Settings
Network

If the monitored interface for the primary FortiManager device fails, what must you do to maintain high availability (HA)?

A. The FortiManager HAfailover is transparent to administrators and does not require any additional action.

B. Manually promote one of the working secondary devices to the primary role: and reboot the original primary device to remove the peer IP address of the failed
device.

C. Reconfigure the primary device to remove the peer IP address of the failed device from its configuration.

D. Check the integrity database of the primary device to force a secondary device to become the new primary with all active interfaces.

Answer: A
Explanation:

In a FortiManager HA cluster configured with VRRP failover, the failover process is automatic and transparent to administrators. If the monitored interface on the
primary device fails, the secondary device takes over without requiring manual intervention to maintain HA.

NEW QUESTION 10
Refer to the exhibit.
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FortiManager # config system global
(global) # set workspace-mode normal
(global) # end
FortiManager #

What are two results from the configuration shown in the exhibit? (Choose two.)

A. Ungraceful closed sessions will keep the ADOM in a locked state until the administrator session times out.
B. The administrator can lock policy blocks and FortiManager global ADOM.

C. The same administrator can lock more than one ADOM at the same time.

D. The administrator must have access to the ADOM to approve changes.

Answer: AB

Explanation:
In normal workspace mode, ungraceful session closures will keep the ADOM locked until the session times out, preventing other administrators from editing.
Normal workspace mode allows administrators to lock policy blocks and the global ADOM, providing granular locking control.

NEW QUESTION 13

Which output is displayed right after moving the ISFW device from one ADOM to another?
A)

FortiManager # dlagnose dvm device list ISFW
--=- There are currently 4 devices/vdoms managed ---
—-- Thare are currently 4 devices/vdoms count for license ---

[IYPE 01D SN HA 1P NAME ADOM 1PS FIRMWARE
fmgfaz-managed 325 FGVM01000007764€ - 10.0.1.200 ISFW ADOMI6 7.00741 (regular) 7.0 MREé (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up

|- wdom: [3]root flags:1 adom:ADOM76 pkg:[out-of-sync|ISFW

B)

FortiManager # diagnose dvm device list ISFW
--- There are currently 4 devices/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ---

TYPE OID SN HA Ip NAME ADOM IPs FIRMWARE
fmgfaz managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOMT76 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installed; conn: up

| = wdom: [3]root flags:0 adom:ADOM76 pkg: [imported] ISFW

C)

FortiManager ¥ diagnose dvm device list ISFW
-~- There are currently 4 devices/vdoms managed ---
--- There are currently 4 daevices/vdoms count for license =---

TYPE 01D SN HA 1ip NAME ADOM IPs FIRMWARE
fmgfaz-managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOM76 7.00741 (regqular) 7.0 MR6 (2463)
| - STATUS: dev-db: not modified; conf: in syno; cond: OK; dm: installed: conn: up

|- vdom: [3] root flags:0 adom:ADOM76 pkg: [naver-installed]

D)

FortiManager # diagnose dvm device list ISFW
--- There are currently 4 devices/vdoms managad ---
=== There are currently 4 devices/vdoms count for license ---

TYPE 01D SN HA Ip NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGVMO010000077646 - 10.0.1.200 ISFW ADOMT6 1.00741 (regular) 7.0 MRE {2463)
|- STATUS: dav-db: not modifiaed; conf: in sync; cond: OK; dm: ratriaved; conn: up
| - vdom: [3] root flags:0 adom:ADOM?é pkg: [unknown] ISFW

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

Right after moving the ISFW device to a new ADOM, the status typically shows the policy package as never-installed, indicating that the device has been assigned
to the new ADOM but no policy package has yet been installed in that ADOM.
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NEW QUESTION 16

A service provider administrator has assigned a global policy package to a managed customer ADOM named My_ADOM. The customer administrator has access
only to My_ADOM.

How can the customer administrator edit the global header policy of the global policy package?

A. The customer administrator can edit the header policy by using workspace mode on the global ADOM.

B. The customer administrator can edit the header policy by using workflow mode on the global ADOM and My_ADOM.

C. The service provider administrator can unlock the global policy from the global ADOM to authorize changes to the customer administrator.

D. The customer administrator cannot edit the global header policy; only the service provider administrator can make changes from the global ADOM.

Answer: D
Explanation:

The global policy package is managed only from the global ADOM by the service provider administrator. Customer administrators with access solely to their ADOM
(My_ADOM) cannot edit the global header policy; such changes must be made by the service provider administrator in the global ADOM.

NEW QUESTION 18
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