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NEW QUESTION 1
Which NIST SP discusses protecting CUI in nonfederal systems and organizations?

A. NIST SP 800-37
B. NIST SP 800-53
C. NIST SP 800-88
D. NIST SP 800-171

Answer: D

NEW QUESTION 2
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice is only being completed
quarterly. During the interviews, the team members say they perform the practice monthly but only document quarterly. Is this sufficient to pass the practice?

A. No, the work is not being done as stated.

B. Yes, the practice is being done as documented.

C. No, all three assessment methods must be met to pass.
D. Ye

E. the interview process is enough to pass a practice.

Answer: A

NEW QUESTION 3
After completing a Level 2 Assessment, a C3PAO is preparing to upload the Assessment Results Package to Enterprise Mission Assurance Support Service.
Which document MUST be included as part of the final assessment results package?

A. Final Report

B. Certification rating

C. Summary-level findings
D. All Daily Checkpoint logs

Answer: A

NEW QUESTION 4
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP

B. People

C. Test equipment

D. Government property

Answer: A

NEW QUESTION 5
In the CMMC Model, how many practices are included in Level 2?

A. 17 practices
B. 72 practices
C. 110 practices
D. 180 practices

Answer: C

NEW QUESTION 6
For CMMC Assessments, during Phase 1 of the CMMC Assessment Process, which are responsible for identifying potential conflicts of information?

A. C3PAO and OSC

B. OSC and CMMC-AB

C. CMMC-AB and C3PAO

D. Lead Assessor and Assessment Team Members

Answer: D

NEW QUESTION 7

During the assessment process, who is the final interpretation authority for recommended findings?
A. C3PAO

B. CMMC-AB

C. OSC sponsor

D. Assessment Team Members

Answer: A
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NEW QUESTION 8
A machining company has been awarded a contract with the DoD to build specialized parts. Testing of the parts will be done by the company using in-house staff
and equipment. For a Level 1 Self-Assessment, what type of asset is this?

A. CUI Asset

B. In-scope Asset

C. Specialized Asset

D. Contractor Risk Managed Asset

Answer: B

NEW QUESTION 9
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels2and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 10

An assessment is being conducted at a remote client site. For the duration of the assessment, the client has provided a designated hoteling space in their secure
facility which consists of a desk with access to a shared printer. After noticing that the desk does not lock, a locked cabinet is requested but the client does not
have one available. At the end of the day, the client provides a printout copy of an important network diagram. The diagram is clearly marked and contains CUI.
What should be done NEXT to protect the document?

A. Take it with them to review in the evening.

B. Leave it on the desk for review the following day.

C. Put it in the unlocked desk drawer for review the following morning.
D. Take a picture with the personal phone before securely shredding it.

Answer: A

NEW QUESTION 10
An assessor is collecting affirmations. So far, the assessor has collected interviews, demonstrations, emails, messaging, and presentations. Are these appropriate
approaches to collecting affirmations?

A. No, emails are not appropriate affirmations.

B. No, messaging is not an appropriate affirmation.

C. Yes, the affirmations collected by the assessor are all appropriate.

D. Yes, the affirmations collected by the assessor are all appropriate, as are screenshots.

Answer: C

NEW QUESTION 12

In preparation for a CMMC Level 1 Self-Assessment, the IT manager for a DIB organization is documenting asset types in the company's SSP The manager
determines that identified machine controllers and assembly machines should be documented as Specialized Assets. Which type of Specialized Assets has the
manager identified and documented?

A.loT

B. Restricted 1S

C. Test equipment

D. Operational technology

Answer: D

NEW QUESTION 16
In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope

B. Out of scope

C. OSC point of contact

D. Assessment Team Member

Answer: A

NEW QUESTION 21

Which term describes the process of granting or denying specific requests to obtain and use information, related information processing services, and enter
specific physical facilities?

A. Access control

B. Physical access control

C. Mandatory access control

D. Discretionary access control

Answer:
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A

NEW QUESTION 24
While determining the scope for a company's CMMC Level 1 Self-Assessment, the contract administrator includes the hosting providers that manage their IT
infrastructure. Which asset type BEST describes the third-party organization?

A. ESPs

B. People

C. Facilities
D. Technology

Answer: A

NEW QUESTION 27
Which example represents a Specialized Asset?

A. SOCs

B. Hosted VPN services

C. Consultants who provide cybersecurity services
D. All property owned or leased by the government

Answer: D

NEW QUESTION 28
How does the CMMC define a practice?

A. A business transaction

B. A condition arrived at by experience or exercise

C. A series of changes taking place in a defined manner

D. An activity or activities performed to meet defined CMMC objectives

Answer: D

NEW QUESTION 31
An employee is the primary system administrator for an OSC. The employee will be a core part of the assessment, as they perform most of the duties in managing
and maintaining the systems. What would the employee be BEST categorized as?

A. Analyzer

B. Inspector

C. Applicable staff

D. Demonstration staff

Answer: C

NEW QUESTION 34
As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?

A. Union

B. Accord

C. Alliance

D. Agreement

Answer: D

NEW QUESTION 37
Which statement BEST describes the requirements for a C3PAQ?

A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.

B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.

C. AC3PAO must be accredited by DoD before being able to conduct assessments.

D. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.

Answer: D

NEW QUESTION 39

Which term describes "the protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to. or
modification of information"?

A. Adopted security

B. Adaptive security

C. Adequate security

D. Advanced security

Answer: C
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NEW QUESTION 42
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.

B. verify, based on an assessment and organizational practice.

C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 44
In performing scoping, what should the assessor ensure that the scope of the assessment covers?

A. All assets documented in the business plan

B. All assets regardless if they do or do not process, store, or transmit FCI/CUI

C. All entities, regardless of the line of business, associated with the organization

D. All assets processing, storing, or transmitting FCI/CUI and security protection assets

Answer: D

NEW QUESTION 49
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI

B. It is a restricted IS

C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 50

While conducting a CMMC Assessment, a Lead Assessor is given documentation attesting to Level 1 identification and authentication practices by the OSC. The
Lead Assessor asks the CCP to review the documentation to determine if identification and authentication controls are met. Which documentation BEST satisfies
the requirements of IA.L1-3.5.1: Identify system users. processes acting on behalf of users, and devices?

A. Procedures for implementing access control lists

B. List of unauthorized users that identifies their identities and roles

C. User names associated with system accounts assigned to those individuals
D. Physical access policy that state

E. "All non-employees must wear a special visitor pass or be escorted.”

Answer: C

NEW QUESTION 51
In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet that contains paper FCl is also
identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI

B. In scope, because it is part of the same physical location
C. Out of scope, because they are all only paper documents
D. Out of scope, because it does not process or transmit FCI

Answer: A

NEW QUESTION 54
An assessment procedure consists of an assessment objective, potential assessment methods, and assessment objects. Which statement is part of an
assessment objective?

A. Specifications and mechanisms

B. Examination, interviews, and testing

C. Determination statement related to the practice

D. Exercising assessment objects under specified conditions

Answer: C

NEW QUESTION 58

During a Level 2 Assessment, the OSC has provided an inventory list of all hardware. The list includes servers, workstations, and network devices. Why should
this evidence be sufficient for making a scoring determination for AC.L2-3.1.19: Encrypt CUI on mobile devices and mobile computing platforms?

A. The inventory list does not specify mobile devices.

B. The interviewee attested to encrypting all data at rest.

C. The inventory list does not include Bring Your Own Devices.

D. The DoD has accepted an alternative safeguarding measure for mobile devices.

Answer: A

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



0% Exam  Recommend!! Get the Full CMMC-CCP dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/CMMC-CCP-exam-dumps.html (206 New Questions)

NEW QUESTION 60
The Advanced Level in CMMC will contain Access Control {AC) practices from:

A. Level 1.

B. Level 3.

C. Levels 1 and 2.
D. Levels 1,2, and 3.

Answer: C

NEW QUESTION 64
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VolP technology.

B. An error has been made and the Lead Assessor should be contacted to correct the error.

C. VolIP technology is within scope, and it uses FIPS-validated encryption, so it does not need to be assessed.

D. VolIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 67
An assessor is in Phase 3 of the CMMC Assessment Process. The assessor has delivered the final findings, submitted the assessment results package, and
provided feedback to the C3PAO and CMMC-AB. What must the assessor still do?

A. Determine level recommendation

B. Archive all assessment artifacts

C. Determine final practice pass/fail results

D. Archive or dispose of any assessment artifacts

Answer: D

NEW QUESTION 70
In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print physical copies of digital FCI.
What technical control can be used to limit multi-function device (MFD) access to only the systems authorized to access the MFD?

A. Virtual LAN restrictions

B. Single administrative account

C. Documentation showing MFD configuration

D. Access lists only known to the IT administrator

Answer: A

NEW QUESTION 73
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?

A. Host Unit

B. Branch Office

C. Coordinating Unit

D. Supporting Organization/Units

Answer: A

NEW QUESTION 75
Who is responsible for identifying and verifying Assessment Team Member qualifications?

A. C3PAO

B. CMMC-AB

C. Lead Assessor

D. CMMC Marketplace

Answer: C

NEW QUESTION 77

A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Brief and CMMC Assessment Results documents have been developed.
The Final Recommended Assessment Results are being generated. When generating these results, what MUST be included?

A. An updated Assessment Plan

B. Recorded and final updated Daily Checkpoint

C. Fully executed CMMC Assessment contract between the C3PAO and the OSC

D. Review documentation for the CMMC Quality Assurance Professional (CQAP)

Answer: D
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NEW QUESTION 81
During Phase 4 of the Assessment process, what MUST the Lead Assessor determine and recommend to the C3PAO concerning the OSC?

A. Ability

B. Eligibility
C. Capability
D. Suitability

Answer: B

NEW QUESTION 84
A company is about to conduct a press release. According to AC.L1-3.1.22: Control information posted or processed on publicly accessible systems, what is the
MOST important factor to consider when addressing CMMC requirements?

A. That the information is correct

B. That the CEO approved the message

C. That the company has to safeguard the release of FCI

D. That so long as the information is only FCI, it can be released

Answer: C

NEW QUESTION 87

The facilities manager for a company has procured a Wi-Fi enabled, mobile application- controlled thermostat for the server room, citing concerns over the inability
to remotely gauge and control the temperature of the room. Because the thermostat is connected to the company's FCI network, should it be assessed as part of
the CMMC Level 1 Self- Assessment Scope?

A. No, because itis OT

B. No, because it is an 0T device

C.Ye

D. because it is a restricted IS

E. Yes, because it is government property

Answer: C

NEW QUESTION 89
Which phase of the CMMC Assessment Process includes developing the assessment plan?

A. Phase 1
B. Phase 2
C. Phase 3
D. Phase 4

Answer: A

NEW QUESTION 94
What service is the MOST comprehensive that the RPO provides?

A. Training services

B. Education services
C. Consulting services
D. Assessment services

Answer: C

NEW QUESTION 99

While conducting a CMMC Assessment, an individual from the OSC provides documentation to the assessor for review. The documentation states an incident
response capability is established and contains information on incident preparation, detection, analysis, containment, recovery, and user response activities. Which
CMMC practice is this documentation attesting to?

A. IR.L2-3.6.1: Incident Handling

B. IR.L2-3.6.2: Incident Reporting

C. IR.L2-3.6.3: Incident Response Testing
D. IR.L2-3.6.4: Incident Spillage

Answer: A

NEW QUESTION 101

Validation of findings is an iterative process usually performed during the Daily Checkpoints throughout the entire assessment process. As a validation activity, why
are the preliminary findings important?

A. It allows the OSC to comment and provide additional evidence.

B. It determines whether the OSC will be rated MET or NOT MET on their assessment.

C. It confirms that the Assessment Team's findings are right and cannot be changed.

D. It corroborates the Assessment Team's understanding of the CMMC practices and controls.

Answer: A

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full CMMC-CCP dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/CMMC-CCP-exam-dumps.html (206 New Questions)

NEW QUESTION 103
Two network administrators are working together to determine a network configuration in preparation for CMMC. The administrators find that they disagree on a
couple of small items. Which solution is the BEST way to ensure compliance with CMMC?

A. Consult with the CEO of the company.

B. Consult the CMMC Assessment Guides and NIST SP 800-171.

C. Go with the network administrator's ideas with the least stringent controls.
D. Go with the network administrator's ideas with the most stringent controls.

Answer: B

NEW QUESTION 107
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD

B. When the document is considered secret

C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 112
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.

B. Collect and examine evidence.

C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 114
When a conflict of interest is unavoidable, a CCP should NOT:

A. Inform their organization

B. Take action to minimize its impact

C. Disclose it to affected stakeholders

D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 119
Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)

B. Media Protection (MP)

C. Asset Management (AM)

D. Configuration Management (CM)

Answer: D

NEW QUESTION 120
What are CUI protection responsibilities?

A. Shielding

B. Governing

C. Correcting

D. Safeguarding

Answer: D

NEW QUESTION 121

While conducting a CMMC Level 2 Assessment, the Lead Assessor determines that the OSC has badge readers, pin code pads, and keys for various access
points as well as documentation to demonstrate meeting the practice. Which CMMC practice has the OSC MET?

A. PE.L1-3.10.5: Control and manage physical access devices

B. MP.L2-3.8.5: Mark media with necessary CUI markings and distribution limitations

C. S1.L2-3.14.3: Monitor system security alerts and advisories and take action in response

D. PS.L2-3.9.2: Ensure that organizational systems containing CUI are protected duringand after personnel actions such as terminations and transfers
Answer: A

NEW QUESTION 125
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
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responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 128
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear, redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 133

A company has a government services division and a commercial services division. The government services division interacts exclusively with federal clients and
regularly receives FCI. The commercial services division interacts exclusively with non-federal clients and processes only publicly available information. For this
company's CMMC Level 1 Self-Assessment, how should the assets supporting the commercial services division be categorized?

A. FCI Assets

B. Specialized Assets

C. Out-of-Scope Assets

D. Operational Technology Assets

Answer: C

NEW QUESTION 138
Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. ISO 27001

B. NISTSP800-53A

C. CMMC Assessment Process

D. Government Accountability Office Yellow Book

Answer: C

NEW QUESTION 141

When assessing Sl.L1-3.14.2: Provide protection from malicious code at appropriate locations within organizational information systems, evidence shows that all of
the OSC's workstations and servers have antivirus software installed for malicious code protection. A centralized console for the antivirus software management is
in place and records show that all devices have received the most updated antivirus patterns. What is the BEST determination that the Lead Assessor should
reach regarding the evidence?

A. It is sufficient, and the audit finding can be rated as MET.

B. It is insufficient, and the audit finding can be rated NOT MET.

C. ltis sufficient, and the Lead Assessor should seek more evidence.
D. It is insufficient, and the Lead Assessor should seek more evidence.

Answer: A

NEW QUESTION 145
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A."Inthe SS

B. within the asset inventory, and in the network diagrany"

C. "Within the hardware inventory, data (low diagram, and in the network diagram"
D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS

F. within the base inventory, and in the proposal response™

Answer: A

NEW QUESTION 146

The Advanced Level in CMMC will contain Access Control (AC) practices from:
A. Level 1

B. Level 3

C.Levelsland?2

D. Levels 1, 2,and 3

Answer: C
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NEW QUESTION 147
Within the CMMC Ecosystem which organization ultimately will manage and oversee the
training, testing, authorization, and certification of candidate assessors and instructors?

A. DoD OUSD

B. DIB Collaborative Information Sharing Environment

C. Committee on National Security Systems Instructions

D. CMMC Assessors and Instructors Certification Organization

Answer: D

NEW QUESTION 148
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates

B. Milestones to measure progress

C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 151

What type of information is NOT intended for public release and is provided by or generated for the government under a contract to develop or deliver a product or
service to the government, but not including information provided by the government to the public (such as on public websites) or simple transactional information,
such as necessary to process payments?

A. CDI
B. CTI
C. Cul
D. FCI

Answer: D

NEW QUESTION 154
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 155
Where can a listing of all federal agencies' CUI indices and categories be found?

A. 32 CFR Section 2002
B. Official CUI Registry

C. Executive Order 13556
D. Official CMMC Registry

Answer: B

NEW QUESTION 158
As part of CMMC 2.0, the change to Level 1 Self-Assessments supports "reduced assessment costs" allows all companies at Level 1 (Foundational) to:

A. to conduct self-assessments.

B. opt out of CMMC Assessments.

C. have assessment costs reimbursed by the DoD.

D. pay no more than $500.00 for their annual assessment.

Answer: A

NEW QUESTION 160

In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET

B. insufficient, and rate the audit finding as NOT MET.

C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B
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NEW QUESTION 163

A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and lets the receptionist know that
they are here to conduct the assessment. The receptionist is aware that the team is arriving today and points down a hallway where the conference room is. The
receptionist tells the Lead Assessor to wait in the conference room. as someone will be there shortly. The receptionist fails to check for credentials and fails to
escort the team. The receptionist's actions are in direct violation of which CMMC practice?

A. PE.L1-3.10.3: Escort visitors and monitor visitor activity

B. PE.L1-3.10.5: Control and manage physical access devices

C. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI

D. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 165

During an assessment, the Lead Assessor reviews the evidence for each CMMC in-scope practice that has been reviewed, verified, rated, and discussed with the
OSC during the daily reviews. The Assessment Team records the final recommended MET or NOT MET rating and prepares to present the results to the
assessment participants during the final review with the OSC and sponsor. As a part of this presentation, which document MUST include the attendee list,
time/date, location/meeting link, results from all discussed topics, including any resulting actions, and due dates from the OSC or Assessment Team?

A. Final log report

B. Final CMMC report

C. Final and recorded OSC CMMC report
D. Final and recorded Daily Checkpoint log

Answer: D

NEW QUESTION 168
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have to inform the DoD?

A. 24 hours
B. 48 hours
C. 72 hours
D. 96 hours

Answer: C

NEW QUESTION 172
Which document specifies the CMMC Level 1 practices that correspond to basic safeguarding requirements?

A. NIST SP 800-171

B. NIST SP 800-171b

C. 48 CFR 52.204-21

D. DFARS 252.204-7012

Answer: C

NEW QUESTION 177
A test or demonstration is being performed for the Assessment Team during an assessment. Which environment MUST the OSC perform this test or
demonstration?

A. Client

B. Production

C. Development
D. Demonstration

Answer: B

NEW QUESTION 182
When scoping a Level 2 assessment, which document is useful for understanding the process to successfully implement practices required for the various Levels
of CMMC?

A. NISTSP 800-53
B. NISTSP 800-88
C. NISTSP 800-171
D. NISTSP 800-172

Answer: C

NEW QUESTION 185
An Assessment Team is conducting interviews with team members about their roles and responsibilities. The team member responsible for maintaining the
antivirus program knows that it was deployed but has very little knowledge on how it works. Is this adequate for the practice?

A. Yes, the antivirus program is available, so it is sufficient.

B. Yes, antivirus programs are automated to run independently.

C. No, the team member must know how the antivirus program is deployed and maintained.

D. No, the team member's interview answers about deployment and maintenance are insufficient.
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Answer: C

NEW QUESTION 188
Who is responsible for ensuring that subcontractors have a valid CMMC Certification?

A. CMMC-AB

B. OUSDA&S

C. DoD agency or client
D. Contractor organization

Answer: D

NEW QUESTION 189
Which statement is NOT a measure to determine if collected evidence is sufficient?

A. Evidence covers the sampled organization

B. Evidence is not required if the practice is ISO certified

C. Evidence covers the model scope of the Assessment (Target CMMC Level)

D. Evidence corresponds to the sampled organization in the evidence collection approach

Answer: B

NEW QUESTION 193

The Lead Assessor interviews a network security specialist of an OSC. The incident monitoring report for the month shows that no security incidents were reported
from OSC's external SOC service provider. This is provided as evidence for RA.L2-3.11.2: Scan for vulnerabilities in organizational systems and applications
periodically and when new vulnerabilities affecting those systems and applications are identified. Based on this information, the Lead Assessor should conclude
that the evidence is:

A. inadequate because it is irrelevant to the practice.

B. adequate because it fits well for expected artifacts.

C. adequate because no security incidents were reported.

D. inadequate because the OSC's service provider should be interviewed.

Answer: A

NEW QUESTION 194
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subijectivity criteria

Answer: A

NEW QUESTION 195

While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural
document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked

B. They are a hard and loyal worker

C. Their conduct, integrity, and loyalty

D. Their functionality, reliability, and ability to adapt

Answer: C

NEW QUESTION 200

Evidence gathered from an OSC is being reviewed. Based on the assessment and

organizational scope, the Lead Assessor requests the Assessment Team to verify that the coverage by domain, practice. Host Unit. Supporting Organization/Unit,
and enclaves are comprehensive enough to rate against each practice. Which criteria is the assessor referring to?

A. Adequacy
B. Capability
C. Sufficiency
D. Objectivity

Answer: C
NEW QUESTION 203
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the

C3PAO complete?

A. Pay an assessment submission fee.
B. Complete an internal review of the results.
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C. Notify the CMMC-AB that submission is forthcoming.
D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 204
On a Level 2 Assessment Team, what are the roles of the CCP and the CCA?

A. The CCP leads the Level 2 Assessment Team, which consists of one or more CCAs.

B. The CCA leads the Level 2 Assessment Team, which can include 3 CCP with US Citizenship.

C. The CCA leads the Level 2 Assessment Team, which can include a CCP regardless of citizenship.
D. The CCP leads the Level 2 Assessment Team, which can include a CC

E. regardless of citizenship.

Answer: C

NEW QUESTION 208
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based on the evidence provided. At a
MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. All three types of evidence are documented for every control.

B. Examine and accept evidence from one of the three evidence types.

C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

Answer: D

NEW QUESTION 210
What is the MINIMUM required marking for a document containing CUI?

A. "CUI" must be placed in the header and footer of the document

B. "WCUI" must be placed in the header and footer of the document

C. Portion marks must be placed on all sections, parts, paragraphs, et

D. known to contain CUI

E. A cover page must be placed to obscure content with the acronym "CUI" prominently placed

Answer: A

NEW QUESTION 214
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this process is being used to:

A. manage FCI.
B. process FCI.
C. transmit FCI.
D. generate FCI

Answer: C

NEW QUESTION 219
Which domain references the requirements needed to handle physical or digital assets containing CUI?

A. Media Protection (MP)

B. Physical Protection (PE)

C. System and Information Integrity (SI)

D. System and Communications Protection (SC)

Answer: A

NEW QUESTION 224

The practices in CMMC Level 2 consists of the security requirements specified in:
A. NISTSP 800-53.

B. NISTSP 800-171.

C. 48 CFR 52.204-21.

D. DFARS 252.204-7012.

Answer: B

NEW QUESTION 225
An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have collaborated to develop the
Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. OSC and Sponsor

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



0% Exam  Recommend!! Get the Full CMMC-CCP dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/CMMC-CCP-exam-dumps.html (206 New Questions)

B. OSC and CMMC-AB
C. Lead Assessor and C3PAO
D. C3PAO and Assessment Official

Answer: C

NEW QUESTION 229
A Lead Assessor is ensuring all actions have been completed to conclude a Level 2 Assessment. The final Assessment Results Package has been properly
reviewed and is ready to be uploaded. What other materials is the Lead Assessor responsible for maintaining and protecting?

A. Any additional notes and information from the Assessment

B. A final assessment plan, and a Quality Control report from C3PAO

C. A final assessment plan, and a letter from the Lead Assessor explaining the process

D. A final assessment plan, a letter from the Lead Assessor explaining the results, and a Quality Control report from C3PAO

Answer: A

NEW QUESTION 234
The IT manager is scoping the company's CMMC Level 1 Self-Assessment. The manager considers which servers, laptops. databases, and applications are used
to store, process, or transmit FCI. Which asset type is being considered by the IT manager?

A. ESP

B. People

C. Facilities
D. Technology

Answer: D

NEW QUESTION 237
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of the MOST important things to
remember when analyzing requirements for an assessment?

A. Scoping an assessment is easy and worry-free.

B. The initial plan cannot be changed once agreed upon.

C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-magnitude.
D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.

Answer: D

NEW QUESTION 239
Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an
actual adversary?

A. Penetration test

B. Black hat testing

C. Red cell assessment

D. Adversarial assessment

Answer: D

NEW QUESTION 241
Who makes the final determination of the assessment method used for each practice?

A. CCP

B. osc

C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 243

An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop for the duration of the
engagement. During a meeting with the network engineers, the Lead Assessor requests information about the network. They respond that they have a significant
number of drawings they can provide via their secure cloud storage service. The Lead Assessor returns to their home office and decides to review the documents.
What is the BEST way to retrieve the documents?

A. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.

B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.

C. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.

D. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a USB stick.
Answer: B

NEW QUESTION 246
A Lead Assessor is performing a CMMC readiness review. The Lead Assessor has already recorded the assessment risk status and the overall assessment
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feasibility. At MINIMUM, what remaining readiness review criteria should be verified?

A. Determine the practice pass/fail results.

B. Determine the preliminary recommended findings.

C. Determine the initial model practice ratings and record them.
D. Determine the logistic

E. Assessment Team, and the evidence readiness.

Answer: D

NEW QUESTION 250
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