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NEW QUESTION 1
Refer to the exhibit.
A partial cloud topology is shown.
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You deployed a FortiGate Cloud-Native Firewall (CNF) in AWS.

During the deployment, which components must the FortiGate CNF create to handle traffic from the EC2 instance?

A. The customer VPC and GWLBe

B. The gateway load balancer endpoint (GWLBe) in the customer virtual private cloud (VPC)

C. The CNF VP

D. customer VP

E. and GWLB

F. The GWL

G. GWLBEe, and the internet gateway (IGW) in the customer VPC

Answer: B

NEW QUESTION 2
Refer to the exhibit.

FortiGate § diagnose debug rating

Locale : english

Service : Web-filter
Status : Enable

License : Contract

\

Num. of servers : 1

Protocol : https

Port : BBBS

Anycast : Disable
pefault servers : Not included

-=- Server List (Wed Sep 20 09:22:42 2023) -=-

IP Weight RTT Flags
10.0.1.241 -244 2 1

FortiGuard-requests
122

Curr Lost Total Lost Updated Time

0

0 Wed Sep 20 09:21:55 2023

Which two statements about the FortiGuard connection are true? (Choose two.)

A. The weight increases as the number of failed packets rises

B. You can configure unreliable protocols to communicate with FortiGuard Server.

C. FortiGate identified the FortiGuard Server using DNS lookup.

D. FortiGate is using the default port for FortiGuard communication.

Answer: AD

NEW QUESTION 3
Refer to the exhibit.
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FortiGate SD-WAN zone configuration
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An SD-WAN zone configuration on the FortiGate GUI is shown. Based on the exhibit, which statement is true?
A. The Underlay zone contains no member.

B. The virtual-wan-link and overlay zones can be deleted

C. The Underlay zone is the zone by default.

D. port2 and port3 are not assigned to a zone.

Answer: A

NEW QUESTION 4

There are multiple dialup IPsec VPNs configured in aggressive mode on the HQ FortiGate. The requirement is to connect dial-up users to their respective

department VPN tunnels.
Which phase 1 setting you can configure to match the user to the tunnel?

A. Local Gateway

B. Dead Peer Detection
C. PeerID

D. IKE Mode Config

Answer: C

NEW QUESTION 5

An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that FortiGate sends DPD probes

only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?
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A. On Demand
B. Enabled
C. On Idle
D. Usabled

Answer: A

NEW QUESTION 6
Refer to the exhibit.

4

Profile Name

Monitoring_Access
NOC _Access
prof_admin

super_aamin

The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not disconnect too early during
inactivity. What must the administrator configure to answer this specific request from the NOC team? (Choose one answer)

A. Move NOC_Access to the top of the list to ensure all profile settings take effect.

B. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
C. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access.

D. Increase the admintimeout value under config system accprofile NOC_Access.

Answer: D

NEW QUESTION 7
An administrator manages a FortiGate model that supports NTurbo How does NTurbo acceleration enhance antivirus performance?

A. For flow-based inspectio

B. NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and FortiGate ingress and egress interfaces.
C. For flow-based inspectio

D. NTurbo creates two inspection sessions on the FortiGate device.

E. For proxy-based inspectio

F. NTurbo offloads traffic to the content processor.

G. For proxy-based inspectio

H. NTurbo buffers the whole file and then sends it to the antivirus engine.

Answer: A

NEW QUESTION 8
Refer to the exhibit.
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Edit SSL/SSH Inspection Profile

Protecting SSL Server

Inspection method SSL Certificate Inspection BRTUESIRGE TSR

CA certificate ¥¥ Fortinet_CA_SSL v & Download
Blocked certificates (. Allow m = View Blocked Certificates
Untrusted SSL certificates Aliow S Ignore £ View Trusted CAs List
Server certificate SNI check G Enable EEiE8 Disable

What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

A. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN fields.
B. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.

D. FortiGate will close the connection if the SNI does not match the CN and SAN fields

Answer: C

NEW QUESTION 9
Refer to the exhibit.

Exempt from SSL Inspection
Reputable websites (U O

Web categories Finance and Banking x
Health and Wellness

»

Addresses B adobe
B Adobe Login
B android
8 apple
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X X X X

The predefined deep-inspection and custom-deep-inspection profiles exclude some web categories from SSL inspection, as shown in the exhibit For which two
reasons are these web categories exempted? (Choose two.)

A. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.

B. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.

C. These websites are in an allowlist of reputable domain names maintained by FortiGuard.

D. The FortiGate temporary certificate denies the browser's access to websites that use HTTP Strict Transport Security.

Answer: BC

NEW QUESTION 10
An administrator wanted to configure an IPS sensor to block traffic that triggers the signature set number of times during a specific time period. How can the
administrator achieve the objective?

A. Use IPS group signatures, set rate-mode 60.
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B. Use IPS packet logging option with periodical filter option.
C. Use IPS signatures, rate-mode periodical option.
D. Use IPS filter, rate-mode periodical option.

Answer: D

NEW QUESTION 10
An administrator wants to form an HA cluster using the FGCP protocol.
Which two requirements must the administrator ensure both members fulfill? (Choose two.)

A. They must have the same hard drive configuration.

B. They must have the same number of configured VDOMSs.

C. They must have the heartbeat interfaces in the same subnet
D. They must have the same HA group ID.

Answer: BD

NEW QUESTION 12
What is the primary FortiGate election process when the HA override setting is enabled? (Choose one answer)

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > Priority > System uptime > FortiGate serial number
C. Connected monitored ports > HA uptime > Priority > FortiGate serial number
D. Connected monitored ports > System uptime > Priority > FortiGate serial number

Answer: A

NEW QUESTION 14

You have created a web filter profile named restrictmedia-profile with a daily category usage quota.

When you are adding the profile to the firewall policy, the restrict_media-profile is not listed in the available web profile drop down.
What could be the reason?

A. The web filter profile is already referenced in another firewall policy.

B. The firewall policy is in no-inspection mode instead of deep-inspection.

C. The naming convention used in the web filter profile is restricting it in the firewall policy.

D. The inspection mode in the firewall policy is not matching with web filter profile feature set.
Answer: D

NEW QUESTION 15
Refer to the exhibits.
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Security Fabric logical topology view
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An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-2 is in the same subnet as HQ-ISFW. After configuring the Security Fabric settings on
HQ-ISFW-2, the status stays Pending. What can be the two possible reasons? (Choose two answers)

A. Upstream FortiGate IP must be set to 10.0.11.254.
B. SAML Single Sign-On must be set to Manual.

C. HQ-ISFW-2 must be authorized on HQ-ISFW.

D. Management IP must be set to 10.0.13.254.

Answer: AC

NEW QUESTION 17

What are two characteristics of HA cluster heartbeat IP addresses in a FortiGate device? (Choose two.)
A. Heartbeat IP addresses are used to distinguish between cluster members.

B. The heartbeat interface of the primary device in the cluster is always assigned IP address 169.254.0.1.

C. A change in the heartbeat IP address happens when a FortiGate device joins or leaves the cluster.
D. Heartbeat interfaces have virtual IP addresses that are manually assigned.
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Answer: AC

NEW QUESTION 21
When configuring firewall policies which of the following is true regarding the policy ID? (Choose two.)

A. A firewall policy ID identifies the order of policy execution in firewall policies.

B. A policy ID cannot be modified once a policy is created.

C. You can create a policy in CLI with policy ID 0

D. It is mandatory to provide a policy ID while creating a firewall policy regardless of GUI or CLI.

Answer: BC

NEW QUESTION 24
Refer to the exhibit.

config system global
set av-failopen one-shot
end
config 1ps global
set fail-open enable
end

Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)
A. FortiGate drops new sessions requiring inspection.

B. Administrators must restart FortiGate to allow new sessions.

C. Administrators cannot change the configuration.

D. FortiGate skips quarantine actions.

Answer: CD

NEW QUESTION 26
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