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NEW QUESTION 1
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.
* The solution must meet these requirements:
* The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
* The branch locations must have internet filtering and data center connectivity.
* The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.
* The security team must have access to manage the mobile user and access to branch locations.
* The network team must have access to manage only the partner access.
Which two components can be provisioned to enable data center connectivity over the internet? (Choose two.)

A. ZTNA Connector
B. SD-WAN Connector
C. Service connections
D. Colo-Connect

Answer: CD

NEW QUESTION 2
What is the impact of selecting the ??Disable Server Response Inspection?? checkbox after confirming that a Security policy rule has a threat protection profile
configured?

A. Only HTTP traffic from the server to the client will bypass threat inspection.
B. The threat protection profile will override the 'Disable Server Response Inspection1 only for HTTP traffic from the server to the client.
C. All traffic from the server to the client will bypass threat inspection.
D. The threat protection profile will override the 'Disable Server Response Inspection1 for all traffic from the server to the client.

Answer: C

NEW QUESTION 3
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

A. The client is misconfigured.
B. Create a do not decrypt rule for the hostname ??google.com.??
C. The server has pinned certificates.
D. Create a do not decrypt rule for the hostname ??certificates.godaddy.com.??

Answer: BC

NEW QUESTION 4
When using the traffic replication feature in Prisma Access, where is the mirrored traffic directed for analysis?

A. Specified internal security appliance
B. Dedicated cloud storage location
C. Panorama
D. Strata Cloud Manager (SCM)

Answer: A

NEW QUESTION 5
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An intern is tasked with changing the Anti-Spyware Profile used for security rules defined in the GlobalProtect folder. All security rules are using the Default Prisma
Profile. The intern reports that the options are greyed out and cannot be modified when selecting the Default Prisma Profile.
Based on the image below, which action will allow the intern to make the required modifications?

A. Request edit access for the GlobalProtect scope.
B. Change the configuration scope to Prisma Access and modify the profile group.
C. Create a new profile, because default profile groups cannot be modified.
D. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed from a group.

Answer: C

NEW QUESTION 6
A company has four branch offices between Canada Central and Canada East which use the same IPSec termination node and have QoS configured with
customized bandwidth per site. An engineer wants to onboard a new branch office on the same IPSec termination node.
What is the QoS behavior for the new branch office?

A. Automatically distributed to 25% for each site
B. Unallocated until manually assigned
C. Automatically distributed to 20% for each site
D. Cannot be added to existing QoS configuration

Answer: B

NEW QUESTION 7
All mobile users are unable to authenticate to Prisma Access (Managed by Strata Cloud Manager) using SAML authentication through the Cloud Identity Engine.
Users report that after entering their credentials on the Identity Provider (IdP) login page, they are redirected to the Prisma Access portal without successful
authentication, and they receive this error message:
Error: Prisma Access Portal Authentication Failed using CIE-SAML with message ??400 Bad Request??
Which action will identify the root cause of this error?

A. Verify the SAML metadata configuration in both Strata Cloud Manager and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.
B. Examine the Security policy rules in Prisma Access to ensure that traffic from the IdP is allowed and not blocked.
C. Verify the SAML metadata configuration in both the Cloud Identity Engine and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.
D. Review the Authentication logs in Strata Cloud Manager to check for any SAML error messages or authentication failures.

Answer: C

NEW QUESTION 8
What is the purpose of embargo rules in Prisma Access?

A. Rate-limiting connections originating from specific countries
B. Allowing traffic only from specific countries
C. Blocking connections from specific countries
D. Blocking traffic from Russi
E. China, and North Korea only

Answer: C

NEW QUESTION 9
What will cause a connector to fail to establish a connection with the cloud gateway during the deployment of a new ZTNA Connector in a data center?

A. There is a misconfiguration in the DNS settings on the connector.
B. The connector is deployed behind a double NAT.
C. The connector is using a dynamic IP address.
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D. There is a high latency in the network connection.

Answer: B

NEW QUESTION 10
Which feature will fetch user and group information to verify whether a group from the Cloud Identity Engine is present on a security processing node (SPN)?

A. SASE Health Dashboard
B. User Activity Insights
C. Prisma Access Locations
D. Region Activity Insights

Answer: A

NEW QUESTION 10
How can an engineer use risk score customization in SaaS Security Inline to limit the use of unsanctioned SaaS applications by employees within a Security
policy?

A. Lower the risk score of sanctioned applications and increase the risk score for unsanctioned applications.
B. Increase the risk score for all SaaS applications to automatically block unwanted applications.
C. Build an application filter using unsanctioned SaaS as the category.
D. Build an application filter using unsanctioned SaaS as the characteristic.

Answer: A

NEW QUESTION 13
When configuring Remote Browser Isolation (RBI) with Prisma Access (Managed by Strata Cloud Manager), which element is required to define the protected
URLs for mobile users?

A. A URL access management profile with site access set to ??Isolate?? applied to a Security policy
B. A DNS Security profile applied to a Security policy with the action of ??Isolate?? for the target remote browser DNS categories
C. An RBI profile applied to the URL access management profile
D. A Security policy with the target URL categories and set the action to ??Isolate??

Answer: A

NEW QUESTION 15
......
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