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NEW QUESTION 1
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension? (Choose two.)

A. Connect FortiExtender to FortiSASE using FortiZTP

B. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
C. Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server

D. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

Answer: AC

NEW QUESTION 2
Refer to the exhibit.
Security Logs

To allow access, which web tiller configuration must you change on FortiSASE?
A. FortiGuard category-based filter

B. content filter

C. URL Filter

D. inline cloud access security broker (CASB) headers

Answer: B

NEW QUESTION 3
Refer to the exhibits.
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EDIT RULE SET

Name FortiSASE-Non-Compliant

Enabled O

When the following rules match

+ Create || £ E i

L] Type$® Parameters @ Matching Criteria @
[=] Windows @
0 OSVersion B Windows Server 2019 At least one parameter must pass

8] Windows 10

AntiVirus AV Software is installed and running  All parameters must pass

Apply the following tag

TagName S FortiSASE-Compliant v

Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from running.
What will the endpoint security posture check be?

A. FortiClient will block the endpoint from getting access to the network.

B. FortiClient telemetry will be disconnected because of failed compliance.
C. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.

D. FortiClient will prompt the user to enable antivirus.

Answer: C

NEW QUESTION 4
Which of the following describes the FortiSASE inline-CASB component?

A. It provides visibility for unmanaged locations and devices.

B. It is placed directly in the traffic path between the endpoint and cloud applications.
C. It uses API to connect to the cloud applications.

D. It detects data at rest.

Answer: B

NEW QUESTION 5
A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate FortiGate.
Which three configuration actions will achieve this solution? (Choose three.)

A. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

B. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE
C. Register FortiGate and FortiSASE under the same FortiCloud account.

D. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

E. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.

Answer: BCD
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NEW QUESTION 6
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.
B. It can be used to request a detailed analysis of the endpoint from the FortiGuard team.

C. It requires a separate DEM agent to be downloaded from the FortiSASE portal and installed on the endpoint.
D. It can help IT and security teams ensure consistent security monitoring for remote users.

Answer: A

NEW QUESTION 7

When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE components? (Choose three.)

A. Endpoint management
B. Points of presence

C. SD-WAN hub

D. Logging

E. Authentication

Answer: ABD

NEW QUESTION 8

When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency between FortiSASE and the

FortiGate SD-WAN hub. Which routing protocol must you use?
A. BGP

B. IS-IS

C. OSPF

D. EIGRP

Answer: A

NEW QUESTION 9

Which two settings are automatically pushed from FortiSASE to FortiClient in a FortiSASE deployment with default settings? (Choose two.)

A. ZTNA tags

B. Real-time protection

C. SSL VPN profile

D. FortiSASE CA certificate

Answer: BC

NEW QUESTION 10
Refer to the exhibits.
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A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy. Remote users are still able to

download the eicar.com-zip file from https://eicar.org. Traffic logs show traffic is allowed by the policy.
Which configuration on FortiSASE is allowing users to perform the download?

A. Web filter is allowing the traffic.

B. IPS is disabled in the security profile group.

C. The HTTPS protocol is not enabled in the antivirus profile.
D. Force certificate inspection is enabled in the policy.

Answer: D

NEW QUESTION 10

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the HQ office and who needs

temporary internet access in order to set up a web-based point of sale (POS) system.
What is the recommended way to provide internet access to the contractor?

A. Use FortiClient on the endpoint to manage internet access.

B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
C. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

D. Configure a VPN policy on FortiSASE to provide access to the internet.

Answer: B

NEW QUESTION 14
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A customer wants to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network. Which two FortiSASE features would help the customer
achieve this outcome? (Choose two.)

A. Digital experience monitoring (DEM)
B. Zero trust network access (ZTNA)
C. Inhne-CASB

D. Secure web gateway (SWG)

Answer: CD

NEW QUESTION 17

An organization wants to block all video and audio application traffic but grant access to videos from CNN Which application override action must you configure in
the Application Control with Inline-CASB?

A. Allow
B. Pass
C. Permit
D. Exempt

Answer: A

NEW QUESTION 20
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user endpoints must always be
connected and protected Which FortiSASE component facilitates this always-on security measure?

A. site-based deployment

B. thin-branch SASE extension
C. unified FortiClient

D. inline-CASB

Answer: C

NEW QUESTION 23

An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users from accessing unapproved cloud
resources.
Which FortiSASE feature can you implement to achieve this requirement?

A. Web Filter with Inline-CASB

B. SSL deep inspection

C. Data loss prevention (DLP)

D. Application Control with Inline-CASB

Answer: A

NEW QUESTION 25
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