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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1 Configured High Policy1, Policy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

O
O

Device2 is marked as compliant.

O
O

Device3 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

ey [ -
i
O O

Device?2 is marked as compliant.

O

Device3 is marked as compliant.

O

NEW QUESTION 2

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.

Group Task
Group1 . Manage service requests.
Purchase new services.
Manage subscnptions.
Monitor service health.
Assign licenses.
Add users and groups.
Create and manage user views.
Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Group?2
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Roles Answer Area
fﬂilling Administrator } Group?: Role
‘Global Administrator -
Group2: Role
P Helpdesk Administrator
FL:cense Administrator
FService Support Administrator

" User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 3

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Teams daily active users: _ v
Microsoft Secure Score E
 Adoption Score i
Service health
Usage reports

Recent Microsoft service issues: v
Microsoft Secure Score
Adoption Score

Service health

Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
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services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 5

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Choose locations to apply the policy

e )

NEW QUESTION 6

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 7

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:
? ldentify when a user's credentials are compromised and shared on the dark web.

? Provide users that have compromised credentials with the ability to self-remediate.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

To identify when users have compromised credentials, configuee: | i o
A registration policy

A sign-in nsk policy
A user risk policy

A multifactor authentication lEg-I-'SIEﬂ.‘t.I-OI't pful'sb,r

To enable self-remediation, select: -
Generate a temporary password

Require multi-factor authentication

Redmre passwo rd-ﬁhan-ge o

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:

» Minimizes user interaction

» Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
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Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.
Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 13
- (Topic 6)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.

You need to assign the following improvement action to Userl:Enable self-service password reset.
What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

NEW QUESTION 16
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User1 Global Administrator

User2 Service Support
Administrator
User3 Cloud Application
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,

and which user can

modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | LY
Office installation options

L Privileged access H

} Release preferences {

User: | v
Userl only

User2 only

User3 only

Userl and User2 only

Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

Microsoft 365 setting: | [ v
Office installation options

Privileged access |
Release preferences

=

User: | v
Userl only

User2 only

User3 only

Userl and User2 only

Userl and User3 only

NEW QUESTION 17
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.

Name Member of

User1 Group1
User2 Group2

User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

Name Permission Assigned
user group

Microsoft Defender View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage security settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group2

Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Device User access

name
1 | ATP1 Devicel Group1
Last | Ungrouped devices | Dewicel Group2

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.
Answer Area

Statements Yes No
User1 can run an antivirus scan on Device2. O @)

User? can collect an investigation package from Dewvice2.

Userd can isolate Devicel.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Aréa
Statements Yes Mo
- =
User] can run an antivirus scan on Device2. | |
oy

User2 can collect an investigation package from Dewcel. i

User3 can isolate Devicel | |

NEW QUESTION 22

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 27
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of

User? Group1
User2 Group1, Group?2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Priority Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 I0S Group?2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priority Name Device limit Assigned to
1 LimitRest1 7 Group?2
2 LimitRest2 10 Group1
S LimitRest3 5 Group3
For each of the following statements, select Yes if the statement is true. Otherwise, select

No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. ) )
User2 can enroll up to 10 i0S devices in Microsoft Endpoint Manager i) ()
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No

User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. | ()
I

User2 can enroll up to 10 10S dewvices in Microsoft Endpoint Manager

User3 can enroll up to five Android devices in Microsoft Endpoint Manager.

NEW QUESTION 31

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assigh SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 33

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 34

- (Topic 6)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B
NEW QUESTION 37
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HOTSPOT - (Topic 6)
Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following table.

Name Role
User1 Password Administrator
User2 Security Administrator
User3 User Administrator
User4 None

You need to identify which users can perform the following administrative tasks:

 Reset the password of User4.

» Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Reset the password of Userd:  User] and User3 only Bt
Usar? only
| User2 only
Userl and User only
User] and User3 only
|Userl, User2, and User3
Modify the value for the manager attribute of Users: | User only v I
Usard only [
User3 only
User1 and User3 only
User? and User3 only
User1, User2, and User3
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Reset the password of Userd:  Ucer! and User3 only B
Usar1 only
| Uiser2 only

| User] and Userd on
l User) and Userd only

| User?, User2, and User3

Modify the value for the manager attribute of Userd: | Usard only o I
Userd only [

User? and User3 only

User1 and User3 only ‘
User1, User2, and User3

NEW QUESTION 40

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox hamed Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Configure a retention policy for Mailbox1.
B. Create a mail flow rule.

C. Configure Mailbox! as a SecOps mailbox.
D. Place a litigation hold on Mailbox1.

Answer: D

NEW QUESTION 45

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D

Explanation:
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Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 46

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:
? Contoso.com

? East.contoso.com

The forest contains the users shown in the following table.

Contoso.com
User2 | East.contoso.com
User3 | Fabrikam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click
the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federaton Disabled 0 domains
—) Seamless single sign-on Enabled 1 doman
Pass-through authenticabon  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes

User1 can authenticate 1o Azure AD by using a username of user1@contoso.com. E E

-\
o ©%

User2 can authenticate to Azure AD by using a username of user2 @contoso.com. [ O

User3 can authenticate 10 Azure AD by using a username of user3@contosc.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.
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NEW QUESTION 50

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation
Setting State
ACTVATION Maximum duration (hours) 8 hours)
On BCUVTION, regune Azure MFA
Require justification on activation Yes
Reguire ticke? informahon on 3Ctwahon MO
Require approval 1o Ctivate No
Approvers MNong
Assignmaent
Setting State
allow permanent eligible assgnment ]
Expire eligible assignments after 3 monthis)
Allow permanent active assigrment Mo
Expire active assignments after 15 day(s)
Require Azure Multi-Factor Authentication on Sctive assignmaent Ve
Reguire justification on active assignment Yes

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

A user that is assigned the Global Administrator role as active [answer cholce]. i
will lose the role aﬁ:eEaght hours

can reactivate the role every eight hours
can reactivate the role every 15 days
will lose the role after 15 days

You can make the Global Administrator role available to activation requests [answer choice]. | v |
for up to eight hours

for up to three months

for up to 15 days

until the requests are revoked manually

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit; Activation, Activation maximum duration (hours): 8 hour(s)

Box 2: for up to three months

We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 52
- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category
Alert1 | Medium Active Comment! | Threat management
Alert2 | Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations
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NEW QUESTION 57
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Role

Group1 | Security Helpdesk
Administrator

Group?2 | Security None

Group3 | Microsoft 365 User Administrator

The subscription contains the users shown in the following table.

Name | Member of
User1 | Group1

User2 | Group?2

User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.

Guest user access

Guatt user acoess restnctions (0
Lédim mone

O Guest users have the same access 35 members (mest inchusive)
@ Guest users have kmited acciis to properties and memberships of directory objects
O Guest user acoess is restricted 1o properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Guest imate restnctions. (&)

LEMT MOre

O Arong in the organizabon can invite guest users including guests and non-adming (MosE incliutive)
O Member uters and users assigned to specific admin roles can mvite guest users including guests with member permissions
@ Oy users assigned 1o specific admin roles can imate guest users

'C} Ko ong in the organzation can invite guest users inCluding admins (Mos! restnclive)

Enable guest self-sennce sign up via user fiows [
LTI MOne

External user leave settings

Allow external users 10 remove themielves from your organazation (recommended) (

Learn more

Collaboration restrictions

@ Allow imatations 1o be sent 1o any domain (most inclusive)
O Deny invitations to the specified domaing

O Allow imvtations only 1o the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
User1 can invite guest users. O ®
User2 can invite guest users, Q ®
User3 can invite guest users, O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
User1 can invite guest users. o :-- 1,
User2 can invite guest users. e l'@':
| N
e
User3 can invite guest users. VI O

NEW QUESTION 61
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that has auditing turned on. The subscription contains the users shown in the following table.
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You plan to create a new user named User1.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 64

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C

NEW QUESTION 67

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From the Microsoft Endpoint Manager admin center,
add a device enroliment manager.

From the Microsoft Endpoint Manager admin center,
download a cerfificate signing request. @

Upload an Apple MDM push certificate to Microsoft

Endpoint Manager. @
Create a certificate from the Apple Push Certificates @

Portal.

From the Microsoft Endpoint Manager admin
center, configure device enroliment restrictions.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Actions Answer Area
e e e e
:Eﬁﬂ':r:;ﬂnf;p:gira r;ager SO CeReRE, | ¢ | From the Microsoft Endpoint Manager admin center, | |
b i il a5 PR : | download a certificate signing request [
From the Microsoft Endpoint Manager admincenter,) — == ="="=="-"="="== ==
download a certificate signing request. ] C Create a certificate from the Apple Push Certificates
e e e  Portal. | @
Upload an Apple MDM push certificate to Microsoft || = _:;'_‘_‘_'_‘_‘_‘_‘_'_‘_'_‘_'_‘_'_'_'_'I
 EndpointManager. = _ _._'iC Upload an Apple MDM push certificate to Microsoft | @
e e o o e gt x| Endpoint M
rCreate a certificate from the Apple Push Certificates| = _ _ _ _ EEH gier _____________
e Py R AP

:I_me the Microsoft Endpoint Manager admin :
| center, configure device enrollment restnictions. |

NEW QUESTION 72

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

* The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

To identify the number of emails quarantined by ZAP:  Theeat protection status | ™
Mailflow status report
Spoof detections

Threat protection status

URL threat protection

To wentify the number of tmes users chicked a malicious knk  Mailflow status report X

DR LT U 1 1w status repart

Spoof detections
Threat protection states
UIRL threat protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

To identify the number of emails quarantined by ZAP:  Theeat protection status | ™
Mailflow status report

- Spoof detections _ _ _

[ Threat protection status

" URL threat protection

To wentify the number of tmes users chicked a malicious knk | Mailflow status report X
in an emaik |

Threat protection status
URL threat protection

NEW QUESTION 76

- (Topic 6)

You have a Microsoft 365 tenant that contains two groups named Groupl and Group?2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers

B. communication compliance policies

C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)

Answer: A
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NEW QUESTION 80
HOTSPOT - (Topic 6)
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

Synchronized Directories
Adstum.com ADATUMLCOMNAISOL eTEScOM8ab0C
Ttk
H.n.'i'-' YO SORLAROn - 1 -
Syncnronizaton »etmngs
'}
mS-DS-ContestencyGuid LhErETin spali ame
AlnTtProrahion Datables
Dosabled Desabied
T
Dusabled Desabled
Cassbiled Ermatbbed
Dasabzled Crsabded
Enadbed Degablea
H 3
(ecaldh) WADSng

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his

username is set to Allan @>ddatum.onmicrosoft.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE Each correct selection is worth one point.

Answer Area
Statements Yes No
From the Asune portal you can resel the password of Allan Yoo
From the Arure portal, you can conhgure the job tithe of Allan Yoo
From the Asure portal, you can configure the usage location of Allan Yoo
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

From the Azure portal you can reset the password of Allan Yoo | |
From the Arure portal, you can conhgure the job tithe of Allan Yoo | |

From the Arure portal, you can configure the usage locabon of Allan Yoo

NEW QUESTION 85

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name Role
User1 Global admin
User? None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert None
User2 Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: ‘ v
User2 only
User1 and User2 only
User2 and User3 only
User1, User2, and User3
Can assign apps from Microsoft Store for Business: ‘ v
User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Can add apps to the private store: ‘ v
User2only _ __ _
Usert and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: ‘ v

User2 only
User1 and User2 only
User2 and User3 only

b e o e mm e m m—om—— = m— oy

J User1, User2, and User3 ,

NEW QUESTION 90

- (Topic 6)

Your network contains three Active Directory forests. There are forests trust relationships between the forests.

You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a
single server fails.

What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode
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B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform

directory synchronization.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 92
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Device1 | Windows 10 Enterprise
Device2 | iOS
Device3 | Android
Deviced | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A
NEW QUESTION 95

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Userl | Group1

User2 Group?2
User3 None

You create an administrative unit named AU1 that contains the members shown in the following exhibit.
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AU1

Members Role assignments

Add users and groups, or select and remove them. The administrators assigned to this unit will
manage these users and groups. Adding groups dossn't add users to the unit. it lets the assigned
admins manage group settings,

H, Addusers ' Addgroups T Upload users - S Filter () Search this list —
D Members Ermal address Last segr-en Member type

O Userl User 19 sk 2091 2outiook onmicrosoft.com November 4, 2022 at 1025 Pt User

D User3 Lzer3&ak2 2091 2outiso anmecrassfteom Maovember 4 2022 &t 1027 PM User

reneral Assigned Permissions
You can assign this role to users and groups. and select users and groups 1o remove
or manage them

@arn more about agsigning admin roles

. Add users "B Add groups

Ei Admin name Lagt sign-m tcope
L] Groupl Unavailable for groups Organization
] Group2 Unavailable for groups ALY

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes ]
User1 can reset the password of Useri.
User? can reset the password of User3,
UserZ can reset the password of User?.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Userl can reset the password of User3.
User? can reset the password of User3, 1o

UserZ can reset the password of User. ' L

NEW QUESTION 99

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.
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[_] CertShared

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 104

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI | BitLocker Drive Encryption (BitLocker) |
Devicel | TPM 1.2 Windows 10 Pro BIOS Enabled

Device? | TPM 2 Windows 10 Home | BIOS Not applicable

Device3 | TPM 2 Windows £.1 Pro LEFI Fnabled

You plan to join the devices to Azure Active Directory (Azure AD)
What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Actian Ardwwes Arca

eabiiy 572 Ookey [oo— Aicton

s T & )

Tt 1 LFF

Lpgrage 0 Windows. W Enterprose.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Do - | Deate Bettncicns i

e I e R R e e L e S

LT P S W Y S s Devicpl | Upsrnde o Wiraomt 10 Emerprise i
L._l;.:-;..-\.- W Winokcws, B0 Drberprase [|

NEW QUESTION 108

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B

NEW QUESTION 113

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag

Devicel

Windows 10

Inventory

Computer1

Windows 10

Inventory?2

Device3

Android

Inventory3

Defender for Endpoint has the device groups shown in the following table.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-102 dumps!
J CEr‘tSharEd https://www.certshared.com/exam/MS-102/ (312 Q&AS)

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android
2 Group?2 Name Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices | Not applicable
(default)

You create an incident email notification rule configured as shown in the following table.
Setting Value

Name Rulel

Alert severity Low

Device group scope Group1, Group2

Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

If a high-severity incident is triggered for Device, an incident email notification will be sent. ?n e

If a low-severity incident is triggered for Computer1, an incident nofification email will be
senl.

If a low-severity incident is triggered for Device3, an incident notification email will be sent. 10| I_-

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.
Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

NEW QUESTION 118

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 120

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.
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 User passwords must be 10 characters or more.

Solution: implement password hash synchronization and modify the password settings from
the Default Domain Policy in Active Directory. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 123
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and

OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to assign the Security Administrator role. Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 125
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA
Status
User1 | Group1 | Enabled
User2 | Group1, | Enforced
GroupZ

You have the named locations shown in the following table.

Named location

IP range

Montreal 133.107.0.0/16

Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:

* Users or workload identities: o Include: Groupl
0 Exclude: Group2

* Cloud apps or actions: Include all cloud apps

* Conditions:

o Include: Any location o Exclude: Montreal

» Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements

User1 can access Microsoft Office 365 from a device that has an P address of

133.107.10.20

User1 can acceéss Microsoft Office 365 from a device that has an |P address of

193.77.10.15

User? can access Microsoft Office 365 from a device that has an IP address of

193.77.10.20

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an P address of ;
133.107.10.20

User1 can acceéss Microsoft Office 365 from a device that has an |P address of |
193.77.10.15 -

User? can access Microsoft Office 365 from a device that has an IP address of
193.77.10.20

NEW QUESTION 129
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications ?view=0365-worldwide

NEW QUESTION 130
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members

Group1 User1
Group2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:

? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment O O
User1 can enroll Device2 in Intune by using automatic enroliment O @)
User2 can enroll Device2 in Intune by using automatic enroliment &, O

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment rd', O
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ1 @)
User2 can enroll Device2 in Intune by using automatic enroliment &, r_ i'

NEW QUESTION 134

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 doman
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 136
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name | Member of Role
User Group1 User Administrator
User2 Group1 None
User3 Group2 None
Userd None Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer
area.
NOTE; Each correct selection is worth one point.
Answer Area

Users that can use SSPR. yser1, User2, and Userd only w |
User1 and User2 only

Userl, User2, and User3 only
User, User2, and Userd only

|U5e11 User2, User3, and Userd

Users that must answer securnty questions to l User! and User2 only "é
reset their password: | User1 only
| User2 only
Uiser1 and User? only
iUser 1, User2, and User3 only
User1, User2, and Userd only
| User1, User2, User3, and Userd4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Users that can use SSPR. ser1, User2, and Userd only w |
User1 and User2 only

User1, User?, and Userd only
[UserT, OsérZ User3, and Userd ~

Users that must answer secunty questions to | Userl and User2 only 'é
reset their password: | User1 only
| User2 only

| Uiser and User? only

User), UserZ and User3 only
|User1. User2, and Userd only
| User1, User2, Userd, and Userd

NEW QUESTION 137

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.
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The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.

Capabilities

1
i
—_—
1
Y]

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

NS ININ I N N NN SN

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

&S | S S S | S| %S TSNS S S S S S | S S

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD).
Customers must apply for TAN, EOD is available for purchase as an add-on.

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and

threat and vulnerability management (TVM), and hunting capabilities.
Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 139

HOTSPOT - (Topic 6)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50
computers that run Windows 10.

You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In Azure:

v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v

Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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In Azure: | hd

|Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace. '

orage account and Azure Cognitive Search
Add an Azure Storage account and a file share.

On the computers: v

Create an event subscription.
Modify the membership of the Event Log Readers group.

Install the Microsoft Monitoring Agent. !

NEW QUESTION 141

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

AYes

A. No

Answer: A

NEW QUESTION 142

- (Topic 6)

You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

Lpdatad

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 145
HOTSPOT - (Topic 6)

HOTSPOT
| it g actions T e e
3 of 450 BET of 887 Microsoft | NIST 800-
15444 % 1

o0 incomeete | 7% completed | completed | “P7 | 155 53
Data 4 Data
Protection | 14370 Incomplete | 70% 301459 835 of 835 Group?2 Microsaft Protection
Siaaling completed completed 365 Bassline

The SP800 assessment has the improvement actions shown in the following table.

Answer Area
Statements Yes No
Establish a threat intelligence program will appear as implemented in the SPE00
assessment.
The SPB00 assessment score will increase by 54 points.
The Data Protection Baseline score will increase by 9 points.
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area
Statements Yes MNo
e ]
Establish a threat intelligence program will appear as implemented in the SPE00 152
assessment.
-
The SPE00 assessment soore vall increase by 54 points A 1
=
The Data Protection Baseline score will increase by 9 points b

NEW QUESTION 147

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:
Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 152

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

Priority Mame Allowed platform Assigned to
i05 05 Marketing
2 Androéd Andraid Endginesring
Diefault All users All platforms All users

The device limit restriction are configured as shown in the following table.

Priority Name Device limit Assigned to
1 | Engineenng 15 | Engineering
2 | West Region 3 | Engineening
Default | All users 10 | All users
Answer Area
Jevice kmit
Allowed plalform
A. Mastered

B. Not Mastered
Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 156

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B
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NEW QUESTION 158
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department

User1 Human resources
User2 Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow»
[S2 I NGV \ O

Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions
down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 159
HOTSPOT - (Topic 6)
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Member

1 Group1 Name starts with Comp

2 Group2 Name starts with Comp And
OS In Windows 10

3 Group3 OS In Windows Server 2016

Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system I
Computer1 | Windows 10
Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computer?: | Groupl on =

|Gmup2 only
|Grcmpf and Group2
| Ungrouped devices

Computer2: 1 Gr-::u!ii anlE = r

|Gmup3 only
| Group1 and Group3

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer?:
GroupZ only ~—
Group1 and Group2
Ungrouped devices
ComputerZ: | Group1 onil -

Group3 only
Group1 and Group3

NEW QUESTION 163

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: 3 ¥

EAccessChk : E
 Azure AD Connect ]
Active Directory Explorer
IdFix

Required group membership: >
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you’re not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:
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* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 165

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named Userl.

You enable Azure AD Identity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator
Answer: A

NEW QUESTION 169

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files shown in the following table.

Name | Number of IP addresses in the file
File1 2
File2 3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP
rules shown in the following table.

Name Content contains Policy tip | If there is a match, stop | Priority
processing

Rule1 | 3 or more IP addresses | Tip1 No 0

Rule2 | 1 or more IP addresses | Tip2 Yes 1

Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 to Sitel.
Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
File1: Il _152 cunt'i - I

Answer Area
Tip3 only

Tip2 and Tip3

File2: Tip1 and Tip2 only ol
Tip1 only
Tip3 only
Tip1 and Tip2 only
| Tip1, Tip2, and Tip3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
File1: ‘ _152 DHIE bt I
|

Tip3 only
Tip2 and Tip3

File2: Tip1 and Tip2 only ol
Tip1 only
Lhipaonly_ _ _ _ _

Tip1 and Tip2 only
(Tip1, Tip2, and Tip3~

NEW QUESTION 172

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.

You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for; I v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v
ltem
User
Detalil
|P address
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Activities to search for:; I v
Exchange mailbox activities
Site administration activities |
 Show results for all activities |
Role administration activities
Field to filter by: v
ltem
User

;r.:l
(D
—
)
=
I
I
|
I
I
I

|IP address

NEW QUESTION 173

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsoft Defender SmariScreen

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting

E. Indicators
Answer: E

Explanation:
0 &

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by beatter con

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.

Reference: https://jadexstrategic.com/web-protection/

NEW QUESTION 174

DRAG DROP - (Topic 6)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
Name Operating system Microsoft Intune
Device1l | Windows 11 Enterprise | Enrolled
Device2 | 105 Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types

App confguration policy
App protection policy
| Compliance policy

| Conditional Access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types

e i

| Conditional Access policy
L

NEW QUESTION 175
- (Topic 6)

Answer Arca

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

Device!
Devicel?

Denaced

Device1: | App protection policy
Deviced r Conditional Access policy

Devaced | Compliance policy

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next

month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator

intervention.

What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 178

DRAG DROP - (Topic 6)
Your company has an Azure AD tenant named contoso.onmicrosoft.com.

You purchase a domain named contoso.com from a registrar and add all the required DNS records.

You create a user account named Userl. Userl is configured to sign in as userl@contoso.onmicrosoft.com.
You need to configure Userl to sign in as userl@contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

S gl et grmade -Domaindd contors. oom

Blodifly the ermiil Soaneds of Ler]

Add comtostutom a4 & SAN hor an )L.509 certificate.

Add 3 pusiom domaes name
Werify the Riom Goman

Moty e usemama of Lisesl

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions

A update homaln -Dosainld cootons.oom

Add contosocom a8 SAN for an J509 certificate
A 3 CUSTOM DO AT
Wenly Bher Ousiiom doemidin

BAcghify the ynsrmaene of Lisert

NEW QUESTION 182
- (Topic 6)

_____________________________

O

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:
» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 187
HOTSPOT - (Topic 6)

You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.

'_' St Aodmirefliatos Wand L

RecordTypes icrosoftTeams }
Operations
Userlds

RetentionDuration ThreaMonths

Retention2
1509
cordTypes {MicrosoftTeams}
Operations {teamcreated)
Userlds {Userlgsk 28962 Bout look

RetentionDuration SixMonths

Retention3

¥ 120

RecordTypes 1
Operations {}
LiserIds {User2ask 28962 Bout look

RetentionDuration TwelveMonths

.onmicrosoft.co

.onmlicro

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct

selection is worth one point.
Afviorrt fica

fiieer2 acd & channs in Microso® Tesend

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Andeet fca

NEW QUESTION 190
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

§ Mt coraien & Teaen i B caoft Tearun the ovend o |mm! _

Fuif el
eptaped e Wdgn

rrtairac] SoF L EwEi

T LT SO0 & CRERE i Micaon Tesm, the svent o [anawer choloe]. [T

i[resned for B0 s 7

T e kT

irigared fow in monghn

N Humber of IF
addemes Ir the ¢
FaeLidocs I
Tl rw ?
_rfi!:t_ulri _J
Il ]
Fe 000 }
The Sitel users are assigned the roles shown in the following table.
Mo [ [
| Liw 1 | w1
L Wi i

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review vour settings

e ats nane

Choote the information 1o protect

Mame your policy

C oo lotatoes

Poicr settings

Resvaw jour setings

Cumpor pohly

Podaoy o

Polry

g ptor

Apniees 10 CUmbeanl i L e U s

narabos at atas

Poboy sellings

B e sooldst Festaer i Yol Syped af mesle nibg I Adae 8

Praeg visloy pwngens owily & peday PR S0l o0 el FF

Hfere aw ol 'mam 2 insdarce Of The sere Byp O sere ive ol

Bl o253 1O the (ol

um pobcy oa 3t it's crested {

Vi

A

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Arnwel Ared

Lwel: 7
3
&
b
Laca |
1
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnwel Arca
Lee 117
-I‘-
: J
&
-
Lac Iy
—
I z,
3
-

NEW QUESTION 191
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
» Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Device1
08:15 | Activity2 Medium Device2
08:16 | Actwity2 Medium Devicel
08:20 | Activity1 High Device1
08:30 | Activity3 Medium Devicel
08:35 | Activity?2 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.

NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

User1 @contoso.com will receive two incident notification emails for the alert at 08:05
User2 @contoso.com will receive an incident notification email for the alert at 08:07.

LUsar 1 Scontoso.com will recenve an incigent notifcation emadl for the alert at 08220,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

: : I
User1 @contoso.com will receive two incident notification emails for the alert at 08:05 o
Liser2 @contoso.com wall receive an incident notification email for the alert at 0807, I L

User] Sxontoso.com will receive an incident notincation emadl for the alert at 08220, ] |

NEW QUESTION 192

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Admin’ Group
Admin2 | Group?2
Admin3 | Group1, Group?2

You add the following assignment for the User Administrator role:

? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023

? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
? Scope type: Directory

? Selected members: Group2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023

? Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
On July 15, 2023, Admin1 can reset the password of a user. '.,_r O
On June 20, 2023, Admin2 can manage Microsoft Exchange Online. u_ E
On May 1, 2023, Admin3 can reset the password of a user. u- E
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.
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The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible
June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication

(MFA), providing a business justification, or requesting approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

May 1, 2023 is with the assignment period.

NEW QUESTION 194

HOTSPOT -

HOTSPOT

(Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Priority

Action

Rulel

0

Notify users by using email and policy tips.

Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2

Notify users by using email and policy tips.

Customize the policy tip as Rule2 tip.
Restrict access to the content.
Disable user overrides.

Rule3

Notify users by using email and policy tips.

Customize the policy tip as Rule3 tip.
Restrict access to the content.
Enable user overrides.

Rule4

Notify users by using email and policy tips.

Customize the policy tip as Rule4 tip.
Restrict access to the content.
Disable user overrides.

Sitel contains the files shown in the following table.

Name Matched DLP rule
Filel.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Filel.docx:

v

Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only

Rulel tip, Rule2 tip, and Rule3 tip

File2.docx: 1

A. Mastered

-

(v

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only

Rulel tip, Rule3 tip, and Rule4 tip

B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only
Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.
Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,

the value 0 is the highest priority, and policies can't have the same priority value.
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Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a natification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a natification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 198

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 199
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

The content in Microsoft 365 is assigned labels as shown in the following table.

y

[T L | Y A i N
You have labels In Microsoft 365 as shown in the following table.
For each of the foIIowmg statements select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 202
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 0S In Windows 10
2 Group2 Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

Settings > Endpoints > computer?

computeri

Device summary

Risk level (O

Device details

Domain
adatum.com

0s

Windows 10 64-bit
Version 21HZ2
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

Comguter! will ke a member of [answer choice]. | ]
Group2 only

Group only

Groups and Groupd only
Ungrouped devices

If you add the tag demo to Computerl, the computer will be @ member of [answer choice]. (-
Group1 only

Group1 and Group2 only

Group1, Group2, Group3, and Group4
Ungrouped dewvices
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 207
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Learm more

about sensitivity labels

-+ Create alabel = Publish labels _) Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
- Label2 = Prvi 04/24/2020
Label3 ... 0-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 i D Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 211

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2¢13-5296-9dd081cdd808

NEW QUESTION 213
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
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Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
User4 | User4@outiook.com Guest
User> | User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 215

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.
You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Block a vulnerable app until the app is updated: | N | ¥
An alow or block file E
A file indicator

A remediation request
An update ring

Block an application executable based on a file hash: | !- v
An alow or block file
A file indicator

A remediation request
An update ring

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 216
- (Topic 6)
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You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 218

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD lIdentity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity- protection-configure-risk-policies
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 223

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

* A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.

What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Angwer Area

A user’s email sending pattems must be uted to minimize false positives for spoof protection: . Domaans 2l

[ewmiaing 10 profect
Madlbox intelligence

Lzers Bo protect

Documents wploaded 1o Tears, SharePoint Online, and OneDnve must be protedied by wiing | Global ssttings for sate amachments
Defender for Office 365

The Sale Antachments policy sengs

The Safe Links podicy 4sttings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

A user's email sending pattems must be used to minimize false positives for spoof protection:  Dernaand 1o protect -
| Dormains to protect |
Malbos intelhgence
Lzers Bo protect

Documents uploaded to Teams, SharePoint Online, and OneDnve must be protecied by wing | Global settings for safe
Defender for Office 365 | wie

Th Sale Anachments policy Seings

The Safe Links podicy 4sttings

NEW QUESTION 227

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?
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A. Yes
B. No

Answer: B

NEW QUESTION 232
HOTSPOT - (Topic 6)

uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

-You have a Microsoft 365 E5 subscription that

Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Device1:

'No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2:

No profiles
Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides

visit - https://www.certshared.com



[_] CertShared

Certshared now are offering 100% pass ensure MS-102 dumps!
https://www.certshared.com/exam/MS-102/ (312 Q&AS)

Device1:

DeviceZ2:

NEW QUESTION

No profiles

Profile1 only
Profile4 only

Profile1, Profile1, and Profile4 only

No profiles
Profile1 only

Profile2 only _

\Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

233

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name

Member of

User1

Group1

User2

Group?2

You purchase the devices shown in the following table.

Name Platform
Devicel | Windows 10
Device?2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment

status page

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment

status page

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment

status page
A. Mastered
B. Not Mastered
Answer: A

Explanation:

Statements

will appear.

will appear.

will appear.
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Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O CO__E
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment |Hﬁ:j:-m| 9]
status page will appear. T
- =
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment o 0O '

status page will appear.

NEW QUESTION 235

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:
? Block emails that contain financial data.

? Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

? Use the following location: Exchange email.

? Display the following policy tip text: Message contains sensitive data.

? When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Results Answer Area

The email will be blocked, and the user will

receive the policy tip: Message blocked When the user sends an email that contains

financial data and health records:

The email will be bfocked, and the user will
receive the policy tip: Message containsg When the user sends an email that contains
sensitive data anly financial data:

The email will be allowed, and the user wall
receive the policy tip: Message blocked

The emai will be allowed, and the user wll
receive the policy tip: Message containg
sensitive data.

The email will be allowed, and a message
policy tip will NOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked. If you've created DLP policies in the Exchange admin center, those
policies will continue to work side by side with any policies for email that you create in the Security & Compliance Center. But note that rules created in the
Exchange admin center take precedence. All Exchange mail flow rules are processed first, and then the DLP rules from the Security & Compliance Center are
processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data.

NEW QUESTION 240

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.
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Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 245

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 249

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

» Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
sutions Angwer Area

Data loss prevention identty, monitor, and automatcally protect
sensitree informaton

Informaton Qovermanoe
Capture employee COMMUNICations for I
ERATINStION by deRgnated revewers

Iresachir sl MANSgEment

Use a fle plan to manage retention Llabels
Recornds management

A. Mastered
B. Not Mastered

Answer: A

Explanation:

I Quta fogs prevegtion_ |} identity, monitor, and automatically protect | Data loss prevention
sensitree information
MiRfofmation govemance 7 Insider risk o
— Capture employee communications for MEder fisk management ]
examination by designated reviewers:
T Use a file plan to manage retention labels i_:n'ﬁu'.Er- govemance _l
Eecords management — —— — ——

NEW QUESTION 251

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
User? Group1
User2 Group1, Group?
User3 None

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Allowed platform Assigned to
1 Policyl | Androad, i0S, Windows (MDM) | None

2 Policy2 | Windows (MDM) Group2
3 Policy3 | Androsd, 10S Group!
Default | All users | Androd, Windows (MDM) All users
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Answer Area
Statements Yes HNe
Useri can enroll Windows dewces in Endpoint Manager
Uiser2 can enroll Android devices in Endpoint Manager
User3 can enroll 105 devices in Endpoint Manager
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Antwer Area
Statements Yes N
ot
Useri can enroll Windows dewces in Endpoint Manager o
. =
Uiser2 can enroll Android devices in Endpoint Manager -
.1
User3 can enroll 105 devices in Endpoint Manager O,

NEW QUESTION 256

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD ldentity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

| User2 | August7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: | v
August 6

August 17

August 19

September 3

September 5

User2: | v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: August 19
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Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.
Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that

allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to

pass that MFA request.
Box 2: August 21

NEW QUESTION 260
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

You plan to create the data loss prevention (DLP) policies shown in the following table.

| Name Apply to location

DLP1 Exchange email

DLP2 SharePoint sites

DLP3 OneDrnive accounts

You need to create DLP rules for each policy.

Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 265
HOTSPOT - (Topic 6)

Sender is condition: * DLP1 Gnli - ’

DLP2 only

DLP3 only

DLP2 and DLP3 only
DLP1, DLP2, and DLP3

File extension is condition: | DLP1, DLP2, and DLP3 v |
| DLP1 only
DLPZ only
DLP3 only
DLP2 and DLP3 only

DLP1, DLP2, and DLP3

Sender is condition:

DLP2 only
DLP3 only
DLP2 and DLP3 only

DLP1, DLP2, and DLP3

File extension is condition: | DLP1, DLP2, and DLP3 d
| DLP1 only
DLPZ only
DLP3 only

i DLP1, DLP2, and DLP3

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.
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Group1

Private group e 1owner ¢ 1 member

-~
L

General Members  Settings Microsoft Teams

General settings Privacy
Allow external senders to @) Private
email this grou _

e Q Public

Send copies of group
conversations and events
to group members

Hide from my
organization’'s global
address list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Action: ) | ¥
Add Userl to the subscription as an active user.

[ For Group1, change the Privacy ﬁeﬁing to Public.

For Groupl, select Allow external senders to email this group.

Invite Userl to collaborate with your organization as a guest.

Portal: | | v |
The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite User1 to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com. On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.
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Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

NEW QUESTION 268
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
User1 None Compliance Data
Administrator
User? Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
* Applies to content that contains the word Merger

» Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can add Exchange email as a location to Policy1
UserZ can remove SharePoint sites from Policy1
User2 can add the word Acquisition to Policy1
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can add Exchange email as a location to Policy

UserZ can remove SharePoint sites from Policy1

User2 can add the word Acquisition to Policy1.

NEW QUESTION 272

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You need to access service health alerts from a mobile phone.
What should you use?

A. the Microsoft Authenticator app

B. the Microsoft 365 Admin mobile app
C. Intune Company Portal

D. the Intune app

Answer: B

NEW QUESTION 273

- (Topic 6)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers
followed by 10 characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?
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A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 278

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the
Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-
through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account. Not F. Modify the User logon
name for each user account.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta- quick-start

NEW QUESTION 279

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 284

HOTSPOT - (Topic 6)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.
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Arpwer frea

F'o confgure Arure AD Connect
Configure yord Asure AL EHn
F s i @ wfirebadi

Ta configune the doman
Add an alteniatve LN sulflin
Faeglifer & S6AVICE CORNECTION poent
Hegisler & werice poncagsl rgme (IR
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Argwer frea

F'o confgure Arure AD Connect

Configure yord Asure AL EHn

.

Ta configune the doman
Add an alenigtng LEN i |
Flapister & $enviCe ConneCTion poent

Hegiaier & wrale prncssl name (S

NEW QUESTION 289

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:
Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label. Which two settings should you use in the Microsoft Purview compliance

portal? To answer,
select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.
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Answer Arca

5

Information protection

Information barriers ~e

Insider risk management

Records management
Priva Privacy Risk Managem... Vv

@| |&| | & | °| 62 2| | ®| |80 ®(|H
g
5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection

All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single checkbox. By enabling automatic scan, you
enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365 files

without the need to create a policy. After you enabile it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft Purview
Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft 365 Defender portal, select Settings. Then choose Cloud Apps. Then go to Information Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology. Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

NEW QUESTION 292
- (Topic 6)
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You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission

should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 297

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains a user named User1.

You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:

? Review alerts.

? Manage cases.

? Create notice templates.

? Review user emails by using Content explorer.

The solution must use the principle of least privilege. To which role group should you add User1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure ?view=0365-worldwide

NEW QUESTION 302
HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.

Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.

MNew Object - User X
aj Ceate . Adsbum com/

F az resordt seew

Cordem password Tl

| Uzer must change password af nexd logon
(] User cannot change password
[} Password nerver espures

| | Account i deabled

Bachk Naw > Cancel

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90
Days before a user is notified about 14 expiration

You confirm that Userl is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements

Liser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, User! must change the password every 90 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

Liser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, User! must change the password every 90 days.

NEW QUESTION 305
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status | Assessment Your Microsoft | Group | Product | Regulation
progress |improvement| actions
actions
5P800 15444 | Incomplete | 72% 3 of 450 887 of BBY | Group1| Microsoft| NIST 800-
completed completed 365 53
Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Test status Impact Points achieved Regulations
Establish a threat intelligence MNone +9 points | 0/9 ’ MIST 800-53, Data Protection
program Baseline
Establish and document a MNone +9 points | 0/9 MIST 800-53, Data Protection
configuration management program , Baseline

You perform the following actions:

? For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.

? Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Yes No

Establish a threat intelligence program will appear as Implemented in O

the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
Establish a threat intelligence program will appear as Implemented in O : C.‘JJ'
the SP800 assessment. =
i
The SP800 assessment score will increase by 54 points. & I 1_34'
The Data Protection Baseline score will increase by 9 points. I D_ : @)

NEW QUESTION 306
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
User1 Global Administrator
User2 Billing Administrator
User3 None

You enable self-service password reset for all users. You set Number of methods required to reset to 1, and you set Methods available to users to Security
guestions only.

What information must be configured for each user before the user can perform a self- service password reset? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Userl: | Phone number and email address v
| Email address only
| Phone number only
 Security questions only
Phone number and email address

|

User2:  Phone number and email address 1
| Emiail address only
| Phone number only
| Security questions only
Phone number and email address

User3:  Secunty guestions only | ¥
Email address only
Phone number only
Security questions only
|Phone number and email address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Userl: | Phone number and email address v
| Email address only
| Phone number only
' Security questions only

|

Phone number and email address

User2: Phone number and email address Bt
| Email address only
| Phone number only |
| Security questions onl
e —
User3: Secunity guestions only e

Email address only
Phone number only

|Phone number and email address

NEW QUESTION 307
HOTSPOT - (Topic 6)
You have device compliance policies shown in the following table.
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_ Name = Patform
| Pol-g_]_ | Windows 10 and later
| Policy2 | Windows 10 and later
| Policy3 | Windows 10 and later _
| Policyd | Windows 10 and later
| PolcyS | 105/1Pacs

Policyt | 105/1Pac0s

Assignment

Devicel

| Devicel
| Devices

Devicel
Device3
Device3

4

The device compliance state for each policy is shown in the following table.

State
Comphant
(Poliye | Ingracepenod

Policy3 Compliant

'Poliyd | Notcompliant |
PolcyS In grace penod
Polbcy6 '

Compliant i
NOTE: Each correct selection is worth one point.
Anywer Arca

Policy
Pocy1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anvwer Arca

NEW QUESTION 309

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.
Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Social engineering technique:

Training experience:

Guaranteed success with Our exam guides

Seatements
Demace | huds an overall compliance state of Compiant

Yes

Device2 has an cwerall compliance state of Not compliant

Devaced has an overall complisnce state of In grsce penod

Statements
Demace 1 has an overall complisnce state of Compiant | |

Devdced has on ovedrall complance state of hNot oomplant

Devaced has an oversl comphance state of In grace penod e
—

1
-

Credential hanfest:

Link to malware

Malware attachment

Identity Theft

Mass Market Phishing

Web Phishing
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware

Etc.

Box 2: Mass Market Phishing

NEW QUESTION 314

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Devicel Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 316

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview Improvement actions History Metncs & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items ©O Search 7 Filter (= Group by ~
Applied filters:
Rank © Improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/
3 Enable policy to block legacy authentication +13.56% 0/8
4 Turn on user risk policy +11.86% /7
5 Turn on sign-in risk policy +11.86% 0/7
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
7 Enable self-service password reset +1.69% 01
8 Turn on customer lockbox feature +1.69% on
9 Use limited administrative roles +1.69% 01
10 Designate more than one global admin +1.69% on

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles
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Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 319

- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 324

- (Topic 6)

You have a Microsoft 365 subscription. You add a domain hamed contoso.com.

When you attempt to verify the domain, you are prompted to send a verification email to admin@contoso.com.
You need to change the email address used to verify the domain. What should you do?

A. From the Microsoft 365 admin center, change the global administrator of the Microsoft 365 subscription.
B. Add a TXT record to the DNS zone of the domain.

C. From the domain registrar, modify the contact information of the domain.

D. Modify the NS records for the domain.

Answer: C

NEW QUESTION 329

- (Topic 6)

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated.

You need to identify which applications or services were recently updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.
C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: BD

Explanation:

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where
Microsoft posts official messages with information including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office

365 Admin mobile app. Reference:

https://docs.microsoft.com/en-us/office365/admin/manage/message-center https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION 334
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert 5MB
User2 15MB
User3 25 MB
Userd 55 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Users who can assign Retention1: \ v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2: v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4d

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users who can assign Retention1: \ v
User4 only
User3andUserdonly
|User2, User3, and User4 only |
User1, User2, User3, and User4

Users who can assign Retention2: [ v
User4 only
User3 and User4 only

e S i ——

User2, User3, and User4 only,

User1, User2, User3, and User4

NEW QUESTION 337

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area
[ Anti-malware Customize the common attachments filter: | |
rnnwphisnmg _ _ _
Enable impersonation protection for sender domains: [ ]
r.&nt;vspam
Safe Attachments
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
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Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365

Automatically created default policy W v

Create custom policies v v

Commaon policy settings o v

Spoof settings o o

First contact safety tip o v
Impersonation settings 7:]
Advanced phishing thresholds o

NEW QUESTION 338

- (Topic 6)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil

B. Assign the profile to all the computer

C. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intun

E. Create a configuration profile by using the Edition upgrade and mode switch templat

F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.
G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

H. Instruct users to run the provisioning package from SharePoint Online.

I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 341
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