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NEW QUESTION 1
What causes events on a Windows system to show Event Code 4625 in the log messages?

A. The system detected an XSS attack

B. Someone is trying a brute force attack on the network
C. Another device is gaining root access to the system
D. A privileged user successfully logged into the system

Answer: B

NEW QUESTION 2
When communicating via TLS, the client initiates the handshake to the server and the server responds back with its certificate for identification.
Which information is available on the server certificate?

A. server name, trusted subordinate CA, and private key
B. trusted subordinate CA, public key, and cipher suites
C. trusted CA name, cipher suites, and private key

D. server name, trusted CA, and public key

Answer: D

NEW QUESTION 3

An engineer must compare NIST vs ISO frameworks The engineer deeded to compare as readable documentation and also to watch a comparison video review.
Using Windows 10 OS. the engineer started a browser and searched for a NIST document and then opened a new tab in the same browser and searched for an
ISO document for comparison

The engineer tried to watch the video, but there 'was an audio problem with OS so the engineer had to troubleshoot it At first the engineer started CMD and looked
fee a driver path then locked for a corresponding registry in the registry editor The engineer enabled "Audiosrv" in task manager and put it on auto start and the
problem was solved Which two components of the OS did the engineer touch? (Choose two)

A. permissions

B. PowerShell logs

C. service

D. MBR

E. process and thread

Answer: AC

NEW QUESTION 4
A security specialist notices 100 HTTP GET and POST requests for multiple pages on the web servers. The agent in the requests contains PHP code that, if
executed, creates and writes to a new PHP file on the webserver. Which event category is described?

A. reconnaissance

B. action on objectives
C. installation

D. exploitation

Answer: D

NEW QUESTION 5
Which incidence response step includes identifying all hosts affected by an attack?

A. detection and analysis

B. post-incident activity

C. preparation

D. containment, eradication, and recovery

Answer: D

Explanation:

* 3.3.3 Identifying the Attacking Hosts During incident handling, system owners and others sometimes want to or need to identify the attacking host or hosts.
Although this information can be important, incident handlers should generally stay focused on containment, eradication, and recovery.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

The response phase, or containment, of incident response, is the point at which the incident response team begins interacting with affected systems and attempts
to keep further damage from occurring as a result of the incident.

NEW QUESTION 6

What is an advantage of symmetric over asymmetric encryption?
A. A key is generated on demand according to data type.

B. A one-time encryption key is generated for data transmission
C. It is suited for transmitting large amounts of data.

D. It is a faster encryption mechanism for sessions

Answer: D
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NEW QUESTION 7

What makes HTTPS traffic difficult to monitor?

A. SSL interception

B. packet header size

C. signature detection time
D. encryption

Answer: D

NEW QUESTION 8
Refer to the exhibit.

20 0.022702

i : tlatitrreitelett

L B W T S e

24 0.023373
25 0.023445
26 0.023617
27 0.037413
28 0.037426

10.0.2.15

__illhllf.. | A |"' IJI\. ,J}'lr-
10.0.2.15
192.124.
192.124.
192.124.2459.9
10.0.2.15

192.124.24%.9 TCP

22 0.022996 10.0.2.15 192. 12& 249.9 TCP

..m‘?w

249.9
249.9

e P T e e

Protocol

Leng:hlnfn

56 5ﬂ5E3-143 [hﬂﬁ] Sﬁq-I ack-

56 5ﬂ536-l43 [ﬁEK] saq-i nck—

r __,,..u.l = e T -\.M.“I..-v
| Fig 1

-._i_J"_';__I'-'..' |‘|"\. 5--'-';” | »..f_._.___ el lo
152 124 249.9 TLSv1.2 261 Cclient Helln
10.0.2.15 TCE 62 443-50588 [ACK] Seg=1 Ack=
10.0.2.15 TCP 62 443-50586 [ACK] Seg=l Ack=
10.0.2.15 TLSv1.2 2792 Server Hello
192.124.249.9 TCP SR S505RA=443 [ACH] Seaq=206 Ac

Linux cooked capture
Internet Protocol Wersion 4,

WOW W W

Secure Sockets Layer

0000 00 04 00 01 00 08 08
0010 45 00 00 £5 eb 3e 40
0020 D 7c £9 09 &5 8¢ 01
0030 50 18 72 10 c& 7c 00
0040 ¢4 03 03 d1 08 45 78
0050 16 43 ec d4 89 €0 34
0060 10 57 cc 00 Q0 le cO
0070 cD 30 <0 Da <0 09 <0
0080 00 35 00 Oa 01 00 00
Q090 11 77 77 77 2e &c €9
00al &f 64 00 17 00 0O f£f
00b0 ©O6 00 17 00 18 00 1%
00cO ©00 33 74 00 00 00 10
00d0 70 64 7% 2£ 33 2e 31
00el OO0 05 00 05 01 00 QO
00£0 01 05 01 06 01 02 01
0100 02 04 02 02 02

src: 10.0.2.15 (10.0.2.15), Dst:
Transmission Control Protocol, Src Port: 50588 (50588), Dst Port: 443 (443), seq: 1, Ack:1,

00
0o
bb
Qo
B
da
2b
13
Td
e
01
00
00
08
i 11]
04

27
40
4d
16
2c
Tb
ch
cQ
oo
15
a0
Ob
17
68
o0
03

Ja
0é
db
03
G0
BO
2K
14
oo
78
01
o0
00
74
oo
05

Frame 23: 261 bytes on wire (2088 bits), 261 bytes captured (2088 bits)

192.124.249.9 (192.124.249.59)

Je 93 00 Q0 08 00
89 2f£ O0a 00 02 Of
T£ £7 00 b3 b0 02
01 00 <8 01 00 00
04 ea 51 16 £1 B2 .....Ex.
ab dl 72 d5 11 BT .C....9d
cc a% cc a8 €0 Z¢ Wi o R U
00 33 00 39 00 2f
00 16 00 14 00 00
6d 69 S T4 2e &3
00 00 Oa 00 08 00 OM.swwws S
0200 00 08 23 Q0 ..vesmams sxnmasls
15 02 68 32 0B 73 .3E..nss snah2.8
74 70 2£ 31 2e 31 pdy/3.2. http/l.1
Od 00 18 00 16 04 ...caves
03 06 02 02 03 05

*z'ql-r-ll!-
@l--!f‘il'
Hii-

ll--!lﬂ-ll!-

El!ll}@t
Ililli-ii-

Pl-r-lll-ll

& & o @

LI T T I O

-5----1}

e omow R o w
R R R R R B I T R

source address

destination address

source port

destination port

Network Protocol

Transport Protocol

Application Protocol

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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source address source address

destination address | source port
source port || destination port
destination port | destination address
Network Protocol || Transport Protocol
Transport Protocol | Network Protocol
Application Protocol Application Protocol

NEW QUESTION 9
What is a collection of compromised machines that attackers use to carry out a DDoS attack?

A. subnet
B. botnet
C. VLAN
D. command and control

Answer: B

NEW QUESTION 10

How does certificate authority impact a security system?

A. It authenticates client identity when requesting SSL certificate
B. It validates domain identity of a SSL certificate

C. It authenticates domain identity when requesting SSL certificate

D. It validates client identity when communicating with the server

Answer: B

NEW QUESTION 10

An analyst is using the SIEM platform and must extract a custom property from a Cisco device and capture the phrase, "File: Clean." Which regex must the analyst

import?

A. File: Clean

B. AParent File Clean$
C. File: Clean (.*)

D. ~File: Clean$

Answer: A

NEW QUESTION 12

What is the difference between discretionary access control (DAC) and role-based access control (RBAC)?

A. DAC requires explicit authorization for a given user on a given object, and RBAC requires specific conditions.

B. RBAC access is granted when a user meets specific conditions, and in DAC, permissions are applied on user and group levels.
C. RBAC is an extended version of DAC where you can add an extra level of authorization based on time.

D. DAC administrators pass privileges to users and groups, and in RBAC, permissions are applied to specific groups

Answer: A

NEW QUESTION 17
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

A. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

B. Host 152.46.6.91 is being identified as a watchlist country for data transfer.

C. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.

D. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.

Answer: D

NEW QUESTION 22
When an event is investigated, which type of data provides the investigate capability to determine if data exfiltration has occurred?

A. full packet capture
B. NetFlow data

C. session data

D. firewall logs

Answer: A

NEW QUESTION 23
Which evasion technique is indicated when an intrusion detection system begins receiving an abnormally high volume of scanning from numerous sources?

A. resource exhaustion
B. tunneling

C. traffic fragmentation
D. timing attack

Answer: A
Explanation:
Resource exhaustion is a type of denial-of-service attack; however, it can also be used to evade detection by security defenses. A simple definition of resource

exhaustion is “consuming the resources necessary to
perform an action.” Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION 24
Refer to the exhibit.
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An engineer received a ticket about a slowed-down web application The engineer runs the #netstat -an command. How must the engineer interpret the results?

A. The web application is receiving a common, legitimate traffic

B. The engineer must gather more data.
C. The web application server is under a denial-of-service attack.

D. The server is under a man-in-the-middle attack between the web application and its database

Answer: C

NEW QUESTION 29
Which piece of information is needed for attribution in an investigation?

A. proxy logs showing the source RFC 1918 IP addresses

B. RDP allowed from the Internet
C. known threat actor behavior

D. 802.1x RADIUS authentication pass arid fail logs

Answer: C

Explanation:

Actually this is the most important thing: know who, what, how, why, etc.. attack the network.

NEW QUESTION 34

Which action should be taken if the system is overwhelmed with alerts when false positives and false negatives are compared?

A. Modify the settings of the intrusion detection system.
B. Design criteria for reviewing alerts.
C. Redefine signature rules.

D. Adjust the alerts schedule.

Answer: A

Explanation:

Traditional intrusion detection system (IDS) and intrusion prevention system (IPS) devices need to be tuned to avoid false positives and false negatives. Next-
generation IPSs do not need the same level of tuning compared to traditional IPSs. Also, you can obtain much deeper reports and functionality, including advanced
malware protection and retrospective analysis to see what happened after an attack took place. Ref: Cisco CyberOps Associate CBROPS 200-201 Official Cert

Guide

NEW QUESTION 35

Which signature impacts network traffic by causing legitimate traffic to be blocked?

A. false negative
B. true positive

C. true negative
D. false positive

Answer: D

NEW QUESTION 37

An investigator is examining a copy of an ISO file that is stored in CDFS format. What type of evidence is this file?

A. data from a CD copied using Mac-based system
B. data from a CD copied using Linux system

C. data from a DVD copied using Windows system
D. data from a CD copied using Windows
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Answer: B

Explanation:
CDfs is a virtual file system for Unix-like operating systems; it provides access to data and audio tracks on Compact Discs. When the CDfs driver mounts a
Compact Disc, it represents each track as a file. This is consistent with the Unix convention "everything is a file". Source: https://en.wikipedia.org/wiki/CDfs

NEW QUESTION 40
Refer to the exhibit.

A
Which field contains DNS header information if the payload is a query or a response?
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Answer: B

NEW QUESTION 41
An engineer discovered a breach, identified the threat’s entry point, and removed access. The engineer was able to identify the host, the IP address of the threat
actor, and the application the threat actor targeted. What is the next step the engineer should take according to the NIST SP 800-61 Incident handling guide?

A. Recover from the threat.

B. Analyze the threat.

C. Identify lessons learned from the threat.
D. Reduce the probability of similar threats.

Answer: A

Explanation:
Per: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

NEW QUESTION 46
What are two differences in how tampered and untampered disk images affect a security incident? (Choose two.)

A. Untampered images are used in the security investigation process

B. Tampered images are used in the security investigation process

C. The image is tampered if the stored hash and the computed hash match
D. Tampered images are used in the incident recovery process

E. The image is untampered if the stored hash and the computed hash match

Answer: AE

Explanation:
Cert Guide by Omar Santos, Chapter 9 - Introduction to digital Forensics. "When you collect evidence, you must protect its integrity. This involves making sure that
nothing is added to the evidence and that nothing is deleted or destroyed (this is known as evidence preservation)."

NEW QUESTION 51

A company encountered a breach on its web servers using 1IS 7 5 Dunng the investigation, an engineer discovered that an attacker read and altered the data on a
secure communication using TLS 1 2 and intercepted sensitive information by downgrading a connection to export-grade cryptography. The engineer must
mitigate similar incidents in the future and ensure that clients and servers always negotiate with the most secure protocol versions and cryptographic parameters.
Which action does the engineer recommend?

A. Upgrade to TLS v1 3.

B. Install the latest IIS version.

C. Downgrade to TLS 1.1.

D. Deploy an intrusion detection system
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Answer: B

NEW QUESTION 56
A user received a targeted spear-phishing email and identified it as suspicious before opening the content. To which category of the Cyber Kill Chain model does
to this type of event belong?

A. weaponization
B. delivery

C. exploitation

D. reconnaissance

Answer: B

NEW QUESTION 59
How does agentless monitoring differ from agent-based monitoring?

A. Agentless can access the data via AP

B. while agent-base uses a less efficient method and accesses log data through WMI.

C. Agent-based monitoring is less intrusive in gathering log data, while agentless requires open ports to fetch the logs

D. Agent-based monitoring has a lower initial cost for deployment, while agentless monitoring requires resource-intensive deployment.
E. Agent-based has a possibility to locally filter and transmit only valuable data, while agentless has much higher network utilization

Answer: B

NEW QUESTION 61
Which information must an organization use to understand the threats currently targeting the organization?

A. threat intelligence

B. risk scores

C. vendor suggestions
D. vulnerability exposure

Answer: A

NEW QUESTION 62
What is a benefit of agent-based protection when compared to agentless protection?

A. It lowers maintenance costs

B. It provides a centralized platform

C. It collects and detects all traffic locally

D. It manages numerous devices simultaneously

Answer: C

Explanation:

Host-based antivirus protection is also known as agent-based. Agent-based antivirus runs on every protected machine. Agentless antivirus protection performs
scans on hosts from a centralized system. Agentless systems have become popular for virtualized environments in which multiple OS instances are running on a
host simultaneously. Agent-based antivirus running in each virtualized system can be a serious drain on system resources. Agentless antivirus for virtual hosts
involves the use of a special security virtual appliance that performs optimized scanning tasks on the virtual hosts. An example of this is VMware’s vShield.

NEW QUESTION 67
Drag and drop the data source from the left onto the data type on the right.

Wireshark session data
NetFlow alert data
server log full packet capture
IPS transaction data

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 71
The security team has detected an ongoing spam campaign targeting the organization. The team's approach is to push back the cyber kill chain and mitigate
ongoing incidents. At which phase of the cyber kill chain should the security team mitigate this type of attack?

A. actions

B. delivery

C. reconnaissance
D. installation

Answer: B

NEW QUESTION 74
Which step in the incident response process researches an attacking host through logs in a SIEM?

A. detection and analysis
B. preparation

C. eradication

D. containment

Answer: A

Explanation:

Preparation --> Detection and Analysis --> Containment, Erradicaion and Recovery --> Post-Incident Activity Detection and Analysis --> Profile networks and
systems, Understand normal behaviors, Create a log retention policy, Perform event correlation. Maintain and use a knowledge base of information.Use Internet
search engines for research. Run packet sniffers to collect additional data. Filter the data. Seek assistance from others. Keep all host clocks synchronized. Know
the different types of attacks and attack vectors. Develop processes and procedures to recognize the signs of an incident. Understand the sources of precursors
and indicators. Create appropriate incident documentation capabilities and processes. Create processes to effectively prioritize security incidents. Create
processes to effectively communicate incident information (internal and external communications).

Ref: Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION 77

What does cyber attribution identify in an investigation?

A. cause of an attack

B. exploit of an attack

C. vulnerabilities exploited

D. threat actors of an attack

Answer: D

Explanation:
https://www.techtarget.com/searchsecurity/definition/cyber-attribution
NEW QUESTION 79

What is the practice of giving employees only those permissions necessary to perform their specific role within an organization?
A. least privilege

B. need to know

C. integrity validation

D. due diligence

Answer: A

NEW QUESTION 82

Which process is used when IPS events are removed to improve data integrity?

A. data availability
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B. data normalization
C. data signature
D. data protection

Answer: B

NEW QUESTION 83
Refer to the exhibit.
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A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1?

A. indirect evidence

B. best evidence

C. corroborative evidence
D. direct evidence

Answer: A

NEW QUESTION 87
Which type of access control depends on the job function of the user?

A. discretionary access control

B. nondiscretionary access control
C. role-based access control

D. rule-based access control

Answer: C

NEW QUESTION 88

An analyst received an alert on their desktop computer showing that an attack was successful on the host. After investigating, the analyst discovered that no
mitigation action occurred during the attack. What is the reason for this discrepancy?

A. The computer has a HIPS installed on it.

B. The computer has a NIPS installed on it.

C. The computer has a HIDS installed on it.

D. The computer has a NIDS installed on it.

Answer: C

NEW QUESTION 91
Refer to the exhibit.
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What should be interpreted from this packet capture?

A. 81.179.179.69 is sending a packet from port 80 to port 50272 of IP address 192.168.122.100 using UDP protocol.
B. 192.168.122.100 is sending a packet from port 50272 to port 80 of IP address 81.179.179.69 using TCP protocol.
C. 192.168.122.100 is sending a packet from port 80 to port 50272 of IP address 81.179.179.69 using UDP protocol.
D. 81.179.179.69 is sending a packet from port 50272 to port 80 of IP address 192.168.122.100 using TCP UDP protocol.

Answer: B

NEW QUESTION 93

Which data type is necessary to get information about source/destination ports?
A. statistical data

B. session data

C. connectivity data

D. alert data

Answer: B

Explanation:

Session data provides information about the five tuples; source IP address/port number, destination IP address/port number and the protocol
What is Connectivity Data? According to IBM - Connectivity data defines how entities are connected in the network. It includes connections between different

devices, and VLAN-related connections within the same
device https://www.ibm.com/docs/en/networkmanager/4.2.0?topic=relationships-connectivity-data

NEW QUESTION 97

Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate course of action?

A. decision making
B. rapid response
C. data mining

D. due diligence

Answer: D

NEW QUESTION 102

Which event is a vishing attack?

A. obtaining disposed documents from an organization

B. using a vulnerability scanner on a corporate network

C. setting up a rogue access point near a public hotspot
D. impersonating a tech support agent during a phone call
Answer: D

NEW QUESTION 104

What is personally identifiable information that must be safeguarded from unauthorized access?
A. date of birth

B. driver's license number

C. gender

D. zip code

Answer: B

Explanation:

According to the Executive Office of the President, Office of Management and Budget (OMB), and the U.S. Department of Commerce, Office of the Chief
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Information Officer, PII refers to “information which can be used to distinguish or trace an individual's identity.”

The following are a few examples:
- An individual's name
- Social security number

- Biological or personal characteristics, such as an image of distinguishing features, fingerprints, Xrays, voice signature, retina scan, and the geometry of the face

- Date and place of birth
- Mother’'s maiden name
- Credit card numbers

- Bank account numbers
- Driver license number

- Address information, such as email addresses or street addresses, and telephone numbers for businesses or personal use
- Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide Omar Santos

NEW QUESTION 105

An analyst is investigating an incident in a SOC environment. Which method is used to identify a session from a group of logs?

A. sequence numbers
B. IP identifier

C. 5-tuple

D. timestamps

Answer: C

NEW QUESTION 110

Which metric should be used when evaluating the effectiveness and scope of a Security Operations Center?

A. The average time the SOC takes to register and assign the incident.

B. The total incident escalations per week.

C. The average time the SOC takes to detect and resolve the incident.

D. The total incident escalations per month.

Answer: C

NEW QUESTION 111

At which layer is deep packet inspection investigated on a firewall?

A. internet

B. transport
C. application
D. data link

Answer: C

Explanation:

Deep packet inspection is a form of packet filtering usually carried out as a function of your firewall. It is applied at the Open Systems Interconnection's application

layer. Deep packet inspection evaluates the contents of a packet that is going through a checkpoint.

NEW QUESTION 113

Which system monitors local system operation and local network access for violations of a security policy?

A. host-based intrusion detection
B. systems-based sandboxing
C. host-based firewall

D. antivirus

Answer: A

Explanation:

HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network interfaces. Host-based firewall is a piece of

software running on a single Host that can restrict incoming and outgoing Network activity for that host only.

NEW QUESTION 116
Refer to the exhibit.

SELECT * FROM people WHERE

username =" OR

'

Which type of attack is being executed?
A. SQL injection

B. cross-site scripting

C. cross-site request forgery

D. command injection

Answer: A
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NEW QUESTION 117
An engineer receives a security alert that traffic with a known TOR exit node has occurred on the network. What is the impact of this traffic?

A. ransomware communicating after infection
B. users downloading copyrighted content

C. data exfiltration

D. user circumvention of the firewall

Answer: D

NEW QUESTION 118
Refer to the exhibit.

192.168.10.10 — - [01/Dec/2020:11:12:22 -0200] “GET /icons/powered by rh.png HTT
P/1.1" 200 1213 “http://192.168.0.102/" “Mozilla/5.0 (X11; U; Linux x86 64; en-U

S: rv:1.9.0.12) Gecko/2009070812 Ubuntw/'8.04 (hardy) Firefox/3.0,12"

192.168.10.10 — — [01/Dec/2020:11:13:15 -0200] “GET /favicon.ico HTTP/1.1" 404 2

88 " “Mozilla/5.0 (X11; U; Linux x86 64; en-US; rv:1.9.0,12) Gecko/2009070812
Ubuntw'8.04 (hardy) Firefox/3.0.12"

192.168.10.10 —— [01/Dec/2020:11:14:22 -0200] “GET /%27%27,!-%22%3CXSS%3E=8{()
} HTTP/1.1" 404 310 *-" “Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.0.12)
Gecko/2009070812 Ubuntw/8.04 (hacdy) Firefox/3.0.12"

What is occurring within the exhibit?

A. regular GET requests

B. XML External Entities attack
C. insecure deserialization

D. cross-site scripting attack

Answer: A

NEW QUESTION 123

A security engineer notices confidential data being exfiltrated to a domain "Ranso4134-mware31-895" address that is attributed to a known advanced persistent
threat group The engineer discovers that the activity is part of a real attack and not a network misconfiguration. Which category does this event fall under as
defined in the Cyber Kill Chain?

A. reconnaissance

B. delivery

C. action on objectives
D. weaponization

Answer: C

NEW QUESTION 127
A security engineer deploys an enterprise-wide host/endpoint technology for all of the company's corporate PCs. Management requests the engineer to block a
selected set of applications on all PCs. Which technology should be used to accomplish this task?

A. application whitelisting/blacklisting
B. network NGFW

C. host-based IDS

D. antivirus/antispyware software

Answer: A

NEW QUESTION 129
What is a sandbox interprocess communication service?

A. A collection of rules within the sandbox that prevent the communication between sandboxes.

B. A collection of network services that are activated on an interface, allowing for inter-port communication.
C. A collection of interfaces that allow for coordination of activities among processes.

D. A collection of host services that allow for communication between sandboxes.

Answer: C
Explanation:

Inter-process communication (IPC) allows communication between different processes. A process is one or more threads running inside its own, isolated address
space. https://docs.legato.io/16_10/basiclPC.html

NEW QUESTION 134
Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with the same key?
A. forgery attack

B. plaintext-only attack
C. ciphertext-only attack
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D. meet-in-the-middle attack

Answer: C

NEW QUESTION 135

Which data format is the most efficient to build a baseline of traffic seen over an extended period of time?

A. syslog messages

B. full packet capture
C. NetFlow

D. firewall event logs

Answer: C

NEW QUESTION 136
Refer to the exhibit.

= CATIGORY
&
Sarman® Dol g £ Lrppin Do Vadptuet - T19 3 %
[acfo o e g Pesati.
el g Vot Toa¥e 11
un -h:::i..' é tapa Pos il amf [
ﬂmﬂu ] - [ I+ -.:Hl'-l-::'l:r:&?
» & g £ e i 1
H & - - = it Ly Pipm T8
ﬂ i I R ; ..I f’"‘“‘l"ﬁm L I *I-":fl =
| ‘
What is the potential threat identified in this Stealthwatch dashboard?
A. A policy violation is active for host 10.10.101.24.
B. A host on the network is sending a DDoS attack to another inside host.
C. There are two active data exfiltration alerts.
D. A policy violation is active for host 10.201.3.149.
Answer: C
NEW QUESTION 137
Refer to the exhibit.
Date Flow Stat  Duration  Proto  Sre [P Addr:Port Dst IP Addr:Port  Packets Bytes  Flows
2020-01-05 21:15:28.389 0000 UDP 127.00.1:25678 — 192.168.0.1:20521 I 52 I

Which type of log is displayed?

A. proxy

B. NetFlow
C. IDS

D. sys

Answer: B

NEW QUESTION 140

Which technology on a host is used to isolate a running application from other applications?
A. sandbox

B. application allow list

C. application block list

D. host-based firewall

Answer: A

NEW QUESTION 141

Which security technology allows only a set of pre-approved applications to run on a system?
A. application-level blacklisting

B. host-based IPS

C. application-level whitelisting

D. antivirus

Answer: C

NEW QUESTION 145
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Refer to the exhibit.

10.44.101.23 - - [20/Nov/2017:14:18:06 -0500] "GET / HTTP/1.1"
200 1254 "-" "Mozilla/5.0(X11: Ubuntu: Linux x86 64: rv:54.0)
Gecko/20100101 Firefox/54.0"

What does the message indicate?

A. an access attempt was made from the Mosaic web browser

B. a successful access attempt was made to retrieve the password file

C. a successful access attempt was made to retrieve the root of the website
D. a denied access attempt was made to retrieve the password file

Answer: C

NEW QUESTION 149
How does TOR alter data content during transit?

A. It spoofs the destination and source information protecting both sides.

B. It encrypts content and destination information over multiple layers.

C. It redirects destination traffic through multiple sources avoiding traceability.

D. It traverses source traffic through multiple destinations before reaching the receiver

Answer: B

NEW QUESTION 154

What is the practice of giving an employee access to only the resources needed to accomplish their job?
A. principle of least privilege

B. organizational separation

C. separation of duties

D. need to know principle

Answer: A

NEW QUESTION 156
Drag and drop the security concept from the left onto the example of that concept on the right.

Shirant anything that can exploit a weakness that was
not mitigated
risk a gap in security or software that can be
utilized by threats
i possibility for loss and damage of an asset or
vulnerability ; :
information
. taking advantage of a software flaw to
exploit :
compromise a resource

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated
NEW QUESTION 159

An analyst discovers that a legitimate security alert has been dismissed. Which signature caused this impact on network traffic?
A. true negative

B. false negative

C. false positive

D. true positive

Answer: B

Explanation:

A false negative occurs when the security system (usually a WAF) fails to identify a threat. It produces a “negative” outcome (meaning that no threat has been
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observed), even though a threat exists.

NEW QUESTION 163

Which metric is used to capture the level of access needed to launch a successful attack?

A. privileges required
B. user interaction

C. attack complexity
D. attack vector

Answer: D

Explanation:

Attack Vector ( AV) represents the level of access an attacker needs to have to exploit a vulnerability. It can assume four values: Network, Adjacent, Local and
Physical. Source: Official cert Guide Cisco CyberOps Associate CBROPS 200-201 Chapter7: Introduction to Security Operations Management.

NEW QUESTION 168

Which two elements are used for profiling a network? (Choose two.)

A. session duration
B. total throughput

C. running processes
D. listening ports

E. OS fingerprint

Answer: AB

Explanation:

A network profile should include some important elements, such as the following:
Total throughput — the amount of data passing from a given source to a given destination in a given period of time
Session duration — the time between the establishment of a data flow and its termination Ports used — a list of TCP or UDP processes that are available to accept

data

Critical asset address space — the IP addresses or the logical location of essential systems or data
Profiling data are data that system has gathered, these data helps for incident response and to detect incident Network profiling = throughput, sessions duration,
port used, Critical Asset Address Space Host profiling = Listening ports, logged in accounts, running processes, running tasks,applications

NEW QUESTION 173
Refer to the exhibit.
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2 10.0.0.2 TCF S8 B0 - 3342 [SYH, ACK] Seg=0 Ack=l Win=2%00 Lan=0 HES=1460
10.128.0.2  TCP 54 3343 - B8 [SYN] Seqn0 Win=512 Len=0
2 10.0.0.2 TCP 8 BS = 3343 [BYN, ACE] Seg=0 Ack=l Win=2%200 Len=0 MS8=1460
2 10.0.0.2 cP 58 8% = 3219 [BYN; ACE] Seg=0 Ack=1 Win=29200 Len=0 MSS5=14&0
10.128.0.2 cP 54 3344 - 88 [BYN] Begq=0 Win=512 Lan=(
2 10.0.0.2 ICP 58 B9 - 3218 [BYW, ACK] Seq=l Acks]l Win=25200 Len=0 MSS=1460
2 10.0.0.2 ok 58 80 - 3221 ([SYN, ACK] Seg=0 Ack=l Win=29200 Len=0 HES=1460
2 10.0.0.2 ce 58 B8 - 3344 [8YM, ACKE] Seg=0 Ack=1 Win=29200 Lan=0 MES=14E£0
54 bytes on wite (432 h:u!, 51 hytu captured (432 bits)
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What is occurring in this network traffic?

A. High rate of SYN packets being sent from a multiple source towards a single destination IP.
B. High rate of ACK packets being sent from a single source IP towards multiple destination IPs.
C. Flood of ACK packets coming from a single source IP to multiple destination IPs.

D. Flood of SYN packets coming from a single source IP to a single destination IP.

Answer: D

NEW QUESTION 177
Refer to the exhibit.
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Error Message

S .

During the analysis of a suspicious scanning activity incident, an analyst discovered multiple local TCP connection events Which technology provided these logs?

A. antivirus
B. proxy

C. IDS/IPS
D. firewall

Answer: D

NEW QUESTION 179
What is an attack surface as compared to a vulnerability?

A. any potential danger to an asset

B. the sum of all paths for data into and out of the environment
C. an exploitable weakness in a system or its design

D. the individuals who perform an attack

Answer: C

Explanation:

An attack surface is the total sum of vulnerabilities that can be exploited to carry out a security attack. Attack surfaces can be physical or digital. The term attack
surface is often confused with the term attack vector, but they are not the same thing. The surface is what is being attacked; the vector is the means by which an
intruder gains access.

NEW QUESTION 183
Which metric in CVSS indicates an attack that takes a destination bank account number and replaces it with a different bank account number?

A. integrity

B. confidentiality
C. availability

D. scope

Answer: A

NEW QUESTION 188
Drag and drop the definition from the left onto the phase on the right to classify intrusion events according to the Cyber Kill Chain model.

The threat actor engages in identification

= - Ew - réconnassancs
and sslection of targets.

An exploit 1s coupled with a remote access trojan weapomnzaton
The weapon is transferred to the target environment. , delivery
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Delivery: This step involves transmitting the weapon to the target.

Weaponization: In this step, the intruder creates a malware weapon like a virus, worm or such in order to exploit the vulnerabilities of the target. Depending on the
target and the purpose of the attacker, this malware can exploit new, undetected vulnerabilities (also known as the zero-day exploits) or it can focus on a
combination of different vulnerabilities.

Reconnaissance: In this step, the attacker / intruder chooses their target. Then they conduct an in-depth research on this target to identify its vulnerabilities that
can be exploited.

NEW QUESTION 192
How is NetFlow different from traffic mirroring?

A. NetFlow collects metadata and traffic mirroring clones data.
B. Traffic mirroring impacts switch performance and NetFlow does not.
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C. Traffic mirroring costs less to operate than NetFlow.
D. NetFlow generates more data than traffic mirroring.

Answer: A

NEW QUESTION 196
Refer to the exhibit.

Aug 24 2020 09:02:37: %ASA-4-106023: Deny tep src outside:209.165.200.228/51585 dst

inside:192.168.150.77/22 by access-group "OUTSIDE" [0x506303821, OxD]

An analyst received this alert from the Cisco ASA device, and numerous activity logs were produced. How should this type of evidence be categorized?

A. indirect

B. circumstantial
C. corroborative
D. best

Answer: C

Explanation:

Indirect=circumstantail so there is no posibility to match A or B (only one answer is needed in this question). For suer it's not a BEST evidence - this FW data
inform only of DROPPED traffic. If smth happend inside network, presented evidence could be used to support other evidences or make our narreation stronger
but alone it's mean nothing.

NEW QUESTION 200
What is a difference between tampered and untampered disk images?

A. Tampered images have the same stored and computed hash.

B. Untampered images are deliberately altered to preserve as evidence.
C. Tampered images are used as evidence.

D. Untampered images are used for forensic investigations.

Answer: D

Explanation:

The disk image must be intact for forensics analysis. As a cybersecurity professional, you may be given the task of capturing an image of a disk in a forensic
manner. Imagine a security incident has occurred on a system and you are required to perform some forensic investigation to determine who and what caused the
attack. Additionally, you want to ensure the data that was captured is not tampered with or modified during the creation of a disk image process. Ref: Cisco
Certified CyberOps Associate 200-201 Certification Guide

NEW QUESTION 204
Which security principle requires more than one person is required to perform a critical task?

A. least privilege
B. need to know
C. separation of duties
D. due diligence

Answer: C

NEW QUESTION 206
Which two pieces of information are collected from the IPv4 protocol header? (Choose two.)

A. UDP port to which the traffic is destined

B. TCP port from which the traffic was sourced
C. source IP address of the packet

D. destination IP address of the packet

E. UDP port from which the traffic is sourced

Answer: CD

NEW QUESTION 208

What is the difference between deep packet inspection and stateful inspection?

A. Deep packet inspection is more secure than stateful inspection on Layer 4

B. Stateful inspection verifies contents at Layer 4 and deep packet inspection verifies connection at Layer 7
C. Stateful inspection is more secure than deep packet inspection on Layer 7

D. Deep packet inspection allows visibility on Layer 7 and stateful inspection allows visibility on Layer 4
Answer: D

NEW QUESTION 213
Refer to the exhibit.
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root@:~# cat access-logs/access_130603.txt | grep '192.168.1.91" | cut -d "\"" -f 2 |
uniq -C

1 GET /portal.php?mode=addevent&date=2018-05-01 HTTP/1.1

1 GET /blog/?attachment id=2910 HTTP/1.1

1 GET /blog/?attachment_id=2998&feed=rss2 HTTP/1.1

1 GET /blog/?attachment_id=3156 HTTP/1.1

What is depicted in the exhibit?

A. Windows Event logs
B. Apache logs

C. lIS logs

D. UNIX-based syslog

Answer: B

NEW QUESTION 217
A security incident occurred with the potential of impacting business services. Who performs the attack?

A. malware author

B. threat actor

C. bug bounty hunter
D. direct competitor

Answer: B

NEW QUESTION 218
How does an attack surface differ from an attack vector?

A. An attack vector recognizes the potential outcomes of an attack, and the attack surface is choosing a method of an attack.

B. An attack surface identifies vulnerable parts for an attack, and an attack vector specifies which attacks are feasible to those parts.
C. An attack surface mitigates external vulnerabilities, and an attack vector identifies mitigation techniques and possible workarounds.
D. An attack vector matches components that can be exploited, and an attack surface classifies the potential path for exploitation

Answer: B

NEW QUESTION 219
What is the difference between an attack vector and attack surface?

A. An attack surface identifies vulnerabilities that require user input or validation; and an attack vector identifies vulnerabilities that are independent of user actions.
B. An attack vector identifies components that can be exploited, and an attack surface identifies the potential path an attack can take to penetrate the network.

C. An attack surface recognizes which network parts are vulnerable to an attack; and an attack vector identifies which attacks are possible with these
vulnerabilities.

D. An attack vector identifies the potential outcomes of an attack; and an attack surface launches an attack using several methods against the identified
vulnerabilities.

Answer: C

NEW QUESTION 222
Which technology should be used to implement a solution that makes routing decisions based on HTTP header, uniform resource identifier, and SSL session 1D
attributes?

A. AWS

B. lIS

C. Load balancer
D. Proxy server

Answer: C

Explanation:

Load Balancing: HTTP(S) load balancing is one of the oldest forms of load balancing. This form of load balancing relies on layer 7, which means it operates in the
application layer. This allows routing decisions based on attributes like HTTP header, uniform resource identifier, SSL session 1D, and HTML form data.

Load balancing applies to layers 4-7 in the seven-layer Open System Interconnection (OSI) model. Its capabilities are: L4. Directing traffic based on network data
and transport layer protocols, e.g., IP address and TCP port. L7. Adds content switching to load balancing, allowing routing decisions depending on characteristics
such as HTTP header, uniform resource identifier, SSL session ID, and HTML form data. GSLB. Global Server Load Balancing expands L4 and L7 capabilities to
servers in different sites

NEW QUESTION 226
An organization has recently adjusted its security stance in response to online threats made by a known hacktivist group.
What is the initial event called in the NIST SP800-617?

A. online assault

B. precursor
C. trigger
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D. instigator
Answer: B

Explanation:
A precursor is a sign that a cyber-attack is about to occur on a system or network. An indicator is the actual alerts that are generated as an attack is happening.

Therefore, as a security professional, it's important to know where you can find both precursor and indicator sources of information.
The following are common sources of precursor and indicator information:

> Security Information and Event Management (SIEM)

> Anti-virus and anti-spam software

> File integrity checking applications/software

> Logs from various sources (operating systems, devices, and applications)

> People who report a security incident https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

NEW QUESTION 227
Which filter allows an engineer to filter traffic in Wireshark to further analyze the PCAP file by only showing the traffic for LAN 10.11.x.x, between workstations and

servers without the Internet?

A. src=10.11.0.0/16 and dst=10.11.0.0/16

B. ip.src==10.11.0.0/16 and ip.dst==10.11.0.0/16
C. ip.src=10.11.0.0/16 and ip.dst=10.11.0.0/16
D. src==10.11.0.0/16 and dst==10.11.0.0/16

Answer: B

NEW QUESTION 228
What is a difference between data obtained from Tap and SPAN ports?

A. Tap mirrors existing traffic from specified ports, while SPAN presents more structured data for deeper analysis.

B. SPAN passively splits traffic between a network device and the network without altering it, while Tap alters response times.

C. SPAN improves the detection of media errors, while Tap provides direct access to traffic with lowered data visibility.

D. Tap sends traffic from physical layers to the monitoring device, while SPAN provides a copy of network traffic from switch to destination

Answer: D

NEW QUESTION 230
What is the relationship between a vulnerability and a threat?

A. A threat exploits a vulnerability
B. A vulnerability is a calculation of the potential loss caused by a threat
C. A vulnerability exploits a threat
D. A threat is a calculation of the potential loss caused by a vulnerability

Answer: A

NEW QUESTION 233
What is a description of a social engineering attack?

A. fake offer for free music download to trick the user into providing sensitive data

B. package deliberately sent to the wrong receiver to advertise a new product

C. mistakenly received valuable order destined for another person and hidden on purpose

D. email offering last-minute deals on various vacations around the world with a due date and a counter

Answer: D

NEW QUESTION 236

A SOC analyst is investigating an incident that involves a Linux system that is identifying specific sessions. Which identifier tracks an active program?
A. application identification number

B. active process identification number

C. runtime identification number

D. process identification number

Answer: D

NEW QUESTION 240

In a SOC environment, what is a vulnerability management metric?
A. code signing enforcement

B. full assets scan

C. internet exposed devices

D. single factor authentication

Answer: C
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NEW QUESTION 243
Which type of data collection requires the largest amount of storage space?

A. alert data

B. transaction data
C. session data

D. full packet capture

Answer: D

NEW QUESTION 247
How does a certificate authority impact security?

A. It validates client identity when communicating with the server.

B. It authenticates client identity when requesting an SSL certificate.
C. It authenticates domain identity when requesting an SSL certificate.
D. It validates the domain identity of the SSL certificate.

Answer: D

Explanation:
A certificate authority is a computer or entity that creates and issues digital certificates. CA do not "authenticate" it validates. "D" is wrong because The digital
certificate validate a user. CA --> DC --> user, server or whatever.

NEW QUESTION 249
While viewing packet capture data, an analyst sees that one IP is sending and receiving traffic for multiple devices by modifying the IP header.
Which technology makes this behavior possible?

A. encapsulation
B. TOR

C. tunneling

D. NAT

Answer: D

Explanation:
Network address translation (NAT) is a method of mapping an IP address space into another by modifying network address information in the IP header of packets
while they are in transit across a traffic routing device.

NEW QUESTION 253
Which tool provides a full packet capture from network traffic?

A. Nagios
B. CAINE
C. Hydra
D. Wireshark

Answer: D

NEW QUESTION 255
Which type of attack occurs when an attacker is successful in eavesdropping on a conversation between two IP phones?

A. known-plaintext
B. replay

C. dictionary

D. man-in-the-middle

Answer: D

NEW QUESTION 260
Which security model assumes an attacker within and outside of the network and enforces strict verification
before connecting to any system or resource within the organization?

A. Biba

B. Object-capability
C. Take-Grant

D. Zero Trust

Answer: D
Explanation:

Zero Trust security is an IT security model that requires strict identity verification for every person and device trying to access resources on a private network,
regardless of whether they are sitting within or outside of the network perimeter.

NEW QUESTION 264
What is indicated by an increase in IPv4 traffic carrying protocol 41 ?
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A. additional PPTP traffic due to Windows clients

B. unauthorized peer-to-peer traffic

C. deployment of a GRE network on top of an existing Layer 3 network
D. attempts to tunnel IPv6 traffic through an IPv4 network

Answer: D

NEW QUESTION 266
Which security technology guarantees the integrity and authenticity of all messages transferred to and from a web application?

A. Hypertext Transfer Protocol
B. SSL Certificate

C. Tunneling

D. VPN

Answer: B

NEW QUESTION 269

An engineer received a flood of phishing emails from HR with the source address HRjacobom@companycom. What is the threat actor in this scenario?
A. phishing emalil

B. sender

C.HR

D. receiver

Answer: B

NEW QUESTION 271
Refer to the exhibit.

Mar 07 2020 le:16:48: %ASA-4-10&023: Deny tcp src
outside:10.22.219.221/54602 dst outside:10.22.250.212/504

by access-group "outside" [0x0, 0x0]

Which technology generates this log?

A. NetFlow
B. IDS

C. web proxy
D. firewall

Answer: D

NEW QUESTION 275
What are two denial-of-service (DoS) attacks? (Choose two)

A. port scan

B. SYN flood

C. man-in-the-middle
D. phishing

E. teardrop

Answer: BC

NEW QUESTION 278
Refer to the exhibit.

# nmap -3V 12.18 4,134

4
o X
O

=i B9 B3 3

What does the output indicate about the server with the IP address 172.18.104.139?
A. open ports of a web server

B. open port of an FTP server
C. open ports of an email server
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D. running processes of the server

Answer: C

NEW QUESTION 283

What is vulnerability management?

A. A security practice focused on clarifying and narrowing intrusion points.

B. A security practice of performing actions rather than acknowledging the threats.

C. A process to identify and remediate existing weaknesses.

D. A process to recover from service interruptions and restore business-critical applications
Answer: C

NEW QUESTION 288
Refer to the exhibit.

<IMG SRC=}%4 1vascript:alert(‘attack’)>

Which kind of attack method is depicted in this string?
A. cross-site scripting

B. man-in-the-middle

C. SQL injection

D. denial of service

Answer: A

NEW QUESTION 291
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