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NEW QUESTION 1
Refer to the exhibit.

branchl_fgt ¢ diagnose [irewall proute list
list route policy info(vi=roet):

dport=5) path(l) olif=3(portl)

sourcse wildeardi(l)y: 0.0.0.0/0.0.0.0

destinacion wildcard(l): 4.2.2.1/255.255.255.255

hit count=0 last uaed=2022-03-2% 10:53:2¢

1d=21311465185(0xTL0T70001) wwl services]l (Critical-DIA) vwl mbr ssgel 2 dacp_tag=0xff OXIL
flagssixl toas(x(D tos masks=ix00 protocols) sported=6£33533 iife) dportel=-63313 pathid)
oifed(portl) olifsd{port)

soures(l): 10.0.1.0-10.0.1.2%5

u |

descinacion wildcardd(l): 0.0.0.070.0.0.0
intarnet servioe (J): GﬁT:Eﬂ¢TIﬁ]142G+3:E3fé,G,¢,3, 1&€354)

Microsoft.Office.365. Fortal (A294B3T4T4,0,0,0, A146E) Salesforce (4Z04EB37976,0,.0,0, 16820)
hit count=( last used=2022-03-24 12:18:1&
1d=2 131165186 (0xTEO70002 vl sspvices=d (Nop-Critical-DIA) vwl mbr seqel dacp tag=O0xff

r
Dxff flags=03x0 tos=0x00 tos mask=0x00 protocol=D zport=0-£551% fif=) dporct=1-E5535
pathil) olf=d4(part)
sourcafl): 10.0.1.0-10.0.1.2%
destination wildcard{(li: 0.0.0.0/0.0.0.0C
internat service(2): Facebook (4294826808,
hit count=0 last used=2022-03-24 12:18:1&

Y

«0,0, 15832) Twitter (4254B38278,0,0,0, L6001}

1d=Z2131165187 (0xTE0T0003) wwl service=](all rulss) vwl mbr ssgel dscp tag=Oxff OxEE
Elags=0x0 tos=0x00 Los mask=0x00 protocol=0 sport=0-&353% iif=) dport=1-65535 pathil)
off=3 (poctl)

source{l): 0.0.0.0-255.255.255.255

destinacionil): 0.0.0.0-255, 255 258 25%

hit countel last useds23032-03-25 10:56:12

idel dscp tageOxff Oxff flagessOx( cos=0x00 tos mask=(Qx00 protocol=l7 spore=(=£5533 ;Lfil;

Based on the output, which two conclusions are true? (Choose two.)
A. There is more than one SD-WAN rule configured.

B. The SD-WAN rules take precedence over regular policy routes.
C. The all_rules rule represents the implicit SD-WAN rule.

D. Entry 1(id=1) is a regular policy route.

Answer: AD

NEW QUESTION 2

Which diagnostic command can you use to show the SD-WAN rules, interface information, and state?

A. diagnose sys sdwan service

B. diagnose sys sdwan route-tag-list
C. diagnose sys sdwan member

D. diagnose sys sdwan neighbor

Answer: A

NEW QUESTION 3
Refer to the exhibit.

branchl fgt § diagnoss sys sdwan ssrvice 1

Service(l): Rddress Mode (IPV4) flagass=six200 use-shortcut-sla
Gen (&), TOS{0x0/0x0), Protocol (d: 1->85515), Mode (manuall
Mambara (2) &

: Seq_num(d T_INET O _0), alive, selected
Z: Seq num{d4d T _INET 1 0), alive, selected
C addrass(l):

10,0.1.0-10.0.1.255

o
=

Dat address(l):

branchl fgt # diagnose sys sdwan member | grep T INET

Manmber(3): interface: T_!HET_&_}, flages=0xd , gateway: 100.64.1.1, priocity: 10 1024,
waight: 0

Member(d): interface: T INET 1 0O, flags=0xd , gateway: 100.864.1.9%9, priorirty: O 1024,
waight:

branchl_fgt # get router info routing-table all | grep T_IMET

5 10.0.0.0/8 [1/0] wia T_INMET 1 O tunnel 100.64.1.9%9

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the

traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET 1 O.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

A. The traffic matches a regular policy route configured with T_INET_1 0 as the outgoing device.
B. T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

C. T_INET_O_0 does not have a valid route to the destination.

D. T_INET_1_0 has a higher member configuration priority than T_INET_0_O.

Answer: AC

NEW QUESTION 4

Which action fortigate performs on the traffic that is subject to a per-IP traffic shaper of 10 Mbps?

A. FortiGate applies traffic shaping to the original traffic direction only.
B. FortiGate shares 10 Mbps of bandwidth equally among all source IP addresse
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C. RIAS
D. Fortigate limits each source ip address to a maximum bandwidth of 10 Mbps.
E. FortiGate guarantees a minimum of 10 Mbps of bandwidth to each source IP address.

Answer: C

NEW QUESTION 5
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

config vpn ipaec phasel-interface
edit "T_INET O_O"

set lnterface "portl”

set ike-version 2

st kaylife 28800

set pesrtype any

set nat-device disable

set proposal assllé-shal2S6 asa2S56-ahalSé assllfgom-prfshalSé asa2Ségom-preshaicd
chacha20polylidS=priahalsé

set comments "[created by FMG VPN Manager]”

et jdle-timseout &nable

set ldle-Cimsoutinterval 3

set auto-discovery-receliver enable

S4T Femote-gw 100.64.1.1

set pakascret ENC
EDSrVeaRkiNeAYVYTL1z05RS2d PeowTE1lwY02IhnFiviwbédeItScsSltCa+iNThui TagycfDd+HuszpmuIvErRzrVh
ThFkHaNZauARpr QOdHT falz ] OhME TmPw+ Ahe 2B TEAL S Ku/ nEENB DKL KRY T/ pRI9 IMwe VI 1 UG vIpx HxpH
LReOFShoHOl9PFRES LY CY A=

next

end

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B
NEW QUESTION 6
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.
C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.

D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 7
Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose sys sdwan service

Sarvice (1)t Addreas Mode (IPV4) flages=0x200 use-shortcut-sla
Gan(8), TOS(0x0/0x0), Protocol(D: 1-»>65535), Hode (manual)
Hembers (2) 1
1: Seq numm({l portl), alive, selected
Z: Seq num(d porti), alive, selected
Internet Service (3): GoToMeeting(429483E56E,0,0,0 16354)
Microsofc.Office. )65 .Portal (42594837474,0,0,0 41468) Saleaforce (4294837576,0,0,0 16520)
Src addreaa(l):
10.0.1.0-10.0,1.255

Service(2): Address Mode(IFV4) flaga=0x200 use-shortcut-ala
Gan(7), TOS(0x0D/0x0), Protocol(0: 1->85535), Hode (manoal)
Mesbara(l):
1: Seq num({2 poart), alive, selected
Internet Service(2): Facebook(4294836806,0,0,0 15832) Twitter(4294838278,0,0,0 16001)
Src addresa(l):
101 ﬂ‘.'l.rﬂ-IDJ:'ql-EEE

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
Facebook (15832 4284B36606): 157.240.225.35 € 443 Tus Mar 8 12:24:04 2022
GoToMesting (16354 4294836966): 23.205.106.86 6 443 Toe Mar 8 12:24:04 2022

GoToMeoting (16354 4294836966): 23.212.249.144 6 443 Tue Mar B 12:24:39 2022
Salesforce (16520 4Z54837976): 23.212.249.11 € 443 Tue Mar B8 12:24:04 2022

branchl_fgt # get router info rooting-table all

- 0.0.0.0/0 [1/0] wia 1%2.2.0.2, portl
[1/0) wia 192.2.0.10, port
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.

After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator
noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: BC

Explanation:
Study guide 7.2 Page 191

NEW QUESTION 8

Refer to the exhibit.
branchl_fgt # diagnoss aya sdvan service 3

Service(3): Address Mode (IFPVA) flage=0x200 use-shortcut-=la
Gan(2), TOS(0x0/0x0), Protocol({0: 1->65535), Mode(priority), link-cosat-factor (packet-
losa), link-cost-threshold(0), heath-check (VFN_PING)
Membara(3):
1t Seq num(3 T _INET 0 _0), alive, packet loss: Z.000%, selected
2t Seq num(d T MPLS 0); aliwe, packet loass: 4.000%, selected
3: Seq num(S T INET 1 0), alive, packet loas: 12.000%, sslescted
Src address{l):
10.0,.1.0-10.0.1.255

Dat address|l):
10.0,0.0-10.255.255.255

branchl_fgt (3) # show
config service
edit 3
st name “Corp™
set mode priorcity
sat dst “Corp-net™
ast arc "LAN-net”
set health-check “VPH_PING"
sat link-cost-factor packet-loaa
sat link-cost-threshald 0
aat priority-membara 5 3 4
naxt
and

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make T_INET_1_ 0 the new preferred member?

A. When all three members have the same packet loss.
B. When T_INET_0_O has 4% packet loss.

C. When T_INET_0_0 has 12% packet loss.

D. When T_INET_1 0 has 4% packet loss.

Answer: D

NEW QUESTION 9

Which two statements about SD-WAN central management are true? (Choose two.)
A. It does not allow you to monitor the status of SD-WAN members.

B. It is enabled or disabled on a per-ADOM basis.

C. Itis enabled by default.

D. It uses templates to configure SD-WAN on managed devices.

Answer: BD

NEW QUESTION 10
Refer to the exhibit.
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sesmion info: protosé proto_state=ll duration=242 expire=334% timecut=3600
flaga=00000000 sccktype=0 scckport=0 av_ildx=0 uae=4

erigin-shapar=

raply-shapar=

per_lp shaper=

clasa_id=0 ha_ id=0 policy dir=0 tunnel=S wlan_coa=0/255

atatea=lcg dirty may dirty ndr £00 app wvalid
statistic(bytes/packets/allow _err): org=3421/20/1 reply=3777/17/1 tuples=3
tx spaed (BpaSkbpa): 0/0 rx apesd(Bpa/kbpa): 00

ergin=>aink: org pre->post, reply pre->poat dev=T=>3/3=>7 guy=0.0.0.0/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:34676->128.66.0.1:22(192.2.0.1:34676)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0,1:34676(10.0,1.101:34678)
hook=poat dir=reply act=noop 128.66.0.1:22->10.0.1.100:34676(0.0.0.0:0)
poa/ (before,after) 000,00, 0/(0,0)

misc=0 policy id=2 pol uwoid idx=14721 auth_ info=0 chk client_info=0 wd=0
serial=000032d9 toa=ff/ff app list=2000 app=16060 url cat=0

adwan_mbr_ seq=1 sdwan_service_ id=2

rpdb link id=fE000002 rpdb ave id=0 ngfwid=n/a

npu state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D
Explanation:

The snat-route-change option is enabled by default. This option enables FortiGate to re- evaluate the routing table and select a new egress interface if the next
hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are not affected by routing changes.

NEW QUESTION 10
Refer to the exhibits.

Exhibit A
=-MNetwork Properties
Service Critical-Dua
- ldentity
Dewiee 1D FOWVMO1TM 22000077
Db Mamie branchl_fg
--Type
Sub Type S
Type event
= Alerts
Liewed notice
= General
Loy Description SDWAN status
Liog 1D 0113022723
Message Sevrvice pricritzed by performance metric will be redirected in sequence order
Soquence Momber 21
Virtual Domain root
- Others
Date/Tierme 235729
Destination End User ID 3
Destination Endpoint 1D a
Do Time 2022-03-04 14:57:27
Evernt Time 164643464 T5957BEA9T
Event Type Service
Mietric L!tl‘."nl:}'
Service 1D 1
Time Stamp 2022-03.04 23:57:29
Time fone Q8O0
UEBA Endpaodint 1D |
UEBA User 1D 3
logver J00030237
Exhibit B
branchl_fot # diagnose sys adwan member
Member (1) : interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: O 1024, weight: 0
Membar (2) : interface: port2, flags=0x0 , gateway: 182.2.0.10, priccivy: 0O 1024, weight: 0O
conflg service
aditc 1
Ast nams "Critical-DIA"
sat sode priority
set src “LAN-net®
sst internet-service enable
sat intermet-service-app-ctrl 16354 41468 LER20
set health-check "Lavel3 DN3"
sat prioricy-membars 1 2
next
and

Exhibit A shows an SD-WAN event log and exhibit B shows the member status and the SD-WAN rule configuration.
Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate updated the outgoing interface list on the rule so it prefers port2.
B. Port2 has the highest member priority.

C. Port2 has a lower latency than port1.

D. SD-WAN rule ID 1 is set to lowest cost (SLA) mode.

Answer: AC
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NEW QUESTION 11
Refer to the exhibits.

Exchiibt A

branchl fgt § diagnose sys sdwan service 1

Service(l): Address Mode(IFVY) flaga=0x200 use-shortcut-sla
Gen{B), TOS(0x0/0x0), Protocol(D: 1->85535), Mode(manual)
Service disabled caused by no destination.

Hembers(2):
1: Seq numi{d T_INET 1 0}, alive, selected
2: Seq_num{> T_MFLS 0), alive, selected
Srec addressil):
10.0.1.0-10.0.1.255

branchl fgt # get router info bgp community &5000:10
VRF O BGP table version is 3, local router ID is 10.0.1.1
Status codes: s suppressed, d damped, h history, * wvalid, > best, 1 - internal,

5 sStale
origin codes: i - IGP, &= - EGP, 7 - incomplete
Natwork Hext Hop Matric LocPrf wWeight RouteTag Path
*>510.1.0.0/24 10.202.1.254 0 100 0 1i<-/1>
3 10.203.1.254 0 100 0 14 <=/->

Total number of prefixes 1

Exhibil B

branchl tgt (1) # show
config service
edit 1
get name "“Corp"
set route-tag 10
set src "LAN-net"
set priority-zone "overlay”™
next
end

config router bgp
config neighbor
edit "10.202.1.254"
sat soft-reconfiguration enable
set interface "T_INET 1 0"
set remote-as 65000
set route-map-in "dcl-lan-rm"
set update-source "T_INET 1 0OF
next
edict "10.203.1.254"
set soft-reconfiguration enable
set interface "T_MPLS 0"
gat remote-as 65000
gset route-map-in "decl-lan-rm"
set update-socurce "T MPLS 0"
next
end
config router route-map
edit "dcl-lan-rm"
config rule
edic 1
set match-community "dcl-lan-cl”
set set-route-tag 1
naxt
end
nextc
end

Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.

Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.
The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.

However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.

Based on the exhibits, which configuration change is required to fix issue?

A. In the dcl-lab-rm route map configuration, set set-route-tag to 10.

B. In SD-WAN rule ID 1, change the destination to use ISDB entries.

C. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.
D. In the dcl-lab-rm route map configuration, unset match-community.

Answer: C

NEW QUESTION 13
Refer to the exhibit.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version NSE7_SDW-7.2 Questions & Answers shared by Certleader

Leader of IT Certifications

https://www.certleader.com/NSE7_SDW-7.2-dumps.html (0 Q&AS)

Install Preview of fgil

config vpn ipsec phasel-intecface
mdiT TWPNLT

et type dynamic
et interface “poartl”
et lke-wversion J
set dpd on-ldle
set comments TWPM: VPN [Created by IPSEC Tesplate]”
58t propasal aeslSh-shalse
Sot paertype amy
et mode-cig enable
et dpd-retrylnterval &2
st mat-device dlsabls
et add-route disable
it Sutae-dlicovary-tander anabls
et lpvd-start-lp 10.10.118.1
sat lpwd-end-lg 10.00.159.25%2
et lpwd-netdaik 255.255.724.0
set psksecret ERC TETpc Miwilfd ] el Fulnd lckz 1 1P/ LqaEWHE Soa 2 TUB A 71 2e TV LANSAT A VOS5 2wbl/ Thibwhidy
vt Prabwirk-dwerlay afnable
fat network-1d 5

meut h.

end
config systes Interface
€ ¥

Derariosd

Axsigned Devices Igtl froct) o

An administrator used the SD-WAN overlay template to prepare an IPsec configuration for a hub-and-spoke SD-WAN topology. The exhibit shows the installation

preview for one FortiGate device. In the exhibit, which statement best describes the configuration applied to the FortiGate device?

A. Itis a hub devic

B. It can send ADVPN shortcut offers.

C. Itis a spoke device that establishes dynamic IPsec tunnels to the hu
D. The subnet range is 10.10.128.0/23.

E. It is a spoke device that establishes dynamic IPsec tunnels to the hu
F. It can send ADVPN shortcut requests.

G. Itis a hub device and will automatically discover the spoke devices that are in the SD- WAN topology.

Answer: C

Explanation:

According to the SD-WAN 7.2 Study Guide, the SD-WAN overlay template simplifies the configuration of IPsec tunnels in a hub-and-spoke topology. The template

defines the following parameters:

? type: dynamic for spokes, static for hubs

? interface: the WAN interface to use for the IPsec tunnel

? network-overlay: enable for spokes, disable for hubs

? network-id: a unique identifier for each spoke

? auto-discovery-sender: enable for hubs, disable for spokes

? auto-discovery-receiver: enable for spokes, disable for hubs Based on the exhibit, the FortiGate device has the following configuration:

? type: dynamic

? interface: portl

? network-overlay: enable

? network-id: 5

? auto-discovery-sender: disable
? auto-discovery-receiver: enable

Therefore, the FortiGate device is a spoke that establishes dynamic IPsec tunnels to the hub. It also has the network-overlay and auto-discovery-receiver options

enabled, which means it can send ADVPN shortcut requests to other spokes when it receives a shortcut offer from the hub

NEW QUESTION 14
Refer to the Exhibits:

Exhibit A Exhibit B

Link Status

Check interval 500 ms
Failures before inactive ) 3

Restore link after @) 2 check(s)

Actions when Inactive

Update staticroute @) @)
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Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN members.

Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.

B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.
C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Answer: C

NEW QUESTION 16
Refer to the exhibit.

Exhib A

fgt ¥ show vpa ipoec phasel-interfece T _INET 1
config vpnu ipsec phassl-inteciace
edit "I_INET_1"
st Type dynamic
set intezfacse “pored”
gz ike-verpicn 2
set keylife ZBECD
aek peectipe any
gt Rnet-device dipable
set proposal aeplli-shaZié
st add-route disable
set auto~-discovery-sender enable
set pakpecret EHC MMt PGEONLIVsxdplefiqiNcioli+Q0ggi g  ¥h2TTITZpaNS/
JvEos hiNeQiNEJOJELuggDindw VG2 LTI oRY 1t hAaRY 4t v ve S+ 3CuTnoDI T tuddon
uzdvaBINbNrhi/EhbJytaCag==
Rt
and

Exhibit B

gt & diag vph tunnsl list nasms T INET 1 0

lisz ipaec tucnel by names in vd O

name=T INET 1 0 wver=1 serial=sa 100.84.1.%:0->1592.2.0.9:10 tun 14=192.2.0.% cun idé=::10.0.0L10
det_stu=) dpd-link=cn weight=]

bound if=§ lgwy=ptatic/] tun=intf mode=dial_ inst/3} encap=none/T4408 cpticnsliali=npu oguy—-chg
frag-ric run_state=] releTpeimary ace

ept_trafficel overlay id=0

parsnt=T_INET 1 index=0

proxyid ma]l child sus™0 refont=6 ilast=0 slast=42853943 ad=/D

stat: rxp=3l tp=l rxbs1280 txbad

dpd: mode=on~desand oo™l idle=l0l{ms retry=3d count=0 seqno=l

patt: modesnope drafrsd iaterval=l] cesote port=(

fec: agress=] ingreasml

proxylder INET 1 0 protos sawl refsl secialw]

EESE: UEQ;
dete: G:l0.
3k: ref=3 g ¢ =0 meu=1280 expire=1774/00 replaywin=2048
seqne=l esn=0 replajpvin_lasteeq=d0000011 qat=0 rekey=0 hash_search_len=1

1i1fe: type=01 bytes=0/0 timecut=1781/1E800

dect spi=TelTéedd esp=aes key=186 B5iTefbd2dl{Ecbéflfblafldilifrlad

sh®shal wey"dl [0d3aci]lildieVifbbed ¥162f%cald06flalElhs

enc: Fpl=f0RIRd4l espiass keyslE chETIEdSf6aliFlelablbiliddqTeat

ah=skhal key=30 diléZdieflTad ESdii il edp0 T 7465251 b

desipkta/byres=fd /2260, encipkrabyresnd/Q

rpu_flag=00 npu_rquy=192.2.0.% npu_lgwy=100.84.1.9 npu_selid=é dec_npuid=0 enc_mpuid=0

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing tabl

B. Most Voted
C. The phase 1 configuration supports the network-overlay settin
D. Most Voted

E. FortiGate facilitated the negotiation of the T_INET_1_0_0 ADVPN shortcut over T_INET_1_0.

F. Dead peer detection is disabled.

Answer: AC

NEW QUESTION 17
Refer to the exhibits.

Exhibit A

IPsec Template Branch_IPsec_1
[ # Croste New | | I T B Delet :.! s “-i
O Mame: Type = Owitgoing Interface =
0O HUBl-vPNL Static §05P1)

IPeec Template Branch_[Psec 2
[ Create New | | 5 5em || @ Deteee | [ 3 Mo ~ |
O Mames Trpa's Chalipoliig baterfars 3
0O HuBl-vPN2 Static SAsP

Exhibit B

lrvealid template sssignment - conflicting templaie ssipnment scoe: devics branch]_Fgt, wlom reot, %
_lgree: bemplate [Branch_IPuec_1] and [Branch_IPuee_2]
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Exhibit A shows two IPsec templates to define Branch_IPsec_1 and Branch_IPsec_2. Each template defines a VPN tunnel.
Exhibit B shows the error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device.
Which statement best explain the cause for this issue?

A. You can assign only one template with a tunnel of fype static to each FortiGate device

B. You can define only one IPsec tunnel from branch devices to HUB1.

C. You can assign only one IPsec template to each FortiGate device.

D. You should review the branchl_fgt configuration for the already configured tunnel with the name HUB1-VPN2.

Answer: C

Explanation:

The error message in Exhibit B indicates a conflicting template assignment. This occurs because FortiManager does not allow the assignment of multiple IPsec
templates that define VPN tunnels with the same name or settings to the same FortiGate device. The conflict arises from trying to assign a second |IPsec template
to a device that already has one assigned. References: This is based on Fortinet's best practices and administrative guidelines which state that each FortiGate
device should be assigned a unique IPsec template to avoid configuration conflicts.

NEW QUESTION 19
Refer to the exhibit.

config system interface
edit “portc2"™
set vdom "root"
set ip 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2
set preserve-session-route enable
next

end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.
B. FortiGate performs routing lookups for new sessions only, after a route change.

C. FortiGate always blocks all traffic, after a route change.

D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 24
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 28
Refer to the exhibit.

| ¢ diagnoss ays sesaion list

|

| session info: proto=é proto states(l duration=3% expire=3553 timecut=3600 flage=00000000
| sockeypa=0 sockport=0 av_idie) uses={

| states=may dirty npu i

| orgin->aink: org pre->post, reply pre->post daws]-35/5->7 guy=10.10.10.1710.9.31.160
| hooke=pre dir=srg actepnoop 10.9.31.180:7522=->10.0.1.7:22(0.0.0.0:0)

| hook=post direreply act=noop 10.0.1.7:22=>10.%.31.160:7932{0.0.0.0:0)

| pos/ (bafore, aftar) 000,00, OF(0,0)

| misced policy idel auth infos0 chk client infosd wds(

[ 2ecinl=000453202 toa=ff/If app liat=0 aApp=( url cats=)

| scwan mbr segs]l sdwan service idsl =

| zpdb 1ink id=80000000 rpdb sve id=0 pgfwid=n/a

| npu_state=0x4000c00

| npu info: flagelx8l/0x81, offloads=B/B, ips offlcadsl /0, epide=6d/76, ipid=76/&4,

| vlan={xd000/ Cxdo00

| vlifiag=T6/64, veag ins0x0000/0x0000 in npu=1/1, out npu=l/1, fwd ensdf0, gqid=2/2

| reflect info 0: - - -

| dews]-npE-21

| npu_state=0x4000800

| npa info: flag=0x00/0x81, ocffload=0/8, ips ocfflcad=0/0, epide=D/TE&, ipid=0/85, vlan=0x0000/0x0000
| viifid=0/65, vtag in=0x0000/0x0000 in npus=l/1, ocut _npus=0/1, fwd en=0/0, gid=0/2

| total reflect session num: 1

| total session 1

| ¥ disgnose netlink interface list

;i!-;artl family=00 type=l indexe’ mtu=l1500 linke=(} master=Q
| if=portd family=00 type=l index={ mtu=1500 link=(0 master=0
Lifeporel familys00 typss]l indsxsT mtus1500 links=0 mastersD
The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based
on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. The original direction of the symmetric traffic flows from port3 to port2.
D. The main session cannot be offloaded to hardware.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version NSE7_SDW-7.2 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/NSE7_SDW-7.2-dumps.html (0 Q&AS)

Answer: AB

NEW QUESTION 31
Which statement about using BGP for ADVPN is true?

A. You must use BGP to route traffic for both overlay and underlay links.

B. You must configure AS path prepending.

C. You must configure BGP communities.

D. IBGP is preferred over EBGP, because IBGP preserves next hop information.

Answer: D

Explanation:

ADVPN is a technology that allows dynamic creation of IPsec tunnels between branch sites without requiring pre-configured policies or keys. BGP is a routing
protocol that can be used to exchange routes between ADVPN peers. IBGP is a type of BGP that runs between routers in the same autonomous system (AS),
while EBGP is a type of BGP that runs between routers in different ASes. IBGP is preferred over EBGP for ADVPN, because IBGP preserves the next hop
information of the routes, which is needed to establish the IPsec tunnels. EBGP changes the next hop information to the EBGP peer address, which may not be
reachable by the ADVPN peers. Therefore, using IBGP for ADVPN avoids the need to configure additional static routes or redistribute routes between BGP and
another routing protocol. References = ADVPN with BGP as the routing protocol, ADVPN, SD-WAN self-healing with BGP, Technical Tip: ADVPN with BGP as the
routing protocol

The statement that IBGP is preferred over EBGP for ADVPN because IBGP preserves next hop information (D) is true. In a typical ADVPN deployment, it's
beneficial to maintain next hop information across the network to ensure proper routing and optimal path selection. References: This understanding comes from
my knowledge of Fortinet's SD-WAN and ADVPN configurations, where BGP's behavior in terms of next hop preservation is a key consideration.

NEW QUESTION 35
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

# diagnose firewall shaper traffic-shaper list name VoIP Shaper
name VolP Shaper

maximum-bandwidch 6250 EB/sec

guaranteed-bandwidth 2500 EB/sec

current-bandwidth 93 EB/sec

sverhead O
tos I
packets dropped O

bytes dropped 0O

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 40

Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?
A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts

D. idle-timeout

Answer: A

NEW QUESTION 45
Refer to the exhibits. Exhibit A -
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Edit Traffic Shaping Policy
P Version m 1Pvé
Mame Limit_YouTube
Status m Disable
Comments
y
|'.; _I [ n.':.
If Traffic Matches:
Source Internet Service
Source Address & LAM-net (=]
Source User +
Source User Group +
Destination Internet Service
Destination Address Bl (]
Schedule +
Service @ ALL Q
Application @ YouTube (]
Application Category +
Application Group +
URL Category +
Type Of Service OO0
Type Of Service Mask 00
Then:
Acton Assien G
Qutgoing Interface & underlay Q
Shared Shaper = low-priority o
Reverse Shaper & low-priority o
Per-1P Shaper L
Differentiated Services
Differentiated Services Reverse
Exhibit B -
| Tl Firewmall Py [T —
Pogry e e
it ey Prpeies
P DA
FTMA m Pl TN IPALAL Sltmeivg LI iy e @
L L Eusm L] Coreryvied Talie & *
Dhafgriey Webawtacm e iy B | el iy Opism
nar ot wder el Hurpd Woge +'
e Swnw Akl LA et [ [ ———— -
T Sre Aokl + [ r— -
Ao L + [P —
e : -~
DrLoruion yiiemel wvros r . .- . — &
e Chrisrainen Ay [~ -] sl doas dom ot
b Ciemmasitce Aajorrin +
Lrens WAL -]
i e B dvary L]
At oo [ #HE
et Sebaeci m Porary- b
Wl Pt b, Clptinises
AT [=]
m wATAR  ATRE
P Pt Cpanntisn U Dy 82 o
Perare Semae P
Pt ol Cipficrsy P deinis (-]

Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The administrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that FortiGate does not apply traffic
shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.
B. Application control must be enabled on the firewall policy.
C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: C

NEW QUESTION 49
Refer to the exhibit.
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—

branchl fgt # diagnose sys sdwan service 3

Sarvice(3): Address Mods (IFV4) flags=0x200 usa-shortcut-sla
Gen(5), TOS(0x0/0x0), Protocol(0: 1->€£553%), Modelpriority), link-cost-
factor (latency), link-cost-threshold(l0), heath-check (VPN _PING)
Manbers (3) :
1: Seq num(3 T _INET 0 0), alive, lacency: 101.34%, selected
<: Seq num(4 T _INET 1 Q), alive, latency: 131.278, selected
3: Seq num(5 T MPL3 0), alive, latency: 200.9%84, selected
Src addresas(l):
10.0.1.0-10.0.1.255
Dat address(l):
10.0.0.0=-10.255.255.255

branchl fgt (3) ¥ show
=:;-r:1"_-;| Servioe
edit 3

S6C names "

corp™
set mode priority
sat d=t "Corp-ner”
sar src "LAN-net”™
set health-check "VPN_PING"
set priority-members 3 4 5
nexT
and

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured latency will make T_MPLS_0 the new preferred member?

A.When T_INET_0_0O and T_MPLS_0 have the same latency.
B. When T_MPLS_0 has a latency of 100 ms.

C. When T_INET_0_O has a latency of 250 ms.

D. When T_N1PLS_0 has a latency of 80 ms.

Answer: D

NEW QUESTION 51
What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology? (Choose two.)

A. It ensures consistent settings between phasel and phase2.

B. It guides the administrator to use Fortinet recommended settings.

C. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

D. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer: AB

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A), which is essential for the
stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended settings (B), which are designed to optimize
performance and security based on Fortinet's best practices. References: The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN
documentation, which emphasizes the importance of consistency and adherence to recommended configurations.

NEW QUESTION 54
Refer to the exhibit.

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB
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NEW QUESTION 58
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

SD-WAN Zones SD-WAN Rules Performance SLAs
Volume Sessions
Downlosd
B portl
B port2
BTNET O
B T_NET 1
BT MPLS
B T_HQ
4+ Create New~ #
Interfaces = Gateway 5
& virtual-wan-link
e s underlay
* W portl 192.2.02
o ™ port2 192.2.010
4] s overlay
& corporate

Based on the exhibit, which statement is true?

A. You can delete the virtual-wan-link zone because it contains no member.
B. The corporate zone contains no member.

C. You can move portl from the underlay zone to the overlay zone.

D. The overlay zone contains four members.

Answer: B

Explanation:

Based on the exhibit, the "corporate” zone contains no member (B). In the FortiGate GUI, zones without members do not display any interfaces listed under them,
which is the case for the corporate zone in the exhibit. References: This conclusion is based on standard Fortinet GUI interpretation and the operational logic of SD-
WAN zones as per Fortinet's guidelines and user interface standards.

NEW QUESTION 62
Refer to the exhibit.

| id=20085 trace id=847 funceprint pkt detail line=542F msge"vd-root:0 received a
packet (proto=6, 10.1.10.1:33520->74.125.195.%3:443) from porti. flag [.], =eqg
2018554516, ack 4141536963, win 2238"

1d=20085 trace id=847 func=resclve_ip tuple_fast line=5508 mag="Find an existing
session, 1d-000008cl, original direction™

id=20085 trace id=847 func=shaper handler line=82] msg="exceesdsd shaper limic, drop”
Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 65
Refer to the exhibits. Exhibit A -
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10.1.0.7

2= dc1_host (SSH server)
=

V7L

ports

= F o
dc1_fgt [EENEEE

’ W= Original traffic
Reply traffic

|

0' INET. ©

a-s
branchl fgt -
ports
branchl client 1\
10.0.1.101

Exhibit B -
dcl fgt # show system global
config system global
set admin-https-redirect disable
set admintimeout 480
set alias "FortiGate-VMo4d"
set hostname "decl fgt"
set timezone 04

end

dcl_fgt # show system settings
config system settings

set tcp-session-without-syn enable

set allow-subnet-overlap enable

set gui-allow-unnamed-policy enable

set gui-multiple-interface-policy enable
end

Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dc1_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.

When branchl_client establishes a connection to dcl_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
T_INET_1_0 is the preferred member in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dc1_fgt so dc1_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

NEW QUESTION 67

In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )
A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.

D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 70
Refer to the exhibit.
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config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1 2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next
end

end

Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.

C. FortiGate brings up port5 after it detects all SD-WAN members as alive.
D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: A

NEW QUESTION 75
Refer to the exhibits. Exhibit A -

o

Edit Performance SLA
Mame Level3 DNS
IP Version 2] v
Probe Mode m Passive  Prefer Passive
Protocol I TcPECHO UDPECHO HTTP Tw
Server
4221
4222
Participants All 5D-WAN Members o=
2 Entriey
Enable Probe Packets L |
SLA Targets ©
= Add Target
Link Status
Interval 500 + Millseconds
Failure Before Inactive 3 o (max 35600)
Restore Link After 2 S e 3400)
Action When Inactive
Update Static Route L |
Cascade Interfaces a
Exhibit B -
branchl_fgt # diagnose sys sdwan sember | grep port
Mamberi{l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: O 1024, weight: O
Manbar(2) : interface: port2, flags=0x0 , gaveway: 192.2.0.10, pricrity: 0 1024, welght:
branchl_Igt f get router info routing-table all | grep port
g 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0) wvia 192.2.0.10, port2
5 B.8.8.832 [10/0] wia 192.2.0.11, portl
c 10.0.1.0/24 is directly connected, portd
5 172.16.0.0/16 [10/0] wia 172.16.0.2, portd
- 172.16.0.0/29 is directly connected, portd
c 192.2.0.0/29 1la directly connected, portl
c 192.2.0.8/29 is directly connmected, port2
- 152.168.0.0/24 is directly connected, portld
branchl fgt # diagnose sy= sdwan health-check atatus Lavell DNS
Health Check (Levell DNS):
Seg(l portl): statedlalive), packec=loss{0.000%) latency(l.919), jicver(0.137), bandwidth=-
up{10238), bandwidth-dw(l0238), bandwidth-bi(20476) ala map=0x0
Seg(d portl): statelalive), packec-losa(0.000%) latency(l.508), jitter(0.101), bandwidth-
| up (10238), bandwidth-dwil0238), bandwidth-bi{20476) sla map=lx0

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.

If port2 is detected dead by FortiGate, what is the expected behavior?

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version NSE7_SDW-7.2 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/NSE7_SDW-7.2-dumps.html (0 Q&AS)

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead
NEW QUESTION 79

What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.

C. To indicate the routes that can be used for routing SD-WAN traffic.

D. To indicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 80
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1

Interface Member

5D-WAN Zone & virtual-wan-link .
Gateway IP 0.0.0.0

Cost 0 .
Status L |

Priority 0

Advanced Options >

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 81
Exhibit.

T lipe=366Y mag="Find an existing

handler line=447 mage"Denied by guota

Which conclusion about the packet debug flow output is correct?

A. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

B. The packet size exceeded the outgoing interface MTU.

C. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

D. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the firewall policy, and the packet was
dropped.

Answer: C

Explanation:

In a Per-IP shaper configuration, if an IP address exceeds the configured concurrent session limit, the message "Denied by quota check" appears. SD-WAN 7.0
Study Guide page 287

NEW QUESTION 84
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.
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B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to thedestination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD- WAN member.

Answer: BDE

Explanation:

Study Guide 7.2, pages 125, 129, 151

NEW QUESTION 87

Which statement is correct about SD-WAN and ADVPN?

A. Routes for ADVPN shortcuts must be manually configured.

B. SD-WAN can steer traffic to ADVPN shortcuts, established over IPsec overlays, configured as SD-WAN members.
C. SD-WAN does not monitor the health and performance of ADVPN shortcuts.

D. You must use IKEv2 on IPsec tunnels.

Answer: B

NEW QUESTION 88

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version NSE7_SDW-7.2 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/NSE7_SDW-7.2-dumps.html (0 Q&AS)

Thank You for Trying Our Product

* 100% Pass or Money Back
All our products come with a 90-day Money Back Guarantee.
* One year free update
You can enjoy free update one year. 24x7 online support.
* Trusted by Millions
We currently serve more than 30,000,000 customers.
* Shop Securely

All transactions are protected by VeriSign!

100% Pass Your NSE7_SDW-7.2 Exam with Our Prep Materials Via below:

https.//www.certleader.com/NSE7_SDW-7.2-dumps.html

The Leader of IT Certification visit - https://www.certleader.com


https://www.certleader.com/NSE7_SDW-7.2-dumps.html
http://www.tcpdf.org

