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NEW QUESTION 1

HOTSPOT - (Topic 1)
You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.

What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v

required in the Azure subscription of Fabrikam: 0
1
2
3
Query element required to correlate data between v
tenants: extend
project
workspace
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
11
- -
3
Query element required to correlate data between ) 4
tenants: extend
project
4 workspace— |

NEW QUESTION 2

HOTSPOT - (Topic 1)
You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Internal threat: v
dd resource locks to the key vault.
Modify the access policy settings for the key vault.
Modify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs).

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

Internal threat: v
Add resource locks to the key vault.
Modify the access policy seftings for the keyvault.
Modify the role-based access control (RBAC) settings for the key vault.'

External threat: «

L

Modify the Key Vault firewall settings.'
Modify the network security groups (NSGs).

NEW QUESTION 3

HOTSPOT - (Topic 1)

You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

CloudAppEvents
DeviceF! leEvents
DeviceProcessEvents

| where TimeStamp > ago({2d)

| summarize activityCount = !v by FolderPath, FileName,
avg()

ActionType, AccountDisplayName |Count()
sum()

| where activityCount > 5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

______ ‘b

1CloudAppEvents

i !
DevtcﬁFﬂéEJeﬁts
DeviceProcessEvents

| where TimeStamp > ago({2d)

| summarize activityCount = !v by FolderPath, FileName,
TN

ActionType, AccountDisplayName |[count() ]
sum()

| where activityCount > 5

NEW QUESTION 4
- (Topic 1)
You need to complete the query for failed sign-ins to meet the technical requirements. Where can you find the column name to complete the where clause?

A. Security alerts in Azure Security Center

B. Activity log in Azure

C. Azure Advisor

D. the query windows of the Log Analytics workspace

Answer: D

NEW QUESTION 5
DRAG DROP - (Topic 2)
You need to add notes to the events to meet the Azure Sentinel requirements.
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Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the

correct order.

Actions

Add a bookmark and map an entity.

‘From Azure Monitor, run a Lc_:-g
Analytics query.

Add the query to favorites.

I

Select a query result.

' From the Azure Sentinel workspace,

©
®©

run a Log Analytics query.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions

T -

|
| Add a bookmark and map an entity.

' | From Azure Monitor, run a Lng
| Analvtics query.
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'| From the Azure Sentinel workspace,
" run a Log Analytics query.

L e e

NEW QUESTION 6
- (Topic 2)

Answer Area

Answer Area

I | From the Azure Sentinel workspace,f

| [runa Log Analytics query.

©

You need to modify the anomaly detection policy settings to meet the Microsoft Defender for Cloud Apps requirements and resolve the reported problem.

Which policy should you modify?

A. Activity from suspicious IP addresses
B. Risky sign-in

C. Activity from anonymous IP addresses
D. Impossible travel

Answer: D

NEW QUESTION 7
- (Topic 2)

You need to restrict cloud apps running on CLIENT1 to meet the Microsoft Defender for Endpoint requirements.
Which two configurations should you modify? Each correct answer present part of the

solution.
NOTE: Each correct selection is worth one point.

A. the Onboarding settings from Device management in Microsoft Defender Security Center

B. Cloud App Security anomaly detection policies

C. Advanced features from Settings in Microsoft Defender Security Center
D. the Cloud Discovery settings in Cloud App Security

Answer: CD

Explanation:

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.

Reference:
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https://docs.microsoft.com/en-us/cloud-app-security/mde-govern

NEW QUESTION 8

HOTSPOT - (Topic 2)

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

In the Microsoft Defender for Cloud Apps portal | Add a secunty extenson

Add a secunty extenson

Configure app connectors
Configure log collectors

From Microsaft Sentined in the Azure portat | Add a data connecton ”
ﬂ.u.ld-i [<F1F] :mrﬁctﬁi '“
Add a workbook
Configure the Logs settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

In the Microsoft Defender for Cloud Apps portal I Add a :-xum!- ExlEndon i f

Configure log collectors

From Microsoft Sentinel in the Azure portak | Add a data connecton

i Add a dala connector
Aod aworkbook — T

Configure the Logs settings

NEW QUESTION 9
- (Topic 2)
You need to modify the anomaly detection policy settings to meet the Cloud App Security requirements. Which policy should you modify?

A. Activity from suspicious IP addresses
B. Activity from anonymous IP addresses
C. Impossible travel

D. Risky sign-in

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 10
HOTSPOT - (Topic 3)
You need to implement the query for Workbook1 and Webappl. The solution must meet the Microsoft Sentinel requirements. How should you configure the query?
To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Data source to query: I JISON - i
A custom endpoint
A custom resource provider

On Webapp1:

Enable Same Ongin Policy (S0OP).
Enforee TLS 1.2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Data source to query: l JISON - i
A custom endpoint
A custom resource provider
ISON

Enable Same Orngin Policy (50F).
Enfm;e TS 1.2

NEW QUESTION 10

- (Topic 3)

You need to ensure that the Groupl members can meet the Microsoft Sentinel requirements.
Which role should you assign to Groupl1?

A. Microsoft Sentinel Automation Contributor
B. Logic App Contributor

C. Automation Operator

D. Microsoft Sentinel Playbook Operator

Answer: D

NEW QUESTION 13
- (Topic 3)
You need to implement the Defender for Cloud requirements. Which subscription-level role should you assign to Groupl1?

A. Security Admin

B. Owner

C. Security Assessment Contributor
D. Contributor

Answer: B

NEW QUESTION 17
HOTSPOT - (Topic 3)

You need to implement the ASIM query for DNS requests. The solution must meet the Microsoft Sentinel requirements. How should you configure the query? To

answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

ASIM parser: | ]E EHE ot |

_Im_Dns_InfobloxNIOS

_'rmDns
Filter:
A pack parameter
T_I_mg WHERE -:Ial_..use
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
ASIM parser: e w
|
| [— -
“Im_Dns_InfobloxNTOS
_ imDns
Filter: v

A filtering parameter
A pack parameter
The WHERE clause

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader
e — https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Leader of IT Certifications

NEW QUESTION 21
- (Topic 3)
You need to implement the scheduled rule for incident generation based on rulequeryl. What should you configure first?

A. entity mapping
B. custom details
C. event grouping
D. alert details

Answer: D

NEW QUESTION 22

- (Topic 4)

You use Azure Sentinel.

You need to receive an immediate alert whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a livestream

B. Add a data connector
C. Create an analytics rule
D. Create a hunting query.
E. Create a bookmark.

Answer: BC

Explanation:

B: To add a data connector, you would use the Azure Sentinel data connectors feature to connect to your Azure subscription and to configure log data collection
for Azure Storage account key enumeration events.

C. After adding the data connector, you need to create an analytics rule to analyze the log data from the Azure storage connector, looking for the specific event of
Azure storage account keys enumeration. This rule will trigger an alert when it detects the specific event, allowing you to take immediate action.

NEW QUESTION 24

- (Topic 4)

You implement Safe Attachments policies in Microsoft Defender for Office 365.

Users report that email messages containing attachments take longer than expected to be received.

You need to reduce the amount of time it takes to deliver messages that contain attachments without compromising security. The attachments must be scanned
for malware, and any messages that contain malware must be blocked.

What should you configure in the Safe Attachments policies?

A. Dynamic Delivery

B. Replace

C. Block and Enable redirect
D. Monitor and Enable redirect

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?view=0365-worldwide

NEW QUESTION 25

- (Topic 4)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 28

- (Topic 4)

You use Microsoft Sentinel.

You need to receive an alert in near real-time whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point

A. Create a bookmark.

B. Create an analytics rule.
C. Create a livestream.

D. Create a hunting query.
E. Add a data connector.
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Answer: DE

NEW QUESTION 31

DRAG DROP - (Topic 4)

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.
You need to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

Actions Answer area

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the IP address.

Ol
©

Select Azure Resource as the entity
type and specify the ID.

Select Suppression rules, and then
select Create new suppression rule.

Select Security policy.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer area
_____________________________________ .
[ 1
Select Pricing & settings. ' Select Security policy :

T ST . o IR SR e |
. Select Security alerts || e m e -
— = = | Select Suppression rules, and then |
' Select IP as the entity type and specify | L select Create new suppression rule. I

|thelPaddress.  _ _ _ _ _ _ _ _ _ l @:ii::i::::ij:ii:ii@
[y T —— @ Select Azure Resource as the entity @
type and specify the |D.

' ' type and specify the ID. I I |

| SelectSuppressmn rules, and then '
| select Create new suppression rule. '

., e ———

r-r—-—---nrr--rrr—r-—r—-——-nrr-m-nn

B N S ==,

NEW QUESTION 34

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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NEW QUESTION 36

- (Topic 4)

You have a Microsoft 365 subscription. The subscription uses Microsoft 365 Defender and has data loss prevention (DLP) policies that have aggregated alerts
configured.

You need to identify the impacted entities in an aggregated alert.

What should you review in the DIP alert management dashboard of the Microsoft Purview compliance portal?

A. the Details tab of the alert

B. Management log

C. the Sensitive Info Types tab of the alert
D. the Events tab of the alert

Answer: B
NEW QUESTION 41

HOTSPOT - (Topic 4)
You have the following SQL query.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 43
DRAG DROP - (Topic 4)
You have an Azure subscription that contains 100 Linux virtual machines.
You need to configure Microsoft Sentinel to collect event logs from the virtual machines. Which three actions should you perform in sequence? To answer, move
the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.
'lemﬂﬂm
| A1 an Mierouch Semet won

!mwmnwﬁhm
S > o)
iiﬂjhn.tﬁ-&.ﬁMbhm <

i

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

NEW QUESTION 46
- (Topic 4)

You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM) parsers based on the DNS schema.
You need to make the 200 parsers available in Workspacel. The solution must minimize administrative effort. What should you do first?

A. Copy the parsers to the Azure Monitor Logs page.
B. Create a JSON file based on the DNS template.
C. Create an XML file based on the DNS template.
D. Create a YAML file based on the DNS template.

Answer: A
NEW QUESTION 51

- (Topic 4)
You have a Microsoft Sentinel workspace.

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:

* App name: Appl

* IP address: 192.168.1.2

e Computer name: Devicel

« Used client app: Microsoft Edge

» Email address: userl@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only

B. IP address and email address only
C. used client app and app name only
D. IP address only

Answer: D
NEW QUESTION 55

HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query the number of daily security alerts. The solution must meet the following requirements:

« Identify alerts that occurred during the last 30 days.
* Display the results in a timechart.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

SecurityAlert
| where TimeGenerated »>= ago(3od)

| *  count() by ProviderName,

lookup bin
project make series
summarize range

| render timechart

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Answer Area

SecurityAlert

| where TimeGenerated »= apo(3ded)

| ¥ _count() by ProviderName, ¥  (TimeGenerated, 1d)
okup CIM
project make series
(summarize | range

| R "
| render timechart

NEW QUESTION 60
HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the

search.

How should you configure the content search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Locations: | F re mail

Exchange mailboxes
Exchange public folders
SharePoint sites

Keywords: I Kind 8 [
Category
ltemClass

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Locations: 1 Exchange mailbox
g Exchange mailboxes
Exchange public folders

SharePoint sites

Keywords: I Kirud b |
Category '
ltemClass

 ——a—a—

NEW QUESTION 62

- (Topic 4)

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.
You need to ensure that the Fusion rule can generate alerts. What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 67
HOTSPOT - (Topic 4)
You have an Azure subscription that has Azure Defender enabled for all supported resource types.
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You create an Azure logic app named LAL.

You plan to use LA to automatically remediate security risks detected in Azure Security Center.

View the window

You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to v

When an Azure Secunty Center Recommendation is created or tnggered
When an Azure Security Center Alert is created or triggered
When a response to an Azure Secunty Center alert is triggered

Trigger the execution of LA1 from v

Recommendations
Workflow automation

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Set the LA1 trigger to v

R S S

IWhen an Azure Secunty Center Recommendation is created or tniggered |

|When an Azure Secunty Center Alert is created or tnggered
When a response to an Azure Secunty Center alert is triggered

Trigger the execution of LA1 from v

[Recommendations_

Workflow automation_

NEW QUESTION 70

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Services (AWS) subscription. The subscription contains multiple virtual machines that run Windows Server.
You need to enable Microsoft Defender for Servers on the virtual machines.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. From Defender for Cloud, enable agentless scanning.

B. Install the Azure Virtual Machine Agent (VM Agent) on each virtual machine.
C. Onboard the virtual machines to Microsoft Defender for Endpoint.

D. From Defender for Cloud, configure auto-provisioning.

E. From Defender for Cloud, configure the AWS connector.

Answer: BC

NEW QUESTION 74

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to perform cross-domain investigations by using Microsoft 365 Defender.

You need to create an advanced hunting query to identify devices affected by a malicious email attachment.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

EmailAttachmentInfo

| where

| where

SenderFromAddress =~ “MaliciousSender@example.com”

isnotempty (SHA25€)

v ¢

extend
join
project
union

DeviceFileEvents

W FileName, SHA256

extend
join
project
union

) on SHAZEE

|' Timestamp, FileName, SHA256, DeviceName, Deviceld,

extend
join
project
union

NetworkMessageld, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHA256)

| ‘ v
extend
lioin
project
union

DeviceFileEvents

i W FileName, SHA256
extend

join

{project -

union

) on SHAZ256

l |' Timestamp, FileName, SHA256, DeviceName, Deviceld,

extend
join
A=

NetworkMessageld, SenderFromAddress, RecipientEmailAddress

NEW QUESTION 78

HOTSPOT - (Topic 4)

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are
received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

“rescurces”: |
{ :
“type™: ™ |"’ fautomations”,
Microsoft Automation
Microsoft Logic
Microsoft. Secunty

“apiVersion®: “2019-01-0l-preview”,
“nama"”: “[parameters(‘name’)]",
“*location”: “[parameters(‘location’)]”,
“propercies”™: {
“description®”: “[format (variables(‘description’'), ‘{0}', parameters
(‘subscriptionIdf)) 1%,
“isEnabled": true,
“actions”: [
{
“actionType”: “LogichApp”,
“"logicAppResourcelId”: “[rescurceld('ITEM2/workflows’, parameters
(*appName”) ) ]",
“uri®”: "“[listCallbackURL (resourceld (parameters({ ‘subscriptionId’),

L1 ¥ '
parameters( ‘resourceiGroupName’ ) ; . W /workflows/triggers’,

Microsoft Automation
Microsoft Logic
Microsoft Security

parameters( ‘appMame’), '‘manual’), ‘*2019%-05-01').wvalue]”
}
1

A. Mastered
B. Not Mastered

Answer: A

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Explanation:

“resocurces”: [

“type®”: ™ W /automations”,
Microsoft Automation
Microsoft. Logic
Microsoft Secunty |

“apiVersion®: “2019-01-0l-preview”,

“name”; “[parameters(‘name’)]”,

“location": “[parameters(‘location’)]”,

“properties™: {
“description®”: “[format (variables(‘description’'), ‘{0}', parameters
(‘subscriptionId’))1”,
“*isEnabled®: true,
“actions®™: [
{

“*actionType®: “LogicApp”.,

“"logicAppResourcelId”: “[rescurceld('ITEM2/workflows’, parameters
(‘appName’)) 1",

*uri®: “[listCallbackURL (resourceld (parameters( ‘subscriptionId’),

= L] - % ¥ ¥ L .
parameters( ‘resourceiGroupName’ ) ; W /workflows/triggers’,

Microsoft Automation
Microsoff Logic,
Microsoft Security

—

parameters ( *fappName’ ), ‘manual’), ‘201%-05-01').wvalu=]”™
}
]+

NEW QUESTION 81

- (Topic 4)

You have a custom Microsoft Sentinel workbook named Workbooks.

You need to add a grid to Workbookl1. The solution must ensure that the grid contains a maximum of 100 rows.
What should you do?

A. In the query editor interface, configure Settings.

B. In the query editor interface, select Advanced Editor
C. In the grid query, include the project operator.

D. In the grid query, include the take operator.

Answer: B

NEW QUESTION 85

- (Topic 4)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location
that was not recently or was never visited by any user in the organization. Activity from the same user in different locations within a time period that is shorter than
the expected travel time between the two locations. This can indicate a credential breach, however, it's also possible that the user's actual location is masked, for
example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 88

- (Topic 4)

You have an Azure subscription named Subl and a Microsoft 365 subscription. Subl is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.
You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for contoso.com and an Office 365 connector
for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign- ins to contoso.com followed by anomalous Microsoft Office 365
activity.

Which two actions should you perform? Each correct answer present part of the solution

NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Microsoft Defender for Cloud.
C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: AB
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Explanation:

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you
should perform the following two actions:

? Create an Azure AD ldentity Protection connector. This will allow you to monitor

suspicious activities in your Azure AD tenant and detect malicious sign-ins.

? Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365
subscription. Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION 91

- (Topic 4)

You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts generated by Azure Security Center.
You need to create a query that will be used to display a bar graph. What should you include in the query?

A. extend

B. bin

C. count

D. workspace

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart- visualizations

NEW QUESTION 93

- (Topic 4)

You need to correlate data from the SecurityEvent Log Anarytks table to meet the Microsoft Sentinel requirements for using UEBA. Which Log Analytics table
should you use?

A. SentwlAuoNt

B. AADRIiskyUsers

C. IdentityOirectoryEvents
D. Identityinfo

Answer: C

NEW QUESTION 94

HOTSPOT - (Topic 4)

You need to create a query for a workbook. The query must meet the following requirements:

? List all incidents by incident number.

? Only include the most recent log for each incident.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

SecurityIncident
| v W (LasModifiedTime, *) by IncidentNumber
project arg_max
sort limit
summarize top
A. Mastered

B. Not Mastered

Answer: A

Explanation:

SecurityIncident

| v W (LasModifiedTime, *) by IncidentNumber
project |arg_max
sort lirmit
summarize, top

NEW QUESTION 96

HOTSPOT - (Topic 4)

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services
(AD 0S).

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Arca

To the AD DS domain controllers, deploy: | The Azure Connected Machine agent v l
Microsoft Defender for Identity sensors '

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel1, configure: | The Audit Logs data source v
The Audit Logs data source

The Secunty Events data source

The Signin Logs data source

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

To the AD DS domain controllers, deploy. | The Azure Connected Machine agent o |
Microsoft Defender for Identity sensors
The Azure Connected Machine agent
The Azure Monitor agent

For Sentinel1, configure: § The Audit Log
] The Audit Logs data source

The Secunty Events data source

The Signin Logs data source

NEW QUESTION 97

HOTSPOT - (Topic 4)

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a hunting query using Kusto Query Language (KQL) that meets the following requirements:

« Identifies an anomalous number of changes to the rules of a network security group (NSG) made by the same security principal
» Automatically associates the security principal with an Microsoft Sentinel entity

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
-

Audiilogs

fin~ [("Microsoft.Network/networkSecurityGroups/securityRules/write™)

ArureActiwty
ArureDiagnostics & == “Succesded”

| make-series deount(Resourceld) default=d on EventSubsmissionTimestamp in range(ago(?d), mow(), 1d) by Caller

| extend timectamp = vodatetime(EventSubmizeionTimestamp[@])
¥  AccountCustomEntity = Caller

| extend

| parse-where

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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el in *Hicrosoft. Networi/networkSecurityGroups/securityRules/write”
[l il i
p:-...fl..l':'::l..fl'.]r'|-:-.-1 R == Succesded
| make-geries deount(Resourceld) default=D on EventSubsissionTimestamp in range(agol(?d), mno » 1d) by Caller
| ewtend timestamp = todatetime(EventSubmissionTimestamp|[0]
¥  AccountCustomEntity = Caller

T —
( extend |

parse-where

NEW QUESTION 99

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a Microsoft incident creation rule for a data connector. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 100

- (Topic 4)

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. Azure Active Directory (Azure AD) permissions

C. role-based access control (RBAC) for the key vault
D. the access policy settings of the key vault

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

NEW QUESTION 101

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender fof Ctoud.

You have an Amazon Web Services (AWS) account that contains an Amazon Elastic Compute Cloud (EC2) instance named EC2-1.
You need to onboard EC2-1 to Defender for Cloud. What should you install on EC2-17?

A. the Log Analytics agent

B. the Azure Connected Machine agent

C. the unified Microsoft Defender for Endpoint solution package
D. Microsoft Monitoring Agent

Answer: A

NEW QUESTION 106

- (Topic 4)

Your company uses line-of-business apps that contain Microsoft Office VBA macros.

You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.
You need to identify which Office VBA macros might be affected.

Which two commands can you run to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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A. Add-MpPreference -AttackSurfaceReductionRules_Ids D4F340AB -401B -
4EFC -AADC -ADSF3CS50688A -AttackSurfaceReducticonRules Actions Enabled

B. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3CS50688A -AttackSurfaceReductionRules_Actions AuditMode

C. Add-MpPreference -AttackSurfaceReductionRules Ids D4FS40AB -401B -4EFC
-AADC -ADSF3C50688A -AttackSurfaceReducticnRules Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4FS40AB -401B -4EFC -
AADC -ADSF3C50688A -AttackSurfaceReductionRules Actions Enabled

A. Option A
B. Option B
C. Option C
D. Option D

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 110

HOTSPOT - (Topic 4)

You have an Microsoft Sentinel workspace named SW1.

You plan to create a custom workbook that will include a time chart.

You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
SecurityAlert
| where TimeGenerated >= ago(3ed)
| summarize count() by ProviderName, in (TimeGenerated, 1d)
I , w | timechart
l"*”"*?_’ : I series_add
materialize , A
; series_fill_linear
graee take
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

SecurityAlert

| where TimeGenerated >= ago(3@ed)

| summarize count() by ProviderName, !h" i:i{Timeﬁenerated, 1d)
- I timechart

I |-'”L:'-'"JEJr series_add

materialize i e
. series_fill_linear
project

render | e

NEW QUESTION 114

DRAG DROP - (Topic 4)

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to detect failed sign-in authentications on

three devices named CFOLaptop, CEOLaptop, and COOLaptop.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The Leader of IT Certification

visit - https://www.certleader.com



Cer[l.eadel” 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Values Answer Area

| project LogonFailures=count ()

| summarize LogonFailures=count()
by DeviceName, LogonType

| where ActionType ==
FailureReason

| where DeviceName in (“CFOLaptop,
“"CEOQOLaptep®, “COOLaptop™)

ActionType == “LogonFailed”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Values Answer Area

— —— S — i . P e e T

| summarize LaganE‘ailures=ccunth
by DeviceName, LogonType

| project LogonFailures=count() |

N O Oa N N W W I W W M o W R

| summarize LogonFailures=count(}| || where DeviceMame in (“CFOLaptop,
by DeviceName, LogonType “CEOLaptop”, “COOQOLaptop™)
I'| where ActionType == Il | | where ActionType ==
iFailureReason Il | FailureReason
1 ' 2 ALY ol
J| where DeviceMame 1in (“CFOLaptop, | ActionType == “LogonFailed”
"CEQLapteop", “COOLaptop™) |

m—— . e e __ e __ s _

( | project LogonFailures=count ()

ActionType == “LogonFailed” E|

NEW QUESTION 117

DRAG DROP - (Topic 4)

You have resources in Azure and Google cloud.

You need to ingest Google Cloud Platform (GCP) data into Azure Defender.

and

and

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Enable Security Health Analytics.

From Azure Security Center, add
 cloud connectors.

Configure the GCP Security

Create a dedicated service account
and a private key.

Enable the GCP Security Command
Center API.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area

| | 1 |Configure the GCP Security '
I |Command Center.

'From Azure Security Center, add
:cluud connectors.

Enable the GCP Security Command l@

| Configure the GCP Security Center AP !
:_Command Center. I
o \” Create a dedicated service account| |©
| Create a dedicated service account| |, |andaprivatekey. l ’

i and a private key. - i e S s abde am -

- : 2 r : From Azure Security Center, add I
:Enable the GCP Security Command| | _ C_IUEd_CE"rlEEtG_rS'_ ________ :
i

NEW QUESTION 119

- (Topic 4)

You use Azure Sentinel.

You need to use a built-in role to provide a security analyst with the ability to edit the queries of custom Azure Sentinel workbooks. The solution must use the
principle of least privilege.

Which role should you assign to the analyst?

A. Azure Sentinel Contributor
B. Security Administrator
C. Azure Sentinel Responder
D. Logic App Contributor

Answer: C

Explanation:

Azure Sentinel Contributor can create and edit workbooks, analytics rules, and other Azure Sentinel resources.
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 122

- (Topic 4)

You have a Microsoft Sentinel workspace.

You receive multiple alerts for failed sign in attempts to an account. You identify that the alerts are false positives.

You need to prevent additional failed sign-in alerts from being generated for the account. The solution must meet the following requirements.
« Ensure that failed sign-in alerts are generated for other accounts.

* Minimize administrative effort What should do?

A. Create an automation rule.

B. Create a watchlist.

C. Modify the analytics rule.

D. Add an activity template to the entity behavior.

Answer: A

Explanation:

An automation rule will allow you to specify which alerts should be suppressed, ensuring that failed sign-in alerts are generated for other accounts while
minimizing administrative effort. To create an automation rule, navigate to the Automation Rules page in the Microsoft Sentinel workspace and configure the rule
parameters to suppress the false positive alerts.

NEW QUESTION 127

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for

attackers to exploit.

Solution: You add each account as a Sensitive account. Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 132
DRAG DROP - (Topic 4)
You open the Cloud App Security portal as shown in the following exhibit.

£ Cloud Discovery - Cloud App Se » [+ =X
= 0 Ohips Am3E5aai31 117 portal cloudappecunty ComEIdec oven PeconeSegln 01 I8 streamid = Se M MZhe 2 30NGEDT 4008 ISb = Sermi e & B &
= — «Snapshot report Timevame
Samgle repont Lt Pl
-ﬂ bl
o P . Dashboard Discovered apps IP addresses Users Crested on Age 21. 2020
Gty ssiens Queries APPS APPTAG - RISKSCORE Saveas Advanced
1 s g S - & & - —_—
T ey e 0 3 10
= COMPLIANCE RISK FACTOR  SECURITY RISK FACTOR
s A L ] o = bopa poisy Bom wearch ‘1' E B~
e At St
App Scome - Tialc Uplosd Tromdse Users 1P addr Lot e Actang
OF gy
Clonid wiorags H
- = Applad Innovat . .
L E— Ly Hadtng saraces 3 Haatng m.fm o 866 »B 12 " § At 20
s IT seraces k| A
e StnCake - o
Contert management ) R e o . = B ; ha
Data snadytas 2
Uiiianag =
Wibad ¢ rontineg k4 Pttty ‘ 18 » e .
Advertsieng 2 -
pens, ¢ w-mn?mm @ ww - © e % e L
Cuntomer suppod 7 o Launchpsd
Clubsration 3 !“!mmuq o sHKE - W 13 H Age 20

You need to remediate the risk for the Launchpad app.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Tag the app as Unsanctioned.

Run the script on the source appliance.

Run the script in Azure Cloud Shell.

Select the app. @

Tag the app as Sanctioned.

O

Generate a block script.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
S L A e R e S s
JTag the app as Unsanctioned. i I Select the app. |

Run the script on the source appliance!

e e e m m— — —

Tag the app as Sanctioned. I

Generate a block script.
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NEW QUESTION 136

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CE

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats- playbook?tabs=LAC

NEW QUESTION 139

HOTSPOT - (Topic 4)

You need to meet the Microsoft Sentinel requirements for collecting Windows Security event logs. What should you do? To answer, select the appropriate options
in the answer area. NOTE Each correct selection is worth one point.

Answer Area
Deploy the I LODg AnalyTics agent T'J
Aure Monior agent
Windows Arure VM Agent
Log Analytics agent
Query by using: | KO |
WL
XPath
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Deploy the: | Log Analytics agent T:?]
AZure Monitor agent

- Windoss Azure VM Agent

fllog Anahyticsagent

Query by using: | KQ |

e
L L® 8

iPath

NEW QUESTION 144

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 36S.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.

How should you complete The KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

DevicelogonEvents

extend Table = "table

take 100

unicn |

join kind = full outer
poin kand=inner

umeon

clentityl ogonbvents hof ]
Identitylnfo
IdentityLogonbvents
IdentityQueryEvents

extend Table = "tablel”

| take 189

| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

DevicelogonEvents

extend Table = "table

take 100

wnicn bt
join kind = full outer
poin kand=nner

clentityl ogonbvents b ]

Identitylnio

IdentityQueryEvents

extend Table = "tablel”

| take 189

| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

NEW QUESTION 147
- (Topic 4)

You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is triggered manually.

You deploy Azure Sentinel.

You need to use the existing logic app as a playbook in Azure Sentinel. What should you do first?

A. And a new scheduled query rule.
B. Add a data connector to Azure Sentinel.

C. Configure a custom Threat Intelligence connector in Azure Sentinel.

D. Modify the trigger in the logic app.
Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/sentinel/playbook-triggers-actions https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 148
HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that contains 200 Windows 10 devices enrolled
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in Microsoft Defender for Endpoint.
You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender portal. The solution must use
the principle of least privilege.

What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ta configure Microsoft Defender for Endpaint: | T

Turn cn endpoint detection and response (EDR) in block mode
Turn on Live Response
Turn off Tamper Protection

To configure the devices: bl
Add a network assessment job

Create a device group that contains the devices and set Automation level to Full

Create a device group that contains the devices and set Automation level to Mo automated response

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the power to do in-depth
investigative work and take immediate response actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.

NEW QUESTION 151

- (Topic 4)

You have an Azure subscription that contains a user named Userl. Userl is assigned an Azure Active Directory Premium Plan 2 license
You need to identify whether the identity of Userl was compromised during the last 90 days.

What should you use?

A. the risk detections report

B. the risky users report

C. Identity Secure Score recommendations
D. the risky sign-ins report

Answer: B

NEW QUESTION 155

DRAG DROP - (Topic 4)

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution
must generate a test email.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actiona Arsiver Arca

Feoem WiorkTiowsy stomation in Dedendes for Cloud, change the staiug of the workfiow suiomaison
From Logic App Dasigner, rin 3 tnigger
From Security skerts o Defender for Cloud, oreate & sample alert,

From Logic App Designer, create a logic app. @

From Wiarkfiow stomation in Dedender for Cloud, add & workflow sutomation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

* 1. From Defender for Cloud's sidebar, select Workflow automation.

* 2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.
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Here you can enter:
A name and description for the automation.

Add workflow automation

General @

Mame®
Destrpiion

Subsoription 2
ADF Test suld - App Model V2

Resource group *

Trigger conditions
Choose the trigger conditicrs that will automatically tnigger the corfigured action

Defender for Cloud data type ®

[ secuntyslet i
T

P T
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The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.
* 3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

* 4. Etc.

Step 2: From Logic App Designer, run a trigger. Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.
Step 3: From Workflow automation in Defender for cloud, add a workflow automation. Configure workflow automation at scale using the supplied policies
Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

Pahcy defindion
;:fL.. Assign : |.—|"_" Duplicate defintion
% [Essentials

Definition Assignments () Farameters

1 K

2 “"properties”: {

3

4 "policyType™: "Budltin®,

5 "mode”: "AllT,

& "description”: "Eriable automation of Microsoft Defender for Cloud
7 "metadata”: {

B8 "yersion®™: "1.8.8"7,

9 “category”: "Security Center”

18 }s

NEW QUESTION 159
- (Topic 4)

i Export defintion

"displaydame”™: "Deploy Workflow Automation for Microsoft Defender for Cloud recommendations” .

recommendations. This policy deploys

You need to ensure that you can run hunting queries to meet the Microsoft Sentinel requirements. Which type of workspace should you create?

A. Azure Synapse AnarytKS
B. AzureDalabricks

C. Azure Machine Learning
D. LogAnalytics

Answer: D

NEW QUESTION 163
DRAG DROP - (Topic 4)

You have the resources shown in the following table.
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Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server1 | A Linux server configured to send Common Event Format
(CEF)logs to CEF1
Server? | A Linux server configuredto send Sysloglogs to CEF1

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not
at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Resources Answer Area

- SW1 |
—  From the Syslog configuration, remove the facilities
CEF1 that send CEF messages.

From the Log Analytics agent, disable Syslog

Serveri S
synchronization.

Server2|

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Resources Answer Area

SWi1
ﬂi - -—-——] From the Syslog configuration, remove the facilities

| CEF1 | thatsend CEF messages. Servert,
e .1 Fromthe Log Analytics agent, disable Syslog e
@ synchronization. ( CEF1 |
[-SewerZ_ :

NEW QUESTION 168

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 170

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You are configuring Azure Sentinel.
You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.
Solution: You create a scheduled query rule for a data connector. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 173

- (Topic 4)

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.
Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification
labels and content inspection warnings from this tenant

B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection
classification labels and content inspection warnings

E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: DE

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dip https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 176

- (Topic 4)

You create an Azure subscription.

You enable Microsoft Defender for Cloud for the subscription.

You need to use Defender for Cloud to protect on-premises computers. What should you do on the on-premises computers?

A. Configure the Hybrid Runbook Worker role.
B. Install the Connected Machine agent.

C. Install the Log Analytics agent

D. Install the Dependency agent.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

NEW QUESTION 179

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

AruraActivit -
AuditLogs .
iser
EehawniorAnalytics & True”
SecuritybEvent
where ActionType “Add user”
where ActivityInsights has “True
join(
BahaviorAnabytics b
Auditloas . ’
: ' = $ripght._Itemid
ATUTEACTIITY

SecurityEvent T Sy " Py
it o Sl L L wwss PANE(UsersInsights.AccountDisplaylame ) ,

sort by TimeGensrated desc

project TimeGenerated, Userblome, UserPrincipalMame, UsersInsights,

ActivityType, ActionType
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
AzureActivity v
AuditLogs -
W:er
! BehaviorAnalyfics 5 *True®
SecurityEvent

| where ActivityInsights has “True"
| join(

BehaviorAnalytics -
AuditLogs
AzureActivity

I BehaviorAnalytics

L R A
r cssrader b 1""f.".";t...r.‘.,..-......-.. —swauring(UsersInsights.AccountDisplayName),

= $right._Itemld

| sort by TimeGenerated desc

| project TimeGenerated, UserName, UserPrincipalName, Userslnsights,
ActivityType, ActionType

NEW QUESTION 183

DRAG DROP - (Topic 4)

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected
experience may be used once, more than once, or not at all. You may need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 188

HOTSPOT - (Topic 4)

You need to assign role-based access control (RBAQ roles to Groupl and Group2 to meet The Microsoft Defender for Cloud requirements and the business
requirements Which role should you assign to each group? To answer, select the appropriate options in the answer area NOTE Each correct selection is worth one
point.
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Answer Area
Lontnbutor -
Crarues
Secunty Assessment Contributor
GroupZ: | Contnbutor l
(g
Secunty Admin
Secunty Assessment Contnbutos
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
org 1 ol LTy _':I iy -
et 3
Contnbutor L‘f

Secunty Assecsment Contnbutor

Conit E iln |

Crwmer

Secunty Admmn

SECUnty Assessment Contnbutor

NEW QUESTION 193

- (Topic 4)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender. Which two Bash commands should you run on the virtual machine?
Each correct answer

presents part of the solution.

NOTE: Each correct selection is worth one point.

A. cp /bin/echo ./asc_alerttest_662fi039n

B. ./alerttest testing eicar pipe

C. cp /binfecho ./alerttest

D. ./asc_alerttest_662jfi039n testing eicar pipe

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux-

NEW QUESTION 198

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Servers Plan 1 and contains a server named Serverl.
You enable agentless scanning.

You need to prevent Serverl from being scanned. The solution must minimize administrative effort.

What should you do?

A. Create an exclusion tag.

B. Upgrade the subscription to Defender for Servers Plan 2.
C. Create a governance rule.

D. Create an exclusion group.

Answer: D

NEW QUESTION 203

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.

You need to identify all the log entries that relate to security-sensitive user actions performed on a server named Serverl. The solution must meet the following
requirements:

« Only include security-sensitive actions by users that are NOT members of the IT department.

* Minimize the number of false positives.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader
e https://www.certleader.com/SC-200-dumps.html (197 Q&AS)

Leader of IT Certifications

Andwer Area

Securitybvent

shere EventlD bn [T4EI47, CSETIT)

whire Coagutér == "L0RVER]L"

I_I_L"'" laricm e | 'ﬂ'\l_

| roen kind = fullouter | i Trgeia fore g pap ks Ty B P Rergd roionsy) vt |

| jomn lond = innenunigue

| ientidnts - |

. or & e
WPHH. *) by AgcowntObiectid) on Sleft.Subjectusersid == Sright.AccowntsID

=% Lecunitybvent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 204
- (Topic 4)

Securitylvent
where EventID in [“4624%,86T727)

where Computer == “SERVERL"

ll]*—'” il = e 'I"L

| pon land = fullouter { These are the selectons for the first misseng &

r |

| jomn kond = Innerungqus

IU!E'FIT'.',”'I'-:- ']

B e T -
Behanor Analyltics E rated, *) by AccountObjectld) on Sleft.SubfectUserSid == §right.AccountSID

“h SecuntyEvent

You have an Azure subscription that contains a Log Analytics workspace.
You need to enable just-in-time (JIT) VM access and network detections for Azure resources.
Where should you enable Azure Defender?

A. at the subscription level
B. at the workspace level
C. at the resource level

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/security-center/enable-azure-defender

NEW QUESTION 207
- (Topic 4)

You need to deploy the native cloud connector to Account! to meet the Microsoft Defender for Cloud requirements. What should you do in Account! first?

A. Create an AWS user for Defender for Cloud.
B. Create an Access control (LAM) role for Defender for Cloud.

C. Configure AWS Security Hub.

D. Deploy the AWS Systems Manager (SSM) agent

Answer: D

NEW QUESTION 212
HOTSPOT - (Topic 4)
You have the following KQL query.
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let IPList = GetWwatchlisc('Bad_IPs');
Euent
shere Source == “Microsoft-Windows-5ysmon”
where EventlD == 1}
extend EvData = F#"S-i.'_‘l"."’.'"tﬂ"-':'h'.l'
extend EventDetall = EvDats.Dataltes.EventDats.Data

extend SourcelP = EventDetall.[9].[ otext™ ], DestinmationIP = EventDetall.[14)].[ otext™)]
where SourceIP In [IPList) or DestinmatioalIP in (IPList)
extend IPMatch = case| SourcelP im (IPLizt), "SourcelP”, DestinationIP In (IPList), "DestinationIP™, “None"

extend timestamp = Timedenerated, Accountlustomintity = Userliame, MostluitomEntity = Computer, °

Statements Yes No

The usertame field is set as the account entity

The watchlist cannot be updated after it i1s created

The 1pList vanable is set as the |P address entity

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
i T
The usertame field is set as the account entity '_ f
The watchlist cannot be updated after it i1s created :_ |
The 1pList vanable is set as the IP address entity I '

B —

NEW QUESTION 214

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 218

- (Topic 4)

You have five on-premises Linux servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. You need to use Defender for Cloud to protect the Linux servers.
What should you install on the servers first?

A. the Dependency agent

B. the Log Analytics agent

C. the Azure Connected Machine agent
D. the Guest Configuration extension

Answer: B

Explanation:
Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to:
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* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure
* Etc.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-
analytics-agent

NEW QUESTION 223

HOTSPOT - (Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

ldr."'l'.l1,D;I':Ig.'E'..-r_“"-'.*_- 5
BehaviorAnalytics

Identityinfo

| where Department == ‘Finance’

| project-rename cbiid = AccountObjectld

| join Auditlogs ¥  on $left.cbjid == $right.AccountObjectId

IdentityLogonkbvents

agninLogs
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
IdentityQueryEvents o
BehaviorAnalytics
Identityinfo
| IdentityQueryEvents
| where Department == "Finance’

| project-rename objid = AccountObjectld

| join AuditLogs ¥  on $left.objid == $right.AccountObjectld

uldn:*ntlh'l.oq':-nEw:nts
SigninLogs

NEW QUESTION 228
DRAG DROP - (Topic 4)
You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point
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Values Answer Area

| project LogonFailures=count()

| summarize LegonFailures=count()
by DeviceName, LogonType

| whera ActionType == FailureReason

| where DeviceMame in (“CFOLaptop”,

and
“"CEQLaptop”, “COOLaptop®™)

ActionType == "LogonFailed”

ActionType == FailureReason

DeviceEvents

DeviceLogonEvents

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Values Answer Area

S . S gy

| project LogonFailures=count() |

|| summarize LegonFailures=ceunt() |
| by DeviceName, LogonType |

e en W we S TR SRS SRS RS S w0

I__. R e

1
*I where ActionType == FailureReasonl | DeviceLogonEvents |

— e — — m— [ P ___ P ___ PN ___ P ___ P __ P ___ P i
| where DeviceMame in ("CFOLaptcop”, ||| where DeviceName in {“CFOLaptup".=
! “CEOLaptop”™, "“COOLaptop™) I

B e e

__________ 4]

| summarize LogonFailures=count()
by DeviceName, LogonType

1]
1
|

I )
!
]

NEW QUESTION 230
DRAG DROP - (Topic 4)

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.

You plan to deploy Azure Defender.
You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User Task
Userl ® Assign initiatives

¢ Edit security policies
¢ Enable automatic provisioning

User2 ¢ \View alerts and recommendations

e Apply security recommendations
¢ Dismiss alerts

The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
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You may need to drag the split bar between panes or scroll to view content.

Roles Answer Area
Contributor Userl: | l
Owner User2: .
Security
_administrator
Security reader

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Owner

Only the Owner can assign initiatives.

Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.

NEW QUESTION 232

- (Topic 4)

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

A. Change the rule expiration date of the suppression rule.
B. Change the state of the suppression rule to Disabled.
C. Modify the filter for the Security alerts page.

D. View the Windows event logs on the virtual machines.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules

NEW QUESTION 233

- (Topic 4)

Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same Azure Active Directory (Azure AD) tenant.
Every project consists of multiple Azure virtual machines that run Windows Server. The Windows events of the virtual machines are stored in a Log Analytics
workspace in each machine’s respective subscription.

You deploy Azure Sentinel to a new Azure subscription.

You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the subscriptions.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add the Security Events connector to the Azure Sentinel workspace.

B. Create a query that uses the workspace expression and the union operator.
C. Use the alias statement.

D. Create a query that uses the resource expression and the alias operator.

E. Add the Azure Sentinel solution to each workspace.

Answer: BE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces- tenants

NEW QUESTION 235

DRAG DROP - (Topic 4)

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

|
Deploy an OMS Gateway on the network. ‘

Setthe syrsfn?:laemn t;orward the events
 directly to Azure Sentinel.

| Configure the syslog daemon. Restart the syslog @
| daemon and the Log Analytics agent. @

©

Download and install the Log Analytics agent. ‘

Set the Log Analytics agent to listen on port 25226
and forward the CEF messages to Azure Sentinel.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
- e e S e I
I Deploy an OMS Gateway on the network. I Download and install the Log Analytics agent. !
1

| Set the syslog daemon to forward the events | 1 Setthe Log Analytics agent to listen on port 25226 !

I . a

directytoAzureSentinel. | | andforward the CEF messages to Azure Sentinel. !

1 Configure the syslog daemon. Restart the syslog | G L e : @
'daemon andthe Log Analyticsagent. | ! /< Configure the syslog daemon. Restart the syslog | @
r—— e e e daemon and the Log Analytics agent. i

NEW QUESTION 238

HOTSPOT - (Topic 4)

You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.

You need to create a custom template-based policy that detects connections to Microsoft 365 apps that originate from a botnet network.
What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Policy template type: ‘ v

Access policy
Activity policy
Anomaly detection policy

Filter based on: ] v

IP address tag
Source
User agent string

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Policy template type: l v

Access policy
Activity policy
| Anomaly detection palicy !

Filter based on: | v

_.-l-.l-_-.ll-l-_.--.u_1

(1P address tag |
Source
User agent string

NEW QUESTION 240
HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You create a Google Cloud Platform (GCP) organization named GCP1.
You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded

automatically.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Angwer Arca

ceate A management project and a custom role
A management group and an Azure AD serace principal
A management project and a custom role

An Azure AD administrative unit and a managed dentity

By: Running a script in GCP Cloud Shell o

Deploying a Bicep template
Runming a scnipt i Azure Cloud Shell

Running a script in GCP Cloud Shell

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anywer Arca

Ceme A management project and a custom role ol

| A management project and a custom role

An Azure AD administrative unit and a managed identity

By: Running a script in GCP Cloud Shell v
Deploying a Bicep template

| Running a script in GCP Cloud Shell

NEW QUESTION 241

HOTSPOT - (Topic 4)

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.
You need to configure storage for the workspace. The solution must meet the following requirements:

» Minimize costs for daily ingested data.

* Maximize the data retention period without incurring extra costs.

What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.
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Minimize costs for daily ingested data: | Use a commitment tier M |

Apply a daily cap

Use the Pay-As-You-Go (PAYG) model

Maximize the data retention penod without
IncuIming extra costs: | Set retention 1o 90 days 6‘

Set retention to 31 days

Set retention 1o 90 days

Set retention to 365 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Minimize costs for daily ingested data: | Use a commitment tier M |
Apply a daily cap. _ _

Maximize the data retention penod without
INCUrming extra costs: | Set retention to 90 days &3‘

Sef_retention to 31 days _
Set retention 1o 90 days

NEW QUESTION 244

- (Topic 4)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.

What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email- automatically/

NEW QUESTION 246
- (Topic 4)
You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever an incident representing a sign-in risk event is activated in Azure Sentinel.

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Enable Entity behavior analytics.

B. Associate a playbook to the analytics rule that triggered the incident.
C. Enable the Fusion rule.

D. Add a playbook.

E. Create a workbook.

Answer: AB

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/enable-entity-behavior-analytics https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-

playbooks

NEW QUESTION 248
- (Topic 4)
You have the following advanced hunting query in Microsoft 365 Defender.
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DeviceProcessEvents
where Timestamp > ago (24h)
and InitiatingProcessFileName =~ ‘runsll32.axe’
and InitiatingProcessCommandLine !contains * * and InitiatingProcessCommandLine != “*
and FileName in~ (‘schtasks.exe’)

and ProcessCommandLine has ‘Change’ and ProcessCommandLine has ‘SystemRestore’
and ProcessCommandLine has ‘disable’
project Timestamp, AccountName, ProcessCommandLine

You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a detection rule.

B. Create a suppression rule.

C. Add | order by Timestamp to the query.

D. Block DeviceProcessEvents with DeviceNetworkEvents.
E. Add Deviceld and Reportld to the output of the query.

Answer: AE

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detection- rules

NEW QUESTION 250

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
» Minimize administrative effort

» Minimize the parsing required to read log data What should you configure?

A. REST API integration

B. a SysJog connector

C. a Log Analytics Data Collector API

D. a Common Event Format (CEF) connector

Answer: B

NEW QUESTION 253
HOTSPOT - (Topic 4)
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.

Mal=l
-

Tim

Jtl

[vm1’]

New processes ob... @

I"""_'_l""'f
| > k

 §
D
.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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If you hover over the virtual machine named vm1, v
you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events

the open ports on the host

the running processes

If you select [answer choice], you can navigate v
to the bookmarks related to the incident. Entities '
Info
Insights
Timeline
A. Mastered
B. Not Mastered
Answer: A
Explanation:
If you hover over the virtual machine named vm1, v

you can view [answer choice]. the inbound network security group (NSG) rules

the last five Windows security log events
the open ports on the host

the running processes '

Iif you select [answer choice], you can navigate v
to the bookmarks related to the incident. Entities

Info

Insights _

Timeline |

NEW QUESTION 255

- (Topic 4)

You are configuring Microsoft Cloud App Security.

You have a custom threat detection policy based on the IP address ranges of your company’s United States-based offices.

You receive many alerts related to impossible travel and sign-ins from risky IP addresses. You determine that 99% of the alerts are legitimate sign-ins from your
corporate offices. You need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Override automatic data enrichment.

B. Add the IP addresses to the corporate address range category.

C. Increase the sensitivity level of the impossible travel anomaly detection policy.
D. Add the IP addresses to the other address range category and add a tag.

E. Create an activity policy that has an exclusion for the IP addresses.

Answer: AD

NEW QUESTION 259

- (Topic 4)

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The
solution must minimize development effort.

What should you use to create the visuals?

A. plotly

B. TensorFlow
C. msticpy

D. matplotlib

Answer: C

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with
Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (IoA) from logs and unpack encoded data.

MSTICPYy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX. Enrichment functions like geolocation of IP addresses, Indicator of
Compromise (loC) extraction, and Whols lookups.

Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:
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https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started https://msticpy.readthedocs.io/en/latest/

NEW QUESTION 260

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Azure Identity Protection, you configure the sign-in risk policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 263

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 268

- (Topic 4)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.

Answer: AC

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-security-center
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION 270

- (Topic 4)

You have a Microsoft Sentinel playbook that is triggered by using the Azure Activity connector.

You need to create a new near-real-time (NRT) analytics rule that will use the playbook. What should you configure for the rule?

A. the Incident automation settings
B. entity mapping

C. the query rule

D. the Alert automation settings

Answer: B

NEW QUESTION 271

- (Topic 4)

A company uses Azure Sentinel.

You need to create an automated threat response. What should you use?

A. a data connector
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B. a playbook
C. a workbook
D. a Microsoft incident creation rule

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 272

DRAG DROP - (Topic 4)

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VML1.

You receive an alert for suspicious use of PowerShell on VM1.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on VM1 after the alert:

? The modification of local group memberships

? The purging of event logs

Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Artionna drmearr Lies
TS E—
Frore the rsvessaation bisoe pesect (e meoly I repersos VA
Frors T visiSgation filace. telet info @ @
e gt ¢ trasghin
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.

Step 2: From the Investigation blade, select the entity that represents VM1.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights

and Entity Insights.

Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity
information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This
workbook presently provides view of the following entity types:

IP Address Account Host

URL

Step 3: From the details pane of the incident, select Investigate. Choose a single incident and click View full details or Investigate.

NEW QUESTION 275

DRAG DROP - (Topic 4)

You have a Microsoft Sentinel workspace that contains an Azure AD data connector. You need to associate a bookmark with an Azure AD-related incident.
What should you do? To answer, drag the appropriate blades to the correct tasks. Each blade may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.

Blades Angwer Area
Hunting blade Create a bookmark by ius gy thie Blade
ncident blage
Associate a bookmark with the incident by using the Blade
Logs blade
A. Mastered

B. Not Mastered
Answer: A

Explanation:
You can use the Logs blade or incident blade to create a bookmark of an Azure AD-related incident. Once the bookmark is created, you can associate it with the
incident by using the incident blade. This allows you to quickly and easily access important information related to the incident in the future.

NEW QUESTION 280

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time.
What should you create first?

A. a workbook
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B. a hunting query
C. a notebook
D. a playbook

Answer: A

Explanation:

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

NEW QUESTION 284

HOTSPOT - (Topic 4)

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.

You need to create an Azure policy that will perform threat remediation automatically. What should you include in the solution? To answer, select the appropriate

options in the
answer area.
NOTE: Each correct selection is worth one point.

Set available effects to
v

Append
DeployifMotExists
EnforceRegoPaolicy

To perform remediation use

v

An Azure Automation runbook that has a webhook
An Azure Logic Apps app that has the trigger set to When an Azure Security Center Alert is created or triggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Sel available effects to
v
Append _

| DeployifNotExists |

EnforceRegoPolicy

To perform remediation use

An Azure Automation runbook that has a webhook

An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

NEW QUESTION 288

- (Topic 4)

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. What should you do?

A. From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section.
B. From Security alerts, select Take Action, and then expand the Mitigate the threat section.

C. From Regulatory compliance, download the report.

D. From Recommendations, download the CSV report.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 290
DRAG DROP - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Exchange Online. You need to identify phishing email messages.

Which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the

correct order.
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Cmdlets

Connect - IPPSSadaion
Start-ComplisnceSaanch
i CoapllanceSaarch
Conne<t - Exchangeinline

Saarch-Unifisstuditiag

A. Mastered
B. Not Mastered

Answer: A

Explanation:

T e e

....................

NEW QUESTION 293
HOTSPOT - (Topic 4)

Arswer Area

©©

Arswer drea

You use Azure Sentinel to monitor irregular Azure activity.

You create custom analytics rules to detect threats as shown in the following exhibit.
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Home > Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard — Edit existing rule
DeplovviM

General Set rule logic Incident settings Automated response Review and create
Define the logic for your new analytics rule,

Rulbe guery
Any time details set here will be within the scope defined below in the Query scheduling fields.

Azurebctivity

| where CperationName == "“Create or Update Virtual Machine”

or OparationName == "“Create Deploymant”

| where ActivitysStatus = “Succeeded"

| make-series docount (Rescourceld) default=0

on EventSubmissionTimestamp in range (ago(7d) , now(), 1ld) by Caller

View query results »
Map entities

Map the entities recognized by Azure Sentinel to the appropriate columns available in your query
results. This enables Azure Sentinel to recognize the entities that are part of the alerts for further
analysis. Entity type must be a string.

Entity Type Column

Account Choose column ~ Add
Host Choose column w Add
P Choose column L Add
URL Choose column ~ Add
FileHash Choose column w Add

Query scheduling

Run query every ™
E | | Minutes v

Lookup data from the last* (&
5 | | Hours v |

Alert threshold

Generate alert when number of query results -
' Is greater than v | |2

Event grouping

Configure how rule guery résults are grouped into alerts
@ Group afll events into a single alert

(O Trigger an alert for each event
Suppression

Stop running guery after slert it generated O

«m» o )
Stop running query for™
5 | | Hours ~

Prvious MNext @ Incident settings >

You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

If a user deploys three Azure virtual machines simultaneously, how many v
times will you receive [answer choice] in the next five hours. 0 alerts

1 alert

2 alerts

3 alerts
If three separate users deploy one Azure virtual machine each within five | v
minutes of each other, you will receive [answer choice]. 0 alerls

1 alert

2 alerts

3 alerts
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 294

- (Topic 4)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: ACD

Explanation:
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints- environment/4-manage-access

NEW QUESTION 298

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to identify any devices that triggered a malware alert and collect evidence related to the alert. The solution must ensure that you can use the results to
initiate device isolation for the affected devices.

What should you use in the Microsoft 365 Defender portal?

A. Incidents

B. Investigations

C. Advanced hunting
D. Remediation

Answer: A

NEW QUESTION 302

- (Topic 4)

You have a Microsoft 365 subscription that uses Azure Defender. You have 100 virtual machines in a resource group named RGL1.

You assign the Security Admin roles to a new user named SecAdminl.

You need to ensure that SecAdminl can apply quick fixes to the virtual machines by using Azure Defender. The solution must use the principle of least privilege.
Which role should you assign to SecAdminl1?

A. the Security Reader role for the subscription
B. the Contributor for the subscription

C. the Contributor role for RG1

D. the Owner role for RG1

Answer: C

NEW QUESTION 305

- (Topic 4)

You have a third-party security information and event management (SIEM) solution.

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign-events in near real time.
What should you do to route events to the SIEM solution?

A. Create an Azure Sentinel workspace that has a Security Events connector.

B. Configure the Diagnostics settings in Azure AD to stream to an event hub.

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector.
D. Configure the Diagnostics settings in Azure AD to archive to a storage account.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview- monitoring

NEW QUESTION 310

HOTSPOT - (Topic 4)

You are informed of an increase in malicious email being received by users.

You need to create an advanced hunting query in Microsoft 365 Defender to identify whether the accounts of the email recipients were compromised. The query
must return the most recent 20 sign-ins performed by the recipients within an hour of receiving the known malicious email.
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How should you complete the query? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

let MaliciousEmails = ]v
EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName =
tostring(split (RecipientEmailAddress, “@”) [0]):

MaliciocusEmails
| join |

v

EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| project LogonTime = Timestamp, AccountName, DeviceName
) on AccountName
|
|

where (LogonTime = TimeEmail) between (Omin.. &0min)

v

select 20
take 20
top 20

A. Mastered
B. Not Mastered

Answer: A

Explanation:

let MaliciousEmails = ]v
 EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName =
tostring(split (RecipientEmailAddress, “B@") [0]):

MaliciousEmails
| join ( |‘.
EmailAttachementinfo

EmailEvents

— — — - — — — -

[identityLogonEvents |

| project LogonTime = Timestamp, AccountName, DeviceNams
) on AccountName
|
|

where (LogonTime - TimeEmail) between (Omin.. €60min)

v

select 20
Jtake 20
top 20

NEW QUESTION 311
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