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NEW QUESTION 1
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

A. disabling TPC so that access points can negotiate signal levels with their attached wireless devices.

B. setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller

C. allocating nonoverlapping channels to access points that are in close physical proximity to one another
D. configuring access points to provide clients with a maximum of 5 Mbps

Answer: C

NEW QUESTION 2
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 3
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: A

NEW QUESTION 4
Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco I0S software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 5
Which two must be met before SSH can operate normally on a Cisco 10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: BC

NEW QUESTION 6
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.
B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.

C. It forwards multiple packets to the same destination over different routed links n the data path

D. It uses a shared virtual IMC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: C

NEW QUESTION 7

in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?
A. A spine switch and a leaf switch can be added with redundant connections between them

B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D
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NEW QUESTION 8
Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two)

A. It drops lower-priority packets before it drops higher-priority packets
B. It can identify different flows with a high level of granularity

C. It guarantees the delivery of high-priority packets

D. It can mitigate congestion by preventing the queue from filling up

E. IT supports protocol discovery

Answer: BD

NEW QUESTION 9
Refer to the exhibit.

ip arp inspaction wlan 2
intarface fastathernet 0/1
switchporf mode AcCCess

switchpart access vian 2

What is the effect of this configuration?

A. The switch port interface trust state becomes untrusted

B. The switch port remains administratively down until the interface is connected to another switch
C. Dynamic ARP inspection is disabled because the ARP ACL is missing

D. The switch port remains down until it is configured to trust or untrust incoming packets
Answer: A

NEW QUESTION 10

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.

B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits

C. UDP provides reliable message transfer and TCP is a connectionless protocol
D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 10

What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 13

Which attribute does a router use to select the best path when two or more different routes to the same destination exist from two different routing protocols.

A. dual algorithm

B. metric

C. administrative distance
D. hop count

Answer: D

NEW QUESTION 14

Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?

A. sniffer

B. mesh

C. flexconnect
D. local

Answer: B

NEW QUESTION 16
Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML
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Answer: AE

NEW QUESTION 19
What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

A. when the sending device waits 15 seconds before sending the frame again
B. when the cable length limits are exceeded

C. when one side of the connection is configured for half-duplex

D. when Carner Sense Multiple Access/Collision Detection is used

E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: CE

NEW QUESTION 23

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the

administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B

NEW QUESTION 26

What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 28
Refer to the exhibit.

Elf show ip routas

192 168 16 0/26 [90/2679326) wia 192 168.1.1
192 168 .16.0/24 [120/3]) via 192 .168.1.2
192.168.16.0/21 [110/2) wvia 152 .168.1.3

L1 192 1€68.16.0/27 [115/30] via 19%2.168.1.4

= O 0 0

Which route does R1 select for traffic that is destined to 192 168.16.27

A. A.-192.168.16.0/21B.192.168.16.0/24C.192.168 26.0/26D.192.168.16.0/27

Answer: B

NEW QUESTION 33
Refer to the exhibit.

[rootiHostTast =]§ ip routs
default via 192.168.1.1%3 dev ethl prote static
192.168.1.0/26 dev ethl proto kernel scope link src 192.168.1.200 metric 1

[root@HostTest ~]# ip addr show ethl

ethl: =ty 1500 qdisc prfifo_fast glen 100
lipk/athar QQ:Q0C:22:8B3:79:A3 brd ff:FF-Fr:ff
inet 192.168.1.200/26 brd 152 .168.1.25% scopse
inets fe80::20c:29ff . ful82: 7902 E4 scope link
valid 1ft forevar prafarred 1lft foraver

I
U

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.
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NIC MAC acdress

subnet mass

host [P aGCress

NIC vendor QL]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

SUONS Mas

host [P 2ddress

NIC vendor QL]

NEW QUESTION 38

Drag and drop the AAA functions from the left onto the correct AAA services on the right
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Iauthentication

recoras user acovities

restricts the senvices that are available to a user

identifies the user

controls the actions that 3 user can perform

provides analytical nformation for the network admenistrator

verfies the password assocated with a user

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Kuthentication

L

records user actvities |
-—-—-—-——-—-—-—-—--—-—-——-—-—-—-—-—-——L

restricts the sennices that are available to 3 user

Y SN T T

_________________ |
| identhies the uter I reCoras user actvities I
L _________________ e — — — == m— — — — m— = — — mm— o — — —_— '
r — — e — — S — m— — — | — — — — — m— —
controls the achons that a user can perform J | restricts the services that are available to 3 user
'

ﬂ I o o e o i e i i

provides analvtical nformation for the network administrator

verfies the password assoCated with 2 user |

NEW QUESTION 40
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An engineer is asked to protect unused ports that are configured in the default VLAN on a switch. Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.

B. Administratively shut down the ports

C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports

E. Enable the Cisco Discovery Protocol

Answer: AD

NEW QUESTION 41
Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?

A. Bronze
B. Platinum
C. Silver

D. Gold

Answer: B

NEW QUESTION 44
Refer to the exhibit.

101010 16 30 b nternet

S1

Which type of route does R1 use to reach host 10.10.13.10/327

A. floating static route
B. host route

C. default route

D. network route

Answer: D

NEW QUESTION 47

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?
A. The link is in a down state.

B. The link is in an error disables state

C. The link is becomes an access port.

D. The link becomes a trunk port.

Answer: D

NEW QUESTION 51
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?
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A. CPUACL
B. TACACS
C. Flex ACL
D. RADIUS

Answer: B

NEW QUESTION 53
An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual
machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service

Answer: D

NEW QUESTION 56
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers
synchronize configurations to provide consistent packet forwarding

D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 59
Which result occurs when PortFast is enabled on an interface that is connected to another switch?

A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
D. After spanning tree converges PortFast shuts down any port that receives BPDUs.

Answer: A

NEW QUESTION 64
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. It is a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 68

When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?
A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup

B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup

D. The default-information originate command must be configured for the route to be installed into the routing table
Answer: A

NEW QUESTION 69
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.
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es rekabaty when loaaing an 105 image upon boot up

Goes not requere user authenticalion

wsesports 20 and 21

A. Mastered
B. Not Mastered

Answer: A

Explanation:

FP

prowides relabdty when lbading an 10S image upon boot up

goes not reguera ysar authentication

FTP

pronndes réhabinty when laaing an 105 mage upon Dot up

uses ports 20 and 21

uses ports 20 ang 21

TP

|

!_

uses JDP

NEW QUESTION 74
Refer to the exhibit.

goes not requare user authenticalon

uses potT 89

uses UD

Rljshow ip interface brlet
Interface 1§
FastEthernst(0/0 un
sigabitEthernetl/0 16:
slgabitEthernet2/0 1
sigabitEthernet3/( 1
1gabitEthernet4/( unas:
Loopbac) 172.
L
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What does router R1 use as its OSPF router-ID?

A.10.10.1.10
B. 10.10.10.20
C.172.16.15.10
D. 192.168.0.1

Answer: B

NEW QUESTION 76
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

NEW QUESTION 78

If a notice-level messaging is sent to a syslog server, which event has occurred?
A. A network device has restarted

B. An ARP inspection has failed

C. A routing instance has flapped

D. A debug operation is running

Answer: A

NEW QUESTION 80
Drag and drop the WLAN components from the left onto the correct descriptions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
5:1
1:2
2:4
4:3
35

NEW QUESTION 85
Refer to the Exhibit.
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After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.
C. The PCs are m the incorrect VLAN

D. All VLANSs are not enabled on the trunk

Answer: A

NEW QUESTION 86

Which API is used in controller-based architectures to interact with edge devices?

A. overlay

B. northbound
C. underlay

D. southbound

Answer: D

NEW QUESTION 90
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