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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 2
What occurs when a Cisco ISE distributed deployment has two nodes and the secondary node is deregistered?

A. The secondary node restarts.

B. The primary node restarts.

C. Both nodes restart.

D. The primary node becomes standalone.

Answer: C

NEW QUESTION 3
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS

D. SGACL
E. SXP

Answer: AD

NEW QUESTION 4
Which permission is common to the Active Directory Join and Leave operations?

A. Remove the Cisco ISE machine account from the domain.

B. Search Active Directory to see if a Cisco ISE machine account already exists.

C. Set attributes on the Cisco ISE machine account.

D. Create a Cisco ISE machine account in the domain if the machine account does not already exist.

Answer: B

NEW QUESTION 5
Which interface-level command is needed to turn on 802.1X authentication?

A. dotlx system-auth-control

B. dotlx pae authenticator

C. aaa server radius dynamic-author

D. authentication host-mode single- host

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/31sg/configuration/guide/conf/dotlx.html

NEW QUESTION 6
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. session-timeout

B. termination-action

C. radius-server timeout
D. idle-timeout

Answer: D

NEW QUESTION 7

What does the dotlx system-auth-control command do?

A. globally enables 802.1x

B. causes a network access switch not to track 802.1x sessions

C. enables 802.1x on a network access device interface
D. causes a network access switch to track 802.1x sessions
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Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-24E/configuration/guide/xe-380-configuration/dot1x.html

NEW QUESTION 8

What must be configured on the Cisco ISE authentication policy for unknown MAC addresses/identities for successful authentication?

A. continue
B. pass

C. drop

D. reject

Answer: A

NEW QUESTION 9

A network administrator has just added a front desk receptionist account to the Cisco ISE Guest Service sponsor group. Using the Cisco ISE Guest Sponsor

Portal, which guest services can the receptionist provide?

A. Keep track of guest user activities.

B. Create and manage guest user accounts.

C. Configure authorization settings for guest users.
D. Authenticate guest users to Cisco ISE.

Answer: B

NEW QUESTION 10

What is needed to configure wireless guest access on the network?
A. endpoint already profiled in ISE

B. WEBAUTH ACL for redirection

C. Captive Portal Bypass turned on

D. valid user account in Active Directory

Answer: C

NEW QUESTION 10

Which two methods should a sponsor select to create bulk guest accounts from the sponsor portal? (Choose two.)

A. Known
B. Monthly
C. Daily

D. Imported
E. Random

Answer: AE

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/sponsor_guide/b_spons_SponsorPortalUserGuide_13/b_spons_SponsorPortalUserGuide_13_c¢

hapter_01.html

NEW QUESTION 12

What is a valid guest portal type?
A. Sponsor

B. Sponsored-Guest

C. Captive-Guest

D. My Devices

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html

NEW QUESTION 17
What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.
B. It enables dotlx authentication on the switch.

C. It enables MAB authentication on the switch.

D. It enables the switch to redirect users for web authentication.

Answer: C
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NEW QUESTION 18
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server

B. override Interface ACL
C. static IP tunneling

D. AAA override

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 _CONSOLIDATED/b_cg74_CONSOLIDATED_
chapter_010110111.html

NEW QUESTION 19
Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if user not found, continue

B. MAB and if authentication failed, continue
C. Dotlx and if authentication failed, continue
D. Dotlx and if user not found, continue

Answer: A

NEW QUESTION 23
Which profiling probe collects the user-agent string?

A. DHCP
B.HTTP
C. NMAP
D. AD

Answer: B

NEW QUESTION 24
Which use case validates a change of authorization?

A. An endpoint that is disconnected from the network is discovered.
B. Endpoints are created through device registration for the guests.
C. An endpoint profiling policy is changed for authorization policy.
D. An authenticated, wired EAP-capable endpoint is discovered.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_user_guide/ise_prof_pol.html

NEW QUESTION 26
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member of?

A. blacklist
B. unknown
C. whitelist
D. profiled

E. endpoint

Answer: B

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html

NEW QUESTION 27
Which two probes must be enabled for the ARP cache to function in the Cisco ISE profiling service so that a user can reliably bind the IP addresses and MAC
addresses of endpoints? (Choose two.)

A. SNMP
B. HTTP
C. RADIUS
D. DHCP
E. NetFlow

Answer: CD

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide 20 chapter_010100.html
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NEW QUESTION 30
Which two ports do network devices typically use for CoA? (Choose two.)

A. 19005
B. 443
C. 3799
D. 8080
E. 1700

Answer: CE

Explanation:
Reference: https://documentation.meraki.com/MR/Encryption_and_Authentication/Change_of Authorization_with_ RADIUS _(CoA)_on_MR_Access_Points

NEW QUESTION 32
Which three default endpoint identity groups does Cisco ISE create? (Choose three.)

A. endpoint
B. unknown
C. blacklist
D. profiled

E. whitelist

Answer: BCD

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_man_identities.html#wp1203054

NEW QUESTION 35
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two.)

A. Redirect ACL

B. Connection Type
C. Operating System
D. Windows Settings
E. iOS Settings

Answer: CE

NEW QUESTION 36
If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network while still providing information about why
the device is blocked?

A. Client Provisioning
B. BYOD

C. Guest

D. Blacklist

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

NEW QUESTION 41
Which Cisco ISE service allows an engineer to check the compliance of endpoints before connecting to the network?

A. qualys
B. posture
C. personas
D. nexpose

Answer: B

NEW QUESTION 44
Which two ports must be open between Cisco ISE and the client when you configure posture on Cisco ISE? (Choose two.)

A. TCP 80

B. TCP 8905
C. TCP 8443
D. TCP 8906
E. TCP 443

Answer: BC
Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
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NEW QUESTION 49
DRAG DROP
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 51
What must match between Cisco ISE and the network access device to successfully authenticate endpoints?

A. shared secret
B. profile

C. certificate

D. SNMP version

Answer: A

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_network_devices.html
NEW QUESTION 52

What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.

B. UDP can detect when a server is slow.

C. UDP offers best-effort delivery.

D. UDP offers information about a non-existent server.

Answer: C

NEW QUESTION 55
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