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NEW QUESTION 1
- (Exam Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C

Explanation:
References:

https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 2
- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Seattle: Y

6 months
18 months
24 months
30 months
5 vears

New York: Y
6 months
18 months
24 months
30 months
5 vears

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September

Feature Updates: Serviced for 30 months from release date
References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 3
- (Exam Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.

Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Suggested Answer
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 4

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of

actions to the answer area and arrange them in the correct order.
Actions Answer Area

Create a data loss prevention (DLP) policy.

Create an eDiscovery case.

Create a label.

Run a content search.

Create a label policy.

Create a hold.

Assign eDiscovery permissions.

Publish a label.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References: https://www.sherweb.com/blog/ediscovery-office-365/
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NEW QUESTION 6

- (Exam Topic 2)

You need to protect the U.S. PII data to meet the technical requirements.
What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data
C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 8
- (Exam Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0

NEW QUESTION 9
- (Exam Topic 3)

You plan to implement the endpoint protection device configuration profiles to support the planned changes. You need to identify which devices will be supported,

and how many profiles you should implement.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Supported devices v
Dewvice1 only
Dewvice1 and Device2 only
Dewvice1 and Device3 only
Device1, Device2, and Device3
Device1, Device4, and Device5
Device1, Device2, Device3, Deviced, and Device5

Number of required profiles v

N L B =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 10
- (Exam Topic 4)
You are evaluating the required processes for Projectl.
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You need to recommend which DNS record must be created while adding a domain name for the project. Which DNS record should you recommend?

A. host (A)

B. host information

C. text (TXT)

D. pointer (PTR)

Answer: A

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers: Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)
Pointer (PTR) Name Server (NS)
host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting

NEW QUESTION 10
- (Exam Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.

Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication
B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. Project2: After the successful completion of Projectl,

Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.
Fabrikam does NOT plan to implement identity federation.
After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 13
- (Exam Topic 4)
Which role should you assign to User1?

Available Choices (select all choices that are correct)

A. Hygiene Management
B. Security Reader

C. Security Administrator
D. Records Management

Answer: B

Explanation:

A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft 365 security center, Azure
Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure Active Directory sign-in reports and audit logs, and in
Office 365 Security & Compliance Center.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

NEW QUESTION 17
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of
User1 Group1
User2 Group1, Group2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Priority | Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 i0S Group2
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In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.

Priority Name Device limit Assigned to
1 LimitRest1 7 Group2
2 LimitRest2 10 Group1
3 LimitRest3 5 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager l.,_:',- r::“‘.
User2 can enroll up to 10108 dewices in Microsoft Endpoint Manager O O
User3 can enroll up to five Android devices in Microsoft Endpoint Manager Q L
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager | () I
User2 can enroll up to 1010S devices in Microsoft Endpoint Manager () ' )
- g |
User3 can enroll up to five Android dewices in Microsoft Endpaint Manager 'i::' {,:} [

NEW QUESTION 21

- (Exam Topic 5)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 23

- (Exam Topic 5)

Your network contains an Active Directory forest named contoso.local.

You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months. You need to prepare for the planned move to Microsoft
365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.
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Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on-premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active

Directory.
Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a

UPN suffix in Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 25
- (Exam Topic 5)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.
You need to place the contents of Userl’'s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https://

E

onedrive live.com/
contoso.onmicrosoft.com/
contoso.sharepoint.com/
contoso-my.sharepoint.com/

Userl

Sites/User1
contoso_onmicrosoft_com/User1
personal/User1_contoso_onmicrosoft_com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 27

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

- (Exam Topic 5)
Name Number of IP addresses in the file
File1.docx 1
File2 txt 2
File3.xlsx 5

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:

> Name: AutoLabell
> Label to auto-apply: Sensitivityl
> Rules for SharePoint Online sites: Rule1-SPO

2 Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.

Edit rule
Mame *
Description

Rule1 description

Conditions

We'll apply this policy to content that matches these conditions.

Content centains sensitive info types

Defaul All of these [l
Sensitive info types
IP Address Accuracy | 85 [to| 100 |Instance count 2 to Any al

Add

Create group

+ Add condition

m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Statements Yes No
Sensitivity1 is applied to File1.docx. ® ®)
Sensitivity1 is applied to File2.txt. O O

Q O

Sensitivity1 is applied to File3.xlsx.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 31
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name | Platform

Device1 | Windows 10 Enterprise 1
Device2 | 10S

Device3 | Android

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4

D. Devicel, Device2, Device3, and Device4d

Answer: A

NEW QUESTION 36

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

| Name | TPM version | ating system | BIOS/UEF! | BitLocker Drive Encryption (BitLocker)

" Ly | i

: } | Windows 10 Home | | Not applicable
oLl ' i 1 ¥ | N

l"'-_:' | W

You plan to join the devices to Azure Active Directory (Azure AD)

What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Aowwer At

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Actions Aogwer Area

NEW QUESTION 41

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B
NEW QUESTION 43

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Azure Active Directory Microsoft Store for Member
| _ (Azure AD) role _ Business role |  of
| User1 | Application administrator | Basic Purchaser | Group1
|User2 |[None ~ |Purchaser | Group2
Users | None | Basic Purchaser | Group3

You perform the following actions:

> Provision the private store in Microsoft Store for Business.

> Add an app named Appl to the private store.

> Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can install App1 from the private store. O O
User2 can install App1 from the private store. O O
User3 can install App1 from the private store. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-store/app-inventory-management-microsoft-store-for-business#priva

NEW QUESTION 45

- (Exam Topic 5)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

> Require complex passwords.

> Require the encryption of data storage devices.

2 Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile
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Answer: BD

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 50
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.

You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.
C. Create a Windows 10 Security Baseline profile
D. Create a compliance policy.

Answer: B

NEW QUESTION 53
- (Exam Topic 5)

Your company has a Microsoft E5 tenant.
The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance
C. Compliance Manager
D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 58
- (Exam Topic 5)

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription. The domain contains the users shown in the following table.

HOTSPOT
Name | Member of | In organizational unit (OU)
Userl | GroupT OU1
| User2 GroupZ Ou1
The domain contains the groups shown in the following table.
Name | Member of In OU
Group1 | None Sales
Group?2 | Group OuU1

You are deploying Azure AD Connect.

You configure Domain and OU filtering as shown in the following exhibit.
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You configure Filter users and devices as shown in the following exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
PR
User1 syncs to Azure AD. IOY-
B—0—0a —
UserZ syncs to Azure AD.
- : TN —
GroupZ syncs to Azure AD.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No

User1 syncs to Azure AD.

o—0-0
gl g
B0t
j©}

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

NEW QUESTION 63

- (Exam Topic 5)

HOTSPOT

Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration

Server1 | Windows Server 2022 Domain controller |
[ Server2 | Windows Server 2016 Member server

Server3 | Server Core installation of Windows Member server ‘

Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: ¥

The Azure AD Application Proxy connector -
Azure AD C_gj@;:ct =

The Azure AD EDH:‘-ECE.[}IDVTIEDHI_HQ ager‘]t
Active Directory Federation Services (AD FS)

Server: -

Serverl only
_'S-::'velg only
Server3 only
Serverl or Server2 only
Serverl or Server3 only

Serverl, ":_'mewe:_?, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a

light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure AD and managed as part of the service.
Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-install https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-
prerequisites

NEW QUESTION 66

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.
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Reguire approvel 1o asteate o]
ApRrovers hone
Assignment
Setting Slate
Allow permanent ¢hgable assgnment Mo
Expire afagdble assagnmaents afver 3 monthis)
Allgw pefmanent actie Ashgrmént 2]
Expire actred SDgRmMents Atter 15 aay(s)
Require AZure Multi-Facter Authentoation on ACTne assgnment T
Réquire jSIFICAECN 0N 30TV ATsRgnment vag

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Arswer Area
A user that Is assigned the Global Administrater role as active [answer chodce)]. | = ':‘
will lose the robe after eight hours g
i ! " "|'.|
can reactvale the role every sight hours
can reactivate the role every 15 days
will lose the robe after 15 days
fou can make the Global Adminstrator role avaifable to activation requests [answer choice) ¥
for up to elght hours
far up to three months
for up to 15 days
until the reguests are revooed manuaily
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit: Activation, Activation maximum duration (hours): 8 hour(s) Box 2: for up to three months
We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 70

- (Exam Topic 5)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.

Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com. You plan to install Azure AD Connect on a member
server and implement pass-through authentication. You need to prepare the environment for the planned implementation of pass-through authentication. Which
three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
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version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User

sign-in page, choose Pass-through Authentication as the Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the
same server as Azure AD Connect. In addition, the Pass-through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account.

Not F. Modify the User logon name for each user account. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta-quick-start

NEW QUESTION 72

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v

CSV
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 76

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 81
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.
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-
Domains
- Add domain = Buydomain () Refresh
Comain name | Ceatus R Choose columns
L] Subl.contoso221018.onmicrosoftcom (D... : A Possitie service issues
a CONtOS0.COMm : @ Incomplete setup
O contoso22 1018.onmicrosoft.com : @ Feanthy
O Subl.contosol 21018 onmicrosoft.com . Incomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 85

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

| From the Microsoft Endpoint Manager admin center,
| add a device enroliment manager

, From the Microsoft Endpoint Manager admin center,
| download a certificate signing request

: Upload an Apple MDM push certificate to Microsoft
| Endpoint Manager

| Create a certificate from the Apple Push Cetificates
| Portal

| From the Microsoft Endpoint Manager admin
| center, configure device enroliment restrictions.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/apple-mdm-push-certificate-get

NEW QUESTION 90
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
. AD) ' (MDM) enroliment
| Devicel | Windows 10 Pro | Registered | Microsoft Intune
. Device2 { Windows 10 El'lwr!?.r-.s;r | Joined | Microsoft Intune
Device3 . Windows 10 Pro | Joined | Not enrolled
Deviced | Windows 10 Enterprise | Registered | Microsoft Intune
Dewvices Windows 10 Enterprise Joned | Not enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only
C. Device2 and Device4 only
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D. Device2, Device3, and Device5 only
E. Devicel, Device2, Device3, Device4, and Deviceb5

Answer: C

NEW QUESTION 95

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix

Userl Contoso.com

User2 Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Q Azure AD Connect cloud provisioning

pam—
This feature allows you to manage provisioning from the cloud.
Manage provisioning (Preview)
Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

_3 Federation Disabled 0 domains

Seamless single sign-on Enabled 1 domain

Pass-through authentication Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a

different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing
domain (contoso.com).

NEW QUESTION 98

- (Exam Topic 5)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

MName Member of

The device type restrictions in Endpoint Manager are configured as shown in the following table.
Priocity | Mame | Allowed platform | Assigned to

ARTeer Afea

Statements Yes Mo
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anvwer Area

Siatements Yes Mo
—~ 1

Joarl can enrcll Windows dewces m Endposnt Manager

w1 el Adne SYORS o [l o A L

-]

= «f

il HYS dévices i Endipont Manacges

NEW QUESTION 103

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

Userl | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

| User1@contoso.com W' J

Global privacy contact
| 7}

Privacy statement URL

| http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be notified.
Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 107

- (Exam Topic 5)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

| Role Member

.I Site owner | Prvi *_
Site member | Userl |
| Site visitor User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Search Documents -+ Mew T Upload & Ouick edit 8 Sync = Al Docurmenis gl
Documents
Marra Moddwed hoddend By Add colurnn
-] File1.doo

2 FileZdoox e

Fale3.docy = Fr

LiL]

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: ’

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ:
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIcons/

NEW QUESTION 109

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 113

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

« Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enroliment

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 118
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least

privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options

in the answer area.

NOTE: Each correct selection is worth one point.
Armerer Ared

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anwer Area

NEW QUESTION 121
- (Exam Topic 5)
DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2. You need to ensure that each group can perform the tasks shown

in the following table.

Group Task |
Group? . Manage senice requests
. Purchase new semices
. Manage subscnptions
’ Momitor senice health
Groupd . Assign hicenses
. Add users and groups
. Create and manage user Views
. Update password expiration pohaes

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at

all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Roles Answer Area

'Billing Administrator Group1: t Role '

"y

FGlobal Administrator

O
Group: | Role

Helpdesk Administrator

"License Administrator

"Service Support Administrator

" Lser Administrator

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Box 1: Billing admin manage service request
Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.

Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups
- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies
- Manage service requests
- Monitor service health Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION 124
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.

Name Platform Member of | Scope (Tags)

Devicel | Windows 10 | Group1, Group3 | Tag1l

Device2 | Android Group2 Tag2

You create the device configuration profiles shown in the following table.
Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices GroupZ Tag1, Tag2
Enterprise

Profile3 | Android GroupZ, Group3 Group3 Tag1
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Device1:

No profiles

Profile1 only
Profiled4 only
Profile1 and Profiled only
Profile1, Profile1, and Profile4 only

Device?Z:

A. Mastered

No profiles

Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 126
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

table.
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Name Platform
Device1 Windows 10
"Device2 Windows 8 1
"Device3 108
Deviced Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Devices that can enboarded to v
Micrasoft Defender for Endpoinl. [Dewice 1 only
iDevice 1 and Device 2 only
Device 1 and Device 3 only
\Device 1 and Device 4 only
IDewvice 1, Dewice 2. and Device 4 only
iDevice 1, Dewice 2. Device 3. and Dewice 4

Endpoint secunty policies v
that must be configured A condiional access policy only '
|A device comphance policy only
A device configuration profike only
A device configuration profile and a conditional access policy only
iDevice configuration profile, device compliance policy. and conditional access pol cy|

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?vie

NEW QUESTION 130

- (Exam Topic 5)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table

Mame Rank Members
Group1 1 Operating systerm in Windows 10
Group2 2 Name ends with London
Group3 3 {;Dpieﬁramg system in Windows Server
Ungrouped .
machines (default) Last Not apphcable

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system
Computeri-London Windows 10
Serverl-London Windows Server 2016
Answer Area
Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Server1-London: | v
Group1
Group2
Group3
Ungrouped machines

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Computer1-London: v

Group1
Group2
Group3
Ungrouped machines

Serveri-London: v
Group1

Group2

Group3

Ungrouped machines

NEW QUESTION 131

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) method

registered
User1 Group1 Microsoft Authenticator app (push notification)
User/ GroupZ Microsoft Authenticator app (push notification)

Users Group1 None

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the following exhibit.
Enable and Target  Configure

travie @D

inchade  Exclude

Target () A0 users (W) Select growps

#ad groups
Name Type Regivtration Authertication mode
Group1 Group Cierhicana I bwy v_] e

Both Userl and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
) ) gog
User? will be prompled for passwordless authentication once User! sets up phone sign-in in g o
the Microsoft Authenticator app T

User2 will be prompled for passwordless authentication once Liser2 sefs up phone sign-in in
the Micrasolt Authenticator app.

User3 can use passwordless authentication without further action.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Userl is member of Groupl.

Userl has MFA registered method of Microsoft Authenticater app (push notification)

The Microsoft Authenticator authentication method policy is configured for Group1l, registration is optional, authentication method is any.

Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password. Microsoft Authenticator uses key-based authentication to
enable a user credential that is tied to a device, where the device uses a PIN or biometric. Windows Hello for Business uses a similar technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app or website that integrates
with Microsoft Authentication Libraries.

Box 2: No

User2 is member of Group2.

The Microsoft Authenticator authentication method policy is configured for Group1, not for Group2. Box 3: No

User3 is member of Groupl.

User3 has no MFA method registered.

User3 must choose an authentication method.

Note: Enable passwordless phone sign-in authentication methods

Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods they'd like to use.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Reference:
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-phon

NEW QUESTION 135
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:
> Prevent users from enrolling personal devices.
» Ensure that users can enroll a maximum of 10 devices.
What should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Prevent users from enrolling
personal devices: .
Conditional access policies
Device categories
Device limit restrictions

Device type restrictions

Ensure that users can enroll a
maximum of 10 devices: -

Conditional access policies

Device categories

Device limit restrictions

Device type restrictions

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#blocking-personal-window

NEW QUESTION 137

- (Exam Topic 5)
HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 GroupZ Tag Equals demo
3 Group3 Domain Equals adatum.com
Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices {default) Mot applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

{t-"TT"'lﬂZ-' {.le-_,.g-_,.qr:. computer?

computerl

Device summary

Risk level (5

Mone

Device details

Dormain

adatum.com

05

Windows 10 64-bit
Version 2THZ
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.
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Angwer Area

1 youl 30 the 1] demo 1o Comguter

i f

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Computer | wall B2 4 mermbsel of [andwer chodoe]

Geciapd cnly

Groupd onh
Groa

nd Groupd oy

Ungrouped dewces

thee computed will be g membes of [anwer Chodoe]

Group |t only
Group1 and taoupd oniy
Gitdpl, Groups, Gioups

Ungrouped dences

Box 1: Group3 and Group4 only Computerl has no Demo Tag.

Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 141
- (Exam Topic 5)

afie] Gioupa

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy

B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 146
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.
Conditional Access is configured to block high-risk sign-ins for all users.
All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next

month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention. What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset
If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate

NEW QUESTION 147
- (Exam Topic 5)

You are reviewing alerts in the Microsoft 365 Defender portal.
How long are the alerts retained in the portal?

A. 30 days
B. 60 days
C. 3 months
D. 6 months
E. 12 months

Answer: C

Explanation:

Data retention information for Microsoft Defender for Office 365
By default, data across different features is retained for a maximum of 30 days. However, for some of the features, you can specify the retention period based on
policy. See the following table for the different retention periods for each feature.
Defender for Office 365 Plan 1

* Alert metadata details (Microsoft Defender for Office alerts) 90 days.
Note: By default, the alerts queue in the Microsoft 365 Defender portal displays the new and in progress alerts from the last 30 days. The most recent alert is at the
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top of the list so you can see it first.
Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-data-retention

NEW QUESTION 149
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1 Motify users by using email and policy tips.
Customize the policy tip as Rule2 tip.
Restrict access to the content.

Disable user overrides.

Rule3s | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access to the content.

Enable user overrides.

Notify users by using email and policy tips.
Customize the policy tip as Ruled tip.
Restrict access to the content.

Disable user overrides.

L

Ruled

Sitel contains the files shown in the following table.

Name Matched DLP rule
File1.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Filel.docx: | v
Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only

Rulel tip, Rule2? tip, and Rule3 tip

File2.docx: | I T]

Rulel tip only

Rule3 tip only

Ruled tip only

Rulel tip and Ruled tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also

overrides any other rules that the content matched. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-overview-plan-for-dip https://learn.microsoft.com/en-us/microsoft-365/compliance/use-noatifications-
and-policy-tips

NEW QUESTION 154
- (Exam Topic 5)
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You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
Admin! | Global Admunistrator
Adming | Secunty Administrator
Admin3 | Security Operator _
Admird | Security Reader

Admins | Apphcation Administrator

You ate implementing Microsoft Defender for Endpoint
You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. Which users can enable RBAC, and winch users will
no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.
Answer Area

Users that can enable RBAC: | Admin1 and Admin2 on > |

i Ry L]

admm1 anly

Admin, Adming, and AdmnS only
Admm 1, Admind. Adrmin, and Admin5 only

Lisérs that wall no Iongér have Jiceds 10 the
Microsoft 365 Defender portat | Admin3, Admind, and AdmunS only x|

AdminG only
Admun3 ang Admind only

Admind and Admin only

Admin3, Admird, and Admin5 onl

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
I.'Stri :hl!‘: can EMUE HE#‘I\: | Adman 1 and Admr N :"I:-r .’ I
Adminl onl
Adrminl and Admin2 only

Admmn 1, Adming, and Admn5 only
Admin1, Adming, Admind, and AdminS only

Lsers that will no :C"I‘.;_}Pr nave aCoess IO the
Microsoft 365 Defender portal: | Adminl. Admind and Admin5 only x|

Admans only
Admund and Admnd only
motmind ancd AdrunS anhe

Admind, Admind, and Admin5 on

NEW QUESTION 157
- (Exam Topic 5)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

Lpdatlas

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 160
- (Exam Topic 5)
You have several devices enrolled in Microsoft Endpoint Manager
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.
Namc Role Member of
et Cho © adrarus b ator HOLpA
T

Intiires Actrmerut Tratod Caroap

L
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The device limit restrictions in Endpoint manager are configured as shown in the following table.

' Priority i Name  Device limit | Assigned to |

t
|
| An
| |

il

I
1
LR e |
I

ol
|

You add user as a device enrollment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Arwer Ares

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

NEW QUESTION 161

- (Exam Topic 5)

Suatemnents Yeu

Statements Yes

i § 1 " e i -
NoE{ W& B T i Ol IBALES IR LNQDOER I A0

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:
* Microsoft 365 Apps for enterprise

» Office for the web

» Office 2016
« Office 2019

The company currently uses the following Office file types:

 .docx
* XlIsx

* .doc

e Xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

T N R G T &
;‘"H.-- 2 '-'-"':.'_"--!I i |

-

[l s R e i T -
JO0E b il

N N T IIN F -
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Answer Arca

ffice versions thal recuare an ado-in o support the ser

vt Tl viamly i -
he web anly .|,.l
fird

5 Apps for enterprse and Office {0 the web only

NEW QUESTION 166
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

_ Name | Type

' Group1 | Distribution !
Group? Mail-enabled security
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 168

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy. You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

Tir identify the number of emails guarantined by ZAP.  Theeat protechon status ™

Mailfiow status report

Spoct detections

URL threat protechion
To idenufy the number of times users clicked a malickous link  Malflow status report il
ALl Mailflow status report
Spoof detections

Threat protechion STams

URL threat protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 169
- (Exam Topic 5)
Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours. You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A
Explanation:

Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 173
- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.

You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=o0
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 175
- (Exam Topic 5)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

SharePoint Content Export

+  Restart report 4+ Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yeg

The export data was prepared within region:
Default region

Close

What will be excluded from the export?

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=03 https://docs.microsoft.com/en-
us/office365/securitycompliance/export-a-content-search-report

NEW QUESTION 176

- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role
for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

Name Retention During the retention period
period
Retention1 | 5 years Retain items even if users delete
Retention2 | 5 years Mark items as a recor
Retention3 | 5 years Mark items as a regulatory record

Sitel contains the files shown in the following table.

Name Label
File None

File2 Retention’
File3 | Retention2 d
Filed Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Rename: | Filel, File2. and Filed only _5:)1
File1 anly
File1 and File2 only
File1, File2, and File3 only
File 1, File2, File3, and File4
Delete:  File1 and File2 only i
File 1 onky
File1 and File2 only
File1, File2, and File3 only
File1, File2, File3, and Files
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Rename: | Filel, File2. and File3 only \51
- =
File1 only

Fila1 and File? onl

File1, File2, and File3 only

File1, File2. File2, and Filed

Delete:  File1 and File2 only ¥ -

- M "
File | oY

File1, Filed, and File3 only

File1, File2, Filez, and Filed

NEW QUESTION 179

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0s

D. Android

Answer: B

Explanation:

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:
There are several versions of this question in the exam. The question has two possible correct answers:
» Windows 10

» macOS

Other incorrect answer options you may see on the exam include the following:

» Android Enterprise

» Windows 8.1 Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 184

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATI the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D
NEW QUESTION 186
- (Exam Topic 5)

You have a Microsoft 365 ES tenant.
You have the alerts shown in the following exhibit.
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View alerts

| ! rr
:I Saverity Alert name Siatum 'I'..|gl. {.Wr .I.-(‘.Ih'ltr Curit Ll SECuiTerde..
mEE T ATt FRC - Trenel maragement 0 1 e dg
j & High aerrd Ernr sl Pasm st ot 1 Pt 8

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Andwer Area
Fiof Alert!, you £an chinge SULS 10 b_
P O S Gy
L LT Ly P ] AR Ty
oG Rescotadd o Dwsrmmised
P Seatn o [vummaeg ondy
harae Sl To LT o & Tl Sy
AANge SLak b [amimsed of Inverligateg Ofy
rhunge SLahe o Dl ieeshigiling o Al
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Angwer Area

' ¥ ifwng
W S i
wrgE Llat WD O T Shaling Of
NEW QUESTION 190
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled
Device2 | 10S Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types s
e confi B [ .
FED COMIEIUTALEN [y .
App pratection policy |
Devical
Compliance policy
Daviced

Conditional Access pohcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 193
- (Exam Topic 5)
HOTSPOT

Answer Area

Disvical: 1 AP profetion poficy I
" o
Device2 || Concitional Access polic

Dieviced: | LOMpilance poiicy I

You have a Microsoft 365 tenant.
You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

@t your e

' Labe! settings

B Review your wettiergs

Review your settings

1wl talor up 1o diry 10 apply B nebention policy B the kdatons you dhike:

Name

Deagription for admirg

Desoription for uses

You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)

ticaily apply a labeld 1o

' Choote label 1o suto-apply

Chosade conditions

‘ INasrep your policy

Locatsons

Rl e YWoulr sefings

Detect content that matches this querny:

. Congmions

Wil apply thid polioy 1o combent that muatches thde conditiond

PeEgili

- “

The label policy is configured as shown in the following table.

Configuration Value
Label to auto-apply 6Months
 Locations Exchange email ,

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Any sent email message that contains the word ProjectX will be deleted immediately

Any sent email message that contains the word ProjectX will be retained for six months

Users are required to manually apply a label 1o email messages that contain the word

ProjectX

A. Mastered
B. Not Mastered

Statements Yes No

O]
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Answer: A

Explanation:

Box 1: No

Box 2: Yes

Box 3: No Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

NEW QUESTION 198

- (Exam Topic 5)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector. Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin-data?view=0365-worldwide

NEW QUESTION 201
- (Exam Topic 5)
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will protect that malches these requirements. You can choose sensitve nfo types and

axrsting labels
Any of thesa =
Sensitive info type Match accuracy

min max

Credit Card Number

Retention labels
1 year
Add -

L Aadd aroup

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

DLP1 cannot be applled to [answer choice]. v
Exchange email

SharePolint sites
OneDrive accounts

DLP1 wili be applied only to documents that have [answer cholce]. v

{both a credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
batween 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies ?view=0365-worldwid

NEW QUESTION 202

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
in the following table:

Name Role

Admin1 Conditional Access administrator

Admin2 | Security administrator

Admin3 User administrator
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The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl

- Cloud aps or actions: All cloud apps

> Access controls:

> Grant, require multi-factor authentication

» Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can set Enable policy for Policy1 to On. 0O O
Admin2 can set Enable policy for Policy1 to Off. g B

Admin3 can set Users and groups for Policy1 to All users. o) o)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in
their environment. With the release of report-only mode:

> Conditional Access policies can be enabled in report-only mode.
> During sign-in, policies in report-only mode are evaluated but not enforced.
> Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

> Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-on

NEW QUESTION 205
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Role
Useri Global admin
User2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert None
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
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https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-

us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 206
- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

Mame Member of group Azure AD role
2 s Ne

| None
_chc ;

Fl i
e

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 208

- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list. You need to remove Userl from the Restricted entities list.

What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal
In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & collaboration > Review

> Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-user

NEW QUESTION 210

- (Exam Topic 5)

You have the sensitivity labels shown in the following exhibit.
= sensitivity

Labels Label policies Auto-labeling{preview)

Sensitivity labels are used to classify email messages, documents, sites, and more
When a label is applhed (automatically or by the user), the content or site is protected
based on the seftings vou choose, For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites

Create a label Publish labels - Refresh

Mame Order Created by Last modified

Label1 .. D-highest Prvi 04/24/2020

- Label2 i Prvi 041242020

Label3 0-highest Pri 04/24/2020

Labeld O-highest P 04/24/2020

= Label5 5 Prvi 04/24/2020

Label§ (-highest Frvi 04242020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 211
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 i0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
> Deploy a VPN connection by using a VPN device configuration profile.

> Configure security settings by using an Endpoint Protection device configuration profile. You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile:

Endpoint Protection device configuration profile:

v
Device1 only
Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3
v

Device1 only
Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/vpn-settings-configure https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-macos

NEW QUESTION 214
- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.
You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.

Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 216
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
. machine risk score
Palicy Redquired High

Policy2 Mot ._:"'I_':.II""I:l . Medium
:‘--l.-? -:':"'i:"'" | Lo
The tenant contains the devices shown in the following table.
Mame BitLocker Drive Microsoft Defender for Policies applied

Encryption Endpoint risk status
(BitLocker) |

Device1 Configured High Policy1, Policy3

Dewvice?d . Mot configured | redium - Policy2, Policy3

P 1

Device3 Mot configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Statements Yes No

Device1 is marked as compliant. O O
Device?2 is marked as compliant. O O

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 220
- (Exam Topic 5)

HOTSPOT
R — o S
2 of 450 8B7 of 887 Microsoft | MIST 800-
P 15244 incom T29 1
i 2 e | 7% completed completed Group 365 53
Data . Data
i . Iof489 835 of 835 Microsoft i
Protection | 14370 Incomplete | 70% copinlatedt ok Group2 Eﬁr.i Protection
Baseline P F Baseline
The SP800 assessment has the improvement actions shown in the following table.
Arswer Area
Statements Yes No
Establish a threal intelligence program will appear as implemented in the SPEC0
assessment
The SP300 assessment score will increase by 54 points
The Data Protection Baseline score will increase by 9 points
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Egtablish a threat intelligence program will appear as implemented in the SPED I _'
assessment.
The SPEOD assessment score will incresse by 54 peints :— _1.
o

The Data Protection Baseline score will increase by 9 pomis.

NEW QUESTION 224

- (Exam Topic 5)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status Assessment Your Microsoft | Group | Product | Regulation
progress | improvement actions
| | | . actions | | . |
SP8DO 15444 | Incomplete | 72% 3 of 450 B87 of 887 | Group1| Micrasoft| NIST BOO
[ | | | | completed | completed | | 365 | 53

Data 14370 | Incomplete | T0% 3 of 489 835 of 835 | Groupd| Microsoft| Data
Protection completed completed 365 Protection
Baseline | [ | Baseline

The SP800 assessment has the improvement actions shown in the following table.

_ Improvement action  Teststatus  Impact | Points a:higugd { Regulatiuns
Establish a threat inteligence None +3ponts | 0/9 NIST 800-53, Data Protection
program Baseline

| Establish and document a | None [+9 |f5|n:5 o | NIST 800-53, Data Protection
confiquration management program Baseline

You perform the following actions:
> For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence
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V Exam
L| SurePass
program to Implemented.
» Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Yes Mo

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SPBOO assessment score will increase by 54 points. O

The Data Protection Baseline score will increase by 9 points

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 229

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune. What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 232

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 236
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User? UserGroup2
Usera UserGroups

The tenant contains the devices shown in the following table.

Name Owner Installed apps Platform Microsoft Intune
Devicel Usert None Windows 10 | Enrolled
Device? User2 App2 Android Not enrolled
Device3 User3 None 105 Not enrollied
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You have the apps shown in the following table.

Name Type
App1 105 store app
App?2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3 0 O
App?2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1 O 0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 239

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 242

- (Exam Topic 5)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.

B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: C

NEW QUESTION 246

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Mame |  Member of group __Anwe AD role

MHane

f | 1 MNonc

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No
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Answer: A

NEW QUESTION 247

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information (PII).
Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

> From the Security & Compliance tab of your browser, click Home.

> Click Data loss prevention > Policy.

> Click + Create a policy.

2 In Start with a template or create a custom policy, click Custom > Custom policy > Next.

2 In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy

b. Description: Protect the personally identifiable information of European citizens

» Etc. Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-t

NEW QUESTION 251

- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enroliment Status Page profile as shown in the following exhibit.

Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes No

Show time limit error when installation takes

longer than specified number of minutes il

Show custom message when time imit error Yes @D
occurs

Allow users to collect logs about instalattion Yes @D
errors.

Only show page to devices provisioned by

out-of-box experience (OOBE) Yes No
Block device use until all apps and profiles are Yes @D

installed

You assign the policy to Groupl.
You purchase the devices shown in the following table.

Name Platform
Devicel Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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If User1 performs the initial device enroliment for Device1, the Enrcliment
Status Page will show. O O
If User1 performs the initial device enrollment for DeviceZ2, the Enroliment O O

Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enrollment (O O
Status Page will show.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 255

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by
using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for: v

Exchange mailbox activities
Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v
ltem
User
Detail
IP address
A. Mastered

B. Not Mastered

Answer: A
Explanation: )
Activities to search for: v
Exchange mailbox activities
Site_administration activities
_Shuw results for all activities
Role administration activities
Field to filter by: v
Item
User
Detail
IP address

NEW QUESTION 258

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the palicy will
b= [answer choice]. | -
recoverable for up to seven years
deteted seven years after they were crealed
retaned fior ondy seven years from when they were created

(ince the policy s created, [answer choice] | b
some data may be deleted immediately
data wall be retained 100 3 MMM OF Seven years
users will be prevenied from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created. Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy
wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 263
- (Exam Topic 5)
You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enroliment in Microsoft
Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.
Device limit restrictions

e ROw mary deecrs SEh ukeEr o erae

Priarity Femrig Dievice lmnat dishgred
DBl 2 i ¥ rr

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.
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From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM). For each of the following statement, select Yes if the statement is true.
Otherwise, select No. NOTE: Each correct selection is worth one point.
Angwer Area

Staterments Yed Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arswer Area

Statements Vs Mo

NEW QUESTION 267
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 macOS
Deviced 0S8

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Devicel, Device2. and Device3 only

E. Devicel, Device2, Device3, and Device4

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 271

- (Exam Topic 5)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.Assign the profile to all the computer

B. Instruct users to restart their computer and perform a network restart.

C. Enroll the computers in Microsoft Intun

D. Create a configuration profile by using the Edition upgrade and mode switch templat

E. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers and instruct users to restart their computer.

F. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

G. Instruct users to run the provisioning package from SharePoint Online.
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H. From the Azure Active Directory admin center, create a security group that has dynamic device membershi
I. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B
NEW QUESTION 276

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

T Block execution of potentially
Hame ype obfuscated scripts (js/vbs/ps)
: Attack surface
Holicyl Audit mode
k¥ reduction (ASK) ¥
Microsoft Defender : .
Policy2 ATP Baseline Diisabie
Device configuration .
Policy3 Srofile : Mot configured

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: C
NEW QUESTION 277

- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
| Windows 10 150
| Android | 50
| Linux 150

You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device. The solution must minimize
administrative effort.
What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldw https://docs.microsoft.com/en-
us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=

NEW QUESTION 281

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to create a trusted location and a conditional access policy.

NEW QUESTION 282

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices. Only users in the finance department must be able to sign
in to an Azure AD enterprise application named

App1l. All other users must be blocked from signing in to Appl.

What is the minimum number of Conditional Access policies you should create?
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Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to Appl.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices. One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network. One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

NEW QUESTION 286

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

|

Catalog

Audit

Content search

Communication compliance

Data loss prevention

eDiscovery W

Data lifecycle management

Information protection

Information barriers W

Insider risk management

Records management

Priva Privacy Risk Managem...

Priva Subject Rights Requests

el gle|wlelealalle|lalalo]lw|s

Settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection

All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is

select a single checkbox. By enabling automatic scan, you enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365
files without the need to create a policy. After you enable it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft
Purview Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels: In the Microsoft 365 Defender portal, select Settings. Then
choose Cloud Apps. Then go to Information

Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology.
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Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

Reference:

https://learn.microsoft.com/en-us/defender-cloud-apps/azip-integration https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-coauthoring

NEW QUESTION 288

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 290

- (Exam Topic 5) You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web. What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 294

- (Exam Topic 5)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 297

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B
NEW QUESTION 302
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.
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Group1

Private group = 1owner o 1 member

neral Members  Settings Microsolt Teams

General settings Privacy

Send copies of group
conversations and events

1O QroupD MEemDers

Hide trom imy
organization’s global

address list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Action: ~ b 4
{Add Userl to the subscription as an active user, E

For Groupl, change the Privacy setting to Public.

For Groupl, select Allow external senders to email this group.

Invite Userl to collaborate with your organization as a guest.

Portal: | v
The Microsoft Entra admin center

‘The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps. Navigate with your Web browser to
https://admin.microsoft.com.

On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

Reference:

https://stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users https://m365admin.handsontek.net/microsoft-entra-admin-center-unites-azure-ad-with-family-
of-identity-and-ac

NEW QUESTION 305

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.
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Name | Location | Retainitems | Startthe |  Attheendofthe
for a specific | retention period retention period
period based on
h_?t'l:r_;-'- | SharePoint 4_,{'115_ When items were | Delete items automatically
siles created
Policyd | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx. Filel.docx was created on January 1, 2022 and last
modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D

Explanation:

for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system-initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 308
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Type | Department
| Userl | Guest ITsupport
| Userd Guest | SupportCore
User: Member IT support

You need to configure a dynamic user group that will include the guest users in any department that contains the word Support.
How should you complete the membership rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

(user.userType > v ) and {(user.department v
-eq "Guest” -Contains “Support”
-in “Guest” =in “Support”
-ne “Guest” ] -match "Support”
notmatch "Member” -startswith "Sup”
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: -eq "Guest"

Dynamic membership rules for groups in Azure Active Directory Supported expression operators

The following table lists all the supported operators and their syntax for a single expression. Operators can be used with or without the hyphen (-) prefix. The
Contains operator does partial string matches but not item in a collection matches.

* Equals

_eq

* Contains

-contains

* Etc.

Box 2: -contains "Support" Incorrect:

*-in

If you want to compare the value of a user attribute against multiple values, you can use the -in or -notln operators.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION 312

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy. You need to prevent the users from bypassing the DLP
policy.

What should you configure?

A. actions
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B. incident reports
C. exceptions
D. user overrides

Answer: D

Explanation:

A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 316

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Microsoft 365
Group? Distribution
Group3 Mail-enabled secunty
Group4 Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

> Can be added to Compliancel as recipients of noncompliance notifications
> Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Can be added to Comphance1 as recipients v
of noncompliance notifications Group1 and Group4 only

Groupd and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be asmgnedtm Comphance1 v
Group1 and Group4 only

Group 3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, GroupZ, Groupd, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manage

NEW QUESTION 321
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
Name Platform
Device1 Windows 11
Device? Windows 10
Deviced Android
Deviced 105

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
« Detect operating system vulnerabilities.
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Answer Area

Detect cperating system vulnerabilities |\

Devicel only

Devicel and DeviceZ only

Devicel, Device2, and Device3 only
Devicel, Device2, and Deviced only
Devicel, Device2, Deviced and Deviced

Perform a configuration assessment of the operating system _"
Devicel only

Devicel and Device2 anly

Devicel, Device2, and Deviced anly
Devicel, Device2, and Deviced only
Devicel, Device2, Device3 and Deviced

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Detect operating system vulnerabilities ¥
Devicel only
LOedcel and Device? soly

Devicel, Device?, and Device3 only
| DeviceI, DeviceZ, and Deviced only
Devicel, Deviced, Deviced and Deviced

Perform a configuration assessment of the operating system v
Devicel anly

Devicel and Device? only !
; , 23 only

Devicel, Device2, and Deviced anly
Devicel, Device2, Device3 and Deviced

=

NEW QUESTION 325

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0s

D. Window 10

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 326

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You raise the domain functional level to Windows Server 2019. You copy the Group Policy Administrative Templates from a Windows 10 computer to the
Netlogon share on all the domain controllers.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 331
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains a user named Userl. Azure AD Password Protection is configured as shown in the following exhibit.
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Custom smart lockout

Lockout threshoild 15

Lockeut duration in seconds B0

Custom banned passwords

Enforce custom hst () & e N
Custom banned password Lt Ihundned
Eli=vier
F &l o
Project
f.jll':.p.::
Password protectson for Windows Server Actrve Directony
senver Actree Drectony
L Enforced Aud
Userl attempts to update their password to the following passwords:
> F@lcon

> Project22

? T4il$pind5dgd

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
[Answer choice] will be accepted as a password. & = b
Only T4il$pind5dgd E
[ Only F@icon and T4ilSpindSdgs |
Only Project22 and THil$pind5dg4
F@lcon, Project22, and T4il$pindSdg4d
If Userl enters the same wrong password 15 times, waits 11 minutes, and v
then enters the same wrong password again, the user [answer choicel. [ i be locked out -
will trigger a user rsk
can attemp! to Sign in again immediately
|
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Only T4il$pin45dg4

Box 2: can attempt to sign in immediately Note: Manage Azure AD smart lockout values

Based on your organizational requirements, you can customize the Azure AD smart lockout values. Customization of the smart lockout settings, with values
specific to your organization, requires Azure AD Premium P21 or higher licenses for your users. Customization of the smart lockout settings is not available for
Azure China 21Vianet tenants.

To check or modify the smart lockout values for your organization, complete the following steps:

> Sign in to the Entra portal.

» Search for and select Azure Active Directory, then select Security > Authentication methods > Password protection.

> Set the Lockout threshold, based on how many failed sign-ins are allowed on an account before its first lockout.

® The default is 10 for Azure Public tenants and 3 for Azure US Government tenants.

> Set the Lockout duration in seconds, to the length in seconds of each lockout.

® The default is 60 seconds (one minute).

If the first sign-in after a lockout period has expired also fails, the account locks out again. If an account locks repeatedly, the lockout duration increases.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout

NEW QUESTION 332

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period. What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 333
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.
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Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Deviced i0S 12
Deviceb i0S 14

All the devices have an app named Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: v

N G kD =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application, table Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 336

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 338

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

> Require complex passwords.

> Require the encryption of removable data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements. What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 340

- (Exam Topic 5)

HOTSPOT

Your network contains an Active Directory domain named fabrikam.com. The domain contains the objects shown in the following table.
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Name Type In organizational unit
(OU)

User User o

User2 User ou1

Group1 Security Group — Global OuU1

User3 User ouz

Group2 Security Group — Global ouz2

The groups have the members shown in the following table.

Group Members

Group1 Userl

Group2 User2, User3, Group1

You are configuring synchronization between fabrikam.com and an Azure AD tenant.

You configure the Domain/OU Filtering settings in Azure AD Connect as shown in the Domain/OU Filtering exhibit (Click the Domain/OU Filtering tab.)

4 Microsoft Arure Active Directory Connect

Bomain/OU Fitering

IebarvtiFyineg wsers
Fiftesing

DOiptior 13t Featuses

Domain and OU filtering

Express Settings
Required Companents fabrikam.com Sl Fiefresh OuDomain [7]
User Sign-In
9 Sync all domaans and OUs
Lo o AR B Syne pelected domaing snd OUS
AT i -
- d || fabrikam.com
Connect Direciones HIJI|'.II'I
Arwe AD fign-in Computers

Daomaun Comntnollers
ForeignSecuntyPrincipals
Indrastructone
LiostAndiFound

Managed Serdoe Accounts
our

Rz

b

Pragram Data
Syitem
Users

Meaxt

You configure the Filtering settings in Azure AD Connect as shown in the Filtering exhibit. (Click the Filtering tab.)

Filter users and devices

Express Settings

For a pilot deploymend. specify a group conlaining your users and devices that will be synchionzied. Nested
groups are not supported and will be ignored.

Ragiilrad Components
Uster Sigrn-in

C orneet . A
i e Synchronize all users and devices

Byme ® Synchrenize selected §)
Connect Direciones P

Azt AD shgnein

fabuikamu.com

DomainOU Filsering Ol e Gaoup2 Ol 02 D = fabsrikans DC s com

| Identifying uters
Optianal Features

Conhgure

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Answer Area

Statements Yes No
User2 will synchronize to Azure AD. 1Of |

Group?2 will synchromize to Azure AD. ll | |
User3 will synchronize to Azure AD, 10|

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

The filtering is configured to synchronize Group2 and OU2 only. The effect of this is that only members of Group2 who are in OU2 will be synchronized.

User2 is in Group2. However, the User2 account object is in OU1 so User2 will not synchronize to Azure AD. Box 2: Yes

Group2 is in OU2 so Group2 will synchronize to Azure AD. However, only members of the group who are in OU2 will synchronize. Members of Group2 who are in
OU1 will not synchronize.

Box 3: Yes

User3is in Group2 and in OU2. Therefore, User3 will synchronize to Azure AD. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering#group-b

NEW QUESTION 344

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security $ Compliance admin center you create a threat management policy. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 349

- (Exam Topic 5)

Your company has a Microsoft 365 E5 subscription. Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Safe Links in the Policies section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy. Description: Enter an optional
description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure

NEW QUESTION 354
- (Exam Topic 5)
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You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 359
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

IName: Member of

User1 | Group]

| User2 | Group2

You pulchasgrthe devices shown in the following table.
| Name | Platform |

| Devicel | Windows 10 |

| Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings: > Show app and profile configuration progress: Yes
> Allow users to collect logs about installation errors: Yes

> Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O @
status page will appear.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 363
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