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NEW QUESTION 1

Your company has an office in New York.

The company has an Azure subscription that contains the virtual networks shown in the following table.
Name Location Vnetl East LS Vnet2

North Europe Vnet3

West US Vnet4

West Europe

You need to connect the virtual networks to the office by using ExpressRoute.

The solution must meet the following requirements:

» The connection must have up to 1 Gbps of bandwidth.

« The office must have access to all the virtual networks.

» Costs must be minimized.

How many ExpressRoute circuits should be provisioned, and which ExpressRoute 5KU should you enable?

A. A.one ExpressRoute Standard circuit
B. one ExpressRoute Premium circuit
C. two ExpressRoute Premium circuits
D. four ExpressRoute Standard circuits

Answer: B

NEW QUESTION 2

- (Topic 4)

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains a subnet named Subnetl

You deploy an instance of Azure Application Gateway v2 named AppGw1 to Subnetl. You create a network security group (NSG) named NSG1 and link NSG1 to
Subnetl.

You need to ensure that AppGw1 will only load balance traffic that originates from VNetl. The solution must minimize the impact on the functionality of AppGw1.
What should you add to NSG17?

A. an outbound rule that has a priority 100 and blocks all internet traffic

B. an outbound rule that has a priority of 4096 and blocks all internet traffic
C. an inbound rule that has a priority of 4096 and blocks all internet traffic
D. an inbound rule that has a priority of 100 and blocks all internet traffic

Answer: C

NEW QUESTION 3

SIMULATION - (Topic 4)

Task 2

You need to create an Azure Firewall instance named FW1 that meets the following requirements:
* Has an IP address from the address range of 10.1.255.0/24

» Uses a new Premium firewall policy named FW-pohcyl

* Routes traffic directly to the internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To create an Azure Firewall instance, you need to go to the Azure portal and select Create a resource. Type firewall in the search box and press Enter. Select
Firewall and then select Createl.

? To assign an IP address from the address range of 10.1.255.0/24 to the firewall, you need to select a public IP address that belongs to that range. You can either
create a new public IP address or use an existing onel.

? To use a new Premium firewall policy named FW-policyl, you need to select Premium as the Firewall tier and create a new policy with the name FW- policy12. A
Premium firewall policy allows you to configure advanced features such as TLS Inspection, IDPS, URL Filtering, and Web Categories3.

? To route traffic directly to the internet, you need to enable SNAT (Source Network Address Translation) for the firewall. SNAT allows the firewall to use its public
IP address as the source address for outbound traffic4.

NEW QUESTION 4

SIMULATION - (Topic 4)

Task 6

You need to ensure that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address. The solution must minimize
administrative effort when adding hosts to the subnet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:

? To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2. A NAT gateway is a resource that
performs network address translation (NAT) for outbound traffic from a subnetl. It allows you to use a single public IP address for multiple private IP addresses?2.

? To create a NAT gateway, you need to go to the Azure portal and select Create a resource. Search for NAT gateway, select NAT gateway, then select Create3.
? On the Create a NAT gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your NAT gateway3.

? To associate the NAT gateway with subnet3-2, you need to go to the Virtual networks service in the Azure portal and select your virtual network.
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? On the Virtual network page, select Subnets under Settings, and then select subnet3-2 from the list.
? On the Edit subnet page, under NAT gateway, select your NAT gateway from the drop-down list. Then select Save.

NEW QUESTION 5

- (Topic 3)

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
redirects requests that have a header containing "string1" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a custom rule.

B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.

F. Add a custom rule to Policyl.

Answer: CEF

NEW QUESTION 6
HOTSPOT - (Topic 3)
You have an Azure subscription that contains an app named Appl. Appl is hosted on the Azure App Service instances shown in the following table.

Name Location
AppSrvl | East US
AppSrv2 | East US
Appsrv3 | North Europe
AppSrvd | North Europe

You need to implement Azure Traffic Manager to meet the following requirements:

* Appl traffic must be assigned equally to each App Service instance in each Azure region.

» App1 traffic from North Europe must be routed to the Appl instances in the North Europe region.
 Appl traffic from North America must be routed to the Appl instances in the East US Azure region.

Answer Area
Mirdmum number of Trattc Manager profides required: 2 v
2
13
4
Fouting method for the traffic in each region:  Performance -
eographic
Pricity
Weighted
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Mindmum namber of Tratfic Manager profiles required: 2 v
3
4
Rowuting method for the traffic in each region:  Performance v
Geoqraphic
Pricrity
Welghted

NEW QUESTION 7

- (Topic 3)

You have an Azure subscription that contains a user named Adminl and a resource group named RGL1.

RG1 contains an Azure Network Watcher instance named NW1.

You need to ensure that Adminl can place a lock on NW1. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. User Access Administrator

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\!/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
I I Sure PHSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

B. Network Contributor
C. Resource Policy Contributor
D. Monitoring Contributor

Answer: A

NEW QUESTION 8

HOTSPOT - (Topic 3)

Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an
IP address space of 192.168.0.0/24.

You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.

You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must
minimize the number of additional IPv4 addresses.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Create an IPv6 subnet that uses a CIDR suffix of: | A 4
/20
/24
/48
/64
For each virtual machine, create an additional: A 4

IP configuration
NIC
Public IPv6 address

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Create an IPv6 subnet that uses a CIDR suffix of: A 4
| ¥
/20 |
/24 |
/48 _
. /64
For each virtual machine, create an additional: A 4

e e e R ey |
; '_IP_cgnjigu;at_iDr_*n I

| NIC
. Public IPv6 address

NEW QUESTION 9

- (Topic 3)

You have an Azure virtual network that contains a subnet named Subnetl. Subnetl is associated to a network security group (NSG) named NSG1. NSG1 blocks
all outbound traffic that is not allowed explicitly.

Subnetl contains virtual machines that must communicate with the Azure Cosmos DB service.

You need to create an outbound security rule in NSG1 to enable the virtual machines to connect to Azure Cosmos DB.

What should you include in the solution?

A. a service tag

B. a private endpoint

C. a subnet delegation

D. an application security group

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

NEW QUESTION 10
- (Topic 3)
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Your company has five offices. Each office has a firewall device and a local internet connection. The offices connect to a third-party SD-WAN.

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains a virtual network gateway named Gatewayl. Each office connects to
Gatewayl by using a Site-to-Site VPN connection.

You need to replace the third-party SD-WAN with an Azure Virtual WAN. What should you include in the solution?

A. Delete Gatewayl.

B. Create new Point-to-Site (P2S) VPN connections on the firewall devices.
C. Create an Azure Traffic Manager profile.

D. Enable active-active mode on Gateway1.

Answer: B

NEW QUESTION 10
DRAG DROP - (Topic 3)
You have an Azure virtual network named Vnetl that connects to an on-premises network.
You have an Azure Storage account named storageaccountl that contains blob storage.
You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:
? Ensure that all on-premises users can access storageaccountl through the private endpoint.
? Prevent access to storageaccountl from being interrupted.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

" Install the DNS server role and configure the forwarding
of biob.core windows.net 1o 168.63.129.16

' Configure on-premises DNS servers to forward
bliob.core windows. net 1o the virtual machine

| Configure a private endpoint on storageaccount @

| and disable public access to the account

Pﬂanﬁgum on-premises DNS server lo forward
| blob.core windows, net to 168.63.129.16

®
®©

Deploy a virtual machine to a subnet in Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
*168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-
prem DNS requests to the VM running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.

NEW QUESTION 13

- (Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will
be hosted by using the Azure App Service apps shown in the following table.

Name FQDN Location Public IP address
AS1 As1.contoso.com East US 131.107.100.1
AS2 As2 contoso.com West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager- profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

NEW QUESTION 18

- (Topic 3)

You fail to establish a Site-to-Site VPN connection between your company's main office and an Azure virtual network.
You need to troubleshoot what prevents you from establishing the IPsec tunnel. Which diagnostic log should you review?

A. IKEDiagnosticLog

B. GatewayDiagnosticLog
C. TunnelDiagnosticLog
D. RouteDiagnosticLog

Answer: A
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Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure- diagnostics

IKEDiagnosticLog = The IKEDiagnosticLog table offers verbose debug logging for IKE/IPsec. This is very useful to review when troubleshooting disconnections, or
failure to connect VPN scenarios.

GatewayDiagnosticLog = Configuration changes are audited in the GatewayDiagnosticLog table.

TunnelDiagnosticLog = The TunnelDiagnosticLog table is very useful to inspect the historical connectivity statuses of the tunnel.

RouteDiagnosticLog = The RouteDiagnosticLog table traces the activity for statically modified routes or routes received via BGP.

P2SDiagnosticLog = The last available table for VPN diagnostics is P2SDiagnosticLog. This table traces the activity for Point to Site.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure- diagnostics

NEW QUESTION 23
HOTSPOT - (Topic 3)
You have the Azure environment shown in the exhibit.

AR

TS

You have virtual network peering between Vnetl and Vnet2. You have virtual network peering between Vnet4 and Vnet5. The virtual network peering is configured
as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 26

DRAG DROP - (Topic 3)

You have an Azure subscription that contains an Azure Firewall Premium policy nhamed FWPL1.

To FWPL1, you plan to add the rule collections shown in the following table.

Which priority should you assign to each rule collection? To answer, drag the appropriate priority values to the correct rule collections- Each value may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Priorities Answer Area
1100 RC: [
200 T E—
RC2: |
300
RC3: : '
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Prioritie: Answer Area
|- H
100 . | 300 |
e —— e : I
(200 i
s RC2: ;’]zm
300"
1 RC3: || 100

NEW QUESTION 29
- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

llilf:

. ‘ ubject .contoso.co .ll1|'.; i
Gatewayl provides access to Appl by using a URL of http://appl.contoso.com. You create a new web app named App2.
You need to configure Gatewayl to enable minimize administrative effort. What should you configure on Gateway1?

A. a backend pool and a routing

B. a listener and a routing rule

C. alistener, a backend pool, and a rule
D. a listener and a backend pool

Answer: B

NEW QUESTION 34

- (Topic 3)

You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?
A. internal load balancers

B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 35

- (Topic 3)

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network.

Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a virtual network gateway

B. Azure Firewall

C. a local network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: AC
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 38

- (Topic 3)

You plan to implement an Azure virtual network that will contain 10 virtual subnets. The subnets will use IPv6 addresses. Each subnet will host up to 200 load-
balanced virtual machines.

You need to recommend a load balancing solution for the virtual network. The solution must meet the following requirements:

« The virtual machines and the load balancer must be accessible only from the virtual network.

* Costs must be minimized.

What should you include in the recommendation?

A. Basic Azure Load Balancer

B. Azure Application Gateway v1 Azure Application Gateway v2
C. Azure Standard Load Balancer

D. Azure Application Gateway v2

Answer: C

NEW QUESTION 40

- (Topic 3)

You plan to configure BGP for a Site-to-Site VPN connection between a datacenter and Azure.

Which two Azure resources should you configure? Each correct answer presents a part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. a virtual network gateway
B. Azure Application Gateway
C. Azure Firewall

D. a local network gateway

E. Azure Front Door

Answer: AD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/bgp-howto

NEW QUESTION 45

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named
WAF1. AFDL1 is associated with WAFT.

You need to configure a rate limit for incoming requests to AFD1. Solution: You configure a custom rule for WAF1.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 49
- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Description
VNet1 Virtual network Contains a subnet named
Subnet1
storagel Storage account None
VM1 Virtual machine Linked to Subnet1
VM2 Virtual machine Linked to Subnet1

You need to ensure that VM1 and VM2 can connect only to storagel. The solution must meet the following requirements:
» Prevent VM1 and VM2 from accessing any other storage accounts.
« Ensure that storagel is accessible from the internet. What should you use?

A. a network security group (NSG)
B. a private endpoint

C. a private link

D. a service endpoint policy

Answer: D

NEW QUESTION 53

HOTSPOT - (Topic 3)

You are planning an Azure solution that will contain the following types of resources in a single Azure region:

? Virtual machine

? Azure App Service

? Virtual Network gateway

? Azure SQL Managed Instance

App Service and SQL Managed Instance will be delegated to create resources in virtual networks.

You need to identify how many virtual networks and subnets are required for the solution. The solution must minimize costs to transfer data between virtual
networks.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Virtual Networks:

B wn =

Subnets:

bW =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Virtual Networks: TI 1
L5
2
3
4

Subnets: | 1

2
3
g I

NEW QUESTION 58
- (Topic 3)
You have an Azure subscription that contains the resources is shown in the following table.
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You need to ensure that the apps hosted on VM1 can resolve the IP address of the What should you create first?

A. a public DNS zone named database.windows.net
B. a private DNS zone named database.windows.net
C. a public DNS zone named private ink.database.windows.net
D. a private DNS zone named privatelink.database.windows.net

Answer: C

NEW QUESTION 59
- (Topic 3)
You have a website that uses an FQDN of www.contoso.com. The DNS record tor
Www.contoso.com resolves to an on-premises web server.
You plan to migrate the website to an Azure web app named Web1. The website on Web1 will be published by using an Azure Front Door instance named
ContosoFD1.
You build the website on Web1.
You plan to configure ContosoFDL1 to publish the website for testing.
When you attempt to conflgure a custom domaln for www.contoso.com on ContosoFDl you receive the error message shown in the exhibit.
"
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Which record should you create in the contoso.com DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B. a CNAME record that maps www.contoso.com to Web1.contoso.com

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subdomain

NEW QUESTION 62
HOTSPOT - (Topic 3)
You have an Azure environment shown in the following exhibit.

Site-to site VP Gabeway WNET1 M1
Datacenter VPN
oy
Bi-directionsl VNet pee !
Subseription 1
with gateway transit
enalbiled
v (
> L “
VHET2 VHET3
e Bi-directional &
¥ VNet peering | |
Subscription 2 Subscription 3

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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VM1 can communicate with (answer choice): A J

| VM2 only

| VM2 and VM3 only

i the on-premises datacenter and VM2 only

| the on-premises datacenter, VM2, and VM3 only

VM2 can communicate with (answer choice): -T

! VM1 only

| VM1 and VM3 only

| the on-premises datacenter and VM3 only

| the on-premises datacenter, VM1, and VM3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 64
- (Topic 3)

You have an Azure Virtual Desktop deployment that has 500 session hosts. All outbound traffic to the internet uses a NAT gateway.
During peak business hours, some users report that they cannot access internet resources. In Azure Monitor, you discover many failed SNAT connections.

You need to increase the available SNAT connections. What should you do?

A. Add a public IP address.
B. Bind the NAT gateway to another subnet.
C. Deploy Azure Standard Load Balancer that has outbound rules.

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

NEW QUESTION 69

HOTSPOT - (Topic 3)

Your on-premises network contains a VPN device.

You have an Azure subscription that contains a virtual network and a virtual network gateway.

You need to create a Site-to-Site VPN connection that has a custom cryptographic policy. How should you complete the PowerShell script? To answer, select the

appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.

Angwer Area

$policy = j'x,-.ﬂ.,'_,::.-._-;.ll.;..‘- .| -lkefncryption ABSISE -lkelntegrity SHAMMA -Dhlrowp DHGroupld -IpsecEncryption AESISE

ImeSeconds 14400 -SiDatalizedilobytes 102400003

Mew-a7l precTrafficSelectarPolicy
Mew-ArServid eEndpointiPolicy
New-AXpnClenliphecPalicy

|-"'1-'".'\. AIVirtuaiMe sk GatewiyL onneshion ek | ~Nama fConnectionlé -Resourcebrouptions §8G1 -VirtualNetuorkGateuayl $wetly
M- ArirtualHub
Masw-AzVirualMetworkGatevway

Mew-ArvirtusiMetworkGatewayConnection

Mew-AZVINuaINe Wik GatewlyiNa Rule

1lgnl ~ComnsftionType IPsec -IpsecPollicies Spalicy -Sharsdiley "AzursdlBRCN”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

| -Ikefncryption AESISE -Tkelntegrity PredBd -Dhiroup DRl-oupld -IpeecEntrypilon AEELHH
imgigconds 14408 -L120a%aflzenilebytes 1OJ40000H
MNew-AriprrecTratficSelectorPolicy
MNew=ArSeraceEndpointPolicy
M- A2V pn{ RentlprecPolicy
|-*n".'. AVt tworchatevay L onnecon "’t Hane fConampctioals -RescurceGrouptisns RG] -virtuslNsteorkSateusyl Svoetlg
Bl Az irtuslFu - . . -
New-AzVinuaiHub lonl -ConnectionType IPsec -IpsecPolicles Spalicy -Sharedfey ‘AzureslbaC)

Mo A2V irualMNetworkGateway

| Mewe- ArVirTusiMetworkGatewayConnection

Mlew-ATVIirmealiMNetworkGatewayNatRule

NEW QUESTION 71

HOTSPOT - (Topic 3)

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl has a

/24 IPv4 address space.

You need to subdivide Vnetl. The solution must maximize the number of usable subnets.

What is the maximum number of IPv4 subnets you can create, and how many usable IP addresses will be available per subnet? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Usable IP addresses: | 7 @ d

IPvdl subnats 128 b

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Usable IP addresses: | 7 @ d
1
3
A
IPvd subnets: 128 -
16

32
C—

NEW QUESTION 76

- (Topic 3)

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.

You deploy an Azure App Service app named Appl to the West Europe region. You need to provide Appl with access to the resources in Vnetl. The solution
must

minimize costs.

What should you do first?

A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Answer: D

Explanation:

Virtual network integration depends on a dedicated subnet.
https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-virtual-network-integration

For outgoing traffic from Web App to vnet, it will go through Internet, so the cost not the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private Link. Private Endpoint is only used for incoming flows to your Web App.

Outgoing flows will not use this Private Endpoint, but you can inject outgoing flows to your network in a different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private- endpoint#conceptual-overview

NEW QUESTION 81
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- (Topic 3)
You have an Azure virtual network named Vnetl and an on-premises network.

The on-premises network has policy-based VPN devices. In Vnetl, you deploy a virtual network gateway named GW1 that uses a SKU of VpnGw1 and is route-
based.
You have a Site-to-Site VPN connection for GW1 as shown in the following exhibit.

Lise ATzure Frnivate |2 Agdress »

(@EESEe Enabled

BGP (G

Dhsabled Enabled

IPsec / IKE policy

[ Default Custom

Use policy based traffic selector (L)

JPD timeout 1IN seconds ™

45

Connection Mode &
(@) pefault () Initiatoronly () ResponderOnly

IKE Protocol (O
IKEv2

You need to ensure that the on-premises network can connect to the route-based GW1. What should you do before you create the connection?

A. Set Use Azure Private IP Address to Enabled
B. Set IPsec / IKE policy to Custom.

C. Set Connection Mode to ResponderOnly

D. Set BGP to Enabled

Answer: A

NEW QUESTION 85

HOTSPOT - (Topic 3)

You plan to deploy Azure Virtual WAN.

You need to deploy a virtual WAN hub that meets the following requirements:

? Supports 10 sites that will connect to the virtual WAN hub by using a Site-to-Site VPN connection

? Supports 8 Gbps of ExpressRoute traffic

? Minimizes costs

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Virtual WAN type: | V |
| Basic ‘
Standard
Number of scale units: v |
2 |
4
6
8
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Virtual WAN type: | v
Basic _ _
|St9m_:la_rd_!

Number of scale units: \ 4
_2_
141
6
B J

NEW QUESTION 88

- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.
Name Type Description
FW1 Azure Firewall Has a network intrusion detection and prevention system
Premium (IDPS) enabled
HP1 Azure Virtual All outbound traffic from HP1 to the subscription's
Desktop host pool | resources route through FW1
Serverl | Virtual machine Hosts an application named Appl
KV1 Azure Key Vault None

Users on HP1 connect to Appl by using a URL of https://appl .comoso.com.
You need to ensure that the IDPS on FW1 can identify security threats in the connections from HP1 to Serverl.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enable TLS inspection for FW1.

B. import a server certificate to KV1.

C. Enable threat intelligence for FW1.

D. Add an application group to HP1.

E. Add a secured virtual network to FW1.

Answer: AC

NEW QUESTION 93
- (Topic 3)
You have the Azure Traffic Manager profiles shown in the following table.

-- e

| Profile1 | Performance |
*'. Prof '.i'.r.','.'.'.'.' T | muttivalue |
i AT

You plan to add the endpomts shown in the foIIowmg table

ISP REERT bl LA LR SO |

F"WTHFWI‘T'“M !
b“—-#*.-‘lhﬂ;.l.lll. -

1*!7 ! fIi'¥;}‘

sriik=dd Bed il

Which endpomts can you add to Profile2?

A. Endpointl and Endpoint4 only

B. Endpointl, Endpoint2, Endpoint3, and Endpoint4
C. Endpointl only

D. Endpoint2 and Endpoint3 only

E. Endpoint3 only

Answer: A

NEW QUESTION 98

- (Topic 3)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The subscription contains the
following resources:

* An Azure App Service app named Appl
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* An Azure DNS zone named contoso.com

* An Azure private DNS zone named private.contoso.com

* A virtual network named Vnetl

You create a private endpoint for Appl. The record for the endpoint is registered automatically in Azure DNS.
You need to provide a developer with the name that is registered in Azure DNS for the private endpoint.
What should you provide?

A. appl.privatelink.azurewebsites.net
B. appl.contoso.com

C. appl.contoso.onmicrosoft.com

D. appl.private.contoso.com

Answer: A

NEW QUESTION 101
HOTSPOT - (Topic 3)
You have the hybrid network shown in the Network Diagram exhibit.

You have a peering connection between Vnetl and Vnet2 as shown in the Peering-Vnetl- Vnet2 exhibit.

You have a peering connection between Vnetl and Vnet3 as shown in the Peering -Vnetl- Vnet3 exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 103

HOTSPOT - (Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2.
You have the NAT gateway shown in the NATgateway1 exhibit.
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& NATgateway1 P

1- B oelete O Retresh
# Essentials
Resource group (change)
Location
Subscnption (change)
Subscnption 1D
Virtual network
aubrets
Public IP addresses

Public IP prefixes

Tags (change)

JS0M View

(RG1
: Morth Europe (Zone 1)
: Subscription

489f2hht-se7y-987Tv-g57 1-463hw3679512
Vet

1
:0
1

: Click here 1o add tags

You have the virtual machine shown in the VM1 exhibit.

ivMml 2

Wirtual mustrune

"’ o Connect P Start Q¥ Restart

~ Essentials

Resource group (change)
RG1

Status
Running

Location
Morth Europe (Zone 2)

Subscription (change)
Subscription’

Subscription 1D

B siop

4g9f2hht-se7y-98Tv-g571-463hw3679512

Availlability zone
2

Tags (change)
Click here to add tags

&) capture [ Delete T Refresh

Operating system
Windows

Size
Standard B1s (1 vcpus, 1 GIB memory)

Public IP address
Virtual network/subnet
Vnetl/Subnetl

DMNS name

Subnetl is configured as shown in the Subnetl exhibit.
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Subnet1

Vnetl

Name
Subnet1

Subnet address range * ()
10.100.1.0/24

10.100.1.0 — 10.100.1.255 (251 + 5 Azure reserved addresses)
D Add IPv6 address space O

NAT gateway
NATgateway1 v

Network security group
None e

Route table
RouteTable1 A

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your
virtual network over service endpoints. Learn more

Services (1)
Microsoft.Storage b
Service Status
Microsoft.Storage Succeeded 'ﬁ’
Service endpoint policies
0 selected L
SUBMET DELEGATION
Delegate subnets to a service ()
None v
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
VM1 can communicate outbound by using NATgateway1l O O
The virtual machines in Subnet2 communicate outbound by using NATgatewayl O O
All the virtual machines that use NATgatewayl to connect to the internet use the same O O

public IP address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

VML is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be able to use it. Therefore, VM1

cannot use the NAT gateway.

Box 2: Yes

NATgatewayl is configured in the settings for Subnet2.
Box 3: No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs the use the NAT Gateway can

use different public IP addresses contained within the IP prefix.

NEW QUESTION 108
HOTSPOT - (Topic 3)
You have an Azure firewall shown in the following exhibit.
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Q Fifewalﬂ -

=0
Y Delete E Lock

o Visit Azure Firewall Manager to configure and manage this firewall, =

# Essentials

Resource group (change
RG1

!';.Innh Europe

Subscription (change
Subscription
Subscription |0

489f2hht-se Ty-98Tv-g571-463hw3679512

Virtual network

Vit

Firewall policy

FirewallPolicy

T o o
FrovasiQming state

Succeeded

Tags (change)
Click here 10 add tags

Firew :.'3| -1 40
Standard

Ferewall subnet

AzureFirewaliSubnet

Firewall public IP
Firewall-1P1

, _ i
rewall prvate |F

10.100.253.4
hManagement subnet

Management public IP

rivate IP Ranges

Managed by Firewall Policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

On Firewalll, management by Azure Firewall Manager [answer choice]

A. Mastered

On Firewalll, forced tunneling [answer choice]

B. Not Mastered

Answer: A

Explanation:
Box 1:

is enabled already

. cannot be enabled

is disabled but can be enabled

is enabled already

| cannot be enabled
is disabled but can be enabled

v

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation
of the firewall. It cannot be enabled after the firewall has been deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

NEW QUESTION 112

- (Topic 3)

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which
additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)
B. a RADIUS server
C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 116
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the route tables and routes shown in the following table.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

Route table name Route name Prefix Destination

RT1 Default Route 0.0.0.0/0 VirtualNetworkGateway

RT2 Default Route 0.0.0.0/0 Internet

The subscription contains the subnets shown in the following table.
Name Prefix Route table Virtual network

Subnet1 10.10.1.0/24 RT1 Vnet1
Subnet2 10.10.2.0/24 RT2 Vnet1
GatewaySubnet 10.10.3.0/24 None Vnet1

The subscription contains the virtual machines shown in the following table.

IP address

VM1

10.10.1.5

VM2

10.10.2.5

There is a Site-to-Site VPN connection to each local network gateway.
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN O

connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection O

Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN O

connection

A. Mastered
B. Not Mastered

Statements

Yes

OO0 1O &

Answer: A
Explanation:

Statements Yes No
Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN O O:
connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection O

=
Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN .O '

connection

NEW QUESTION 117
- (Topic 3)

o, e e |
II
2

QOIQ

=y

S =T |

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.
You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 122

DRAG DROP - (Topic 3)

You have two Azure subscriptions named Subscnption1 and Subscription2. Subscriptionl contains a virtual network named Vnetl. Vnetl contains an application
server. Subscription2 contains a virtual network named Vnet2.

You need to provide the virtual machines in Vnet2 with access to the application server in Vnetl by using a private endpoint.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 124

HOTSPOT - (Topic 2)

You are implementing the virtual network requirements for VM Analyze.

What should you include in a custom route that is linked to Subnet2? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Address prefix: v

0.0.0.0/0

0.0.0.0/32

10.1.0.0/16

255.255.255.255/0

255.255.255.255/32 .

Next hop type: \ 4

None
Internet
 Virtual appliance
Virtual network
Q’irtual network gateway -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Address prefix: v

|
_____ J

0.0.0.0/32

' 10.1.0.0/16

| 255.255.255.255/0
255.255.255.255/32

Next hop type: | Y

None

Internet
Virtual appliance _ |

Virtual network

Virtual network gateway

NEW QUESTION 127

HOTSPOT - (Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
From VM1, you can establish a Remote Desktop session with VM2, o o
Fram YM2, you can ping VM1, o o
From VM2, you can establish a Remote Desktop session with VM1, O o
A. Mastered

B. Not Mastered
Answer: A

Explanation:

No

subnetl(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2)

Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNetl/Subnet?2).
No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)

which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.

NEW QUESTION 131

- (Topic 2)

You need to configure GW1 to meet the network security requirements for the P2S VPN users.
Which Tunnel type should you select in the Point-to-site configuration settings of GW1?

A. IKEv2 and OpenVPN (SSL)
B. IKEv2

C. IKEv2 and SSTP (SSL)

D. OpenVPN (SSL)

E. SSTP (SSL)

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

NEW QUESTION 136
- (Topic 2)

What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

A. a private endpoint

B. a virtual network peering
C. a private link service

D. a routing table

E. a service endpoint

Answer: B
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Explanation:
There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone
network a VNet peering is required between VNet3 and VNet4.

NEW QUESTION 141

- (Topic 1)

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements.
Which two actions should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.

C. On the peering from Vnetl, select Use remote gateways.

D. On the peering from Vnetl, select Allow gateway transit.

E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Answer: BD

NEW QUESTION 142

DRAG DROP - (Topic 1)

You need to implement outbound connectivity for VMScaleSetl. The solution must meet the virtual networking requirements and the business requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a health probe

Create a public load balancer in the Standard SKU

Create a public load balancer in the Basic SKU @

| Create a backend pool thatl contains VMScaleSel1

| Create a NAT rule

| Create an outbound rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 144

- (Topic 1)

You need to provide connectivity to storagel. The solution must meet the PaaS networking requirements and the business requirements.
What should you include in the solution?

A. a service endpoint

B. Azure Front Door

C. a private endpoint

D. Azure Traffic Manager

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints- overview

NEW QUESTION 145

DRAG DROP - (Topic 1)

You need to prepare Vnetl for the deployment of an ExpressRoute gateway. The solution must meet the hybrid connectivity requirements and the business
requirements.

Which three actions should you perform in sequence for Vnetl? To answer, move the appropriate actions from the list of actions to the answer area and arrange
them in the correct order.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 148
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