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NEW QUESTION 1

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 devices enrolled in Microsoft Intune. You need to review the startup processes and how often each device
restarts.

What should you use?

A. Endpoint analytics

B. Intune Data Warehouse
C. Azure Monitor

D. Device Management

Answer: B

NEW QUESTION 2

- (Exam Topic 4)

You have computers that run Windows 11 Pro. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to upgrade the computers to
Windows 11 Enterprise. What should you configure in Intune?

A. a device compliance policy
B. a device cleanup rule

C. a device enrollment policy
D. a device configuration profile

Answer: D

NEW QUESTION 3

- (Exam Topic 4)

You have a Microsoft 365 subscription that includes Microsoft Intune.

You need to implement a Microsoft Defender for Endpoint solution that meets the following requirements:

 Enforces compliance for Defender for Endpoint by using Conditional Access

* Prevents suspicious scripts from running on devices

What should you configure? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Features Answer Area

! '-h._.._.r.l tl- o _,.I_..-_ a .
MR re--"-'.'--'p-.'-q E”.C':ff cl:lrvlr: :]":E.

BT sl
A SECUTTLY Dasgiine

Divdmanavbe &1 i mifut ié ¢ A b
Prevents suspicious scripts

An attack surtace reduction (ASR) ruie

An Intune connechion

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To enforce compliance for Defender for Endpoint by using Conditional Access, you need to configure an Intune connection in the Defender for Endpoint portal.
This allows you to use Intune device compliance policies to evaluate the health and compliance status of devices that are enrolled in Defender for Endpoint. You
can then use Conditional Access policies to block or allow access to cloud apps based on the device compliance status. References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/conditional-access

To prevent suspicious scripts from running on devices, you need to configure an attack surface reduction (ASR) rule in Intune. ASR rules are part of the endpoint
protection settings that you can apply to devices by using device configuration profiles. You can use the ASR rule “Block Office applications from creating child
processes” to prevent Office applications from launching child processes such as scripts or executables. References:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#attack-surface-reduction

NEW QUESTION 4

- (Exam Topic 4)

You need to implement mobile device management (MDM) for personal devices that run Windows 11. The solution must meet the following requirements:
 Ensure that you can manage the personal devices by using Microsoft Intune.

 Ensure that users can access company data seamlessly from their personal devices.

 Ensure that users can only sign in to their personal devices by using their personal account What should you use to add the devices to Azure AD?

A. Azure AD registered
B. hybrid Azure AD join
C. AD joined

Answer: A

Explanation:
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To implement MDM for personal devices that run Windows 11, you should use Azure AD registered. Azure AD registered devices are devices that are connected
to your organization’s resources using a personal device and a personal account. You can manage these devices by using Microsoft Intune and enable seamless
access to company data. Users can only sign in to their personal devices by using their personal account, not their organizational account. Azure AD registered
devices support Windows 10 or newer, iOS, Android, macOS, and Ubuntu 20.04/22.04 LTS1.

The other options are not suitable for this scenario because:

> Hybrid Azure AD join is for corporate-owned and managed devices that are joined to both on-premises Active Directory and Azure AD. Users can sign in to
these devices by using their organizational account that exists in both directories2.

> AD joined is for devices that are joined only to on-premises Active Directory. These devices are not managed by Microsoft Intune and do not have access to
cloud resources3.
References: What are Azure AD registered devices?, What are hybrid Azure AD joined devices?, What is Active Directory domain join?

NEW QUESTION 5

- (Exam Topic 4)

You create a Windows Autopilot deployment profile.

You need to configure the profile settings to meet the following requirements:

> Include the hardware serial number in the computer name.
Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Create profile
Windows PC

" Basics e Out-of-box experience (OOBE) Assignments Review + create

Configure the out-of-box experience for your Autopilot devices

' Deployment mode * () | User-Driven AV H

Jointo Azure AD as * @ -l.;ueﬁ ]{JIHQ v |
Microsoft Software License Terms (1) | Show ‘
0 important information about hiding license terms

Privacy settings () Show ‘

ﬂ The default value for diagnostic data collection has changed for devices running
Windows 10, version 1903 and later. Leam more

Hide change account options () , Show '
User account type () Administrator

Allow White Glove 0OBE (O [ N ] Yes _ ‘

Language (Region) () ' Operating system default Vg ‘
Automatically configure keyboard (0 No T e
: Apply device name template () § No Yes | :
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/autopilot/profiles

NEW QUESTION 6

- (Exam Topic 4)

You have an on-premises Active Directory domain that syncs to Azure AD tenant.

The tenant contains computers that run Windows 10. The computers are hybrid Azure AD joined and enrolled in Microsoft Intune. The Microsoft Office settings on
the computers are configured by using an Group Policy Object (GPO).
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You need to migrate the GPO to Intune.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Assign the policy

Create a compliance policy @ @
Set a scope tag 1o the policy @ @
import an ADMX file

Create a configuration profile.

Configure the Administrative Templates settings

Assign the profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:

e T o I T i =

______________________ .
:.E-.:L-sign the profile ;

NEW QUESTION 7

- (Exam Topic 4)

You have a Windows 11 capable device named Devicel that runs the 64-bit version of Windows 10 Enterprise and has Microsoft Office 2019 installed. You have
the Windows 11 Enterprise images shown in the following table.

Name | Platform Description
Imagel | x64 Custom Windows 11 image that has
Office 2021 installed
Image2 | xo4 Default Windows 11 image created by
Microsoft

Which images can be used to perform an in-place upgrade of Devicel?

A. imagel only
B. Image2only
C. Imagel and Image2

Answer: B

NEW QUESTION 8

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You plan to use Windows Autopilot to provision 25 Windows 11 devices. You need to meet the following requirements during device provisioning:

« Display the progress of app and profile deployments.

« Join the devices to Azure AD.

What should you configure to meet each requirement? To answer drag the appropriate settings to the correct requirements. Each setting may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Settings Answer Area

CNAME Vahidanon Display the progress of app and profile deployments:
Co-management Settings

Deployment Profiles

enroliment notifications

Enroliment Status Page

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Settings Answer Area
,_‘: NAME Validation l Display the progress of app and profile deployments: | Enroliment Status Page !
Co-management Settings | . |

____________ | oin the devices to Azure AD: T Deployment Profiles
b

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft Intune subscription that is configured to use a PFX certificate connector to an on-premises Enterprise certification authority (CA).

You need to use Intune to configure autoenrollment for Android devices by using public key pair (PKCS) certificates.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Obtain the root certificate.

From the Microsoft Endpoint Manager admin center,
create a trusted certificate configuration profile,

From the Enterprise CA, configure certificate

©
managers. @

From the Microsoft Endpoint Manager admin center,

Qe

configure enroliment restrictions.

From the Microsoft Endpoint Manager admin center,
create a PKCS certificate configuration profile.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure

NEW QUESTION 10

- (Exam Topic 4)

You have a Windows 10 device named Device! that is joined to Active Directory and enrolled in Microsoft Intune.
Devicel is managed by using Group Policy and Intune.

You need to ensure that the Intune settings override the Group Policy settings. What should you configure?
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A. a device configuration profile

B. a device compliance policy

C. an MDM Security Baseline profile
D. a Group Policy Object (GPO)

Answer: A

Explanation:

A device configuration profile is a collection of settings that can be applied to devices enrolled in Microsoft Intune. You can use device configuration profiles to
manage Windows 10 devices that are joined to Active Directory and enrolled in Intune. To ensure that the Intune settings override the Group Policy settings, you
need to enable the policy CSP setting called MDMWinsOverGP in the device configuration profile. This

setting will give precedence to the MDM policy over any conflicting Group Policy settings. References: [Us policy CSP settings to create custom device
configuration profiles]

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to deploy a custom line-of-business (LOB) app to
the devices by using Intune.

Which extension should you select for the app package file?

A. .intunemac
B. apk

C.jpa

D. .appx

Answer: C

Explanation:

iOS/iPadOS LOB apps: Select Line-of-business app as the app type, select the App package file, and then enter an iOS/iPadOS installation file with the extension
.ipa.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 13

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure automatic mobile device management (MDM) enroliment. From the Microsoft Intune admin center,
you configure the Windows Hello for Business enrollment options.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 16

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 iOS devices. The devices are enrolled in Microsoft Intune as follows:

» Two hundred devices are enrolled by using the Intune Company Portal.

» Eight hundred devices are enrolled by using Apple Automated Device Enroliment (ADE).

You create an iOS/iPadOS software updates policy named Policy 1 that is configured to install iOS/iPadOS 15.5.

How many iOS devices will Policyl update, and what should you configure to ensure that only iOS/iPadOS 15.5 is installed? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Number of devices: v
200
800
1000

Configure a: v
Compliance policy
Conditional Access policy
Device restriction policy
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Policy 1 will update 800 iOS devices that are enrolled by using Apple Automated Device Enroliment (ADE). This is because ADE devices are supervised devices
that support software update policies in Intunel. Devices that are enrolled by using the Intune Company Portal are not supervised devices and do not support
software update policies2.

To ensure that only iOS/iPadOS 15.5 is installed, you should configure a device restriction policy that restric visibility of software updates. This will prevent users
from manually updating the OS to a newer version than the one you specified in Policy 11. You can use the Deployment Workbench to create and assign a device
restriction profile to your ADE devices3.

NEW QUESTION 20

- (Exam Topic 4)

You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.

What two configurations should you perform from the Microsoft Intune admin center? Each correct answer is a complete solution.
NOTE: Each correct selection is worth one point.

A. a device restrictions device configuration profile
B. an app configuration policy

C. a Windows 10 and later security baseline

D. a custom device configuration profile

E. a Windows 10 and later update ring

Answer: AE

NEW QUESTION 22
- (Exam Topic 4)
You manage 1.000 devices by using Microsoft Intune. You review the Device compliance trends report. For how long will the report display trend data?

A. 30 days
B. 60 days
C. 90 days
D. 365 days

Answer: B

Explanation:

The Device compliance trends report shows the number of devices that are compliant, noncompliant, and not evaluated over time. The report displays trend data
for the last 60 days by default, but you can change the time range to view data for the last 7, 14, or 30 days as well. The report does not show data for more than
60

days. References: [Device compliance trends report]

NEW QUESTION 26

- (Exam Topic 4)

You have a computer that runs Windows 10 and contains two local users named User! and User2. You need to ensure that the users can perform the following
anions:

« User 1 must be able to adjust the date and time.

» User2 must be able to clear Windows logs.

The solution must use the principle of least privilege.

To which group should you add each user? To answer, drag the appropriate groups to the correct users. Each group may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Greupd Arswmer Aoca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Gemipd Armeer Afed

NEW QUESTION 29
- (Exam Topic 4)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

Your company uses Microsoft Defender for Endpoint Microsoft Defender for Endpoint includes the device groups shown in the following table.

Rank Name Members
1 Group1 Tag Equals demo And 0S In Windows 1@
2 Gmupz Tag Equals demo
3 Group3 Domain Equals adatum.com
- Group4 Domain Equals adatum.com And 05 In Windows 1@
5 Group5 Name starts with COMP
Last ;:?;3Efea FRchines Not applicable

You onboard a computer to Microsoft Defender for Endpoint as shown in the following exhibit.

E computeri

Actions s~

Domain: adatum.com
05: Windows10 64-bit (Build 17134)

Machine IP addresses »

What is the effect of the Microsoft Defender for Endpoint configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Computer1 will be a member of v
Group3 only
Group4 only
Grous only
Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer1 will be a member of: Group1 only )
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1 will be a member of. v
Group3 only
Group4 only
Grou5 only
Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer1 will be a member of Group1 only ’
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

NEW QUESTION 34
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that uses Microsoft Intune. Devices are enrolled in Intune as shown in the following table.
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Name | Platform Enrolled by using
Device1 05 Apple Automated Device Enroliment (ADE)
Device2 | iPadO5 Apple Automated Device Enroliment (ADE)
Device3 | iPadOS | The Company Portal app )

The devices are the members of groups as shown in the following table.

Name Members
Group1 | Devicel, Device?, Device3
Group? | Device?

You create an JOS/iPadOS update profile as shown in the following exhibit.

Create profile

o Basic 0 paate g y LEILNgs 0 A

SumiIm.ay

Basics

Update policy settings

Adtignments

inciuded groups

Group

Excluded groups

Cor

1% o Réview = Credte

Srart Hirme End day Emcd tirme

flfl'!l.lil B erribaet s

L g LihiE

Group Members

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Yes

If an 105 update becomes available on Tuesday at 5 AM, the update is nstalled on Devicel

If an iPadOS update becomes available on Thursday at 2 AM. the update is installed on

If an iPad0S update becomes available on Friday at 10 PM, the update is installed on

Answer Area
Statements
automatically on Wednesday,
Device? automatically on Thursday
Deviced automatically on Sunday.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes MNo

NEW QUESTION 37

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table. All devices have Microsoft Edge installed.
From the Microsoft Intune admin center, you create a Microsoft You need to apply Edgel to all the supported devices.

To which devices should you apply Edgel?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: E

NEW QUESTION 40

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides

connection settings to your tenant so that you can view the following sample reports and charts related to: Devices

Enroliment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power BI Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 43

- (Exam Topic 4)

You are creating a device configuration profile in Microsoft Intu You need to configure specific OMA-URI settings in the profile. Which profile type template should
you use?

A. Device restrictions (Windows 10 Team)
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B. Identity protection
C. Custom
D. Device restrictions

Answer: C

NEW QUESTION 47

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 1,000 Windows 11 devices. All the devices are enrolled in Microsoft Intune.

You plan to integrate Intune with Microsoft Defender for Endpoint.

You need to establish a service-to-service connection between Intune and Defender for Endpoint. Which settings should you configure in the Microsoft Endpoint
Manager admin center?

A. Connectors and tokens

B. Premium add-ons

C. Microsoft Tunnel Gateway
D. Tenant enrollment

Answer: A

Explanation:

Microsoft Defender for Endpoint — Important Service and Endpoint Settings You Should Configure Right Now.

As a prerequisite, however, head to tenant administration > connectors and tokens > Microsoft Defender for Endpoint and confirm the connection is enabled. You
previously set this up in the advanced settings of Microsoft 365 Defender.

Reference: https://petri.com/microsoft-defender-for-endpoint-which-settings-configure-right-now/

NEW QUESTION 49
- (Exam Topic 4)
You have a Hyper-V host. The host contains virtual machines that run Windows 10 as shown in following table.

Name | Generation Virtual | Virtual processors | Memory
TPM

Which virtual machines can be upgraded to Windows 11?

A. VM1 only
B. VM2 only
C. VM2 and VM3 only
D. VM1.VM2. andVM3

Answer: C

Explanation:
Windows 11 has certain hardware requirements that must be met in order to upgrade from Windows 10. Some of these requirements are as follows:

> A processor with at least 1 GHz
clock speed and2 cores.

> A system firmware that supports UEFI
andSecure Boot.

> A Trusted Platform Module (TPM)
version2.0
or higher.

'> At least 4 GB

> Atleast 64 GB
of system memory (RAM). of storage space.
In this scenario, the virtual machines that run Windows 10 have the following specifications:

> VM3 is a generation 2 virtual machine with a virtual TPM, 1 virtual processor, and 8 GB of memory.

VM1 cannot be upgraded to Windows 11 because it does not have a virtual TPM and it is not a generation 2 virtual machine. Generation 1 virtual machines do not
support UEFI and Secure Boot, which are required for Windows 11. VM2 and VM3 can be upgraded to Windows 11 because they have a virtual TPM and they are
generation 2 virtual machines. They also meet the minimum requirements for processor speed, cores, memory, and storage space.

NEW QUESTION 52

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two users hamed Userl and User2. You need to ensure that the users can perform the following tasks:

» Userl must be able to create groups and manage users.

» User2 must be able to reset passwords for no administrative users. The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Roles Answer Area
Global Administrator

'Helpdesk Administrator

User1: Role

Securnity Administrator

User2: Role

User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to users in your organization using the Microsoft 365 admin center.
Each admin role maps to common business functions and gives people in your organization permissions to do specific tasks in the admin centers1.

To ensure that Userl can create groups and manage users, you should assign the User Administrator role to Userl. This role allows Userl to create and manage
all aspects of users and groups, including resetting passwords for non-administrative users1.

To ensure that User2 can reset passwords for non-administrative users, you should assign the Helpdesk Administrator role to User2. This role allows User2 to
reset passwords, manage service requests, and monito service health for non-administrative usersl.

NEW QUESTION 53

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two security groups named Groupl and Group2. Microsoft 365 uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to assign roles in Intune to meet the following requirements:

» The members of Groupl must manage Intune roles and assignments.

* The members of Group2 must assign existing apps and policies to users and devices.

The solution must follow the principle of least privilege.

Which role should you assign to each group? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Group1: | Intune Service Administrator v
Help Desk Operator
Intune Role Administrator
Intune Service Administrator

Pohcy and Profile Manager

o S—

Group2: | Policy and Profile Managet hd
Help Desk Operator
Intune Role Administrator

Intune Service Administrator

Policy and Profile Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To assign roles in Intune to meet the requirements, you should assign the following roles to each group: Groupl: Intune Role Administrator Group2: Help Desk
Operator

> The Intune Role Administrator role is the only Intune role that can manage custom Intune roles and add assignments for built-in Intune roles1. This role meets
the requirement for Groupl to manage Intune roles and assignments.

> The Help Desk Operator role can perform remote tasks on users and devices, and can assign applications or policies to users or devicesl. This role meets the
requirement for Group?2 to assign existing apps and policies to users and devices.

NEW QUESTION 57

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you modify the User settings and the Device settings. Does this meet the goal?
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A. Yes
B. No

Answer: B

NEW QUESTION 58
- (Exam Topic 4)

You have the MDM Security Baseline profile shown in the MDM exhibit. (Click the MDM tab.) You have the ASR Endpoint Security profile shown in the ASR

exhibit. (Click the ASR tab.)
Home > Endpoint security > MDM Security Baseline

Create profile

Block Office applications from injecting | Disable

code into other processes ()

Block Office applications from creating ! Audit mode
executable content (O

Block all Office applications from creating | Audit mode
child processes (1)

Block Win32 API calls from Office macro . Disable

Block execution of potentially obfuscated Disable

scripts (js/vbs/ps) ()

Home > Endpoint security > ASR Endpoint security

Edit profile

~ Attack Surface Reduction Rules

Block credential stealing from the Windows| Audit mode
local secunty authonty subsystem
(lsass.exe) (O

Block Adobe Reader from creating child Audit mode
processes ()

Block Office applications from injecting Audit mode

#

code into other processes (1)

Block Office applications from creating Audit mode
executable content (&

Block all Office applications from creating Audit mode
child processes ()

Block Win32 API calls from Office macro (| Audit mode

S

!

You plan to deploy both profiles to devices enrolled in Microsoft Intune. You need to identify how the following settings will be configured on the devices:

* Block Office applications from creating executable content
* Block Win32 API calls from Office macro
Currently, the settings are disabled locally on each device.

What are the effective settings on the devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Block Office applications from creating executable content: v
Audit mode
Block
Disable
Wam
Block Win32 API calls from Office macro: v
Audit mode
Block
Disable
Wamn
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Block Office applications from creating executable content: v
Audit mode
Block
Disable
Wamn
Block Win32 API calls from Office macro: v
Audit mode
Block
Disable
Wamn

NEW QUESTION 61

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 25 Apple iPads.

You need to enroll the iPads in Microsoft Intune by using the Apple Configurator enroliment method. What should you do first?

A. Upload a file that has the device identifiers for each iPad.

B. Modify the enroliment restrictions.

C. Configure an Apple MDM push certificate.

D. Add your user account as a device enrollment manager (DEM).

Answer: C

Explanation:

Reference:

https://www.manageengine.com/mobile-device-management/help/enrollment/mdm_creating_apns_certificate.ht Prerequisites for iOS enrollment Before you can
enable iOS devices, complete the following steps: Make sure your device is eligible for Apple device enroliment. Set up Intune - These steps set up your Intune
infrastructure. In particular, device enroliment requires that you set your MDM authority. Get an Apple MDM Push certificate - Apple requires a certificate to enable
management of iOS and macOS devices.

https://docs.microsoft.com/en-gb/intune/enroliment/apple-mdm-push-certificate-get

NEW QUESTION 64

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 100 unmanaged iPad devices.

You need to deploy a specific iOS update to the devices. Users must be prevented from manually installing a more recent version of iOS.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enroll the devices in Microsoft Intune by using the Intune Company Portal.
B. Create a compliance policy.

C. Enroll the devices in Microsoft Intune by using Apple Business Manager.
D. Create an iOS app provisioning profile.

E. Create a device configuration profile.

Answer: CE
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Explanation:
To deploy a specific iOS update to the unmanaged iPad devices, you need to perform the following actions:

> Enroll the devices in Microsoft Intune by using Apple Business Manager. Apple Business Manager is a service that allows you to enroll and manage
i0S/iPadOS devices in bulk. You can use Apple Business Manager to assign devices to Microsoft Intune and enroll them as supervised devices. Supervised
devices are devices that have more management features and restrictions than unsupervised

devices. You can also use Apple Business Manager to create device groups and assign roles and permissions12.

> Create a device configuration profile. A device configuration profile is a policy that you can create and assign in Microsoft Intune to configure settings on your
devices. You can use a device configuration profile to manage software updates for iOS/iPadOS supervised devices. You can choose to deploy the latest update
or an older update, specify a schedule for the update installation, and delay the visibility of software updates on the devices34.

The other options are not correct for this scenario because:

> Enrolling the devices in Microsoft Intune by using the Intune Company Portal is not suitable for unmanaged devices. The Intune Company Portal is an app that
users can download and install on their personal or corporate-owned devices to enroll them in Microsoft Intune. However, this method requires user interaction and
consent, and does not enroll the devices as supervised devicesb.

> Creating a compliance policy is not necessary for this scenario. A compliance policy is a policy that you can create and assign in Microsoft Intune to evaluate
and enforce compliance settings on your devices. You can use a compliance policy to check if the devices meet certain requirements, such as minimum
OS version, encryption, or password settings. However, a compliance policy does not deploy or manage software updates on the devices6.

> Creating an iOS app provisioning profile is not relevant for this scenario. An iOS app provisioning profile is a file that contains information about the app and its
distribution method. You can use an iOS app provisioning profile to deploy custom or line-of-business apps to your iOS/iPadOS devices by using Microsoft Intune.
However, an iOS app provisioning profile does not affect the software updates on the devices?7.

References: What is Apple Business Manager?, Enroll iOS/iPadOS devices in Intune, Manage iOS/iPadOS software update policies in Intune, Software updates
planning guide and scenarios for supervised iOS/iPadOS devices in Microsoft Intune, Enroll your personal device in Intune, Device compliance policies in Microsoft
Intune, Add an iOS app provisioning profile with Microsoft Intune

NEW QUESTION 68

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You need to ensure that you can deploy apps to Android Enterprise devices. What should you do first?

A. Create a configuration profile.

B. Add a certificate connector.

C. Configure the Partner device management settings.
D. Link your managed Google Play account to Intune.

Answer: D

NEW QUESTION 69
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

- — — oy - — —_— -

Name | Type
Devicel Windows 10
Devicel [ 105
Device3 Android Enterprise

You need to ensure that only devices running trusted firmware or operating system builds can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Require BitLocker. Device!: Setting
Prevent jailbroken devices from having corporate access
Device?: Setting
Prevent rooted devices from having corporate access.
Devices: Setting

Require Secure Boot to be enabled on the device.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to require BitLocker, set a minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules Require BitLocker:
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Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume. BitLocker uses the Trusted Platform Module (TPM) to help
protect the Windows operating system and user

data. It also helps confirm that a computer isn't tampered with, even if its left unattended, lost, or stolen. If the computer is equipped with a compatible TPM,
BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can't be accessed until the TPM verifies the state of the computer.
Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these
settings to require an email, mark rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire, and more.

Device Health Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access. Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to mark rooted devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile Rooted devices

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows https://docs.microsoft.com/en-
us/mem/intune/protect/compliance-policy-create-android-for-work https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

NEW QUESTION 72
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.

Name | Platform

Device Windows 10
Device2 | Windows 11
Device2 | Android
Deviced 105

On which devices can you apply app configuration policies?

A. Device?2 only

B. Devicel and Device2 only

C. Device3 and Device4 only

D. Device2, Device3, and Device4 only

E. Devicel, Device2, Device B, and Device4

Answer: D

Explanation:

The correct answer is D because app configuration policies can be applied to managed devices and managed appsl. Managed devices are enrolled and managed
by Intune, while managed apps are integrated with Intune App SDK or wrapped using the Intune Wrapping Tooll. Device2, Device3, and Device4 are either
enrolled in Intune or have managed apps installed, so they can receive app configuration policies2. Devicel is not enrolled in any MDM solution and does not have
any managed apps installed, so it cannot receive app configuration policies2. References: 1: App configuration policies for Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Policy sets - Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/fundamentals/policy-sets

NEW QUESTION 73

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) solution that is used to manage Windows 11 deployment tasks.
MDT contains the operating system images shown in the following table.

Name Description
Imagel.wim Custom-built Windows 10 image that has
preinstalled custom apps
Image2.wim Custom-built Windows 10 image without apps
Install.wim Default Windows 10 image

You need to perform a Windows 11 in-place upgrade on several computers that run Windows 10. From the Deployment Workbench, you open the New Task
Sequence Wizard.

You need to identify which task sequence template and which operating system image to use for the task sequence. The solution must minimize administrative
effort.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Task sequence template:
Standard Chient Task Sequence
Standard Client Replace Task Sequence

Standard Client Upgrade Task Sequence

Operating system image:

Image1.wim
Image2.wim
Install.wim

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading
from Windows 7 or 8.1 if you do not plan to significantly change the device's configuration or applications. MDT includes an in-place upgrade task sequence
template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. |

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

NEW QUESTION 75
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Device Windows 10
Deviceld 108

Et L'T'-E'.-!CE: Android Entgrpr;g_f

You need to ensure that only devices running trusted firmware or operating system build can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Rguune Bitlowtlees Device!
Prevent jadbroken dences from having corporate access
Dewcel
Friwient ro0Ted dévices Trom haning corporate acess
Deviced:
Requine Secure Boot to be enabled on the device
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Settings Angwer Area
| Raguire Bitlocker Owice- | Risgiras Bt ocker |
| Prevent jalicoken divtes iom having corporate actess I |‘ Il e
L R S S S W e Frevend abicken déves om having coiporate adtess I
_____ - a - - = l______________________]
| Prevent tocted devices fom MRtpReRe - | e el e e e P
_________________ : ' Denced | Prevent rooted devices om having comporate acoess
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NEW QUESTION 77

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You plan to deploy two apps named Appl and App2 to all Windows devices. Appl must be installed before App2.

From the Intune admin center, you create and deploy two Windows app (Win32) apps. You need to ensure that Appl is installed before App2 on every device.
What should you configure?

A. the Appl deployment configurations
B. a dynamic device group

C. a detection rule

D. the App2 deployment configurations

Answer: C

Explanation:

The correct answer is D because you can configure the dependencies for a Win32 app in the deployment configurations1. Dependencies are other Win32 apps
that must be installed before your Win32 app can be installed1. You can add Win32 app dependencies only after your Win32 app has been added and uploaded to
Intune2. In this case, you need to configure the App2 deployment configurations to add Appl as a dependency 2. References: 1: Microsoft Intune Win32 App
Dependencies - MSEndpointMgr https://msendpointmgr.com/2019/06/03/new-intune-feature-win32-app-dependencies/ 2: Add and assign Win32 apps to Microsoft
Intune | Microsoft Learn

https://learn.microsoft.com/en-us/mem/intune/apps/apps-win32-add

NEW QUESTION 79

- (Exam Topic 4)

You have a Microsoft Intune deployment that contains the resources shown in the following table.
Name Type Platform

_OMpiy Device compliance policy Windows 10 and later

Hice Mhice app policy Vot applicabie

You create a policy set named Setl and add Complyl to Setl. Which additional resources can you add to Set1?

A. Confl only

B. Comply2 only

C. Comply2 and Conf1 only

D. CAl. Confl. and Office 1 only

E. Comply2. CA1l, Confl. and Officel

Answer: B

NEW QUESTION 84

- (Exam Topic 4)

You have a server named Serverl and computers that run Windows 8.1. Serverl has the Microsoft Deployment Toolkit (MDT) installed.

You plan to upgrade the Windows 8.1 computers to Windows 10 by using the MDT deployment wizard. You need to create a deployment share on Serverl.

What should you do on Serverl, and what are the minimum components you should add to the MDT deployment share? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

On Serveri:

Import the Deployment Image Servicing and Management (DISM] PowerShell module,
Impart the WindowsAutopilotintune Windows PowerShell module,

Install the Windows Assessment and Deployment Kit (Windows ADK).

Install the Windows Deployment Services server role.

Add 1o the MDT deployment share:;

Windows 10 image and package only

Windows 10 image and task sequence only
Windows 10 image only

Windows 10 image, task sequence, and package

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1: Install the Windows Deployment Services role. Install and initialize Windows Deployment Services (WDS) On the server:

Open an elevated Windows PowerShell prompt and enter the following command: Install-WindowsFeature -Name WDS -IncludeManagementTools
WDSUTIL /Verbose /Progress /Initialize-Server /Server:MDT01 /Reminst:"D:\Remotelnstall" WDSUTIL /Set-Server /AnswerClients:All
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Box 2: Windows 10 image and task sequence only Create the reference image task sequence

In order to build and capture your Windows 10 reference image for deployment using MDT, you will create a task sequence.

Reference:
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/prepare-for-windows-deployment
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-reference-im

NEW QUESTION 86

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You have devices enrolled in intune as shown in the following table.

; Name | Operating system
evicel | Android 8.1.0

An app named Appl is installed on each device.
What is the minimum number of app configuration policies required to manage Appl ?

moow»
UAwN P

Answer: B

Explanation:

The correct answer is B because you need to create two app configuration policies for managed devices, one for iOS/iPadOS devices and one for Android

devicesl. App configuration policies let you customize the settings of apps for iOS/iPadOS or Android devicesl. The settings are assigned to user groups and
applied when the app runsl. The app developer or supplier provides the configuration settings (keys and values) that are exposed to Intunel. You can't use a
single app configuration policy for both iOS/iPadOS and Android devices because they have different configuration settings2. References: 1: App configuration

policies for Microsoft Intune | Microsoft Learn

https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Add app configuration policies for managed i0OS/iPadOS devices |

Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-use-ios

NEW QUESTION 89
- (Exam Topic 3)
You need to meet the requirements for the MKG department users. What should you do?

A. Assign the MKG department users the Purchaser role in Microsoft Store for Business

B. Download the APPX file for Appl from Microsoft Store for Business

C. Add Appl to the private store

D. Assign the MKG department users the Basic Purchaser role in Microsoft Store for Business
E. Acquire Appl from Microsoft Store for Business

Answer: E

Explanation:
References:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store Enable the users in the MKG department to use Appl.
The private store is a feature in Microsoft Store for Business and Education that organizations receive during the signup process. When admins add apps to the
private store, all employees in the organization can view and download the apps. Your private store is available as a tab in Microsoft Store app, and is usually

named for your company or organization. Only apps with online licenses can be added to the private store.
Reference:
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

NEW QUESTION 93
- (Exam Topic 3)

You need a new conditional access policy that has an assignment for Office 365 Exchange Online. You need to configure the policy to meet the technical

requirements for Group4.
Which two settings should you configure in the policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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New » Conditions 1 X Device state (preview) I
o 0 Into ﬂ' Info
Fuhl:'rh . sk @ Lonhgure O

: : b

Not configured
Assignments

A > Device platforms } Include Exclude

0 users and groups selected :
= oo Mot configured

Select the device state condition used to exclude

. 2 dewices from policy.
1 app included ions @ N —
Londitions @ 3 Mot configured L] Device Hybrid Azure AD joined ©
0 cone Sd |; Dewice madked a compliant 0
ent apo (S 1L aTat g ﬂ }
Access controls Not configured
10
Block } Device state (prniew) 3
e Bl Mot configured
- >

0 controls selected

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The policy needs to be applied to Group4 so we need to configure Users and Groups. The Access controls are set to Block access
A screenshot of a computer Description automatically generated

We therefore need to exclude compliant devices. From the scenario:

> Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from devices that are enrolled in Intune.

Note: When a device enrolls in Intune, the device information is updated in Azure AD to include the device compliance status. This compliance status is used by
conditional access policies to block or allow access to e-mail and other organization resources.

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/conditions https://docs.microsoft.com/en-us/intune/device-compliance-get-started

NEW QUESTION 96

- (Exam Topic 3)

What is the maximum number of devices that Userl and User2 can enroll in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1 can enroll a maximum of:

5 devices

10 devices

15 devices

1,000 devices

An unlimited number of devices

User2 can enroll a maximum of: | N/
5 devices

10 devices

|15 devices
' 1,000 devices
- An unlimited number of devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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User1 can enroll a maximum of: WV
> devices

10 devices
15 devices
1,000 devices
An unlimited number of devices

User2 can enroll a maximum of: NS
5 devices
10 devices
' 15 devices |

An unlimited number of devices

NEW QUESTION 97

- (Exam Topic 3)

You are evaluating which devices are compliant.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Devicel is compliant O O

Device3 is compliant O O

Device4 i1s compliant O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Devicel is compliant

O
Device3 is compliant O
Deviced is compliant Q

NEW QUESTION 102
- (Exam Topic 3)
You need to meet the technical requirements for the IT department. What should you do first?

A. From the Azure Active Directory blade in the Azure portal, enable Seamless single sign-on.

B. From the Configuration Manager console, add an Intune subscription.

C. From the Azure Active Directory blade in the Azure portal, configure the Mobility (MDM and MAM) settings.
D. From the Microsoft Intune blade in the Azure portal, configure the Windows enrollment settings.

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 104
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- (Exam Topic 2)
What should you configure to meet the technical requirements for the Azure AD-joined computers?

A. Windows Hello for Business from the Microsoft Intune blade in the Azure portal.
B. The Accounts options in an endpoint protection profile.

C. The Password Policy settings in a Group Policy object (GPO).

D. A password policy from the Microsoft Office 365 portal.

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-manage-inorgani

NEW QUESTION 108
- (Exam Topic 2)
You need to meet the OOBE requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

o Overview
Getting started
Manage
 Users

Groups
Organizational relationships

Roles and administrators

E«:nterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy
Licenses
Azure AD Connect

Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Notifications settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environm
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

NEW QUESTION 110

- (Exam Topic 2)

You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Change Delivery Optimization l\/

download mode to: Bypass mode
HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

Update Active Hours Start to:

T0AM
11 AM
10PM
11 PM
Update Active Hours End to: I
10 AM
1T AM
T10PM
1T PM
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated with low confidence
Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization https://2pintsoftware.com/delivery-optimization-dI-mode/

NEW QUESTION 111
- (Exam Topic 2)
You need to meet the device management requirements for the developers. What should you implement?

A. folder redirection

B. Enterprise State Roaming

C. home folders

D. known folder redirection in Microsoft OneDrive

Answer: B

Explanation:
Litware identifies the following device management requirements:

> Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in. Enterprise State Roaming allows for the
synchronization of Microsoft Edge browser setting, including

favorites and reading list, across devices.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settings-refer

NEW QUESTION 116
- (Exam Topic 1)
Which user can enroll Device6 in Intune?

A. User4 and User2 only

B. User4 and User 1 only

C. Userl, User2, User3, and User4
D. User4. User Land User2 only

Answer: B

NEW QUESTION 121

- (Exam Topic 1)

Userl and User2 plan to use Sync your settings.

On which devices can the users use Sync your settings? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
| |SurePass

https://lwww.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

Answer Area

userr: |

N devices

Deviced and DeviceS only

Devicel, Device2 and Devace3 only

Dewcel, Deviceld, Dewced, Dewced, and Dewice

User2 [

MNo dences

Deviced and DewiceS only

Device, Device2 and Device3 only

Device, Devicel. Deviced, Deviced, and Dewices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated
Reference:

https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/

NEW QUESTION 123

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User1 can create a file named D:\Folder1\file1.txt on Device4 by using Notepad.

User2 can remove D:\Folder1 from the list of protected folders on Device2.

User3 can create a file named C\Users\User3\Desktop\file1.txt on Device2 by
running a custom Windows PowerShell script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 127

- (Exam Topic 1)

You implement Boundaryl based on the planned changes.

Which devices have a network boundary of 192.168.1.0/24 applied?

A. Device2 only

B. Device3 only

C. Device 1. Device2. and Device5 only

D. Device 1, Device2, Device3, and Device4 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows

NEW QUESTION 131
- (Exam Topic 1)
Which users can purchase and assign Appl?

A. User3 only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. Userl, User3, and User4 only
E. User3 and User4 only
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Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-

employees

NEW QUESTION 134
- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
f User1 adds a shortcut to the desktop of Dewicel, when User1 signs in to Dewice3, the
came shortcut wall appear on the desktop
f User1 sets the desktop background to blue on Dewvice2, when User? signs Deviced
the desktop background will be blue
f User? increases the size of the font in the command prompt of Dewcel, when User:
signs 1n 10 Dewices, the command prompt will show the increased font size
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter Description automatically generated

NEW QUESTION 135
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl

@contoso.com.
You join a Windows 10 device named Clientl to contoso.com.
You need to add Userl to the local Administrators group of Clientl.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Administrators Jadd "

net accounts AzureAD
net localgroup CONTOSO
net user UPN

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Administrators Jadd *

net accounts
r net localgroup
net user

NEW QUESTION 136
- (Exam Topic 4)
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You have an Azure AD tenant that contains the devices shown in the following table. You purchase Windows 11 Enterprise E5 licenses.
Which devices can use Subscription Activation to upgrade to Windows 11 Enterprise?

A. Devicel only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2, Device3, and Device4

Answer: B

NEW QUESTION 141

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You have a Windows 11 device named Devicel that is enrolled in Intune. Devicel has been offline for 30 days.

You need to remove Devicel from Intune immediately. The solution must ensure that if the device checks in again, any apps and data provisioned by Intune are
removed. User-installed apps, personal data, and

OEM:-installed apps must be retained.

What should you use?

A. a Delete action

B. a Retire action

C. a Fresh Start action

D. an Autopilot Reset action

Answer: B

Explanation:

A retire action removes a device from Intune management and removes any apps and data provisioned by Intune. User-installed apps, personal data, and OEM-
installed apps are retained. A retire action can be performed on devices that are offline for more than 30 days. References:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/devices-wipe

NEW QUESTION 144

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled OS Version Join Type Owner MDM Compliant
g LON-CL2 Yes Windows 10.0.17763.615  Azure AD registered lser?  Microsoft Intune Yes
2 LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined Userl  Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
azure-ad-register

NEW QUESTION 148
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription.
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You create an app protection policy for Android devices named Policyl as shown in the following exhibit.

! & = L -
Home ApD

Create policy X

0 Basics ﬂ Apps

Choose how you want 10 apply this policy to apps on different devices. Then add at least one app

Dewvice types * (1) Unmanaged v J

e e

Target policy 10 All Apps W l

o We'll continue to add managed apps to your policy a3 they become avadable in Intune. View 8 list of
apps that will be targeted

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

To apply Policy to an Android device, you must (answer choice). (I

install the Company Portal app on the device
install the Microsoft Authenticator app on the device

onboard the device to Microsoft Defender for Endpoint
onboard the device to the Microsoft 365 comphance center

When Policy! is assigned, the policy wil apply to [answer choice). [

users only
dewvices only

users and devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Install the Intune Company Portal app on the device

On Android, Android devices will prompt to install the Intune Company Portal app regardless of which Device type is chosen.

Bix 2: Devices only

For Android devices, unmanaged devices are devices where Intune MDM management has not been detected. This includes devices managed by third-party
MDM vendors.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies#app-protection-policies-for-iosipado

NEW QUESTION 151

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Intune admin center, you add a Microsoft Store app.
Which two App information types are visible in the Company Portal? NOTE: Each correct selection is worth one point.

A. Privacy URL

B. Information URL
C. Developer

D. Owner

Answer: AC

NEW QUESTION 153

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
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B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:

To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)” in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 155
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Name ' Role

You have a computer named Computerl that runs Windows 10. Computerl is in a workgroup and has the local users shown in the following table.

Namc ) Mpmbcr_-::f

= e & o —
— | F " ] 1

UserA joins Computerl to Azure AD by using userl@contoso.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Tes No
Lo
erlE [ M # { P On LompLie
Admin1@contoso.com can confiqure the firewall and Microsoft Defender on Computer]
dminde@contoso.com Ccan instal ftware on Lomp tarl
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Ees No
FEC0N i memer oF T Han [€ 0 gl
Admint@con om can confiqure the firewall and Microsaft Defender on Computer

NEW QUESTION 158

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 150 hybrid Azure AD joined Windows devices. All the devices are enrolled in Microsoft Intune. You need to
configure Delivery Optimization on the devices to meet the following requirements:

« Allow downloads from the internet and from other computers on the local network.

« Limit the percentage of used bandwidth to 50. What should you use?

A. a configuration profile

B. a Windows Update for Business Group Policy setting

C. a Microsoft Peer-to-Peer Networking Services Group Policy setting
D. an Update ring for Windows 10 and later profile

Answer: A
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Explanation:

A configuration profile is the correct answer because it allows you to configure Delivery Optimization settings for Windows devices in Intune. You can specify the
download mode, bandwidth limit, caching options, and more. A configuration profile is a template that contains one or more settings that you can apply to groups of
devices. References:

> Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn
> Delivery Optimization settings in Microsoft Intune

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You need to configure an update ring that meets the following requirements:

* Fixes and improvements to existing Windows functionality can be deferred for 14 days but will install automatically seven days after that date.

* The installation of new Windows features can be deferred for 90 days but will install automatically 10 days after that date.

« Devices must restart automatically three days after an update is installed.

How should you configure the update ring? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Feature update deferral penod (days = -
14
Qualty update deferral penod (days | -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Feature update deferral penod (days

Quaiity update deferral period (days

arace penod
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NEW QUESTION 164

- (Exam Topic 4)

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Policy type: hd

App configuration policy
App protection policy
Compliance policy

Configuration profile

Profile: v

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root
certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are
issued.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 168
- (Exam Topic 4)
You have two computers that run Windows 10. The computers are enrolled in Microsoft Intune as shown in the following table.

Name Member of
Compuleri Group
Computer? Groupi. Group?

Windows 10 update rings are defined in Intune as shown in the following table.

“Name | Quality deferral (days) | Assigned
Ring1 3 Yes
| Ring? 10 Yes

You assign the update rings as shown in the following table.

Name Include | Exclude
Ring1 Group1 | Group?
| Ring? Groups | Group?

What is the effect of the configurations on Computerl and Computer2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Quality deferral on Computer1 v
3 days

7 days

10 days

13 days

No effect

Quality deferral on Computer2 v
3 days

7 days

10 days

13 days

No effect

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Computerl and Computer2 are members of Groupl. Ringl is applied to Groupl.

Note: The term "Exclude” is misleading. It means that the ring is not applied to that group, rather than that group being blocked.

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wufb-intune https://allthingscloud.blog/configure-windows-update-business-using-microsoft-
intune/

NEW QUESTION 173

- (Exam Topic 4)

You are replacing 100 company-owned Windows devices.

You need to use the Microsoft Deployment Toolkit (MDT) to securely wipe and decommission the devices. The solution must meet the following requirements:
» Back up the user state.

* Minimize administrative effort.

Which task sequence template should you use?

A. Standard Client Task Sequence

B. Standard Client Replace Task Sequence
C. Litetouch OEM Task Sequence

D. Sysprep and Capture

Answer: B
NEW QUESTION 176

- (Exam Topic 4)
You have groups that use the Dynamic Device membership type as shown in the following table.

Name Syntax
Group1 (device.deviceOwnership -eqg “Company”)
Group2 (device.deviceOwnership -eq "Personal”™)

You are deploying Microsoft 365 apps.
You have devices enrolled in Microsoft Intune as shown in the following table.

. Name | ~ Ownership | ~~~~~ Platform

LT1 . Company Windows 10 Enterprise x64 !
L12 | Personal | Windows 10 Enterprise x64 1'
| LT3 | Company MacOS Big Sur |

In the Microsoft Endpoint Manager admin center, you create a Microsoft 365 Apps app as shown in the exhibit. (Click the Exhibit tab.)
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App Information Edit

Mame
Description

Publisher
Category

Show this as a featured app in the

Company Portal
Informaton URL
Privacy URL
Developer
Owner

MNotes

Logo

Architecture

Update channel
Remove other versions
Version to install

Use shared computer activation

Accept the Microsoft Software License

Teams on behalf of users

Install background service for Microsoft

Search in Bing

Apps to be installed as part of the suite

Assignments Edit

Group mode
~.~ Required

I‘E) Included

Available for enrolled devices

Microsoft 365 Apps for Windows 10
Microsoft 365 Apps for Windows 10

Microsoft
Productivity
Mo

hitps-//products office_ com/en-us/explore-office-for-home
hitps . //privacy microsoft. com/en-US/privacystatement
Microsoft

Microsoft

r] t.l;,rln' =

Teams, Word
64-bil

Current Channel
Yes

Latest

No
No

Mo

1 language(s) selected
Group

Group1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

LT1 will have Microsoft Office 365 installed

LT2 will have Microsoft Office 365 installed

LT3 will have Microsoft Office 365 installed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes No

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-office365
https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 179
- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You plan to use Windows Autopilot to configure the Windows 10 devices shown in the following table.

Name | Memory TPM
Device2 | 8 GE | Version 1.2
Device3 | 4 GE | Version 2.0

Which devices can be configured by using Windows Autopilot self-deploying mode?
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A. Device2 only

B. Device3 only

C. Device2 and Devnce3 only

D. Device 1, Device2, and Device3

Answer: C

Explanation:

Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation key for Windows 10 Pro or Windows 11 Pro. This feature
allows devices to automatically activate Windows Enterprise edition using the subscription license assigned to the user. Devicel does not have a
firmware-embedded activation key, so it cannot use self-deploying mode. Device2 and Device3 have firmware-embedded activation keys for Windows 10 Pro, so
they can use self-deploying

mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy Windows Enterpris licenses

NEW QUESTION 184

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to deploy and manage Windows devices.

You have 100 devices from users that left your company.

You need to repurpose the devices for new users by removing all the data and applications installed by the previous users. The solution must minimize
administrative effort.

What should you do?

A. Deploy a new configuration profile to the devices.

B. Perform a Windows Autopilot reset on the devices.

C. Perform an in-place upgrade on the devices.

D. Perform a clean installation of Windows 11 on the devices.

Answer: B

NEW QUESTION 185

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to ensure that the startup performance of managed Windows 11 devices is captured and available for review in the Intune admin center.
What should you configure?

A. the Azure Monitor agent

B. a device compliance policy

C. a Conditional Access policy

D. an Intune data collection policy

Answer: D

NEW QUESTION 189

- (Exam Topic 4)

You use a Microsoft Intune subscription to manage iOS devices.

You configure a device compliance policy that blocks jailbroken iOS devices. You need to enable Enhanced jailbreak detection.
What should you configure?

A. the Compliance policy settings
B. the device compliance policy
C. a network location

D. a configuration profile

Answer: D

NEW QUESTION 194

- (Exam Topic 4)

You have an Azure AD tenant and 100 Windows 10 devices that are Azure AD joined and managed by using Microsoft Intune.

You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus on the devices. The solution must minimize administrative effort.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure the Windows Defender Antivirus settings.

B. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Device restrictions settings.

C. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection settings.

D. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions settings.

E. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection settings.

F. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender Firewall with Advanced Security.

Answer: CE

Explanation:

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device
configuration profile and configure the Endpoint protection settings. You can use this profile to configure various settings for firewall and antivirus protection on the

devices. References:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10

NEW QUESTION 198
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- (Exam Topic 4)
In Microsoft Intune, you have the device compliance policies shown in the following table.

Name Type Encryption Windows Mark device as [ Assigned
Defender not compliant to
antimalware

Policyl | Windows 8.1 and | Require Not applicable 5 days Group1
later

Policy2 | Windows 10 and | Not Require 7 days Group2
later configured

Policy3 | Windows 10 and | Require Require 10 days Group2
later

The Intune compliance policy settings are configured as shown in the following exhibit.

These settings configure the way the compliance service treats devices, Each device evaluates these as a "Built-in Device Compliance Policy”,
which is reflected in device monitoring.

Mark devices with no compliance policy Compliant

assigned as

Enhanced jalbreak detection Ensbled

Compliance status validity period (days) 30

On June 1, you enroll Windows 10 devices in Intune as shown in the following table.

Name Use BitLocker Drive Windows Member of
Encryption (BitLocker) Defender
Devicel | No Enabled | Group1
Device? | No Enabled | Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
On June 4, Device1 is marked as compliant. O O
On June 6, Device1 is marked as compliant. O O
OnJune 9, Device? is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device 1 is Windows 10 - and policy 1 is for Windows 8. Default compliance for devices without a policy is not compliant so first 2 questions are NO.

Then the third device has 2 policies, the first one is compliant and the second policy is not compliant but the device is not marked as non-compliant due to the fact
that mark device as non-compliant is set to 10 days. This means that the machine will be compliant until june 10th.

Source:

Mark device non-compliant: By default, this action is set for each compliance policy and has a schedule of zero (0) days, marking devices as nhoncompliant
immediately.

When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being marked as non-
compliant.

This action is supported on all platforms supported by Intune. https://docs.microsoft.com/en-us/mem/intune/protect/actions-for-noncompliance

NEW QUESTION 203

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Userl and uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
You have a device named Devicel that is enrolled in Intune.

You need to ensure that Userl can use Remote Help from the Intune admin center for Devicel. Which three actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Deploy the Remote Help app to Devicel.

B. Assign the Help Desk Operator role to Userl.
C. Assign the Intune Administrator role to Userl.
D. Assign a Microsoft 365 E5 license to Userl.
E. Rerun device onboarding on Devicel.
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F. Assign the Remote Help add-on license to Userl.

Answer: ABF

NEW QUESTION 204

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl and uses Microsoft Intune Suite. You use Microsoft Intune to manage devices that run
Windows 11.

Userl provides remote support for 75 devices in the marketing department.

You need to add Userl to the Remote Desktop Users group on each marketing department device. What should you configure?

A. an app configuration policy
B. a device compliance policy
C. an account protection policy
D. a device configuration profile

Answer: D

NEW QUESTION 205

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You plan to manage Windows updates by using Intune.

You create an update ring for Windows 10 and later and configure the User experience settings for the ring as shown in the following exhibit.

User experience settings

Autamatic update behawvior ] s bes irsstall amed i

a3tart atmamntenanca fumne
ACTlive 5 i3 =
Change notification update level | | Use the default Windows Update notifications e
Use deadline settings [ m Mot configures

5 ¥ T * + - + 4
: ’ 2 2o “

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Answer Area

Automatie restarts are blocked [answer choice]l.  between 8 AM and 5 PM -
befors 2 AR

P

after 5 PM

3!
= |

estart will be forced on a device [answer choice] aiter the deadline 5 days -

1 da &

i
fay

' I LPL
1Y,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

AUtomatc restans are blocked [answer choice]. between 8 AM and 5 BM -

A
Before 8 Al

e torced on a device [answer choice] aftar the deadhne

1]

NEW QUESTION 208

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a user named Used. User! has a user principal name (UPN) of userl@contoso.com.
You join a Windows 11 device named Client 1 to contoso.com. You need to add Userl to the local Administrators group of Clientl.

How should you complete the command? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

net localgroup Administrators /add “AzureAD\userl@contoso.com”

This command will add the Azure AD user with the UPN of userl@contoso.com to the local Administrators group of the devicel. You need to use the AzureAD
prefix and double backslashes to specify the user's domain2. You also need to enclose the user's name in quotation marks if it contains special characters like
@1.

You can run this command from an elevated command prompt on Clientl, or remotely by using PowerShell or other toolsl. You can also use the Intune Role

Administrator role or the Additional local administrators on all Azure AD joined devices setting to manage the local administrators group on Azure AD joined
devices34.

NEW QUESTION 211

- (Exam Topic 4)

Your network contains an Active Directory domain named adatum.com. The domain contains two computers named Computerl and Computer2 that run Windows
10. Remote Desktop is enabled on Computer2.

The domain contains the user accounts shown in the following table.

Name Member of
Usert Domain Admins
User? Domain Users
Userd Domain Users
Computer2 contains the local groups shown in the following table.
Name Members
Group1 ADATUM\User2
ADATUM\User3
Group? ADATUM\User2
Group3 ADATUM\User3
Administrators ADATUM\Domain Admins
ADATUM\User3
Remote Desktop Users Group1
The relevant user rights assignments for Computed are shown in the following table.
Policy Security Setting
Allow log on through Remote Deskiop Services Administrators,
Remote Desktop
Users
Deny log on through Remote Desktop Services GGroup?2
Deny log on locally Groupd

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

User1 can establish a Remote Desktop sessionto Computer2. O @)

User2 can establish a Remote Desktop session to Computer2. O =)

User3 can establish a Remote Desktop session to Computer2. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Answer Area
Statements Yes No

User1 can establish a Remote Desktop session to Computer2.| O O
User2 can establish a Remote Desktop session to Computer2. O O
User3 can establish a Remote Desktop session to Computer2. O O

NEW QUESTION 214

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the devices shown in the following table
Name | Operating system | Azure AD status Mobile device
management (MDM)
Devicel | Windows 8.1 Registered None
Device2 | Windows 10 Joined None
Device3 | Windows 10 Joined Microsoft Intune
Contoso.com contains the Azure Active Directory groups shown in the following table.
Name Members

Group1 | Group2, Devicel, Device3
GroupZ | Devicel2

You add a Windows Autopilot deployment profile. The profile is configured as shown in the following exhibit.
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Create profile

Windows PC

0 Basics e Out-of-box expenence (OOBE) o Assignments o Review + create

Summary

Basics

Name Profile1
Descniption o

Convert all targeted devices to Autopiiot Yes

Device type Windows PC

Out-of-box experience (OOBE)

Deployment mode Self-Deploying (preview)
Jon to Azure AD as Azure AD joined

Skip AD connectivity check (preview) No

Language (Region) Operating system default
Automatically configure keyboard Yes

Microsoft Software License Terms Hide

Privacy settings Hide

Hide change account options Hide

User account type Standard

Allow White Glove OOBE No

Apply device name template Mo

Assignments

Included groups Group1

Excluded groups --

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

If Device1 starts in Out of Box Expenence (OOBE) mode, the device will be deployed by using
Autopilot.

If Device? starts in Out of Box Experience (OOBE) mode, the device will be deployed by using
Autopilot.

If Dewice3 starts in Out of Box Expenience (OOBE) mode, the device will be deployed by using

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel has no Mobile device Management (MDM) configured.

Note: Devicel is running Windows 8.1, and is registered, but not joined. Devicel is in Groupl.
Profilel is assigned to Groupl. Box 2: No

Device2 has no Mobile device Management (MDM) configured. Note: Device?2 is running Windows 10, and is joined.

Device2 is in Group2. Group2 is in Groupl.
Profilel is assigned to Groupl. Box 3: Yes
Device3 has Mobile device Management (MDM) configured. Device3 is running Windows 10, and is joined
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Devicel is in Groupl.

Profilel is assigned to Groupl.

Mobile device management (MDM) enrollment: Once your Windows 10 device joins Azure AD, Autopilot ensures your device is automatically enrolled with MDMs
such as Microsoft Intune. This program can automatically push configurations, policies and settings to the device, and install Office 365 and other business apps
without you having to get IT admins to manually sort the device. Intune can also apply the latest updates from Windows Update for Business.

Reference: https://xo.xello.com.au/blog/windows-autopilot

NEW QUESTION 219

- (Exam Topic 4)

You have an on-premises server named Server! that hosts a Microsoft Deployment Toolkit (MDT) deployment share named MDT1. You need to ensure that MDT1
supports multicast deployments. What should you install on Serverl1?

A. Multipath I/O (MPIO)

B. Multipoint Connector

C. Windows Deployment Services (WDS)

D. Windows Server Update Services (WSUS)

Answer: C
NEW QUESTION 221

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. The subscription contains the users shown in the following table.

Name Member of

Userl Groupl, Group2

User2 Group2

User3 Group3

Group2 and Group3 are members of Groupl. All the users use Microsoft Excel.
From the Microsoft Endpoint Manager admin center, you create the policies shown in the following table.

Name Type Priority Assigned to Default file format for Excel
Policyl Policies for 0 Groupl OpenDocument Spreadsheet (*.ods)
Office apps
Policy2 Policies for 1 Group2 Excel Binary Workbook (*.xlsb)
Office apps

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

When Userl saves a new spreadsheet, the .ods format is used.

When User2 saves a new spreadsheet, the .xlsb format is used.

When User3 saves a new spreadsheet, the .xlsx format is used.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and Group?2.

Policyl with priority O is assigned to Groupl: default file format for Excel is.ods. Policy2 with priority 1 is assigned to Group?2: default file format for Excel is.xIsb.
Note: Key points to remember about policy order

Policies are assigned an order of priority. Devices receive the first applied policy only.

You can change the order of priority for policies. Default policies are given the lowest order of priority. Box 2: Yes
User2 is member of Group2.

Group2 and Group3 are members of Groupl. Box 3: No

User3 is member of Group3.

Group2 and Group3 are members of Groupl.

Reference: https://learn.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-policy-order
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NEW QUESTION 226

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 Android devices enrolled in Microsoft Intune. You create an app configuration policy that contains the
following settings:

* Device enrollment type: Managed devices

* Profile Type: All Profile Types

* Platform: Android Enterprise

Which two types of apps can be associated with the policy? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Built-in Android app

B. Managed Google Play store app
C. Web link

D. Android Enterprise system app
E. Android store app

Answer: BD

NEW QUESTION 228

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains the objects shown in the following table. You are creating a compliance policy named Compliancel.
Which objects can you specify in Compliancel as additional recipients of noncompliance notifications?

A. Group3 and Group4 only

B. Group3, Group4, and Admin1 only

C. Groupl, Group2, and Group3 only

D. Groupl, Group2, Group3, and Group4 only

E. Groupl, Group2, Group3, Group4, and Adminl

Answer: C

Explanation:

Reference:

https://www.ravenswoodtechnology.com/microsoft-intune-compliance-notifications/ https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-
groups?view=0365-worldwide

NEW QUESTION 229

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have devices enrolled in Microsoft Intune as shown in the following table. To which devices can you deploy apps by using Intune?

A. Devicel only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2, and Device3 only

E. Devicel, Device2, Device3, and Device4

Answer: E

NEW QUESTION 233

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices. All devices are in the same time zone. You create an update rings policy and assign the policy to all Windows
devices.

On the November 1, you pause the update rings policy. All devices remain online.

Without further modification to the policy, on which date will the devices next attempt to update?

A. December 1
B. December 6
C. November 15
D. November 22

Answer: C

NEW QUESTION 237

- (Exam Topic 4)

You have a Microsoft 365 Business Standard subscription and 100 Windows 10 Pro devices. You purchase a Microsoft 365 E5 subscription.
You need to upgrade the Windows 10 Pro devices to Windows 10 Enterprise. The solution must minimize administrative effort.

Which upgrade method should you use?

A. Windows Autopilot

B. a Microsoft Deployment Toolkit (MDT) lite-touch deployment
C. Subscription Activation

D. an in-place upgrade by using Windows installation media

Answer: C

Explanation:
Subscription Activation is a feature that allows you to upgrade from Windows 10 Pro or Windows 11 Pro to Windows 10 Enterprise or Windows 11 Enterprise

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

without needing a product key or reinstallation. You just need to assign a subscription license (such as Microsoft 365 E5) to the user in Azure AD, and then sign in
to the device with that user account. The device will automatically activate Windows Enterprise edition using the firmware-embedded activation key for Windows
Pro edition. This method minimizes administrative effort and

simplifies the upgrade process. References: Windows subscription activation, Deploy Windows Enterprise

licenses

NEW QUESTION 242

- (Exam Topic 4)

You use Windows Admin Center to remotely administer computers that run Windows 10.

When connecting to Windows Admin Center, you receive the message shown in the following exhibit.

This site is not secure

This might mean that someone’s trying to fool
you or steal any info you send to the server.
You should close this site immediately

-

Your PC doesn't trust this website’s security
certificate.

You need to prevent the message from appearing when you connect to Windows Admin Center.
To which certificate store should you import the certificate?

A. Personal
B. Trusted Root Certification Authorities
C. Client Authentication Issuers

Answer: B
NEW QUESTION 244

- (Exam Topic 4)
You have a Hyper-V host that contains the virtual machines shown in the following table.

Name Generation Virtual processors Memnrjr
VM1 1 4 16 GB

VM2 2 1 8 GB 11!
VM3 2 E I B0

On which virtual machines can you install Windows 117

A. VM1 only

B. VM3only

C. VM1 and VM2 only
D. VM2 and VM3 only
E. VM1, VM2, and VM3

Answer: E

NEW QUESTION 248

- (Exam Topic 4)

You have a Microsoft 365 subscription. The subscription contains computers that run Windows 11 and are enrolled in Microsoft Intune. You need to create a
compliance policy that meets the following requirements:

» Requires BitLocker Drive Encryption (BitLocker) on each device

* Requires a minimum operating system version

Which setting of the compliance policy should you configure for each requirement? To answer, drag the appropriate settings to the correct requirements. Each
setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point,
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Settings Answer Area

Device Health Requares Brtlocker

Uewice Properties
Requires 8 minimum operating system version:

Microsokt Defender for Endpomt

System Secunty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Settings Answer Area

——n =W U W N

Requires BitLocker: | Jystem Secunty

————————————— J Requires 3 minimum operating system version: | Device Properties |
YT e o e )
|

ficrasoft Defender for Endpomt

NEW QUESTION 251

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You add apps to Intune as shown in the following table.

—

Name App type
App1 Android store app

- App?2 Android line-of-business app
App3 Managed Google Play app

You need to create an app configuration policy named Policyl for the Android Enterprise platform. Which apps can you manage by using Policyl1?

A. App2 only

B. App3 only

C. Appl and App3 only
D. App2 and App3 only
E. Appl, App2, and App3

Answer: D

NEW QUESTION 252
- (Exam Topic 4)
You have an Azure Active Directory Premium Plan 2 subscription that contains the users shown in the following table.

Name | Member of Assigned license
User1 | Group1 Enterprise Mobility + Security ES
User2 | Group?2 Enterprise Mobility + Security ES

You purchase the devices shown in the following table.

Name sze
Devicel | Windows 10
Device2 | Android

You configure automatic mobile device management (MDM) and mobile application management (MAM) enrollment by using the following settings:
> MDM user scope: Groupl

> MAM user scope: Group2
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes MNo

tUser1 registers Devicel in cont O

ntune

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll https://powerautomate.microsoft.com/fr-fr/blog/mam-flow-mobile/

NEW QUESTION 255
- (Exam Topic 4)
Your company has a computer named Computerl that runs Windows 10. Computed was used by a user who left the company.
You plan to repurpose Computerl and assign the computer to a new user. You need to redeploy Computerl by using Windows Autopilot.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Kctions Answer Area

e 0

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To redeploy Computerl by using Windows Autopilot, you need to perform the following three actions in sequence:

> Generate a JSON file that contains the computer information. This file specifies the Autopilot profile to be applied during the deployment. You can use the Get-
AutopilotProfilesForExistingDevices PowerShell script to generate this filel.

> Reset the computer. You can use the Windows Automatic Redeployment feature to trigger a reset from the login screen by pressing Ctrl + R and providing an
administrator account2. Alternatively, you can use the Windows Autopilot Reset feature to remotely reset the device from Intunel.

> Upload the file by running azcopy.exe. This step copies the JSON file to a blob storage account in Azure, where it can be accessed by the device during the
deployment. You need to specify the storage account name, access key, and container name as parameters for azcopy.exel.

NEW QUESTION 260

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You have five new Windows 11 Pro devices.

You need to prepare the devices for corporate use. The solution must meet the following requirements:

« Install Windows 11 Enterprise on each device.

« Install a Windows Installer (MSI) package named Appl on each device.

* Add a certificate named Certificatel that is required by Appl.

« Join each device to Azure AD.

Which three provisioning options can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. subscription activation

B. a custom Windows image
C. anin-place upgrade

D. Windows Autopilot

E. provisioning packages

Answer: BDE

NEW QUESTION 265

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You need to create Endpoint security policies to
meet the following requirements:

> Hide the Firewall & network protection area in the Windows Security app.
> Disable the provisioning of Windows Hello for Business on the devices.
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Which two policy types should you use? To answer, select the policies in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Manage

© Antivirus

& Disk encryption

1

Firewall

@ Endpoint detection and response

¥ Attack surface reduction

€ Account protection

B Device compliance

) Conditional access

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

In the Antivirus policy settings, you can hide the Firewall and network protection area in the Windows Security app.

Windows Hello for Business settings are configured in Identity protection. Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/antivirus-security-experience-windows-settings https://docs.microsoft.com/en-us/mem/intune/protect/identity-
protection-windows-settings

NEW QUESTION 269
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Description

Groupl Azure AD group that contains a user named Userl

Group?2 Azure AD group that contains iOS devices

You create a Conditional Access policy named CAPolicyl that will block access to Microsoft Exchange Online from iOS devices. You assign CAPolicyl to Groupl.
You discover that Userl can still connect to Exchange Online from an iOS device. You need to ensure that CAPolicyl is enforced.
What should you do?

A. Configure a new terms of use (TOU).

B. Assign CAPolicyl to Group2.

C. Enable CAPolicyl

D. Add a condition in CAPolicyl to filter for devices.

Answer: B

Explanation:

Common signals that Conditional Access can take in to account when making a policy decision include the following signals:

* User or group membership

Policies can be targeted to specific users and groups giving administrators fine-grained control over access.

* Device

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.
Use filters for devices to target policies to specific devices like privileged access workstations.

* Etc.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION 273

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 Android Enterprise devices. All the devices are enrolled in Microsoft Intune.
You need to deliver bookmarks to the Chrome browser on the devices What should you create?

A. a compliance policy
B. a configuration profile

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

C. an app protection policy
D. an app configuration policy

Answer: D

NEW QUESTION 277
- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to set a custom image as the
wallpaper and sign-in screen.
Which two settings should you configure in the Device restrictions configuration profile? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Device restrictions

Windows 10 and later

~" Basics Z Configuration settings

et

.|I"~,|_1|;_| Store
Cellular and connectivity
Cloud and Stor Te s

Cloud Frinter

Messaging

Microsoft Edge P:rnw'".r*I

Metwaork proxy

Pas SWwond

Fer-app privacy exception

Prcvious W},

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

Answer Area

Device restrictions

Windows 10 and later

" Basics

?  Configuration settings

e App Store

we Cellular and connectivity
~ Cloud and Storage

Cloud Printer

Cantrol Panel and Si tting
«  Dhisplay

seneral
c_Locked Screer ;
e l".-"lv_':isﬂﬂmg- .

b Mh{luaufl_ Edge _}_i?nws-‘*r

~ Metwaork proxy

o  Password

w PFer-app privacy excepticnsg

i Personalization

Primter

Previous

NEW QUESTION 281

- (Exam Topic 4)

You have a Microsoft Intune subscription that has the following device compliance policy settings: Mark devices with no compliance policy assigned as: Compliant
Compliance status validity period (days): 14

On January 1, you enroll Windows 10 devices in Intune as shown in the following table.

BitLocker Drive Scope
Name Encryption Firewall (Tags) Member of
(BitLocker) g
Device1 Enabled Off Tag1 Group1
Device2 Disabled On Tag2 Group?2

On January 4, you create the following two device compliance policies:

Name: Policyl

Name: Policy2

Firewall: Require

VWV VN VVNVNVNVVY

Platform: Windows 10 and later
Require BitLocker: Require

Scope (Tags): Tagl

Platform: Windows 10 and later

Mark device noncompliant: Immediately
Scope (Tags): Tag2

Mark device noncompliant: 5 days after noncompliance

On January 5, you assign Policyl and Policy2 to Groupl.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
On January 7, Device1 is marked as compliant. O O
On January 8, Device1 is marked as compliant. O O
On January 8, Device? is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No.

Policyl and Policy2 apply to Groupl which Devicel is a member of. Devicel does not meet the firewall requirement in Policy2 so the device will immediately be

marked as non-compliant.

Box 2: No

For the same reason as Box1. Box 3: Yes
Policyl and Policy2 apply to Groupl. Device2 is not a member of Groupl so the policies don’t apply.
The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in RBAC.

NEW QUESTION 282

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a computer named Computer! that runs Windows 11. You need to enable the Windows
Remote Management (WinRM) service on Computerl and perform the following configurations:

 For the WIinRM service, set Startup type to Automatic.

« Create a listener that accepts requests from any IP address.
» Enable a firewall exception for WS-Management communications. Which PowerShell cmdlet should you use?

A. Connect-WSMan
B. Enable-PSRemoting
C. Invoke-WSManAction

D. Enable-PSSessionConfiguration

Answer: B

NEW QUESTION 287

- (Exam Topic 4)

You have a Microsoft 365 subscription that includes Microsoft Intune. You have computers that run Windows 11 as shown in the following table.

Name

Azure AD
status

Intune

BitLocker Drive Encryption
(BitLocker)

Firewall

Computeri

Joined

Enrolled

Disabled

Enabled

Computer?2

Reqistered

Enrolled

Enabled

Enabled

Computer3

Reqistered

Not enrolled

Enabled

Disabled

You have the groups shown in the following table.

Members

Group1

Computer1, Computer2

Group?2

Computer3

You create and assign the compliance policies shown in the following table.

Name

Configuration

Action for noncompliance

Assignment

Policy1

Require BitLocker to be
enabled on the device.

Mark device as noncompliant
after 10 days.

Group1

Policy2

Require firewall to be on
and monitoring.

Mark device as noncompliant
immediately.

Group?

The next day, you review the compliance status of the computers.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 291
- (Exam Topic 4)

Statements Yes

You use Microsoft Defender for Endpoint to protect computers that run Windows 10.
You need to assess the differences between the configuration of Microsoft Defender for Endpoint and the Microsoft-recommended configuration baseline.
Which tool should you use?

A. Microsoft Defender for Endpoint Power 81 app

B. Microsoft Secure Score
C. Endpoint Analytics

D. Microsoft 365 Defender portal

Answer: B

NEW QUESTION 295
- (Exam Topic 4)

You have 25 computers that run Windows 10 Pro.
You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You need to upgrade the computers to Windows 11 Enterprise by using an in-place upgrade. The solution must minimize administrative effort.

What should you use?

A. Microsoft Deployment Toolkit (MDT) and a default image of Windows 11 Enterprise
B. Microsoft Configuration Manager and a custom image of Windows 11 Enterprise

C. Windows Autopilot
D. Subscription Activation

Answer: C

NEW QUESTION 300
- (Exam Topic 4)

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:
« Data Execution Prevention (DEP)

« Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes

or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection areas

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
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Exploit protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection consists of many mitigations
that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the following protection areas on the
device in the Windows Security app:

> DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked as non-executable. You can
enable DEP system-wide or for specific apps in the Device security section of the Windows Security appl.

> Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes the location of executable images
in memory, making it harder for attackers to predict where to inject code. You can enable Mandatory ASLR system-wide or for specific apps in the App & browser
control section of the Windows Security appl.

NEW QUESTION 303

- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:

> Compliance policy trends
> Trends in device and user enrolment

> App and operating system version breakdowns of mobile devices
You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Data source: v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune
Azure Synapse Analytics
The Microsoft Intune Data Warehouse
Data visualization tool: v
Azure Data Studio
Microsoft Power Bl
The Azure portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
a-link-powerbi

NEW QUESTION 304

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 1.000 computers that run Windows 11.

You need to configure the Remote Desktop settings of all the computers. The solution must meet the following requirements:

* Prevent the sharing of clipboard contents.

 Ensure that users authenticate by using Network Level Authentication (NLA).

Which two nodes of the Group Policy Management Editor should you use? To answer, select the appropriate nodes in the answer area. NOTE: Each correct
selection is worth one point.

Remote Desktop Session Host

‘S aTa al "adlaTal
LONNeCLIOns

Device and Resource Redwrection

Licensing

Printer Rechirection

Profiles

RD Connection Broker

Remote Session Environment H

Security m

Sesgion hirme bmirlls

Temporary folders
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

¥ ' Remote Desktop Session Host
Connections
Device and Resource Redirection |
Licensing
Printer Redirection
Profiles

. RD Connection Broker ;'

— Remote Session Enviranment

. Session Time Limits .
| Temporary folders

NEW QUESTION 308
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