Certshared now are offering 100% pass ensure NSE7_SDW-7.0 dumps!
r_! CEF’EShﬂI‘Ed https://www.certshared.com/exam/NSE7_SDW-7.0/ (35 Q&ASs)

Guaranteed success with Our exam guides

ﬁ
Fortinet

Exam Questions NSE7 SDW-7.0
Fortinet NSE 7 - SD-WAN 7.0

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure NSE7_SDW-7.0 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/NSE7_SDW-7.0/ (35 Q&As)

NEW QUESTION 1
Refer to the exhibit.
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Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 2
What does enabling the exchange-interface-ip setting enable FortiGate devices to exchange?

A. The gateway address of their IPsec interfaces
B. The tunnel ID of their IPsec interfaces

C. The IP address of their IPsec interfaces

D. The name of their IPsec interfaces

Answer: C

NEW QUESTION 3
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.

B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.

C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.
D. Member metrics are measured only if an SLA target is configured.

Answer: BC

NEW QUESTION 4
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: BDE

NEW QUESTION 5

In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )
A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.

D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 6
Refer to the exhibit.
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branchl fgt ¢ diagnose sys sdwan service
Service(3d): Address Mode (IPV4) flaga=0x200 use-shortcut-sla
sen {2), TOS(0x0/0x0), Prot (0 65535), M (prioricy), link at-factor (packet
o=a), link-cost-threshold(0), heath-check(VFN FING)
Mambars(3):
1: Seq_num(3 T_INET 0_0), alive, packet loss: %, selected
2! ] num (4 MPLS 0), alive, packet los 4. 1%, selected
3: Seq numi(5 INET 1 0), alive, packet loss: 12.000%, selec
rc addresas(l)
I.-‘I - -1| 'I-!-!‘-:
Dat agdaressa(l):
10.0.0.0-10.255.255. 255
branchl fgt (3) ¢ show
~onfig service
& & |
set name "Corp”
et mode priority
- .: ll-A-l _.:H'll
set health-check "VPN PING"
set link-cost-factor packet-loss
a2t link-cost-thresholad
set priority-members o 4
Lal=] -
end

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make T_INET_1 0 the new preferred member?

A. When all three members have the same packet loss.
B. When T_INET_0_0O has 4% packet loss.

C. When T_INET_0_0 has 12% packet loss.

D. When T_INET_1_0 has 4% packet loss.

Answer: A

NEW QUESTION 7
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is 0.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC

Explanation:
sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

NEW QUESTION 8
Refer to the exhibit.
FortiGate #

expire=34 C=0 flagsas=00000000

per ip
class 1d=0 ha id=0 policy dir=0 Ltunnel=/ wvlan cos=0/255S
state=dirty may dirtyvy
reply=84/1/1 tuples—2
tx speed(Bps/kbps) : Jol=T-T; : 0/0
orgin->sink: org pre->post, reply pre-: . dey=5== >0 gwy=192.168.73.2/10.0.1.10
hook=posat dir-=org act=snat 10.0.1.10:2 >=>8.8.¢ 8(192.168.73.132:62662)
k=pre dir=reply act=dnat 8.8.8.8:62662->192.168.73.132:0(10.0.1.10:2246)
misc=0 policy id=1 auth info=0 chk client info=0 wvd=0
serial=00000a2c tos=ff/ff app list=0 app=0 url cat=0
rpdb link id= 80000000 rpdb sve id=0 ngfwid=n/a
npu state-0x040000 -

taotal session 1

Based on the exhibit, which statement about FortiGate re-evaluating traffic is true?

A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.
B. FortiGate has terminated the session after a change on policy ID 1.
C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.
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Answer: C

NEW QUESTION 9
Which two settings can you configure to speed up routing convergence in BGP? (Choose two.)

A. update-source

B. set-route-tag

C. holdtime-timer

D. link-down-failover

Answer: CD

NEW QUESTION 10
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 10
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 13
Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.
B. You can delete the default zones.

C. The default zones are virtual-wan-link and SASE.

D. An SD-WAN member can belong to two or more zones.

Answer: AC

NEW QUESTION 14
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "porti"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1 2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next

end
end

Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.
C. FortiGate brings up port5 after it detects all SD-WAN members as alive.

D. FortiGate brings down port5 after it detects all SD-WAN members as dead.
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Answer: B

NEW QUESTION 15
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

$# diagnose firewall shaper traffic-shaper list name VoIP_Shaper
name VoIP Shaper

maximum-bandwidth 6250 KB/sec

guaranteed-bandwidth 2500 KB/sec

current-bandwidth 93 EKB/sec

priority 2

overhead 0

tos ff

packets dropped 0

bytes dropped 0

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC
NEW QUESTION 18

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator configured ADVPN on both hub-and-
spoke groups.

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)
A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Answer: BD

NEW QUESTION 23
Refer to the exhibit.
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config system interface
edit “"porta"™
set vdom "root"
set 1p 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2

set preserve-session-route enable
next

end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.
B. FortiGate performs routing lookups for new sessions only, after a route change.

C. FortiGate always blocks all traffic, after a route change.

D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 26
Which two statements about SD-WAN central management are true? (Choose two.)

A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-
features/794804/new-sd-wan-template

NEW QUESTION 27
Refer to the exhibit.

id=20085 trace id=847 func=print pkt detail line=5428 msg="vd-root:0 received a
packet (proto=&, 10.1.10.1:33920->74.125.195.93:443) from port3d. flag [.], seqg
2018554516, ack 4141536963, win 2238"

1d=20085 trace_id=847 func=resoclve_ip tuple fa
session, id-000008cl, original direction”
1d=20085 trace id=847 func=shaper handler line=821 msg="exceeded shaper limit, drop"

1]

t line=5508 msg="Find an existing

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 31
Refer to the exhibits.

del fgt # show vpn ipsec phasel-interface T INET 1 O
config vpn 1psec phasel-interface
edit "T INET 1 Q"
SeT TYpe adynamic
- % P - LL - = -

Set interface "port.d
z2et lke-version
= e keylife 28800
=T i. .1.:1' r'i_,h dl.'Jl
Set nect-device disable
&t proposal aeslZ2b-shazZbe
set add-route disable
set psksecret ENC

GayzHI/ UhxCeSFYtwasSodrkNCM] INUEJ4Q4 fZNSEI6SRIVEFSzumés JALSUSCg+1 sz 32t IM+WNKkHLs X kHgydgs5s

ZXBVpSRcht6ZEHPeCcTtOCFVDaG+ SARWAIpmGP/ Z3rIzitdXIxIYSZRIRgugqansmDovkrKRHTVEULZAOTZT 6W
4 i
iPLSco/ Zf3IcK+pnmmI MO
rﬂ-\.:.ct
el |
'l
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dcl_ Igt # diagnose vpn tunnel list name T INET 1
lisr ig Lunn by names in
names=T INET 1 i raru? aarials7 1 64.1.9 192 .2 tun ldsl%2. o 3 d3t mtyus
=1 link=on weight=1
bound 1f=4 lgwy=statlic/.l tun=cunnel =5 mode y 1 ns EnNcCaAp=nont
options [228 srgwy=-chg frag-rfc run state=0 accept traffic=]l coverlay id
parent=T INET C ndex= a
roxyid num=l child num refcnt=¢€ llaste=17 clast=23464 ad
stat: rxp=0 Txp= reb= Lxb=
adpd: mode=on-Jdemar on=]l ldle=g ms recrys=Jj nt seqnos]
natt: modesnone draft intervals remote ports
proxyid=T INET 1 0 0 proto=( saw]l refs=2 serial=l add-route
SLC: 255.255.25% 5¢C
SA ref options=20683 Ty e mtu=1260 explires3y B replaywin=204
seqno=1 esn=0 replaywin lastseg=00000000 itn=0 gat ash search len=1l
ife: type=0l bytesm| timeout=1790/1800
ec: gpil=02f9644e esp=aes key=leé 7fb501124724843a45a 15 i6cBded
ah=shal key=20 bb2l17ce87ae0€0f27823b0050052338115893a307
BT spl=fLcé ca easp=ae kay=16¢ E25bhddbcSct0S5febT70411aTT73867c2¢
ah=shal key ] cdb4l1T6L7L2]1Laeldl4152609%AT707L639893F]
f pkts/ bytes , enc:pkta/byres
Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)
A. FortiGate does not install IPsec static routes for remote protected networks in the routing table.
B. The phase 1 configuration supports the network-overlay setting.
C. FortiGate facilitated the negotiation of the T_INET_1 _0_0 ADVPN shortcut over T_INET_1_0.
D. Dead peer detection is disabled.
Answer: AB
NEW QUESTION 34
Refer to the exhibit.
branchl fgt # diagnose sys sdwan service 1
Service (3): Address Mode (IPV4) flags=0x20( se-shortcuc-sla
Gen(é), TOS(Ox0/0x0), Protoceol (0: 1->65535), Mode (manual)
Members (2)
. o num(32 T INET ), alive selactd
&g numia T I‘.E:I‘_ 1, alive elecTeq
Src address(l) B B
1{ 0- | 25E
Dst address(l)
1 0.0-10.255.255.255
branchl fgt # diagnose sys sdwan member | grep T INET
Member(3): interface: T INET 0 0O, flags=0x4 , :'.'-a:e-x;l',-' 1 64.1.1, priority: 1 24,
welght:
Member(4) : interface: ’"_I*.ETI_h J, Llags=Ux4 , gateway: JUO.64.1.9, priority: L ludfs,
welight: ’
branchl fgt # get router info routing-table all grep T INET
3 1/8 via T INE tunnel 1 64.1.9

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the
traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET 1 O.

Based on the output shown in the exhibit, which two reasons can cause the observed behavior?

A.
B. T_INET_1 0 has a lower route priority value (higher priority) than T_INET_0_O.
C. T_INET_0_0 does not have a valid route to the destination.

D. T_INET_1_0 has a higher member configuration priority than T_INET_0_O.
Answer: AC

Explanation:

(Choose two.)

The traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
T

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Assigning-Priority-to-SD-WAN-Members-for-Defau

NEW QUESTION 38
Which statement about using BGP for ADVPN is true?

A. IBGP is preferred over EBGP, because IBGP preserves next hop information.

B. You must use BGP to route traffic for both overlay and underlay links.
C. You must configure BGP communities.
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D. You must configure AS path prepending.

Answer: A

NEW QUESTION 42
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