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NEW QUESTION 1
What must a network administrator implement in order to run an NAE script on an AOS-CX switch?

A. Deployment
B. Schedule
C. Plan

D. Agent

Answer: D

NEW QUESTION 2
What is correct regarding rate limiting and egress queue shaping on AOS-CX switches?

A. Only a traffic rate and burst size can be defined for a queue

B. Limits can be defined only for broadcast and multicast traffic

C. Rate limiting and egress queue shaping can be used to restrict inbound traffic
D. Rate limiting and egress queue shaping can be applied globally

Answer: A

Explanation:

you could apply egress queue shaping to the high priority queues to prevent starvation of low priority queues. Egress queue shaping allows you to apply a
maximum bandwidth to a priority queue, as well as a burst size. The port buffers excess traffic up to the burst size and sends the buffered traffic at the max rate,
smoothing out bursts while also preventing the high priority queue from exceeding its maximum rate and starving out lower priority queues.

NEW QUESTION 3
An administrator is managing a VSX pair of AOS-CX switches An administrator configures the following on the primary AOS-CX switch:

switch(config)# vian 100
switch(config-vian-100)# vsx-sync

A. The primary switch will erase VLAN 200 from the VSX pair

B. The VLAN is only created on the secondary switch.

C. The operation is not allowed by the switch and a CLI error is displayed
D. The VLAN is created on both the primary and secondary switches

Answer: D

NEW QUESTION 4

A company requires access by all users, guests, and employees to be authenticated. Employees will be authenticated using 802.1X, whereas guests will be
authenticated using captive portal. Which type of

authentication must be configured on an AOS-CX switch ports where both guests and employees connect?

A. Both 802.1X and captive portal

B. 802.1X only

C. Both 802.1X and MAC-Auth

D. 802.1X, captive portal, and MAC-Auth
Answer: C

Explanation:

Employees use 802.1x

The Aruba guest solution uses MAC-auth.
The Portal is not configured on the switch port.

NEW QUESTION 5

What is a concept associated with PIM sparse mode (SM)?

A. Reverts to forwarding when the pruning state times out.

B. Requires periodic joins to maintain the shortest path tree (SPT).

C. Recommended for use when high bandwidth connections exist.

D. Implements a push content to forward traffic from the multicast source.
Answer: B

Explanation:

https://www.youtube.com/watch?v=PhzMcUcS6UA

NEW QUESTION 6

Which protocol does NetEdit use to discover devices in a subnet during the discovery process?

A. LLDP
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B. ARP
C. DHCP
D. ICMP

Answer: A

NEW QUESTION 7
An administrator wants to implement a virtual switching technology that implements a single control-plane solution. Which S-CX switches would meet these
criteria?

A. All AOS-CX switching platforms

B. AOS-CX 6300 and 6400 switches

C. AOS-CX 6300, 6400, and 83xx switches
D. AOS-CX 6300 switches

Answer: C

NEW QUESTION 8
Examine the following AOS-CX configuration:

Switch(config)# class ip loT-traffic
Switch(config-class-ip)}# match ip 192.168.0.0/16 any
Switch(config-class-ip)# exit

Switch(config)# pbr-action-list reroute
Switch(config-prb-action-list}# default-nexthop 10.100.1.2
Switch(config-prb-action-list)# exit

Switch(config)# policy loT-policy

Switch(config-policy }# class ip loT-traffic action pbr reroute
Switch(config-policy)# exit

Switch(config)# interface vian 999

Switch(config-if)# apply policy loT-policy routed-in
Switch(config-if)# exit

Based on this configuration, which statement is correct regarding loT traffic?

A. 1 10.100.1.2 is not reachable, the 10T traffic will be automatically dropped by the switch

B. If a specific route is not available in the routing table, the traffic will be routed to 10.100.1.2
C. The next hop of 10.100.1.2 can be one or more hops away from the AOS-CX switch

D. All routes are ignored in the routing table for 10T traffic, which is routed to 10.100.1.2

Answer: B

NEW QUESTION 9
An administrator implements interim accounting for guest users so that ClearPass can track the amount of bandwidth that guests upload and download. Guests
that abuse bandwidth consumption should be disconnected from the network. The administrator configures the following on the AOS-CX access switches:

Accessl(config)# 1p dns host cppm.arubatraining.com 10,254.1.23 vrf momt

Accessl(config)# radius-server host cppm.arubatraining.com key plaintext arubal23 vrf mgmt

Accessl(config)# aaa group server radius cppm

Access1(config-sq)# server cppm.arubatraining.com vrf mgmt

Accessl(config-50)# exit

Accessl{config)# aaa accounting port-access start-stop interim 5 group cppm

Access1(config)# radius dyn-authorization client cppm.arubatraining.com secret-key plaintext arubal23 vrf mgmt replay-
protection disable

After performing this configuration, the administrator notices that guest users that have exceeded the guest bandwidth limit are not being disconnected. Upon
further investigation, Access Tracker in ClearPass indicates a disconnect CoA message is being sent to the AOS-CX switch.
What is causing this issue?

A. RADIUS change of authorization is not enabled on the AOS-CX switch.

B. Bandwidth consumption of the guests is not being reported by the AOS-CX switch.
C. NTP is not configured on the AOS-CX switch.

D. There is a time discrepancy between the AOS-CX switch and ClearPass.

Answer: A

NEW QUESTION 10

What is correct regarding policy-based routing?

A. Policies can only be applied to routed interfaces.
B. Policies can be applied inbound and outbound.

C. Monitoring of policy interfaces occurs every 60 seconds.
D. Policy actions include routing permitting or dropping traffic.
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Answer: A

NEW QUESTION 10
When cutting and pasting configurations into NetEdit, which character is used to enter commands within the context of the previous command?

A. <ESC>
B. ">"

C. Space
D. Tab

Answer: D

NEW QUESTION 14

A network administrator is managing a network that deploys a multicast service. The administrator has multiple streams successfully being routed by PIM-DM in
the network. The administrator then adds a new

stream with a destination address of 239.0.0.1. However, clients who have not joined the stream are receiving it.

What should the administrator do to fix this problem?

A. Verify that IGMP is enabled between the switches connecting the multicast source and receivers
B. Change the destination multicast address to 239.1.1.1

C. Define the 239.0.0.1 stream on the rendezvous point (RP)

D. Define the 239.0.0.1 stream on the PIM candidate bootstrap router

Answer: B

Explanation:
MACI/IP overlap. 239.0.0.1 would be the same MAC for 224.0.0.1. 224.0.0.0/24 is always flooded over every port.

NEW QUESTION 16
Examine the following AOS-CX switch configuration:

Switch(config-addgroup-ip)# object-group ip address servers
switch(config-addgroup-ip)# 10.1.0.100

Switch(config-addgroup-ip)# 10.1.1.100
Switch(config-addgroup-ip)# exit

Which access control entries would allow web traffic to the web servers 10.1.0.100 and 10.1.1.1007?

A. permit tcp servers eq 80

B. permit tcp any 10.1.0.100 0.0.1.0 eq 80

C. permit tcp any 10.1.0.100/10.1.1.100 eq 80

D. permit tcp any 10.1.0.100/255.255.254.255 eq 80

Answer: B

NEW QUESTION 20

A company has implemented 802.1X authentication on AOS-CX access switches, where two ClearPass servers are used to implement AAA. Each switch has the
two servers defined. A network engineer notices the following command configured on the AOS-CX switches:

radius-server tracking user-name monitor password plaintext arubal23

What is the purpose of this configuration?

A. Implement replay protection for AAA messages

B. Define the account to implement downloadable user roles
C. Speed up the AAA authentication process

D. Define the account to implement change of authorization

Answer: C

Explanation:

Radius service tracking locates the availability of the RADIUS service configured on the switch. It helps to minimize the waiting period for new clients in the unauth-
vid (Guest Vlan) when authentication fails because of service is not available, as well as previously authenticated clients in unauth-vid (Guest Vlan) when
re-authentication fails because service is not available during the re-authentication period. Note that this feature is disabled by default.
https://techhub.hpe.com/eginfolib/networking/docs/switches/WB/16-02/5200-1650_WB_ASG/content/ch04s04.

NEW QUESTION 24

How is voice traffic prioritized correctly on AOS-CX switches?
A. By defining device profiles with QOS settings

B. By placing it in the strict priority queue

C. By implementing voice VLANSs

D. By implementing weighted fair queueing (WFQ)

Answer: B
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NEW QUESTION 26
An administrator of a large campus network needs a solution that will provide root cause analytics to quickly identify problems so that they can quickly be fixed.
Which AOS-CX switch feature should the administrator utilize to help with root cause analytics?

A. NAE
B. VoQ
C. NetEdit
D. VSX

Answer: A

NEW QUESTION 29
What would prevent two OSPF routers from forming an adjacency? (Select two.)

A. Different priorities

B. Different area types
C. Different MTU sizes
D. Different IP addresses
E. Different router IDs

Answer: BC

NEW QUESTION 32

A company has a third-party AAA server solution. The campus access layer was just upgraded to AOS-CX switches that perform access control with MAC-Auth
and 802.1X. The company has an Aruba Mobility Controller (MC) solution for wireless, and they want to leverage the firewall policies on the controllers for the
wired traffic.

What is correct about how the company should implement a security solution where the wired traffic is processed by the gateways?

A. Implement downloadable user roles with a gateway role defined on the AOS-CX switches

B. Implement local user roles with a gateway role defined on the AOS-CX switches

C. Implement standards-based RADIUS VSAs to pass policy information directly to the AOS-CX switches and MCs
D. Implement downloadable user roles with a device role defined on the AOS-CX switches and MCs

Answer: B

NEW QUESTION 34
An administrator wants to drop traffic from VLAN 6 (10.1.6.0/24) to VLAN 5 (10.1.5.0/24), but allow all other traffic. What is correct configuration to accomplish
this?
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A

class ip VLANS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit
policy VLANS
10 class ip VLANS action drop
exit
interface vian 5
apply access-list ip VLANS in

access-list ip VLANS
10 permitip 10.1.6.0/0.0.0.255 10.1.5.0/0.0.0.255
20 permit ip any any
exit
interface vian 5
apply access-listip
VLANS In
exit

access-list ip VLANS
10 deny ip 10.1.6.0/24 10.1.5.0/24
20 permit ip any any
exit
interface vlan 5
apply access-list ip VLANS in
exit

class ip VLANS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit
policy VLANS
10 class ip VLANS action drop
exit
vian 5
apply policy VLANS in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 37

An administrator will be replacing a campus switching infrastructure with AOS-CX switches that support VSX capabilities. The campus involves a core, as well as
multiple access layers. Which feature should the

administrator implement to allow both VSX-capable core switches to process traffic sent to the default gateway in the campus VLANs?

A. VRF

B. VRRP

C. IP helper

D. Active gateway

Answer: D

Explanation:

Active gateway = both devices route/forward traffic VRRP = Active-standbye, only active member routes/forwards traffic

Understand the Active Gateway principle In a VSX system, active gateway provides redundant default gateway functionality for the end-hosts. The default gateway
of the end-host is automatically handled by both the VSX systems.

NEW QUESTION 40

What is correct regarding the tunneling of user traffic between AOS-CX switches and Aruba Mobility Controllers (MCs)?
A. Uses IPSec to protect the management and data traffic

B. Uses IPSec to protect the management traffic

C. Supports only port-based tunneling

D. Uses the same management protocol as Aruba APs

Answer: D
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Explanation:
because both AP and Switch use PAPI . Moreover in AOS-CX switch currently not support port based tunnel. AOS-CX switch only support User Based Tunnel

(UBT)

NEW QUESTION 45
Examine the network topology.

Core 2 .

50 networks in

Core1 he 10.2.0.0/16 rang

10 networks in
the 10.0.0.0/16 range

20 networks in
the 10.1.0.0/16 range

WVLAN 10 Area 2

Area1

ASBR
redistributing
static route

- The network is configured for OSPF with the following attributes:

Corel and Core2 and ABRs

_Area 1 has 20 networks in the 10.1.0.0/16 range

- Area 0 has 10 networks in the 10.0.0.0/16 range

_ Area 2 has 50 networks in the 10.2.0.0/16 range

- The ASBR is importing a static route into Area 1

- Core2 has a summary for Area 2: area 0.0.0.2 range 10.2.0.0/16 type inter-area
Here is the OSPF configuration performed on Corel:

router ospf 1
router-id 10.0.0.1
area 0.0.0.0
area 0.0.0.1 stub

area 0.0.0.1 range 10.1.0.0/16 type inter-area
area 0.0.0.2

area 0.0.0.0 range 10.1.0.0/16 type inter-area
exit

interface vlan 10
ip ospf 1 area 0
exit
interface vilan 100
ip ospf 1 area 1
exit
Based on the above information, what is correct?
A. ISP 1 is not reachable from any area.
B. Corel has received one type 5 LSA from the ASBR.
C. Area 0 has 81 routes
D. Area 1 has 23 routes
Answer: C
NEW QUESTION 48

A network engineer is having a problem adding a custom-written script to an AOS-CX switch’s NAE GUI. The script was written in Python and was successfully
added on other AOS-CX switches. The engineer examines the following items from the CLI of the switch:
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switch# show capacities-status nae

Syslem Capacities Status: Filter MAE

Capacity Status Name Value Maximum
Mumber of configured NAE agents currently active in the system 1 100
Mumber of configured NAE monitors currently active in the system T 500
Number of configured NAE scripts currently active in the system 50 50

switch# show ntp status
NTP Status Information

NTP : Disabled
NTP Authentication : Disabled
NTP Server Connactions - Using the default VRF

System time : Sat May 2 11:50:55 UTC 2020
NTP uptime : 0 minutes, 0 seconds

Not synchronized with an NTP server

switch# show crypto pki certificate

Certificate Name Cert Status Associated Applications
local-cert installed capiive-portal, hsc, hitps-sernver,
syslog-client

switch# show crypto pki application

Associated Applications Cerificate Name Cert Status

captive-portal not configured, using local-cer
hsc not configured, using local-cert
https-server not configured, using local-cert
syslog-chent not configured, using local-cert

What should the engineer perform to fix this issue?

A. Install the script’s signature before installing the new script

B. Ensure the engineer’s desktop and the AOS-CX switch are synchronized to the same NTP server
C. Enable trust settings for the AOS-CX switch’s SSL certificate

D. Remove a script that is no longer used before installing the new script

Answer: D

NEW QUESTION 51
An administrator wants to use an existing Aruba gateway's firewall policies to filter both wireless and

wired traffic. Which AOS-CX switch feature should a customer implement to ensure the gateway applies the same or similar firewall policies to users' wired and

wireless traffic?

A. GRE tunneling

B. User-based tunneling
C. Port-based tunneling
D. IPSec tunneling

Answer: A

NEW QUESTION 55

An administrator wants to track what configuration changes were made on a switch. What should the administrator implement to see the configuration changes on

an AOS-CX switch?

A. AAA authorization

B. Network Analysis Engine (NAE)
C. AAA authentication

D. VSX synchronization logging

Answer: B

NEW QUESTION 59

A network administrator is implementing a configuration plan in NetEdit. The administrator used NetEdit to push the configuration plan to the switch. Which option
in the NetEdit planning section should the administrator select to save the configuration running on the switch to the startup-config?

A. EDIT

B. VALIDATE
C. COMMIT
D. DEPLOY

Answer: C

NEW QUESTION 63
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A network engineer is setting up BGP on AOS-CX switches. The engineer is establishing two different eBGP peering’s to two different service providers. The
engineer has dozens of contiguous C-class public networks that need to be advertised to the two service providers. The engineer manually defines the networks to
be advertised individually with the "network" command.

How can an administrator advertise only a summarized route to the two service providers?

A. Create a summarized static route and redistribute this into OSPR

B. Summarize the networks with the "aggregate-address" BGP command

C. Enable auto-summarization in the IPv4 address family of the BGP configuration
D. Create a summarized route in OSPF

Answer: B

NEW QUESTION 67
An administrator creates an ACL rule with both the “count” and “log” option enabled. What is correct about the action taken by an AOS-CX switch when there is a
match on this rule?

A. By default, a summarized log is created every minute with a count of the number of matches
B. Logging will not include certificate and TLS events, but counting will

C. The “count” and “log” options are processed by the AOS-CX switch’s hardware ASIC

D. The total in the “log” record and the count could contain different rule matching statistics

Answer: D

Explanation:
From the "AOS-CX 10.08 ACLs and Classifier Policies Guide" : "You may see a minor discrepancy between the ACL logging statistics and the hit counts statistics
due to the time required to record the log message."”

NEW QUESTION 72
A company is implementing AOS-CX switches at the access layer. The company wants to implement access control for employees and guests.
Which security features will require a ClearPass server to be installed and used by the company?

A. Downloadable user roles

B. Dynamic segmentation

C. User-based tunneling (UBT)
D. Change of authorization (CoA)

Answer: A

NEW QUESTION 75

A network has an ABR that connects area 0 and 1. A network engineer configures a summarized route for area 1. The ABR is a designated router (DR) for the
segment it uses to connect to area 1.

Which LSA type is assigned to this route when the summarized route is advertised into area 1 by the ABR?

A. LSA1l
B. LSA4
C. LSA3
D. LSA2

Answer: B

NEW QUESTION 76
What is a best practice concerning voice traffic and dynamic segmentation on AOS-CX switches?

A. Controller authentication and user-based tunneling of the voice traffic
B. Switch authentication and user-based tunneling of the voice traffic

C. Controller authentication and port-based tunneling of the voice traffic
D. Switch authentication and local forwarding of the voice traffic

Answer: D

NEW QUESTION 77

The company has just upgraded their access layer switches with AOS-CX switches and implemented an AAA solution with ClearPass. The company has become
concerned about what actually connects to the user ports on the access layer switch, Therefore, the company is implementing 802.1X authentication on the AOS-
CX switches. An administrator has globally enabled 802.1X, and has enabled it on all the access ports connected to user devices, including VolP phones, security
cameras, and wireless Aruba IAPs. Wireless users are complaining that they successfully authenticate to the IAPs; however, they do not have access to network
resources. Previously, this worked before 802.1X was implemented on the AOS-CX switches.

What should the company do to solve this problem?

A. Implement device-based mode on the IAP-connected AOS-CX switch ports.

B. Implement local user roles and local forwarding on the AOS-CX switches.

C. Implement downloadable user roles and user-based tunneling (UBT) on the AOS-CX switches.
D. Implement AAA RADIUS change of authorization on the AOS-CX switches.

Answer: C

NEW QUESTION 80
A network administrator is installing NetEdit. In order for NetEdit to manage the AOS-CX switches in the network, what must be defined on the AOS-CX switches?
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(Choose two.)

A. Enabling telnet

B. Defining an admin user password

C. Defining the https user-group

D. Enabling the RESTful API for read and write access
E. Enabling SFTP

Answer: BD

NEW QUESTION 82
What is correct regarding the operation of VSX and multicasting with PIM-SM routing configured?

. Each VSX peers runs PIM and builds its own group databas
. One of the VSX peers is elected as the designated router (DR) to forward multicast streams to a receiver VLAN
. Each VSX peers runs PIM and creates a shared group databas
. Both VSX peers can forward multicast streams to receivers in a VLAN, achieving load sharing
Each VSX peers runs PIM and builds its own group databas
Both VSX peers can forward multicast streams to receivers in a VLAN, achieving load sharing
. Each VSX peers runs PIM and creates a shared group databas
. One of the VSX peers is elected as the designated router (DR) to forward multicast streams to a receiver VLAN

IOMmMOoOO®m>

Answer: A

Explanation:

"both VSX switches as a PIM Designate Router (DR). One node is the actual DR, the other node is the proxy DR." "Only the actual DR performs multicast routing
and forward traffic destined to groups to its downstream VLANS in the data-path."
https://www.arubanetworks.com/techdocs/AOS-CX/10.07/HTML/5200-7888/Content/Chp_Pre_tra_loss/ip-mul

NEW QUESTION 87

An administrator has an AOS-CX switch configured with: router ospf 1

area 0

area 1 stub no-summary

It is the only ABR for area 1. The switch has the appropriate adjacencies to routing switches in areas 0 and 1. The current routes in each area are:
Area 0: 5 routes (LSA Type 1 and 2)

Area 1: 10 routes (LSA Type 1 and 2)

External routes: 2 (LSA Type 5)

Based on the above configuration, how many OSPF routes will routing switches see in Area 1?

5

o0
[ o

1
2
Answer: C

NEW QUESTION 89
An administrator has configured the following on an AOS-CX switch:

object-group ip address web-servers
10.1.12.2

10.1.12.3

exit
object-group port web-ports

eq 80

eq 443

What is the correct ACL rule configuration that would allow traffic from anywhere to reach the web ports on the two specified servers?
A. access-list ip server 10 permit tcp any web-servers group web-ports

B. access-list ip server 10 permit tcp any object-group web-servers object-group web-ports

C. access-list ip server 10 permit tcp any group web-servers group web-ports

D. access-list ip server 10 permit tcp any web-servers web-ports

Answer: A

Explanation:

Switch1(config-acl-ip)# show run cur access-list ip server
10 permit tcp any web-servers group web-ports

NEW QUESTION 90
How does an administrator install a script and create an agent and actions for the Network Analysis Engine running on AOS-CX switches?

A. Access the switches' command-line interface.
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B. Access the switches' web user interface
C. Use Aruba Central's web user interface
D. Use the NetEdit web user interface

Answer: B

NEW QUESTION 94
Which AOS-CX feature is used to prevent head-on-line (HOL) blocking?

A. VSF
B. WFQ
C.VOQ
D. VSX

Answer: C

NEW QUESTION 95
A company uses NetEdit to manage a network of 700 AOS-CX switches and approximately 1,000 other SNMP-capable devices.
Which management solution should the company use to monitor all the devices, as well as see a topology picture of how all the devices are connected together?

A. NetEdit

B. Aruba AirwWave

C. Aruba Activate

D. Network Analysis Engine (NAE)

Answer: A

NEW QUESTION 96

A company has just purchased AOS-CX switches. The company has a free and open-source AAA solution. The company wants to implement access control on
the Ethernet ports of the AOS-CX switches.

Which security features can the company implement given the equipment that they are using?

A. Port-based tunneling

B. Device fingerprinting

C. Local user roles

D. Downloadable user roles

Answer: C

NEW QUESTION 101

Examine the following ACL rule policies:

Permit traffic from 10.2.2.1 through 10.2.2.30 to anywhere Permit traffic from 10.2.2.40 through 10.2.2.55 to anywhere Deny all others
Based on this policy, place the following ACL rule statements in the correct order to accomplish the above filtering policy.

A. deny ip 10.2.2.31 255.255.255.255 anypermit ip 10.2.2.40 255.255.255.248 anypermit ip 10.2.2.48 255.255.255.248 anydeny ip 10.2.2.32 255.255.255.224
anypermit ip 10.2.2.0 255.255.255.192 any
B. permit ip 10.2.2.40 255.255.255.248 anypermit ip 10.2.2.48 255.255.255.248 anypermit ip 10.2.2.0 255.255.255.192 anydeny ip 10.2.2.31 255.255.255.255
anydeny ip 10.2.2.32 255.255.255.224 any
C. deny ip 10.2.2.31 255.255.255.255 anydeny ip 10.2.2.32 255.255.255.224 anypermit ip 10.2.2.40 255.255.255.248 anypermit ip 10.2.2.48 255.255.255.248
anypermit ip 10.2.2.0 255.255.255.192 any
D. deny ip 10.2.2.31 255.255.255.255 anypermit ip 10.2.2.40 255.255.255.248 anydeny ip 10.2.2.32 255.255.255.224 anypermit ip 10.2.2.48 255.255.255.248
anypermit ip 10.2.2.0 255.255.255.192 any

Answer: A

NEW QUESTION 102

A network engineer for a company with 896 users across a multi-building campus wants to gather statistics on an important switch uplink and create actions based
on issues that occur on the uplink. How often does an NAE agent gather information from the current state database in regard to the uplink interfaces?

A. Once every 60 seconds

B. Once every 1 second

C. Once every 30 seconds

D. Once every 5 seconds

Answer: D

NEW QUESTION 106
Examine the attached exhibit.
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The network administrators is trying to add a remote location as area 3 to the network shown in the diagram. Based on current connection restrictions, the
administrator cannot connect area 3 directly to area 0. The network is using AOS-CX switches.
Which feature should the administrator implement to provide connectivity to the remote location?

A. Not-so-stubby areas

B. Bidirectional forward detection (BFD)

C. OSPFv3
D. Virtual links

Answer: D

NEW QUESTION 109
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