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NEW QUESTION 1
Which logs verify when a device was upgraded?

A. Audit
B. Email
C. ACL
D. SNMP

Answer: A

NEW QUESTION 2
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"
C. configure "Send Backup Paths"
D. configure "ECMP limit"

Answer: B

Explanation: 

NEW QUESTION 3
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS
D. vBond controllers

Answer: C

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 4
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications
B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs
D. classification of 1000+ layer 4 applications
E. application match parameters

Answer: AB

Explanation: 

NEW QUESTION 5
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address
B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.
D. It blocks encrypted traffic

Answer: C

NEW QUESTION 6
Which two image formats are supported for controller codes? (Choose two.)
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A. .nxos
B. .qcow2
C. .ova
D. .bin
E. Tgz

Answer: BC

NEW QUESTION 7
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond
C. OMP
D. APIC-EM

Answer: B

Explanation: 

NEW QUESTION 8
Which secure connection should be used to access the REST APIs through the Cisco vManage web server?

A. HTTP inspector interface
B. authenticated HTTPS
C. authenticated DTLS
D. JSON Inspector interface

Answer: B

Explanation: 
https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650 

NEW QUESTION 9
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 10
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 10
When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C. one
D. three

Answer: C

NEW QUESTION 12
In which device state does the WAN edge router create control connections, but data tunnels are not created?

A. valid
B. backup
C. active
D. staging

Answer: D

Explanation: 

NEW QUESTION 16
When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 30?
A)
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B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 21
An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 25
Refer to the exhibit.

The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh IPsec tunnels between all colors with branches over MPLS and
Internet circuits. The branch ts configured with:
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Which configuration meets the requirement?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 28
Refer to the exhibit.

What does the BFD value of 8 represent?

A. number of BFD sessions
B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 31
Refer to the exhibit

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call
the SLA class and set the preferred color to MPLS?
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A. Localized Policy, Route Policy
B. Centralized Policy, Traffic Policy
C. Localized Policy, Forwarding Class
D. Centralized Policy Topology

Answer: B

NEW QUESTION 34
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app
B. Cloud OnRamp
C. vAnalytics
D. Network Designer

Answer: B

Explanation: 

NEW QUESTION 37
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart
B. vBond
C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 39
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers
B. Configure and monitor vEdge routers.
C. Authenticate and authorize vEdge routers.
D. Distribute the IP address from DHCP server to vEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation: 

NEW QUESTION 41
Refer to the exhibit.

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 46
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
B. QoS
C. TLS
D. OMP

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 50
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy
B. central data policy
C. app-aware policy
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D. central control policy

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h 

NEW QUESTION 53
Refer to the exhibit.

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 56
Which feature template configures OMP?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 57
Refer to the exhibit.

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke
B. mesh
C. import existing topology
D. custom control (route and TLOC)

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies 

NEW QUESTION 62
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 66
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A. 0.0.0.0/1 le 16
B. 0.0.0.0/0 ge 1
C. 0.0.0.0/0 le l6
D. 0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 68
Which attributes are configured to uniquely Identify and represent a TLOC route?

A. system IP address, link color, and encapsulation
B. firewall, IPS, and application optimization
C. site ID, tag, and VPN
D. origin, originator, and preference

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-2018OCT.pdf 
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NEW QUESTION 70
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
D. ISR 1101

Answer: D

NEW QUESTION 73
An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error
C. critical
D. alert

Answer: D

Explanation: 

NEW QUESTION 76
How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.
B. It specifies a Cisco SD-WAN overlay in a multitenant vSMART deployment.
C. It is a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 81
Refer to the exhibit.

Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server
B. Generate a CSR manually on the WAN Edge
C. Request a certificate manually from the Enterprise CA server
D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug. 

NEW QUESTION 82
A network administrator is configuring a tunnel interface on a branch Cisco IOS XE router to run TLOC extensions. Which configuration will extend a TLOC over a
GRE tunnel to another router in the branch?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 

NEW QUESTION 86
Which scheduling method is configured by default for the eight queues in the cloud vEdge router1?

A. low latency queue
B. priority queue
C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 88
Drag and drop the definitions from the left to the configuration on the right.

A. Mastered
B. Not Mastered
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Answer: A

Explanation: 

NEW QUESTION 93
An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security
B. Configuration > Certificates
C. Administration > Settings
D. Tools > Operational Commands

Answer: C

Explanation: 

NEW QUESTION 96
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation: 

NEW QUESTION 98
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 100
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A. 1-19
B. 0-18
C. 0-19
D. 1-18
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Answer: C

NEW QUESTION 102
Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software
Repository.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo 

NEW QUESTION 107
Refer to the exhibit.

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546 

NEW QUESTION 108
Refer to the exhibit.
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The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 113
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C. TLS
D. DTLS

Answer: D

NEW QUESTION 117
A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses
connectivity to its OMP peers Which configuration meets the requirement?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 118
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL – DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue
D. connectivity issue

Answer: D

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 120
......
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