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NEW QUESTION 1
- (Exam Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 2

- (Exam Topic 1)

You need to meet the Intune requirements for the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD hd
Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Settings to configure in Intune: v

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 3
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 4

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current

Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You create a device configuration profile from
the Device Management admin center.

Does this meet the goal?

A. Yes

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

B. No
Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl - Auto-
enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD-join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager

https://docs.microsoft.com/en-us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 5

- (Exam Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.
What is the minimum of dedicated support technicians required?

00w
w~N P

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 6

- (Exam Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
¥  Conditions

. A @ : " r
Palicy1 Micit confiaursd d “ Mo
Mot configure
] o Inchude Exchude
Assignments 5 fiqured :
- e CJualésd
° Select the divice SEaE condition uisd 1o siclude
Y devices fram policy
& GLES SEecte o
Mot configured |L_] Device biybrid Azure AD joined @
P
% I
1 app included £t & coew] ; [L_| Device marked as compiiant ©
Mot confagiired
o Y
¥ ndliliand félected ! O "
Not configured 3

Enable policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Suggested Answer
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 7

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C
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NEW QUESTION 8

- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 9
- (Exam Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 10
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 10
- (Exam Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-policy ?view=0365-worldwide

NEW QUESTION 13

- (Exam Topic 3)

You need to configure automatic enroliment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should
you assign the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure: v
Dewvice configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup2
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Text Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 15
- (Exam Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0

NEW QUESTION 19

- (Exam Topic 4)

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.

Azure Active Directory admin center

Home > Azure AD Connect

Azure AD Connect

7% Troubleshoot D Refresh

SYNC STATUS
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN
Federation Dizabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Disabled 0 agents

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Answer Area

During Projectl, sales department users can access [answer choice] applications v
by using 550.

both on-premises and cloud-based
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users

can access the resources [answer choice]. ¥

both on-premises and in the cloud
in the cloud only
on-premises only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: only on-premises

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in the cloud, the Sales department users can access only on-premises
applications by using SSO.

In the exhibit, directory synchronization is enabled and active. This means that the on-premises Active Directory user accounts are synchronized to Azure Active
Directory user accounts. If the on-premises Active Directory becomes unavailable, the users can access resources in the cloud by authenticating to Azure Active
Directory. They will not be able to access resources on-premises if the on-premises Active Directory becomes unavailable as they will not be able to authenticate
to the on-premises Active Directory.

Box 2: in the cloud only

NEW QUESTION 23

- (Exam Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name for the project. Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. pointer (PTR)

Answer: A

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers: Text (TXT)
Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting

NEW QUESTION 25

- (Exam Topic 4)

Which role should you assign to User1?

Available Choices (select all choices that are correct)

A. Hygiene Management
B. Security Reader

C. Security Administrator
D. Records Management

Answer: B

Explanation:

A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft 365 security center, Azure
Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure Active Directory sign-in reports and audit logs, and in
Office 365 Security & Compliance Center.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

NEW QUESTION 26

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription that contains the users in the following table.
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Name Member of
User1 Group1
User2 Group1, Group2
User3 Group3
In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.
Priority Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 105 Group2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priority Name Device limit Assigned to
1 LimitRest1 7 Group2
2 LimitRest2 10 Group1
3 LimitRest3 2 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. () O
User2 can enroll up to 10108 dewices in Microsoft Endpoint Manager r: ) {:
User3 can enroll up to five Android devices in Microsoft Endpoint Manager O f_)
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Statements Yes No

-y
O

User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. | ()

User2 can enroll up to 10105 dewices in Microsoft Endpoint Manager O ' {:) ;
|
User3 can enroll up to five Android devices in Microsoft Endpoint Manager O ::‘

NEW QUESTION 31

- (Exam Topic 5)

Your network contains an Active Directory forest named contoso.local.
You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months. You need to prepare for the planned move to Microsoft
365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on-premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization
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NEW QUESTION 35

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION 38

- (Exam Topic 5)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https:// v | v
onedrive live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepoint.com/ contoso_onmicrosoft_com/User1
contosg-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 40
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

Name Number of IP addresses in the file |
File1.docx 1

[ File2.txt |2 j

File3.xlsx ] i

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:

» Name: AutoLabell

> Label to auto-apply: Sensitivityl

® Rules for SharePoint Online sites: Rule1-SPO

» Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.
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Edit rule
Mame *

Description
Rule1 description

Conditions

We'll apply this policy to content that matches these conditions.
Content contains sensitive info types

Default All of these 3]

Sensitive info types

&}

IP Address Accuracy | 85 [to| 100 |instance count 2 1ol Any

Add

Create group

+ Add condition

B cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to File1.docx. ® O
Sensitivity1 is applied to File2.txt. O O

O O

Sensitivity1 is applied to File3.xlIsx.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 43

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 48
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

-

Name Platform

* 4
- " Vi R —
U i I 1 A -l'l"_.!l--'-..._.

' W

The devices are managed by using Microsoft Intune.
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You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 49

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.
MName Type ' Member of |

User1 User Group1

Devicel | Device | GroupZ

Userl is the owner of Devicel.

You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table. On Thursday, you review the results of the app
deployments.

Mame Shows in Assignment | Microsoft Office Day of
. Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App2 Yes Groups Exce Tuesday
Required

App3 Yes Group1 PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo
31 4 an [ B w . -
VES played in The nany Forta

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes Mo

App3 is displayed in the Company Porta

NEW QUESTION 52

- (Exam Topic 5)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.

Name Platform Configuration
Devicel Windows 10 Hybrid joined to on-premises Active Directory and
Azure AD only
Devicel Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has
the Configuration Manager agent installed only

You plan to enable co-management.

You need to identify which devices support co-management without requiring the installation of additional
software.
Which devices should you identify?
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A. Devicel only

B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 53

- (Exam Topic 5)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

. Priority { Name | Allowed platform | Assigned to

The device limit restriction are configured as shown in the following table.
| Prorty | MName | Devicelimit | Assignedto

Argwes Area

|
s

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restricti

NEW QUESTION 58

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 63

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies. You implement a preservation lock on a retention policy that is assigned
to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AD

NEW QUESTION 66

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:

> Identify when a user's credentials are compromised and shared on the dark web.

® Provide users that have compromised credentials with the ability to self-remediate. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.
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Answer Area

To identify when users have compromised oredentiats, configure: | el
A regestration pokicy
A sign-in Tisk policy
A user rsk pobcy
A multifactor authentication regestration policy

To enable self-remediation, select: | xr
Generale a temporany password
Require multi-factor authentication
Requere password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web. User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#

NEW QUESTION 69

- (Exam Topic 5)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.

Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com. You plan to install Azure AD Connect on a member
server and implement pass-through authentication. You need to prepare the environment for the planned implementation of pass-through authentication. Which
three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User

sign-in page, choose Pass-through Authentication as the Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the
same server as Azure AD Connect. In addition, the Pass-through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account.

Not F. Modify the User logon name for each user account. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta-quick-start

NEW QUESTION 73
- (Exam Topic 5)
HOTSPOT
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You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v
CSV
dbx
docx
dotx
json
X|Sx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 75

- (Exam Topic 5)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name Members

AL User1, User2
ALJ2 User3

You have the following users:

> A user named Userl that is assigned the Password Administrator for AUL and AU2.

> A user named User2 that is assigned the User Administrator for AUL.

> A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 can reset the password of User3. E: E O]
Userd can update the display name of User1. j _
User1 can reset the password of UserZ. : J

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.

Password administrators cannot reset User Administrators passwords. Note: Password Administrator

Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a
Password Administrator can reset a user's password depends on the role the user is assigned.
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Role that password can be reset Passward Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin  Admin Admin
—
er Adm v L4 v
(P
tage Summary Reports Reader v o v ¥ 'y
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.

Note: User Administrator

Can manage all aspects of users and groups, including resetting passwords for limited admins. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#who-can-reset-passwords https://learn.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 80

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 85

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 89

- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

-
Domains
Add domain = Buy domain ") Refresh
Domain name | Seatus R Choose columns
O Subl.contoso? 21018.onmicrosoft.com (D... Possible service isouss

L

i
l'.DrﬂUﬁEI.tUr'l'l ' Incomplete celup
J contosold 2 W8.onmicrosoft.com 'ﬂ

Sub2.contoso221018.onmicrosoft.com O rcomplete e

0

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contoso221018.onmicrosoft.com

C. onlvcontos0221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription
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Answer: B

NEW QUESTION 91

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune. You need to use Microsoft Endpoint Manager to deploy a
managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

| Configure a mobile device management
| (MDM) push certificate

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-a

NEW QUESTION 93

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix

Userl Contoso.com

User2 Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Q Azure AD Connect cloud provisioning

pam—
This feature allows you to manage provisioning from the cloud.
Manage provisioning {Preview)
Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

_9 Federation Disabled 0 domains

Seamless single sign-on Enabled 1 domain

Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?
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A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to signh on using a

different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing
domain (contoso.com).

NEW QUESTION 98

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

Userl | Secunty Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

I Userl@contoso.com oy

Global privacy contact

| V]

Privacy statement URL
I http://contoso.com/privacy W

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be notified.
Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office365

NEW QUESTION 99

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains a user named User1.

The subscription has a single anti-malware policy as shown in the following exhibit.
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"IN -

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.

How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following

text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the

following text: 'Malware was removed."
F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=036

NEW QUESTION 101
- (Exam Topic 5)

You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader
Admin2 User administrator
Admin3 Security administrator
Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the

recipients list.

NEW QUESTION 102
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune. You create an Android app protection policy named

Policy! that is targeted to all Microsoft apps and assigned to all users.
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Policy! has the Data protection settings shown in the following exhibit.

Select apps to exempt m

Save copies of org data (i) Allow Block

Allow user to save copies to 'l SharePoint e
selected services

Transfer telecommunicationdatato (1) | Any Dialer App e
Dialer App Package ID

Dialer App Name

Received data from other apps (i) All Apps A
Open datainto Org documents (i) Allow Block
Allow users to apen data from 1 selected W
services ()
Restrict cut, copy, and paste between Policy managed apps with paste in W

other apps (i)

Cut and copy character limit 0
for any app

Screen capture and Google Assistant (i) (I CC D Block
Approvmlimcans —

Select keyboards to approve select

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Answer Area
& user can copy files from Microsoft OneDrive to [answer cholce] only, -
Onelrive
lecal storage
Microsoft SharePaint Online
Microsoft SharePoint Online and OneDrive
A user can copy and paste text from [answer cholce] to Microsoft v
Word document stored in Microsoft OneDrive. | any app
only managed apps
only unmanaged apps
A. Mastered

B. Not Mastered

Answer: A
Explanation:

Answer Area

A user can copy files from Microsoft OneDrive to [answer choice] only. v

OneDrive
| Microsoft SharePoint Online I
] e and OneDrive
A user can copy and paste text from [answer cholce] to Microsoft v

Word document stored in Microsoft OneDrive.  [any a
only managed apps
on ly unmanaged apps

NEW QUESTION 106

- (Exam Topic 5)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.
Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
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B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 111
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.

Name Platform Member of | Scope (Tags)

Devicel | Windows 10 | Group1, Group3 | Tag1l

Device2 | Android Group2 Tag2

You create the device configuration profiles shown in the following table.
Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices GroupZ Tag1, Tag2
Enterprise

Profile3 | Android GroupZ, Group3 Group3 Tag1
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1: G

No profiles

Profile1 only

Profiled only

Profile1 and Profile4 only

Profile1, Profile1, and Profiled4 only

Device?Z:

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 114

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
table.

Name Platform
Device1 Windows 10
Device? Windows 8 1
Device3 105
Deviced Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing
corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Devices thal can onboarded to v
Microsoft Defender for Endpoint. [Device 7 only
Dewice 1 and Dewce 2 only
Dewice 1 and Dewnce 3 only
Dewice 1 and Dewice 4 only
Dewice 1, Dewce 2. and Device 4 only
Device 1, Device 2. Device 3, and Device 4 |

Endpoint secunty pobcies w
that must be configured A condiional access palicy only

A device comphance polcy only

A device configuration profile only

A device conhguration profike and a condibional access pahcy only

Device configuration profile, device comphance policy. and condiional access poRcy '

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?vie

NEW QUESTION 115

- (Exam Topic 5)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D

NEW QUESTION 117

- (Exam Topic 5)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 118

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.
> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C
NEW QUESTION 121
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.
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Leader of IT Certifications

Name Number of IP
addresses in the file
Filel.docx | 1
File2 txt 2
File3.xlsx | 2
Filed.bmp | 3
FileS.doc | 5

Name | Role
User1 | Owner
User2 | Visitor

MNew DLP policy

Choose the information to protect

@
@
&
&
=

Rarviows your settings

The Sitel users are assigned the roles shown in the following table.

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review your settings

Template namae Ediit
Custam policy

Podicy name
Palicyt

Description

Applies to content in these locations
SharePoint sHes

Policy S.atthngs

If the content contains these types of sensithve infou IP Address
then notify people with a pohcy tip and emal message.

W there are at least 2 instances of the same type of sensitive info,
black acéeis 1o the content.

Tum policy on after it's created? Edn

et

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

User1:

Userz:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

User1: v

Ln Bl W o =

User2: v

Lo L =2

NEW QUESTION 125

- (Exam Topic 5)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 128

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention. What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate

NEW QUESTION 130

- (Exam Topic 5)

You are reviewing alerts in the Microsoft 365 Defender portal.
How long are the alerts retained in the portal?

A. 30 days
B. 60 days
C. 3 months
D. 6 months
E. 12 months

Answer: C

Explanation:
Data retention information for Microsoft Defender for Office 365
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By default, data across different features is retained for a maximum of 30 days. However, for some of the features, you can specify the retention period based on
policy. See the following table for the different retention periods for each feature.

Defender for Office 365 Plan 1

* Alert metadata details (Microsoft Defender for Office alerts) 90 days.

Note: By default, the alerts queue in the Microsoft 365 Defender portal displays the new and in progress alerts from the last 30 days. The most recent alert is at the
top of the list so you can see it first.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-data-retention

NEW QUESTION 135
- (Exam Topic 5)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B
NEW QUESTION 138

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

.~ Name | Type

 Group1 Distribution !
' Group?2 | Mail-enabled security '
Group3 | Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 140

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

'i:_j Every time an activity matches the rule

() When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 860 minutes
On All users N

{i] When the volume of matched activities becomes unusual

On All users N
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You need to identify the following:

> How many days it will take to establish a baseline for unusual activity.

» Whether alerts will be triggered during the establishment of the baseline.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v

1
|

-t = LTy e

|
0 |

Whether the alerts will be triggered during the

establishment of the baseline v
Alerts will be tnggered.
Alerts will not be tnggered
Alerts will be triggered only after the process to
establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies ?view=0365-worldwide

NEW QUESTION 142
- (Exam Topic 5)
Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours. You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A
Explanation:

Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 147
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.
You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ASR1:

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

ASR2: “

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 149

- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to Userl1?

A. View-Only Audit Logs in the Security & Compliance admin center
B. View-Only Audit Logs in the Exchange admin center

C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 151
- (Exam Topic 5)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

SharePoint Content Export

%  Restart report 4 Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Mot enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Close

What will be excluded from the export?

Feedback

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a 5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=03 https://docs.microsoft.com/en-
us/office365/securitycompliance/export-a-content-search-report
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NEW QUESTION 156

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You create a retention label named Retentionl as shown in the following exhibit.

Create retention label

]
f
& Review and finish
]
!
| Mame
ﬁ MMame
- Firush
Retention settings
Based on

T W e BT WA CTR AT

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named Filel in OneDrive. On January 10, 2020, the user modifies Filel.

On February 1, 2020, the user deletes Filel.
When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B
NEW QUESTION 159

- (Exam Topic 5)
You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0oSs

D. Android

Answer: B

Explanation:
Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:

There are several versions of this question in the exam. The question has two possible correct answers:

® Windows 10

® macOS

Other incorrect answer options you may see on the exam include the following:

> Android Enterprise

> Windows 8.1 Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 163
- (Exam Topic 5)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name

Platform

BitLocker Drive Encryption
(BitLocker)

S

+

S
|
!

Member of

The device compliance policies in Endpoint Manager are configured as shown in the following table.

MName

Require BitLocker | Mark noncompliant ' Assigned

after (days)

The device compliance policies have the assignments shown in the following table.
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| Name | Assigned to |

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
Device1 15 marked as noncomphiant after 10 days
Dewviced is marked as noncomphiant after 10 days
Dewvice3 15 marked as noncompliant after 15 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 166

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATI the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 167

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
= Sensitivity

Labels Label policies Auta-labelinglpreview)

Sensithaly labels are used to classify email messages, documents, sites, and more
When a label is appled (automatically or by the user), the content or site 1s protecied
based on the setlings vou choose, For example, vou can create iabels that encrypt
hles, add coment marking, and control user access 1o speciic sites

Create a labet Publishlabels " Refresh

Mame Order Created by Last modified

Label1 0-highest Fra 0412472020

- Label2 1 Pra 04242020

Label3 O-highest Fra 04/24/2020

Labeld 0-highest Prvi 04/24/2020

= Labelb 5 Frn 04:242020

Label6 0-highest Prvi 04/24/2020

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 172

- (Exam Topic 5)

You have a Microsoft 365 ES tenant.

You have the alerts shown in the following exhibit.
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View alerts

| ! rr
:I Saverity Alert name Siatum 'I'..|gl. {.Wr .I.-(‘.Ih'ltr Curit Ll SECuiTerde..
mEE T e FRC - Trenel maragement 0 1 e dg
™ & High aerrd Ernr sl Pasm st ot 1 P =t b

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Andwer Area
Fiof Alert!, you £an chinge SULS 10 b_
P O S Gy
L LT Ly P ] AR Ty
oG Rescotadd o Dwsrmmised
P Seatn o [vummaeg ondy
harae Sl To LT o & Tl Sy
AANge SLak b [amimsed of Inverligateg Ofy
rhunge SLahe o Dl ieeshigiling o Al
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Angwer Area
oA Tt by
" i, + | il
W S i
wrgE Llat WD O T Shaling Of
NEW QUESTION 177
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.
Name Type
Policyl | Anti-phishing
Policy2 | Anti-spam
Policy2 | Anti-malware
Policy4 | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 182

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com.

You create a Microsoft Defender for identity instance Contoso. The tenant contains the users shown in the following table.

Hame Memiber of group Azure AD role
L1 Meefereter foe cdantady Comtoan Mone

Acmnestralors |
Userd | Dedender lor identity Contoso Users Mone
LUiwer? | None | Secunity advmenesiraton
Lissrd | Defencher for identrty Conmtoso Lses Global admanety atos

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 187

- (Exam Topic 5)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: . v
AccessChk )
Azure AD fcmnec?
Active Directory Explorer
IdFix

00

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window's Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you’re not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

Reference: https://microsoft.github.io/idfix/

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups

NEW QUESTION 190
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Role
Useri Global admin
User2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.
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Name Role
Usert None
User? Purchaser
Userd Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: B 4

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-
us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 191
- (Exam Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group2
User3 Groupl, Group2
You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
Configure
H X

MODM user scope @ Mone Sorme All

Select groups

P
UI{“'-IF-"'} unup‘l
MODM terms of use URL @ | https//portal. manage.microsoft.comy TermsofUse.aspx
MDM discovery URL @ https://enrellment.manage.microsoft.com/enrellmentserver/discov ...
MDM compliance URL @& ht‘tps:-’fpc:ml.rnahagt.m:cmmﬂ.com!?pnr‘tal.h:t.c:-n:(ampl-anu
Restore default MDM URLs
MAM User scope @ | Mone

Select groups

) . >
Lroups Gmupﬂ

MAM Terms of use UREL @&
MAM Discovery URL @ https://wip.mam.manage.microsoft.com/Enroll
MAM Compliance URL @

Restore default MAM URLs
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You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ®)
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 195
- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.
You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 198
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Hame Require BitLocker Require the device to be at or under the
. | machine risk score
{ Polcyl | Requirad | High
Policys Mot configured Medium
Palicy Required | Low

1

The tenant contains the devices shown in the following table.

MName BitLocker Drive  Microsoft Defender for Policies applied
Encryption Encdpoint risk status
(BitLocker) |
Dreviesl Configured High Palicy 1, Policy3
- Device?2 . Mot configured | Medium - PolicyZ2, Policy3
. Device3 . Mot configured I Low . Policy1, Palicy2

g

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O @)
Device2 is marked as compliant. O O

Device3 is marked as compliant. O QO

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Graphical user interface, text, application Description automatically generated

NEW QUESTION 199

- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 202

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
> Assignments: All users

> Controls: Require Azure AD multifactor authentication registration

> Enforce Policy: On

> On August 3, you create two users hamed Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User Date
Userl | August 5
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: _ v
§ August 6 }
‘August 17 A ]
August 19
September 3

September 5

User2: | v

August 8

August 17
Au_é_ust 19
August 21

September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi-Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21 Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 203
- (Exam Topic 5)

HOTSPOT
——— i ————

. " 3 of 450 88T of 887 Microsoft | MIST 300-
SP200 15444 Incomplete | 72% coiribiptd SoiiiEted Group? 165 cq
Diata - . Diata

f f 835

Protection | 14370 Incomplete | 70% ':;_! 4&2 ad ﬁ:} 1;;:; Group2 ngmsu n Protection
Baseline = P 3 Rasalive
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The SP800 assessment has the improvement actions shown in the following table.

Answer Area
Statements Yes Mo
Establish a threat intelligence program will appear as implemented in the SPEQ
The SPE00 assessment score will increase by 54 points
The Data Protection Baseline scofe will increase by 9 points
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
Egtablish a threat intelligence program will appear as Implemented in the SPEOO A
A55E55M:
The SPEDD assessment score will increase by 54 peints
The Data Protection Baseline score will increase by 9 ponts

NEW QUESTION 205

- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named Userl. Userl requires admin access to perform the following tasks:
Manage Microsoft Exchange Online settings.

Create Microsoft 365 groups.

You need to ensure that Userl only has admin access for eight hours and requires approval before the role assignment takes place.
What should you use?

A. zure AD ldentity Protection

B. Microsoft Entra Verified ID

C. Conditional Access

D. Azure AD Privileged Identity Management (PJM)

Answer: D

Explanation:

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management:

Provide just-in-time privileged access to Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to
activate privileged roles

Enforce multi-factor authentication to activate any role Use justification to understand why users activate

Get natifications when privileged roles are activated Conduct access reviews to ensure users still need roles Download audit history for internal or external audit
Prevents removal of the last active Global Administrator and Privileged Role Administrator role assignments. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 209
- (Exam Topic 5)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global secunty group
User1 Enabled user account
User/Z Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD. Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Groupl, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
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will be used.
Reference:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and

NEW QUESTION 213

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune. What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 216

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 221

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 226

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

" S

[ Name _ Member of group | Azure AD role

MNone

MNone
| None

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A.Yes
B. No

Answer: A
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NEW QUESTION 229

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a parther company, they receive the message shown in the following exhibit.

This websile is blocked by your
organization. Contact your
administrator for more infermation

Hosted by wanw. contoso. com

Back to safety

Windows Defender SmaiScresn

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting
E. Indicators

Answer: E

Explanation:

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

https://jadexstrategic.com/web-protection/

NEW QUESTION 231
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User? Global Administrator
User2 Senace Support
Admirustrator
User3 Cloud Apphication
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates.

You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | | v
Office installation options

Privileged access

1 Release preferenﬂ;s

User: v
Userl only

User2 only

User3 only

Userl and User2 only

Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft 365 setting: v
Office installation options
Privileged access
Release preferences

User: v .
Userl only
'User.'-.' nniy
User3only |
Userl and User2 only
Userl and User3 only

NEW QUESTION 235
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 has their cache cleared on close. O O
User2 has Cursor movement setto Visual. O @)
User3 has Cursor movement set to Visual. QO O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 236
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the users shown in the following table.

The Leader of IT Certification

Name Member of
Usert Group1, Group?2
User2 Group2, Group3
User3 Group1, Group3
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
Name Priority | Applies to
Policy1 0 Group1
Policy?2 1 Group?2
Policy3 2 Group3
The policies use the settings shown in the following table.
Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled
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Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enroliment Status Page profile as shown in the following exhibit.

Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes No

Show time limit error when installation takes

longer than specified number of minutes. o

Show custom message when time limit error Yes @EED
OCCUrs. :
Allow users to collect logs about instalattion Yes @D
errors.

Only show page to devices provisioned by - N
out-of-box experience (OOBE) o o
Block device use until all apps and profiles are Yes @D

installed

You assign the policy to Groupl.
You purchase the devices shown in the following table.

Name Platform
Devicel Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

If User1 performs the initial device enroliment for Device1, the Enrcliment
Status Page will show. O O
If User1 performs the initial device enrollment for DeviceZ2, the Enroliment O O

Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enrollment (O O
Status Page will show.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 241

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by

using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

The Leader of IT Certification
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Activities to search for:

Field to filter by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Activities to search for:

Field to filter by:

v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

v

ltem

User
Detail

IP address

v

Exchange mailbox activities
Si imini : T

| Show results for all activities
Role administration activities

v

Item
User

Detail

IP address

NEW QUESTION 244
- (Exam Topic 5)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following table.

Name | Microsoft Store for Business role

Azure Active Directory (Azure AD) role

Userl | Purchaser

Billing administrator

User? | Admin

Global administrator

Userd | Basic Purchaser

None

Userd | Basic Purchaser, Device Guard signer

(Global reader

All users have Windows 10 Enterprise devices.

The Products & services settings in Microsoft Store for Business are shown in the following exhibit.

Microsoft Remote Desktop

Fiee « Onling « P

Licenses Billing

Unlimited licenses €0.00......

i) used

H Excel Mobile
Free = Online « By

Licenses Billing

Unlimited licenses €0.00 .

0 used

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Settngs & Actions

ot n prrvate sione

Settings & Actions

In prvate stiwe

ea app)

Yes

User2 caninstall the Microsoft Remote Desktop app from the pnvate store O

User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. O

Userd can manage the Microsoft Remote Desktop app from the private store O

The Leader of IT Certification
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 247
- (Exam Topic 5)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 249

- (Exam Topic 5)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.Assign the profile to all the computer

B. Instruct users to restart their computer and perform a network restart.

C. Enroll the computers in Microsoft Intun

D. Create a configuration profile by using the Edition upgrade and mode switch templat

E. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers and instruct users to restart their computer.

F. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

G. Instruct users to run the provisioning package from SharePoint Online.

H. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

I. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 254

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Windows 10 compliance policy
Windows 10 and latar

Encryplion
Encryplion of data storage on device Require ol EOMnigured

Device Secunty

Firewali Require ot conbigured.

Trusted Piatformn Module (TP) Feqguere 0 gured

Aniraris Feguire [  MNotconfigiered ]

Anlrspyware Require N T
Defender

Microsoft Defender Antimahware L Regure ] Mol confegured

Microsoft Defender Anbimalware mimimuem Mot configured

VErSIion

Microsoft Defender Antimabware securty I Heguwe 0 ] Mat configured

irelligenc e up-do-date

Real-teme protection L Heqee ] Mot confgured

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Graphical user interface Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 258

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices. Only users in the finance department must be able to sign
in to an Azure AD enterprise application named

App1l. All other users must be blocked from signing in to Appl.

What is the minimum number of Conditional Access policies you should create?

nmoow>
®Noohw

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to Appl.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices. One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network. One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

NEW QUESTION 263
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members
Group1 User1
Group2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:
> MDM user scope: Some

> Groups: Groupl

> MAM user scope: Some

> Groups: Group2

You purchase the devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can enroll Device1 in Intune by using automatic enroliment O O
User1 can enroll Device2 in Intune by using automatic enroliment O O
User2 can enroll Device2 in Intune by using automatic enroliment O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
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https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll-device-
administrator

NEW QUESTION 268

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management-solution-overview https://learn.microsoft.com/en-
us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 273

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint. You need to configure Defender for Endpoint to meet the following
requirements:

> Block a vulnerable app until the app is updated.

> Block an application executable based on a file hash. The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Block a vulnerable app until the app is updated: = v
EA’ alow or block f,'_f E
A file indicator
A remediation request
An update ring
Block an application executable based on a file hash: v
An alow or block file
A file indicator
A remediation request
An update ring
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated. Block vulnerable applications

How to block vulnerable applications

> Goto Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

> Selecta security recommendation to see a flyout with more information.

> Select Request remediation.

> Select whether you want to apply the remediation and mitigation to all device groups or only a few.

> Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

» Pick a Remediation due date and select Next.

® Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

> Review the selections you made and Submit request. On the final page you can choose to go directly to the remediation page to view the progress of
remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.
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Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-block-vuln-ap

NEW QUESTION 276

- (Exam Topic 5) You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web. What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 281

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

| Name | Member of | Device

The devices are configured as shown in the following table.

’ * +* ]

i B - |.' ' | e 19 '.

Name | Platform | Azure AD join type

-
w ik e i} Mrene o, ™ l-»'..'-'-" T
e e i a ' s L=

_.

You have a Conditional Access policy named CAPolicyl that has the following settings:
* 1. Assignments

> Users or workload identities: Groupl

> Cloud apps or actions: Office 365 SharePoint Online

» Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device"

* 2. Access controls

> Grant

- Grant: Block access

> Session: 0 controls selected

* 3. Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User] can access Sitel from Devicel

User? can access Sitel from Device?

o e i

User2 can access Sitel from Device3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel. Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-hybrid-azure-ad-join
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-com
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NEW QUESTION 286

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to automatically label the documents on Sitel
that contain credit card numbers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Create a sensitivity label
Create an auto-labeling pohicy
Create a sensitive information type
Wait 24 hours, and then twirn on the policy
Publish the label
Create a retention label
Wait eight hours, and then turn on the policy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide#what-labe https://docs.microsoft.com/en-
us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-w

NEW QUESTION 291

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 294

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:
> Opening files in Microsoft SharePoint that contain malicious content

> Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Opening files in SharePoint that contain malicious contant: il
Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

Impersonation and spoofing attacks in email messages: v
Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Opening files in SharePoint that contain malicious content; v
Anti-spam
Anti-Phishing

Safe qifta.l:.'__f".l"!'lh:!“!'{‘_:_ '_ I
Safe Links

Impersonation and spoofing attacks in emall messages: v
Anti-spam

-ﬂr-t:-PHls.!;lm; :

Safe Attachments

Safe Links

NEW QUESTION 298

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 299

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

| Name | Location | Retainitems | Startthe |  Attheendofthe |
for a specific | retention period retention period
P (SO e R O
Policy | SharePoint | 1 years When items were | Delete items automatically
sites created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx. Filel.docx was created on January 1, 2022 and last
modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D

Explanation:

for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system-initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 301
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.
| Name Type Department
| Userl Guest | IT support
User? Guest ' SupportCore
| User3 Member | IT support

You need to configure a dynamic user group that will include the guest users in any department that contains the word Support.
How should you complete the membership rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

{user.userType ~ v ) and {user.department v
-eq "Guest” il -Contains “Support”
-in "Guest” | -in “Support”
ne -f'{i-;.:-st" E -match -SLEIJ{HTT
-matmatch "Member” , -startsWith “Sup”
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: -eq "Guest"

Dynamic membership rules for groups in Azure Active Directory Supported expression operators

The following table lists all the supported operators and their syntax for a single expression. Operators can be used with or without the hyphen (-) prefix. The
Contains operator does partial string matches but not item in a collection matches.

* Equals

_eq

* Contains

-contains

* Etc.

Box 2: -contains "Support” Incorrect:

*-in

If you want to compare the value of a user attribute against multiple values, you can use the -in or -notin operators.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION 303

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy. You need to prevent the users from bypassing the DLP
policy.

What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:

A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 306
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type
Group1 Microsoft 365
Group? Distribution
Group3 Mail-enabled secunty
Group4d Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

> Can be added to Compliancel as recipients of noncompliance notifications
> Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Can be added to Complance1 as recipients v

of noncomphance notifications. Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1 v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manage

NEW QUESTION 310

- (Exam Topic 5)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Answer Arca
-orifigues hybnd Afire AD jou
Frabide e widedian
{natie password hash findyongation
A & dbernatrve UEN sult
AORCTA ) e 4 1.5 L I
e i [i ! !’_
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

NEW QUESTION 314

- (Exam Topic 5)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:  Local administrators must be able to manage only the
resources in their respective office.

> Local administrators must be prevented from managing resources in other offices.

> Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 316

- (Exam Topic 5)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B
NEW QUESTION 317

- (Exam Topic 5)
You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week. What should you do from the Security & Compliance admin

center?

A. Perform a content search

B. Create a supervision policy
C. Create an eDiscovery case
D. Perform an audit log search

Answer: D
NEW QUESTION 320

- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a user named Userl. Azure AD Password Protection is configured as shown in the following exhibit.

Custom smart lockout

Lockout threshoid 15

Lockeut duration in seconds 600

Custom banned passwords

Cuttom banned password st Fhusndned
Elirvien
Falooh
Propect
T,}ll':.p.::
Password protectron for Windows Server Active Direclory
Enabile password protecton on Windows Yes NO
senver Actree Drectony
[ Enforced Audrt
Userl attempts to update their password to the following passwords:
> F@Icon

> Project22
> T4il$pin45dgd

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area
[Answer choice] will be accepted as a password. = b
Only T4il$pind5dgd %
Only F@lcon and TdilspindSdgs |
Only Project22 and T2il$pind5dg4
F@lcon, Project22, and T4il$pindSdg4d
If Userl enters the same wrong password 15 times, waits 11 minutes, and v

then enters the same wrong password again, the user [answer choice]. will be locked out

will trigger a user rsk
can attemp! to sign in again immediately

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Only T4il$pin45dg4

Box 2: can attempt to sign in immediately Note: Manage Azure AD smart lockout values

Based on your organizational requirements, you can customize the Azure AD smart lockout values. Customization of the smart lockout settings, with values
specific to your organization, requires Azure AD Premium P1 or higher licenses for your users. Customization of the smart lockout settings is not available for
Azure China 21Vianet tenants.

To check or modify the smart lockout values for your organization, complete the following steps:

> Sign in to the Entra portal.

> Search for and select Azure Active Directory, then select Security > Authentication methods > Password protection.

> Set the Lockout threshold, based on how many failed sign-ins are allowed on an account before its first lockout.

? The default is 10 for Azure Public tenants and 3 for Azure US Government tenants.

> Set the Lockout duration in seconds, to the length in seconds of each lockout.

> The default is 60 seconds (one minute).

If the first sign-in after a lockout period has expired also fails, the account locks out again. If an account locks repeatedly, the lockout duration increases.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout

NEW QUESTION 322

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period. What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 326

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.
From Microsoft Defender Security Center, you perform a security investigation.

You need to run a PowerShell script on the device to collect forensic information. Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwid

NEW QUESTION 327

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 330

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

> Require complex passwords.

> Require the encryption of removable data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements. What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 335

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security $ Compliance admin center you create a threat management policy. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 337

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices, You enable device clean-up rules
What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 341

- (Exam Topic 5)

Your company has a Microsoft 365 E5 subscription. Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Safe Links in the Policies section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy. Description: Enter an optional
description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure

NEW QUESTION 346

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains a user named Userl. You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:

> Review alerts.

» Manage cases.

> Create notice templates.

> Review user emails by using Content explorer. The solution must use the principle of least privilege. To which role group should you add User1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin
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Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-wo

NEW QUESTION 351

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 352

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:
> Block emails that contain financial data.

> Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

> Use the following location: Exchange email.

> Display the following policy tip text: Message contains sensitive data.

2 When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Rasults Answer Area
The &madil will bé blocked, and the wser vwall .
receive the policy tip: Message blocked When the user sends an emal that cantins

financial data and health reconds:

The email will be Blocked, and the user will
recerse Uhe policy tip: Message contains When the user sends an email that contains
sensithee data only financial data

The email will ke allowed, and the wser will
receive the policy tip: Message blocked

The email will be allosved, and the user wall
receive the policy tip: Message contains
sensitive data

The email will bBe allowed, and a message
policy tip will NOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked.

If you've created DLP policies in the Exchange admin center, those policies will continue to work side by side with any policies for email that you create in the
Security & Compliance Center. But note that rules created in the Exchange admin center take precedence. All Exchange mail flow rules are processed first, and
then the DLP rules from the Security & Compliance Center are processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/how-dlp-works-between-admin-centers

NEW QUESTION 356

- (Exam Topic 5)

Your company has a Microsoft 365 subscription. you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line. What should you create?

A. a sharing policy from the Exchange admin center

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center

Answer: B
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NEW QUESTION 360

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and

auditing is turned on.
You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Marme «

Policy1

Descriptson

Record Types

AzureActiveDirectory =

Activities

Added user, Delsied yser, Resel usar password, Changed user password, Changed user kcenss, . (T} -

Users

Admint

Druration *
B Months

1 Year

Pricrity

100

After Policyl is created, the following actions are performed:

> Adminl creates a user named Userl.

» Admin2 creates a user named User2.
How long will the audit events for the creation of Userl and User2 be retained? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v

0 days
30 days
90 days
180 days
365 days

User2: v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 364
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