We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blb|@ https://www.exambible.com/CS0-002-exam/ (220 Q&AS)

@ exambible

CompTIA

Exam Questions CS0-002
CompTIA Cybersecurity Analyst (CySA+) Certification Exam

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blb|@ https://www.exambible.com/CS0-002-exam/ (220 Q&AS)

About Exambible

Your Partner of I T Exam

Found in 1998

Exambible is a company specialized on providing high quality IT exam practice study materias, especially Cisco CCNA, CCDA,
CCNP, CCIE, Checkpoint CCSE, CompTIA A+, Network+ certification practice exams and so on. We guarantee that the
candidates will not only pass any IT exam at the first attempt but also get profound understanding about the certificates they have
got. There are so many alike companiesin this industry, however, Exambible has its unique advantages that other companies could

not achieve.

Our Advances

* 99.9% Uptime
All examinations will be up to date.
* 24/7 Quality Support
We will provide service round the clock.
* 100% Pass Rate
Our guarantee that you will pass the exam.

* Unique Gurantee
If you do not pass the exam at the first time, we will not only arrange FULL REFUND for you, but aso provide you another

exam of your claim, ABSOLUTELY FREE!

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blb|@ https://www.exambible.com/CS0-002-exam/ (220 Q&AS)

NEW QUESTION 1
A security analyst needs to reduce the overall attack surface.
Which of the following infrastructure changes should the analyst recommend?

A. Implement a honeypot.

B. Air gap sensitive systems.

C. Increase the network segmentation.
D. Implement a cloud-based architecture.

Answer: C

NEW QUESTION 2

An organization is moving its infrastructure to the cloud in an effort to meet the budget and reduce staffing requirements. The organization has three environments:
development, testing, and production. These environments have interdependencies but must remain relatively segmented.

Which of the following methods would BEST secure the company's infrastructure and be the simplest to manage and maintain?

A. Create three separate cloud accounts for each environmen

B. Configure account peering and security rules to allow access to and from each environment.

C. Create one cloud account with one VPC for all environment

D. Purchase a virtual firewall and create granular security rules.

E. Create one cloud account and three separate VPCs for each environmen

F. Create security rules to allow access to and from each environment.

G. Create three separate cloud accounts for each environment and a single core account for network service
H. Route all traffic through the core account.

Answer: C

NEW QUESTION 3
A security administrator needs to create an IDS rule to alert on FTP login attempts by root. Which of the following rules is the BEST solution?

A.alert udp any any — root any — 21
B.alert tcp any any — any 21 (content:”root”)
C.alert tcp any any — any root 21

L. alert tcp any any —> any root (content:”fip”)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 4
During routine monitoring, a security analyst discovers several suspicious websites that are communicating with a local host. The analyst queries for IP
192.168.50.2 for a 24-hour period:
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To further investigate, the analyst should request PCAP for SRC 192.168.50.2 and.

A. DST 138.10.2.5.
B. DST 138.10.25.5.
C.DST 172.10.3.5.
D. DST 172.10.45.5.
E. DST 175.35.20.5.

Answer: A
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NEW QUESTION 5
Which of the following BEST describes the process by which code is developed, tested, and deployed in small batches?

A. Agile

B. Waterfall

C.SDLC

D. Dynamic code analysis

Answer: A

NEW QUESTION 6

A security analyst received an email with the following key: Xj3XJ3LLc

A second security analyst received an email with following key: 3XJ3xjcLLC

The security manager has informed the two analysts that the email they received is a key that allows access to the company’s financial segment for maintenance.
This is an example of:

A. dual control

B. private key encryption
C. separation of duties

D. public key encryption

E. two-factor authentication

Answer: A

NEW QUESTION 7

A web developer wants to create a new web part within the company website that aggregates sales from individual team sites. A cybersecurity analyst wants to
ensure security measurements are implemented during this process. Which of the following remediation actions should the analyst take to implement a
vulnerability management process?

A. Personnel training

B. Vulnerability scan

C. Change management
D. Sandboxing

Answer: C

NEW QUESTION 8
Which of the following BEST articulates the benefit of leveraging SCAP in an organization’s cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes to enterprise security services

B. It enables standard checklist and vulnerability analysis expressions for automation

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 9
The security team at a large corporation is helping the payment-processing team to prepare for a regulatory compliance audit and meet the following objectives:

> Reduce the number of potential findings by the auditors.
> Limit the scope of the audit to only devices used by the payment-processing team for activities directly impacted by the regulations.
> Prevent the external-facing web infrastructure used by other teams from coming into scope.

> Limit the amount of exposure the company will face if the systems used by the payment-processing
team are compromised.
Which of the following would be the MOST effective way for the security team to meet these objectives?

A. Limit the permissions to prevent other employees from accessing data owned by the business unit.
B. Segment the servers and systems used by the business unit from the rest of the network.

C. Deploy patches to all servers and workstations across the entire organization.

D. Implement full-disk encryption on the laptops used by employees of the payment-processing team.

Answer: B

NEW QUESTION 10
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as identified from the firewall logs
but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Shut down the computer

B. Capture live data using Wireshark

C. Take a snapshot

D. Determine if DNS logging is enabled.
E. Review the network logs.

Answer: A
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NEW QUESTION 10
Which of the following software assessment methods would be BEST for gathering data related to an application’s availability during peak times?

A. Security regression testing
B. Stress testing

C. Static analysis testing

D. Dynamic analysis testing
E. User acceptance testing

Answer: B

NEW QUESTION 12
It is important to parameterize queries to prevent:

A. the execution of unauthorized actions against a database.

B. a memory overflow that executes code with elevated privileges.

C. the establishment of a web shell that would allow unauthorized access.
D. the queries from using an outdated library with security vulnerabilities.

Answer: A

NEW QUESTION 15

You are a cybersecurity analyst tasked with interpreting scan data from Company A's servers. You must verify the requirements are being met for all of the servers
and recommend changes if you find they are not.

The company's hardening guidelines indicate the following:

* TLS 1.2 is the only version of TLS running.

» Apache 2.4.18 or greater should be used.

* Only default ports should be used. INSTRUCTIONS

Using the supplied data, record the status of compliance with the company's guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for issues based ONLY on the hardening guidelines
provided.

Part 1

Corpiarce Repr

AppServl AppServ2 AppServd AppServd Fill out the following report based on your analysis of the scan data.

AppServi is only using TLS 1.2
AppServz is only using TLS 1.2
AppServd is only using TLS 1.2
AppSeryd is only using TLS 1.2
AppServ1 is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
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Part 1

Compliance Report

AppServl AppServZ AppServd  AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

INFOSEC:~# curl

AppServ is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServd is only using TLS 1.2
AppServd is only using TLS 1.2
AppServl is using Apache 2.4.18 or grealer
AppServZ is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater

-----------------
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Pari 1

AppServl AppServZ AppServd AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

AppServ1 is only using TLS 1.2
AppServ2 is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppSenryd is only using TLS 1.2
AppServi is using Apache 2.4,18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSenry3 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
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Part 1

AppServl AppServZ AppServd  AppServd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Part 1 Answer

Check on the following:

AppServl is only using TLS.1.2

AppServ4 is only using TLS.1.2

AppServl is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 or greater
AppServ4 is using Apache 2.4.18 or greater

Your Partner of IT Exam

AppServ1 is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppServd is only using TLS 1.2
AppServi is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSeny3 is using Apache 2.4.18 or grealer
AppServd is using Apache 2.4.18 or greater

AppSrvi
AppSrv2
AppSrv3
AppSrv4

T

AppServl AppServZ AppServd AppServd

Fill out the following report based on your analysis of the scan data.

o Add recommendation for |

wiaz

bl

visit - https://www.exambible.com



We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/CS0-002-exam/ (220 Q&AS)

Part 2 Answer
Recommendation:
Recommendation is to disable TLS v1.1 on AppServ2 and AppServ3. Also upgrade AppServ2 Apache to version 2.4.48 from its current version of 2.3.48

e e
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NEW QUESTION 16
An organization was alerted to a possible compromise after its proprietary data was found for sale on the Internet. An analyst is reviewing the logs from the next-
generation UTM in an attempt to find evidence of this breach. Given the following output:

QSrc IP Src DNS Dst IP Dst DNS Port Application
10.50.50,121 |83hht23.0rg-int.org 8.8.8.8 google...dns-a.google.com 53 DNS
10.50.50,121 |[B3hht23.0rg-int.org 77.88.55.66 yandex.ru 443 HTTPS
|1?2.15.52.2EI webserver.org-dmz.org |131.52.88.45 |-- o3 DNS
110.100.10.45 |appserver.org-int.org [69.134.21.90 |repo.its.utk.edu 21 ETP
172.16.52.20 |webserver.crg-dmz.org |131.52.88.45 |-- 10999  |HTTPS
172,16.52.100 |sftp.org-dmz.org 62.30.221.5 ftps.bluemed.net 42991  |SsH

Ll':‘.?. 16.52.20 |[webserver.org-dmz.org [131.52.88.45 |-- 10959  [HTTPS

Which of the following should be the focus of the investigation?

A. webserver.org-dmz.org
B. sftp.org-dmz.org

C. 83hht23.org-int.org

D. ftps.bluemed.net

Answer: A

NEW QUESTION 19

A web-based front end for a business intelligence application uses pass-through authentication to authenticate users The application then uses a service account,
to perform queries and look up data m a database A security analyst discovers employees are accessing data sets they have not been authorized to use. Which of
the following will fix the cause of the issue?

A. Change the security model to force the users to access the database as themselves
B. Parameterize queries to prevent unauthorized SQL queries against the database

C. Configure database security logging using syslog or a SIEM

D. Enforce unique session IDs so users do not get a reused session ID

Answer: B

NEW QUESTION 22
A company’s Chief Information Security Officer (CISO) is concerned about the integrity of some highly confidential files. Any changes to these files must be tied
back to a specific authorized user’s activity session. Which of the following is the BEST technique to address the CISO’s concerns?

. Configure DLP to reject all changes to the files without pre-authorizatio

. Monitor the files for unauthorized changes.

. Regularly use SHA-256 to hash the directory containing the sensitive informatio

. Monitor the files for unauthorized changes.

. Place a legal hold on the file

. Require authorized users to abide by a strict time context access policy.Monitor the files for unauthorized changes.
. Use Wireshark to scan all traffic to and from the director

. Monitor the files for unauthorized changes.

IOMNMmMmOoOO WP
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Answer: A

NEW QUESTION 23

Ransomware is identified on a company's network that affects both Windows and MAC hosts. The command and control channel for encryption for this variant
uses TCP ports from 11000 to 65000. The channel goes to goodl. Iholdbadkeys.com, which resolves to IP address 72.172.16.2.

Which of the following is the MOST effective way to prevent any newly infected systems from actually encrypting the data on connected network drives while
causing the least disruption to normal Internet traffic?

A. Block all outbound traffic to web host good1 iholdbadkeys.com at the border gateway.

B. Block all outbound TCP connections to IP host address 172.172.16.2 at the border gateway.

C. Block all outbound traffic on TCP ports 11000 to 65000 at the border gateway.

D. Block all outbound traffic on TCP ports 11000 to 65000 to IP host address 172.172.16.2 at the border gateway.

Answer: A

NEW QUESTION 24
A security analyst is reviewing packet captures from a system that was compromised. The system was already isolated from the network, but it did have network
access for a few hours after being compromised. When viewing the capture in a packet analyzer, the analyst sees the following:

o T A g - o | B &
s =L 1 E7.80 3 3 = EF L2327 q {

") SpE= P 4 b . = {4 mdagime iy TINA . OUTFAS S o oy B

Which of the following can the analyst conclude?

A. Malware is attempting to beacon to 128.50.100.3.

B. The system is running a DoS attack against ajgidwle.com.
C. The system is scanning ajgidwle.com for PII.

D. Data is being exfiltrated over DNS.

Answer: D

NEW QUESTION 28

An organization that handles sensitive financial information wants to perform tokenization of data to enable the execution of recurring transactions. The
organization is most interested m a secure, built-in device to support its solution. Which of the following would MOST likely be required to perform the desired
function?

A. TPM
B. eFuse
C. FPGA
D. HSM
E. UEFI

Answer: D

NEW QUESTION 31

A security analyst at a technology solutions firm has uncovered the same vulnerabilities on a vulnerability scan for a long period of time. The vulnerabilities are on
systems that are dedicated to the firm's largest client. Which of the following is MOST likely inhibiting the remediation efforts?

A. The parties have an MOU between them that could prevent shutting down the systems

B. There is a potential disruption of the vendor-client relationship

C. Patches for the vulnerabilities have not been fully tested by the software vendor

D. There is an SLA with the client that allows very little downtime

Answer: D

NEW QUESTION 32
A security analyst reviews the following aggregated output from an Nmap scan and the border firewall ACL.:
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Serverl Server2 PC1 PC2

22/tcp open 3389/tcp open 80/tcp open 80/tcp open
80/tcp open 53/udp open 443/tcp open 443/tcp open
443/tcp open 1433/tcp open

Firewall ACL
10 permit tcp from:any to:serverl:www
15 permit udp from:lan-net to:any:dns

L

16 permit udp from:any to:server2:dns
20 permit tcp from:any to serverl:ssl
22 permit tcp from:lan-net to:any:www
26 permit tcp from:lan-net to:any:ssl
27 permit tcp from:any to pc2:mssqgl

30 permit tcp from:any to serverl:ssh

e

C
100 deny ip any any
Which of the following should the analyst reconfigure to BEST reduce organizational risk while maintaining current functionality?

A. PC1
B. PC2
C. Serverl
D. Server2
E. Firewall

Answer: B

NEW QUESTION 37

An information security analyst observes anomalous behavior on the SCADA devices in a power plant. This behavior results in the industrial generators

overheating and destabilizing the power supply.
Which of the following would BEST identify potential indicators of compromise?

A. Use Burp Suite to capture packets to the SCADA device's IP.

B. Use tcpdump to capture packets from the SCADA device IP.

C. Use Wireshark to capture packets between SCADA devices and the management system.
D. Use Nmap to capture packets from the management system to the SCADA devices.

Answer: C

NEW QUESTION 40

An analyst identifies multiple instances of node-to-node communication between several endpoints within the 10.200.2.0/24 network and a user machine at the IP
address 10.200.2.5. This user machine at the IP address 10.200.2.5 is also identified as initiating outbound communication during atypical business hours with

several IP addresses that have recently appeared on threat feeds.
Which of the following can be inferred from this activity?

A. 10.200.2.0/24 is infected with ransomware.
B. 10.200.2.0/24 is not routable address space.
C. 10.200.2.5 is a rogue endpoint.

D. 10.200.2.5 is exfiltrating data.

Answer: D

NEW QUESTION 43
A security analyst is reviewing the following web server log:

L PaD e Pl r Pl o w BT e o B&T - » Bl w o BT . » /ETC/ DTN

Which of the following BEST describes the issue?

A. Directory traversal exploit
B. Cross-site scripting

C. SQL injection

D. Cross-site request forgery

Answer: A

NEW QUESTION 47
Which of the following are components of the intelligence cycle? (Select TWO.)

A. Collection

B. Normalization
C. Response

D. Analysis

E. Correction

F. Dissension
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Answer: BE

NEW QUESTION 48
The inability to do remote updates of certificates, keys, software, and firmware is a security issue commonly associated with:

A. web servers on private networks
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: D

NEW QUESTION 53
A company wants to establish a threat-hunting team. Which of the following BEST describes the rationale for integration intelligence into hunt operations?

A. It enables the team to prioritize the focus area and tactics within the company’s environment.
B. It provide critically analyses for key enterprise servers and services.

C. It allow analysis to receive updates on newly discovered software vulnerabilities.

D. It supports rapid response and recovery during and followed an incident.

Answer: A

NEW QUESTION 57

A development team signed a contract that requires access to an on-premises physical server. Access must be restricted to authorized users only and cannot be
connected to the Internet.

Which of the following solutions would meet this requirement?

A. Establish a hosted SSO.
B. Implement a CASB.

C. Virtualize the server.

D. Air gap the server.

Answer: D

NEW QUESTION 62

Because some clients have reported unauthorized activity on their accounts, a security analyst is reviewing network packet captures from the company's API
server. A portion of a capture file is shown below:

POST /services/vl _0/Public/Members.svc/soap <s:Envelope+xmlins:s="http://schemas.s/soap/envelope/ "><s:Body><GetIPLocation+xmins="http://tempuri.org/">
<request+xmins:a="http://schemas.somesite.org"+xmins:i="http://www.w3.0rg/2001/XMLSchema-instance "></s:Body></s:Envelope> 192.168.1.22 - -
api.somesite.com 200 0 1006 1001 0 192.168.1.22

POST /services/vl _0/Public/Members.svc/soap

<<a:Password>Password123</a:Password><a:ResetPasswordToken+i:nil="true"/>
<a:ShouldimpersonatedAuthenticationBePopulated+i:nil="true"/><a:Username>somebody@companyname.com 192.168.5.66 - - api.somesite.com 200 0 11558
1712 2024 192.168.4.89

POST /services/vl_0/Public/Members.svc/soap <s:Envelope+xmins:s="
http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetlPLocation+xmlns="http://tempuri.org/">
<a:lPAddress>516.7.446.605</a:IPAddress><a:ZipCode+i:nil="true"/></request></GetIPLocation></s:Body>< 192.168.1.22 - - api.somesite.com 200 0 1003 1011
307 192.168.1.22

POST /services/vl_0/Public/Members.svc/soap <s:Envelope+xmins:s="
http://schemas.xmlsoap.org/soap/envelope/"><s:Body><IsLoggedIn+xmins="http://tempuri.org/">
<request+xmins:a="http://schemas.datacontract.org/2004/07/somesite.web+xmins:i="

http://www.w3.0rg/2001/XMLSchema-instance"><a:Authentication>
<a:ApiToken>kmL4krg2CwwWBan5BReGv5Djb7syxXTNKcWFuSjd</a:ApiToken><a:ImpersonateUserld>0
<a:Networkld>4</a:Networkld><a:Providerld>"1=1</a:Providerld><a:Userld>13026046</a:Userld></a:Authe 192.168.5.66 - - api.somesite.com 200 0 1378 1209
48 192.168.4.89

Which of the following MOST likely explains how the clients' accounts were compromised?

A. The clients' authentication tokens were impersonated and replayed.
B. The clients' usernames and passwords were transmitted in cleartext.
C. An XSS scripting attack was carried out on the server.

D. A SQL injection attack was carried out on the server.

Answer: A
NEW QUESTION 66

A security analyst is reviewing the logs from an internal chat server. The chat.log file is too large to review manually, so the analyst wants to create a shorter log
file that only includes lines associated with a user demonstrating anomalous activity. Below is a snippet of the log:

Line User Time Command Result
36570 DEV1Z2 02.01.13.151219 EICK DEV27 OK
36571 JAVASHARK 02.01.13.151255 JOIN #CHATOPS e32kkl0 OK
36572 DEV12 02.01.13.151325 PART #CHATOPS OK
36573 CHATTER14 02.01.13.151327 JOIN';CAT ../etc/confiqg' OK
36574 PITHONFUN 12.01.13.151330 PRIVMSG DEWVGQg nan OF
36575 DEV99 02.01.13.151358 PRIVMSG PYTHONFUN "OK" OK

Which of the following commands would work BEST to achieve the desired result?
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A. grep -v chatterl14 chat.log
B. grep -i pythonfun chat.log
C. grep -i javashark chat.log
D. grep -v javashark chat.log
E. grep -v pythonfun chat.log
F. grep -i chatterl4 chat.log

Answer: D

NEW QUESTION 71

A finance department employee has received a message that appears to have been sent from the Chief Financial Officer (CFO) asking the employee to perform a
wife transfer Analysis of the email shows the message came from an external source and is fraudulent. Which of the following would work BEST to improve the
likelihood of employees quickly recognizing fraudulent emails?

A. Implementing a sandboxing solution for viewing emails and attachments

B. Limiting email from the finance department to recipients on a pre-approved whitelist
C. Configuring email client settings to display all messages in plaintext when read

D. Adding a banner to incoming messages that identifies the messages as external

Answer: D

NEW QUESTION 74
A security analyst has received information from a third-party intelligence-sharing resource that indicates employee accounts were breached.
Which of the following is the NEXT step the analyst should take to address the issue?

A. Audit access permissions for all employees to ensure least privilege.

B. Force a password reset for the impacted employees and revoke any tokens.
C. Configure SSO to prevent passwords from going outside the local network.
D. Set up privileged access management to ensure auditing is enabled.

Answer: B

NEW QUESTION 75
Data spillage occurred when an employee accidentally emailed a sensitive file to an external recipient. Which of the following controls would have MOST likely
prevented this incident?

A.SSO
B. DLP
C. WAF
D. VDI

Answer: B

NEW QUESTION 80
An analyst is performing penetration testing and vulnerability assessment activities against a new vehicle automation platform.
Which of the following is MOST likely an attack vector that is being utilized as part of the testing and assessment?

A. FaaS

B. RTOS
C. SoC

D. GPS

E. CAN bus

Answer: E
NEW QUESTION 81

After a breach involving the exfiltration of a large amount of sensitive data a security analyst is reviewing the following firewall logs to determine how the breach
occurred:

g =

Which of the following IP addresses does the analyst need to investigate further?

A.192.168.1.1
B. 192.168.1.10
C.192.168.1.12
D. 192.168.1.193

Answer: C

NEW QUESTION 85
A small organization has proprietary software that is used internally. The system has not been well maintained and cannot be updated with the rest of the
environment Which of the following is the BEST solution?
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A. Virtualize the system and decommission the physical machine.
B. Remove it from the network and require air gapping.

C. Only allow access to the system via a jumpbox

D. Implement MFA on the specific system.

Answer: A

NEW QUESTION 90
A security analyst was alerted to a tile integrity monitoring event based on a change to the vhost-paymonts .c onf file The output of the diff command against the
known-good backup reads as follows

Geefule ARGS:Card "dry ([0-91+)" "id112345€, pass, cansurs, praxyhetpa: 3.0 0. 12E/ S {matchad war), nolog, noaudi

Which of the following MOST likely occurred?

A. The file was altered to accept payments without charging the cards
B. The file was altered to avoid logging credit card information

C. The file was altered to verify the card numbers are valid.

D. The file was altered to harvest credit card numbers

Answer: A

NEW QUESTION 94

A user receives a potentially malicious email that contains spelling errors and a PDF document. A security analyst reviews the email and decides to download the
attachment to a Linux sandbox for review.

Which of the following commands would MOST likely indicate if the email is malicious?

A. sha256sum ~/Desktop/file.pdf

B. file ~/Desktop/file.pdf

C. strings ~/Desktop/file.pdf | grep "<script"
D. cat < ~/Desktop/file.pdf | grep -i .exe

Answer: A

NEW QUESTION 96
A security analyst is conducting a post-incident log analysis to determine which indicators can be used to detect further occurrences of a data exfiltration incident.
The analyst determines backups were not performed during this time and reviews the following:

Which of the following should the analyst review to find out how the data was exfilltrated?

A. Monday's logs

B. Tuesday's logs

C. Wednesday's logs
D. Thursday's logs

Answer: D

NEW QUESTION 99
A malicious hacker wants to gather guest credentials on a hotel 802.11 network. Which of the following tools is the malicious hacker going to use to gain access to
information found on the hotel network?

A. Nikto

B. Aircrak-ng
C. Nessus
D. tcpdump
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Answer: A

NEW QUESTION 103
Which of the following roles is ultimately responsible for determining the classification levels assigned to specific data sets?

A. Data custodian

B. Data owner

C. Data processor

D. Senior management

Answer: B

NEW QUESTION 104

Approximately 100 employees at your company have received a phishing email. As a security analyst you have been tasked with handling this situation.
INSTRUCTIONS

Review the information provided and determine the following:

* 1. How many employees clicked on the link in the phishing email?

* 2. On how many workstations was the malware installed?

* 3. What is the executable file name or the malware?

Internal MNetwork

]
i | (= - 1 % i " I ¥
192 P 1 il |-
3 e | J
12l Ko .
F K
1 1 168 Fl |
192,108
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Select the following answer as per diagram below:

NEW QUESTION 108
A security analyst has discovered trial developers have installed browsers on all development servers in the company's cloud infrastructure and are using them to
browse the Internet. Which of the following changes should the security analyst make to BEST protect the environment?

A. Create a security rule that blocks Internet access in the development VPC

B. Place a jumpbox m between the developers' workstations and the development VPC

C. Remove the administrator profile from the developer user group in identity and access management
D. Create an alert that is triggered when a developer installs an application on a server

Answer: A

NEW QUESTION 109

A security analyst is reviewing vulnerability scan results and notices new workstations are being flagged as having outdated antivirus signatures. The analyst
observes the following plugin output:

Antivirus is installed on the remote host:

Installation path: C:\Program Files\AVProduct\Win32\ Product Engine: 14.12.101

Engine Version: 3.5.71

Scanner does not currently have information about AVProduct version 3.5.71. It may no longer be supported.

The engine version is out of date. The oldest supported version from the vendor is 4.2.11. The analyst uses the vendor's website to confirm the oldest supported
version is correct. Which of the following BEST describes the situation?

A. This is a false positive, and the scanning plugin needs to be updated by the vendor.

Your Partner of IT Exam visit - https://www.exambible.com



@ exambible

We recommend you to try the PREMIUM CS0-002 Dumps From Exambible

https://www.exambible.com/CS0-002-exam/ (220 Q&AS)

B. This is a true negative, and the new computers have the correct version of the software.
C. This is a true positive, and the new computers were imaged with an old version of the software.
D. This is a false negative, and the new computers need to be updated by the desktop team.

Answer: C

NEW QUESTION 113

A network attack that is exploiting a vulnerability in the SNMP is detected. Which of the following should the cybersecurity analyst do FIRST?

A. Apply the required patches to remediate the vulnerability.
B. Escalate the incident to senior management for guidance.
C. Disable all privileged user accounts on the network.

D. Temporarily block the attacking IP address.

Answer: A

NEW QUESTION 114

A new on-premises application server was recently installed on the network. Remote access to the server was enabled for vendor support on required ports, but
recent security reports show large amounts of data are being sent to various unauthorized networks through those ports. Which of the following configuration
changes must be implemented to resolve this security issue while still allowing remote vendor access?

A. Apply a firewall application server rule.
B. Whitelist the application server.
C. Sandbox the application server.

D. Enable port security.

E. Block the unauthorized networks.

Answer: B

NEW QUESTION 117

A security analyst, who is working for a company that utilizes Linux servers, receives the following results from a vulnerability scan:

CVEID CVSS Base Name
CVE-1999-0524 None ICIMP timestamp request remote date disclosure
CVE-1999-0497 5.0 Anonymous FTP enabled
None 19 Unsupported web server detection
CVE-2005-2150 5.0 Windows SMB service enumeration via \srvsvc

Which of the following is MOST likely a false positive?

A. ICMP timestamp request remote date disclosure
B. Windows SMB service enumeration via \srvsvc

C. Anonymous FTP enabled

D. Unsupported web server detection

Answer: B

NEW QUESTION 122

A cybersecurity analyst is contributing to a team hunt on an organization's endpoints. Which of the following should the analyst do FIRST?

A. Write detection logic.
B. Establish a hypothesis.

C. Profile the threat actors and activities.

D. Perform a process analysis.

Answer: C

NEW QUESTION 123

A security analyst working in the SOC recently discovered Balances m which hosts visited a specific set of domains and IPs and became infected with malware.
Which of the following is the MOST appropriate action to take in the situation?

A. implement an IPS signature for the malware and update the blacklisting for the associated domains and IPs

B. Implement an IPS signature for the malware and another signature request to Nock all the associated domains and IPs

C. Implement a change request to the firewall setting to not allow traffic to and from the IPs and domains
D. Implement an IPS signature for the malware and a change request to the firewall setting to not allow traffic to and from the IPs and domains

Answer: C

NEW QUESTION 127

An information security analyst is compiling data from a recent penetration test and reviews the following output:
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Starting Nmap 7.70 ( https://nmap.org ) at 2019-01-01 16:06 UTC
Nmap scan report for 10.75.95.173.rdns.datacenters.com (10.79.95.173)
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The analyst wants to obtain more information about the web-based services that are running on the target. Which of the following commands would MOST likely
provide the needed information?

A. ping -t 10.79.95.173.rdns.datacenters.com
B. telnet 10.79.95.173 443

C. ftpd 10.79.95.173.rdns.datacenters.com 443
D. tracert 10.79.95.173

Answer: B

NEW QUESTION 131
During an investigation, a security analyst identified machines that are infected with malware the antivirus was unable to detect.
Which of the following is the BEST place to acquire evidence to perform data carving?

A. The system memory
B. The hard drive

C. Network packets

D. The Windows Registry

Answer: A

NEW QUESTION 134
Which of the following software security best practices would prevent an attacker from being able to run arbitrary SQL commands within a web application?
(Choose two.)

A. Parameterized queries
B. Session management
C. Input validation

D. Output encoding

E. Data protection

F. Authentication

Answer: AC

NEW QUESTION 137
During a cyber incident, which of the following is the BEST course of action?

A. Switch to using a pre-approved, secure, third-party communication system.

B. Keep the entire company informed to ensure transparency and integrity during the incident.

C. Restrict customer communication until the severity of the breach is confirmed.

D. Limit communications to pre-authorized parties to ensure response efforts remain confidential.

Answer: D

NEW QUESTION 142
An incident responder successfully acquired application binaries off a mobile device for later forensic analysis. Which of the following should the analyst do NEXT?

A. Decompile each binary to derive the source code.

B. Perform a factory reset on the affected mobile device.

C. Compute SHA-256 hashes for each binary.

D. Encrypt the binaries using an authenticated AES-256 mode of operation.
E. Inspect the permissions manifests within each application.

Answer: C

NEW QUESTION 147
An information security analyst is reviewing backup data sets as part of a project focused on eliminating archival data sets.
Which of the following should be considered FIRST prior to disposing of the electronic data?

A. Sanitization policy
B. Data sovereignty

C. Encryption policy

D. Retention standards
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Answer: D

NEW QUESTION 151

During an incident, a cybersecurity analyst found several entries in the web server logs that are related to an IP with a bad reputation . Which of the following
would cause the analyst to further review the incident?

A)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

NEW QUESTION 154

As part of a merger with another organization, a Chief Information Security Officer (CISO) is working with an assessor to perform a risk assessment focused on
data privacy compliance. The CISO is primarily concerned with the potential legal liability and fines associated with data privacy. Based on the CISO's concerns,
the assessor will MOST likely focus on:

A. qualitative probabilities.
B. quantitative probabilities.
C. qualitative magnitude.
D. quantitative magnitude.

Answer: D

NEW QUESTION 158

Joe, a penetration tester, used a professional directory to identify a network administrator and ID administrator for a client’'s company. Joe then emailed the
network administrator, identifying himself as the ID administrator, and asked for a current password as part of a security exercise. Which of the following
techniques were used in this scenario?

A. Enumeration and OS fingerprinting
B. Email harvesting and host scanning
C. Social media profiling and phishing
D. Network and host scanning

Answer: C

NEW QUESTION 161

A security technician is testing a solution that will prevent outside entities from spoofing the company's email domain, which is comptia.org. The testing is
successful, and the security technician is prepared to fully implement the solution.

Which of the following actions should the technician take to accomplish this task?

A. Add TXT @ "v=spfl mx include:_spf.comptia.org all" to the DNS record.

B. Add TXT @ "v=spfl mx include:_spf.comptia.org all" to the email server.

C. Add TXT @ "v=spfl mx include:_spf.comptia.org +all" to the domain controller.
D. Add TXT @ "v=spfl mx include:_spf.comptia.org +all" to the web server.
Answer: A

NEW QUESTION 162
An analyst performs a routine scan of a host using Nmap and receives the following output:
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$ nmap -s5 10.0.3.1

Starting Nmap 8.9 (http://nmap.org) at 2019-01-19 12:03 PST
Nmap scan report for 10.0.3.1

Host is up (0.00098s latency).

Not shown: 979 closed ports

PORT STATE SERVICE
20/tcp filtered ftp-data
21/tcp filtered ftp

22/tcp open ssh
23/tcp open telnet
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.840 seconds

Which of the following should the analyst investigate FIRST?

A. Port 21
B. Port 22
C. Port 23
D. Port 80

Answer: C

NEW QUESTION 164

A small electronics company decides to use a contractor to assist with the development of a new FPGA-based device. Several of the development phases will
occur off-site at the contractor's labs.

Which of the following is the main concern a security analyst should have with this arrangement?

A. Making multiple trips between development sites increases the chance of physical damage to the FPGAs.
B. Moving the FPGAs between development sites will lessen the time that is available for security testing.

C. Development phases occurring at multiple sites may produce change management issues.

D. FPGA applications are easily cloned, increasing the possibility of intellectual property theft.

Answer: B

NEW QUESTION 166
A system’s authority to operate (ATO) is set to expire in four days. Because of other activities and limited staffing, the organization has neglected to start
reauthentication activities until now. The cybersecurity group just performed a vulnerability scan with the partial set of results shown below:

Scan Host: 192.168.1.13
15-Jan-16 08:12:10.1 EDT

Vulnerability CVE-2015-1635

HTTP.sys in Microsoft Windows 7 SPl, Windows Server 2008 RZ SP1l, Windows 8,
Windows 8.1 and Windows Server 2012 allows remote attackers to execute
arbitrary code via crafted HTTP requests, aka “HTTP.sys remote code execution
vulnerability”

Severity: 10.0 (high)

Expected Result: enforceHTTPValidation='enabled’;
Current Value: enforceHTTPValidation=enabled;

Evidence:
C:\%system%\Windows\config\web.config

—— . — —

Based on the scenario and the output from the vulnerability scan, which of the following should the security team do with this finding?

A. Remediate by going to the web config file, searching for the enforce HTTP validation setting, and manually updating to the correct setting.

B. Accept this risk for now because this is a “high” severity, but testing will require more than the four days available, and the system ATO needs to be competed.
C.Ignorei

D. This is false positive, and the organization needs to focus its efforts on other findings.

E. Ensure HTTP validation is enabled by rebooting the server.

Answer: A

NEW QUESTION 171
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An organization suspects it has had a breach, and it is trying to determine the potential impact. The organization knows the following:
> The source of the breach is linked to an IP located in a foreign country.

> The breach is isolated to the research and development servers.

> The hash values of the data before and after the breach are unchanged.

> The affected servers were regularly patched, and a recent scan showed no vulnerabilities.
Which of the following conclusions can be drawn with respect to the threat and impact? (Choose two.)

A. The confidentiality of the data is unaffected.
B. The threat is an APT.

C. The source IP of the threat has been spoofed.
D. The integrity of the data is unaffected.

E. The threat is an insider.

Answer: BD

NEW QUESTION 176

A security analyst is evaluating two vulnerability management tools for possible use in an organization. The analyst set up each of the tools according to the
respective vendor's instructions and generated a report of vulnerabilities that ran against the same target server.

Tool A reported the following:

s . . .

The target host (192.108.10.13) is missing the following patches:
CRITICAL KBDH0227328: Windows Server 2016 June 2019 Cumulative Update
CRITICAL KBS50255293: Windows Server 2016 July 2019 Cumulative Update
HIGH MS19-055: Cumulative Security Update for Edge (2863871)

Tool B reported the following:

Methods GET HEAD COPTIONS POST TRACE are allowed on 192.168.10.13:8C
192.168.10.13:443 uses a self-signed certificate

Apache 4.2.x < 4.2.28 Contains Multiple Vulnerabilities

Which of the following BEST describes the method used by each tool? (Choose two.)

A. Tool A is agent based.

B. Tool A used fuzzing logic to test vulnerabilities.
C. Tool A is unauthenticated.

D. Tool B utilized machine learning technology.
E. Tool B is agent based.

F. Tool B is unauthenticated.

Answer: CE

NEW QUESTION 177

A security analyst received an alert from the SIEM indicating numerous login attempts from users outside their usual geographic zones, all of which were initiated
through the web-based mail server. The logs indicate all domain accounts experienced two login attempts during the same time frame.

Which of the following is the MOST likely cause of this issue?

A. A password-spraying attack was performed against the organization.
B. A DDoS attack was performed against the organization.

C. This was normal shift work activity; the SIEM's Al is learning.

D. A credentialed external vulnerability scan was performed.

Answer: A

NEW QUESTION 178
An organization has several system that require specific logons Over the past few months, the security analyst has noticed numerous failed logon attempts
followed by password resets. Which of the following should the analyst do to reduce the occurrence of legitimate failed logons and password resets?

A. Use SSO across all applications

B. Perform a manual privilege review

C. Adjust the current monitoring and logging rules
D. Implement multifactor authentication

Answer: B

NEW QUESTION 183
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