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NEW QUESTION 1
Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.)

A.FTM

B. SSH

C. HTTPS

D. FortiTelemetry

Answer: BC

NEW QUESTION 2
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSecLog

Answer: BDE

NEW QUESTION 3
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL inspection? (Choose two.)

A. The keyUsage extension must be set to keyCertSign.

B. The CA extension must be set to TRUE.

C. The issuer must be a public CA.

D. The common name on the subject field must use a wildcard name.

Answer: AB

NEW QUESTION 4

A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR test file through HTTP,
FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate does not detect the virus and does not block the file,
allowing it to be downloaded.

The administrator confirms that the traffic matches the configured firewall policy.

What are two reasons for the failed virus detection by FortiGate? (Choose two.)

A. The website is exempted from SSL inspection.

B. The EICAR test file exceeds the protocol options oversize limit.

C. The selected SSL inspection profile has certificate inspection enabled.
D. The browser does not trust the FortiGate self-signed CA certificate.

Answer: AD

NEW QUESTION 5
Which statement is correct regarding the use of application control for inspecting web applications?

A. Application control can identify child and parent applications, and perform different actions on them.
B. Application control signatures are organized in a nonhierarchical structure.

C. Application control does not require SSL inspection to identify web applications.

D. Application control does not display a replacement message for a blocked web application.

Answer: A

NEW QUESTION 6
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 7

Refer to the exhibits.

The exhibits contain a network diagram, and virtual IP, IP pool, and firewall policies configuration information.
The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.

The first firewall policy has NAT enabled using IP pool.

The second firewall policy is configured with a VIP as the destination address.
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Exhibit A | Exhibit B
by 'ﬂ““l C ) .
f :
WAN(port1) 10.200.3.1
10.200.1.1/724
10.0.1.10/24
= - B .
= - # L -
-..‘\H\ <
i
Exhibit A'| Exhibit B

Name From To S o Destination Schedule Service Action MAT

Full_ Access ™ LAN (portdl ™ WANportl) & all 5 an (6 aways W ALL « ACCEPT (@ IP Pool
WebServer [ WaAN(portl) B LAN(port3) 2wl & vip (o always W ALL o ACCEPT O Disabled
Edit Virtual IP Edit Dynamic 1P Pool

WVIP type 1P Mame 1P Poscdl

Mame VIP Comments Wirite t £ 0r255
Comments orass || Tvee EERDTT] OnetoOne  Fixed Port Range  Port Block Allocation
Color @ Change External IP address range ) 10°200.1100-10.200.1. 100

MATAS »

Metwork ARP Reply L &

It face = portl -

Type Static MAT

External IP addressirange 3 10200110

Map to

[P+t acddr et frange 1000.1.10

3 Optional Filters

D) Port Forwarding

Protocal UDP SCTP  ICMP
Port Mapping Type Pany 1o marry
External serviceport @ 443
Mlap te IPw4 port 443

Which IP address will be used to source NAT (SNAT) the internet traffic coming from a workstation with the IP address 10.0.1.10?

A.10.200.1.1
B. 10.0.1.254
C.10.200.1.10
D. 10.200.1.100

Answer: D

NEW QUESTION 8
Refer to the exhibits.

Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory usage thresholds.

Exhibit A | Exhibit'B

# get system performance status
CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg
CPUD states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softireg

Hemory:
Average
minutes
Average
Average

2061108k teotal,
network usage: 83 / O kbps in 1 minute, 81 / O kbps in 10 minutes, 81 / O kbps in 30

1854597k used (90%)}, 106111k free (5.1%), 100000k freeable (4.8%)

sessions: 5 sessions in 1 minute, 3 sessions in 10 minutes, 3 sessions in 30 minutes
spssion setup rate: O sessions per second in last 1 minote, 0 sessions per second in last

10 minutes, 0 sessions per second in last 30 minutes
Virus caught: 0 tetal in 1 minute
IPS attacks blocked: 0 total in 1 minate

OUptime: 10 days,

3 hours, 28 minutes
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config system global
set memory-use-threshold-red 88
set memory-use-threshold-extreme 95
set memory-use-threshold-green 82
end

Based on the system performance output, which two results are correct? (Choose two.)

A. FortiGate will start sending all files to FortiSandbox for inspection.
B. FortiGate has entered conserve mode.

C. Administrators cannot change the configuration.

D. Administrators can access FortiGate only through the console port.

Answer: BD

NEW QUESTION 9
Which two configuration settings are synchronized when FortiGate devices are in an active-active HA

cluster? (Choose two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS

Answer: CD

NEW QUESTION 10

Refer to the exhibits.

The exhibits show the firewall policies and the objects used in the firewall policies.

The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.

Exhibit A | Exhibit B

[2 IF Ranmge/Subnet )
= LOCAL_CUENT

10.0.1.10/32

B an 0.0.0,0.0

E roon &
facebook.com

Passing Certification Exams Made Easy

HName 2 Direction = Number of Entries =
Kl Facebook-Web Dastination 16578
I Port Frotocol Status
1991.17-195118 80 TCP & Enabled
443
£443
19951.17- 155118 443 uopP & Enabled
1.9.91.30 443 UDP & Enabled
] From To Source Destination Shedule Service Action NAT
3 = partd = portl = LOCAL_CLIENT = fazebock com B ahways @ uL_upp o ACCEFT % Enabled
i * portl “ pon3 = facebook com = LOCAL_CLIENT @ atways @ uLL_uoe ' ACCEFT & Erabied
4 = pord * portl = LOCAL_CLIENT =al @ always @ HTTR « ACCEFT & Enabled
@ ons
@ HTTRS
5 = port3 * portl = LOCAL_CUENT ] Facebook-Web T always Internet Service o ACCEPT & Enabled
2 ® pon3 ™ portl Ean Ea ® aways W AL «F ACCEPT © Enabled

visit - https://www.surepassexam.com



[\i/ Exam Recommend!! Get the Full NSE4_FGT-7.2 dumps in VCE and PDF From SurePassExam
Sure PaSS https://lwww.surepassexam.com/NSE4_FGT-7.2-exam-dumps.html (156 New Questions)

Exhibit A | Exhibit B

Policy Lookup

Incoming Interface ™ port3 -
IP Version [P -
Protocol TCP hd
Source 10.0.1.10

Source Port Optional (1-6553¢

Destination facebook.com

Destination Port 443 =

Which policy will be highlighted, based on the input criteria?

A. Policy with ID 4.
B. Policy with ID 5.
C. Policies with ID 2 and 3.
D. Policy with ID 4.

Answer: A

NEW QUESTION 10
Refer to the exhibit.

Network Diagram

Local-FortiGate

por2 Remote-FortiGate
Router
a 10.200.1.1 / | 10.200.3.1R
port]
LAN(port3) LAN(port6)
10.0.1.254 10.200.1.0/24 10.0.2.254
(i

?%]m.n.l.m \
% 10.0.2.10 %J
Local-Client %

Remote-Client

Central SNAT Policies Local-FortiGate

* Create New & Edit 1 Delats Search Q
D From To Source Address  Protocol Number Destination Address Translated Address
2 M LAN(port3) ™ WAN(port1) & all (5] £ REMOTE_FORTIGATE (& SNAT-Pool
1 ™ LAN(port3) ® WAN(portl) = all 1 = all @ SNAT-Remote1
3 ™ LAN(port3) ™ WAN(port1) = all 2 = all @ SNAT-Remote
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IP Pool Local-FortiGate

+ Create New~ ; ' Q
Name External IP Range Type ARP Reply

(& SNAT-Pool 10.200.1.49-10.200.1.49 Overload @ Enabled

@ SNAT-Remote 10.200.1.149-10.200.1.149 Overioad @ Enabled

@ SNAT-Remotet 10.200.1.99-10.200.1.99  Overload @ Enabled

Protocol Number Table

Protocol Number Table
Protocol Protocol Number
TCP 6
ICMP 1
IGMP 2

The exhibit contains a network diagram, central SNAT policy, and IP pool configuration. The WAN (portl) interface has the IP address 10.200. 1. 1/24.

The LAN (port3) interface has the IP address 10.0. 1.254/24.

A firewall policy is configured to allow to destinations from LAN (port3) to WAN (portl). Central NAT is enabled, so NAT settings from matching Central SNAT

policies will be applied.

Which IP address will be used to source NAT the traffic, if the user on Local-Client (10.0. 1. 10) pings the IP address of Remote-FortiGate (10.200.3. 1)?

A. 10.200. 1. 149
B. 10.200.1.1
C. 10.200. 1.49
D. 10.200. 1.99

Answer: D

NEW QUESTION 15
Refer to the exhibit.

FGT1 # get router info routing-table database

Codes: K - kemel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
1-1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
> - selected route, " - FIB route, p - stale info

*>0.0.0.0/0 [10/0] via 172.20.121.2, port1, [20/0]

*> [10/0] wa 10.0.0.2, port2, [30/0]
0.0.0.0/0 [20/0] via 192.168.15.2, port3, [10/0]

*> 10.0.0.0/24 1s directly connected, port2
172.13.24.0/24 [10.0] is directly connected, port4

*>172.20.121.0/24 is directly connected, port1

*> 192.167.1.0/24 [10/0] via 10.0.0.2, port2

*> 192.168.15.0/24 i1s directly connected, port3

S
S
C
S
C
S
C

Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)
A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Answer: AD

NEW QUESTION 20

Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?
A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.

C. By default, split tunneling is enabled.

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D

NEW QUESTION 25
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Which three statements are true regarding session-based authentication? (Choose three.)

A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.
D. It requires more resources.

E. It is not recommended if multiple users are behind the source NAT

Answer: ACD

NEW QUESTION 30
Refer to the web filter raw logs.

Based on the raw logs shown in the exhibit, which statement is correct?

A. Social networking web filter category is configured with the action set to authenticate.
B. The action on firewall policy ID 1 is set to warning.

C. Access to the social networking web filter category was explicitly blocked to all users.
D. The name of the firewall policy is all_users_web.

Answer: A

NEW QUESTION 33
Examine this PAC file configuration.
Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy.

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060.
D. Any web request fortinet.com is allowed to bypass the proxy.

Answer: AD

NEW QUESTION 37
Refer to the exhibit.

Add Signatures 4
Type U Signature

Action @ Block~

Packet logging © Disable

Status (- FOCTN O Dizable €% Default

Rate-based settings m Specify

Exempt IPs 0 Edit IP Exermnptions

Q Selected @ X0
Mame Severity Target 05 Action CVE-ID

FTP.Login Failed - Searver Al & Pass

Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the FTP.Login.Failed signature to the IPS sensor
profile?
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A. The signature setting uses a custom rating threshold.

B. The signature setting includes a group of other signatures.

C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.

Answer: D

Explanation:
Action is drop, signature default action is listed only in the signature, it would only match if action was set to
default.

NEW QUESTION 41
Which of the following statements about central NAT are true? (Choose two.)

A. IP tool references must be removed from existing firewall policies before enabling central NAT .
B. Central NAT can be enabled or disabled from the CLI only.

C. Source NAT, using central NAT, requires at least one central SNAT policy.

D. Destination NAT, using central NAT, requires a VIP object as the destination address in a firewall.

Answer: AB

NEW QUESTION 44
Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.)

A. Source defined as Internet Services in the firewall policy.

B. Destination defined as Internet Services in the firewall policy.
C. Highest to lowest priority defined in the firewall policy.

D. Services defined in the firewall policy.

E. Lowest to highest policy ID number.

Answer: ABD

Explanation:

When a packet arrives, how does FortiGate find a matching policy? Each policy has match criteria, which you can define using the following objects:
* Incoming Interface

* Outgoing Interface

» Source: IP address, user, internet services

« Destination: IP address or internet services

* Service: IP protocol and port number

» Schedule: Applies during configured times

NEW QUESTION 48
Which two statements explain antivirus scanning modes? (Choose two.)

A. In proxy-based inspection mode, files bigger than the buffer size are scanned.

B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.

C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode, files bigger than the buffer size are scanned.

Answer: BC

Explanation:

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is large enough for most files, except video files. If your
FortiGate model has more RAM, you may be able to increase this threshold. Without a limit, very large files could exhaust the scan memory. So, this threshold
balances risk and performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model, you must make a choice. This is
because of the difference between scans in theory, that have no limits, and scans on real-world devices, that have finite RAM. In order to detect 100% of malware
regardless of file size, a firewall would need infinitely large RAM--something that no device has in the real world. Most viruses are very small. This table shows a
typical tradeoff. You can see that with the default 10 MB threshold, only 0.01% of viruses pass through.

NEW QUESTION 52
Which three authentication timeout types are availability for selection on FortiGate? (Choose three.)

A. hard-timeout
B. auth-on-demand
C. soft-timeout
D. new-session
E. Idle-timeout

Answer: ADE
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD37221

NEW QUESTION 56

Refer to the exhibit.

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status is up, but phase
2 fails to come up.
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Hq-ms,t.

/ Remote-FortiGate

Phase 2 Selectons Fhase I Sebecton
e Lescal Adbdress Remote Addreis Hame Local Address Remote Address
ToRemate B0.0.0:0.0 00 [lele D Ba el ile] ToRermate QOO0 00 .00 000D
Edit Phase 2 Eclit Phadas 3 & D
Maimae TaRemale Bl ToRemale
Comments Coamamaenits
LeeC 3l Adidres Saubnet =  QOQO000 Local Address Subanet = QDDODD00D
Rematbe Address Subinet L T T T T Ta Tl Remaote Address Subneet w  DODODODD
B Advanced... B Advanced...
Phase 2 Proposal Q) Add Phase 2 Proposal @ Add
Errypition AES128 = Authentication SHAT - Encryption AES TS = Authenticathon ShA -
Enable Replay Detection £ Enable Replay Detection &
Erable Perfect Forwaed Secrecy (PFS) Enalshe Perfect Forsard Secrecy [FFS) @
2 31 30 29 8 7 az 3 30 Fa 28 27
Dyt~ Hellman Geoup Fd | 20 i# bE:] 17 is Driffug Hellrmun Group 21 20 19 18 ir 16
15 14 @5 2 1 15 4T @5 @32 1
Lz 3l Pt an = Local Posrt All B
Resmsafe Port Al S Remuste Port Al B
Protodo -] Protocol All B
Ao gotiate Aute-negoliate
Aulokiy Meeg Alve At oiey Keep Alive
Wiy Lifefirne Secondi - Ky Lietinme Soconds -
Secarih 43300 Sevonds 14800

Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up?

A. On Remote-FortiGate, set Seconds to 43200.

B. On HQ-FortiGate, set Encryption to AES256.

C. On HQ-FortiGate, enable Diffie-Hellman Group 2.
D. On HQ-FortiGate, enable Auto-negotiate.

Answer: B

NEW QUESTION 58
Which two statements are correct about a software switch on FortiGate? (Choose two.)

A. It can be configured only when FortiGate is operating in NAT mode
B. Can act as a Layer 2 switch as well as a Layer 3 router

C. All interfaces in the software switch share the same IP address

D. It can group only physical interfaces

Answer: AC
NEW QUESTION 59

Refer to the exhibits.
The exhibits show a network diagram and firewall configurations.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2. Remote-Userl must be able to access the Webserver.

Remote-User2 must not be able to access the Webserver.

Exhibit A | Exhibit B

Source |IP address Remote-User2:
201.0.114.23

Destination IP address:
203.0.113.22
Destination port: 80

Firewall policy configured with
virtual IP of webserver
External IP/Address
Range

203,0.113.22 Remote-User2

Mapped |P Address! 10

| |

«0.1.10

WAN(port1)
203,0,113.10

10.0.1.10 Source IP address Remote-User1:

203.0.115.23

LAN(port3)

-_:I‘lfll‘_-_,:.-"lj‘:

FortiGate

Destination IP address:
203.0.1153.22

Destination port: 80

~ Webserver

\.

Remote-User1
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L ExhibIEA| Exhibit B

Edit Address

Mame Deny_IP

Color & Change

Type t v

IPMetmask 201.0.114.23/32

Interface ™ WA [port1) -

Static route configuration O

Comments Deny web server access. 23/255

D Mame Source Destination Schedule Service Action

[E] ™ WAN (port1) —~ M LAN (port3) @
4 Deny & Deny IP & an [© always ALL @ DENY

3 Allow _access = all f& Webserver (o always ) ALL v ACCEPT

In this scenario, which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)

A. Disable match-vip in the Deny policy.

B. Set the Destination address as Deny_IP in the Allow-access policy.
C. Enable match vip in the Deny policy.

D. Set the Destination address as Web_server in the Deny policy.

Answer: CD
Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Firewall-does-not-block-incoming-WAN-to-LAN/ta

NEW QUESTION 63
Refer to the exhibits.

Exhibit A shows a topology for a FortiGate HA cluster that performs proxy-based inspection on traffic. Exhibit B shows the HA configuration and the partial output

of the get system ha status command.

Exhibit A | Exhibit B

FGT-1

port1 7~ port2

3 -
- <& N
iy o . —
\“- "'-u_\_\_\_\- i L

L~

i

Client
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ExhibIEA | Exhibit B

set group-id 3
set group-name "NSE"
seb mode a-a

set password *

t hbdev "porte™ 50 "portlo"™ 50
set session-pickup enable
set override disable

t monitor portl

end

$ get system ha status

Frimary i FGT-2, FGVvMO1l0000065036, HA cluster index 1
Secondary : FGET-1, FGVMOlO00000846%2, HA cluster index = 0
number of wvcluster: 1

wveluster 1: work 169.254.0.2

Primary: FGVMOL00000&503&, HA cperating index =
Secondary: FGVMOL1000006469

¥
€92, HA operating index

Based on the exhibits, which two statements about the traffic passing through the cluster are true? (Choose two.)

A. For non-load balanced connections, packets forwarded by the cluster to the server contain the virtual MAC address of port2 as source.
B. The traffic sourced from the client and destined to the server is sent to FGT-1.

C. The cluster can load balance ICMP connections to the secondary.

D. For load balanced connections, the primary encapsulates TCP SYN packets before forwarding them to the secondary.

Answer: AB

NEW QUESTION 64
Refer to the exhibit.

Name SLA1

Protocol ROl HTTP DNS

Server 4222
4221

Participants All SD-WAN Members
= port1 ®
™ port2 X

Enable probe packets B

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.

B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.

D. The Enable probe packets setting is not enabled.

Answer: BD

NEW QUESTION 68
Refer to the exhibit.

# diagnose test application ipsmonitor

Display IPS engine information
Toggle IPS engine enable/disable status
Display restart log
Clear restart log
Toggle bypass status
Stop all IPS engines
Restart all IPS engines and monitor

Examine the intrusion prevention system (IPS) diagnostic command.
Which statement is correct If option 5 was used with the IPS diagnostic command and the outcome was a decrease in the CPU usage?

A. The IPS engine was inspecting high volume of traffic.

B. The IPS engine was unable to prevent an intrusion attack .
C. The IPS engine was blocking all traffic.

D. The IPS engine will continue to run in a normal state.
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Answer: A

NEW QUESTION 72
An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check?

A. The strict RPF check is run on the first sent and reply packet of any new session.

B. Strict RPF checks the best route back to the source using the incoming interface.

C. Strict RPF checks only for the existence of at least one active route back to the source using the incoming interface.
D. Strict RPF allows packets back to sources with all active routes.

Answer: C

NEW QUESTION 75
What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 76

Which statement about the IP authentication header (AH) used by IPsec is true?
A. AH does not provide any data integrity or encryption.

B. AH does not support perfect forward secrecy.

C. AH provides data integrity bur no encryption.

D. AH provides strong data integrity but weak encryption.

Answer: C

NEW QUESTION 79
Refer to exhibit.

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites except Twitter. However, when users try to

access twitter.com, they are redirected to a FortiGuard web filtering block page.

Mame Allowe_Twitter D Static URL Filter
Comments i 0/255 Block imvalid URLs O
Feature sot Prooy-based URL Filter L
+ Create Mew '
& FortiGuard Category Based Filter
URL Type Action
twilter.com Wildcard & Allow
Mame Action
Medicine & Allow
Mews and Media & Allow
social Networking @ Block Block malicious URLs discovered by FortiSandbox OB
Political Organizations & Allow Content Filter »
Reference & Allow
Glabal Religion & Allow
Shopping @ Allow
Society and Lifestyles & Allow
Sports & Allow

Status

@ Enable

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other social networking sites?

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking
B. On the Static URL Filter configuration, set Type to Simple

C. On the Static URL Filter configuration, set Action to Exempt.

D. On the Static URL Filter configuration, set Action to Monitor.

Answer: C

NEW QUESTION 80
If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA
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Answer: D

NEW QUESTION 81
An administrator needs to increase network bandwidth and provide redundancy.
What interface type must the administrator select to bind multiple FortiGate interfaces?

A. VLAN interface

B. Software Switch interface
C. Aggregate interface

D. Redundant interface

Answer: C

NEW QUESTION 83

Which CLI command will display sessions both from client to the proxy and from the proxy to the servers?
A. diagnose wad session list

B. diagnose wad session list | grep hook-pre&&hook-out

C. diagnose wad session list | grep hook=pre&&hook=out

D. diagnose wad session list | grep "hook=pre"&"hook=out"

Answer: A

NEW QUESTION 87

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The

administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

port1
s TN port2
HQ-FortiGate ~10.10.100.10 44 14 200.10
1 Remote-FortiGate
¥ o 4
Hetwork Metwork
P Viersion IPvd IPYersion [ 17vd I
Remote Galeway Stabic IP Address - Remote Galeway Static IP Address L
P Address 1010200 10 1P Address 10.10.100.10
Infesface - pﬂl’ﬂ o Inderface ] DCII"” =
Liscad Gatenaary » Lital Gateway »
Mode Config Mode Config
MAT Traversal m Dissble  Forced MNAT Traversal m Disable  Forced
Keenalive Fregquency 10 Keepalhve Frequency 10
Dead Peer Detection Disable [(ShtLa OnDemand Dead Peer Detection Disable  Onidie
Foremid Error Correction Egress [] ingress Forwand Enror Cormection Egress || Ingress
B Advanced... 2 Advanced...
Aarthentication Authentic sthin
Methosd Pre-shared Key - Miethod Pre-shared Key -
Pre-shared Key CCTLITT L Pre-whunr e iy SEEREEEE ®
IKE IKE
Version 2 Version H:
Mode
Phate 1 Proposal  © Add
Main (1D protection)
Encryption AES256 = Juthentication SHA256 * M
Peer Options
30 29 28 27
Accept Types = o
Diffie-HellmanGroup /21 [J 20 L1 19 (] 18 (] 17 L] 16
Any peer 1D ¥ S EUDSsS @ 20 1
Phate 1 Proposal  © Add Key Lifetime [seconds} | 86400
Encryption AES128 ~ Authentication SHAI1 * X Lacal ID
Enciyption AES256 » Authentication  SHA256 * X
32 3 30 29 28 27
Diffie-HellmanGroup /21 [/ 20 [/ 19 (] 18 (1 17 (1 16
15 4 5 & 2 1
Key Lifetime (seconds) | 88400
Local ID

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.
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Answer: AD

NEW QUESTION 92
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