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NEW QUESTION 1
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

NEW QUESTION 2
Which command prevents passwords from being stored in the configuration as plain text on a router or switch?

A. enable secret
B. service password-encryption
C. username Cisco password encrypt
D. enable password

Answer: B

NEW QUESTION 3
Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco IOS software
B. SDKs that support interaction with third-party network equipment
C. customized versions for small, medium, and large enterprises
D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 4

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 5
Refer to the exhibit.

Which prefix does Router 1 use for traffic to Host A?

A. 10.10.10.0/28
B. 10.10.13.0/25
C. 10.10.13.144/28
D. 10.10.13.208/29

Answer: C

NEW QUESTION 6
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.
B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
C. It forwards multiple packets to the same destination over different routed links n the data path
D. It uses a shared virtual IMC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: C
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NEW QUESTION 7
in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
B. A spine switch can be added with at least 40 GB uplinks
C. A leaf switch can be added with a single connection to a core spine switch.
D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 8
A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two)

A. runts
B. giants
C. frame
D. CRC
E. input errors

Answer: DE

NEW QUESTION 9
Refer to the exhibit.

Which password must an engineer use to enter the enable mode?

A. adminadmin123
B. default
C. testing 1234
D. cisco123

Answer: C

NEW QUESTION 10
Which configuration is needed to generate an RSA key for SSH on a router?

A. Configure the version of SSH
B. Configure VTY access.
C. Create a user with a password.
D. Assign a DNS domain name

Answer: B

NEW QUESTION 10
Which output displays a JSON data representation?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 14
What is the primary different between AAA authentication and authorization?

A. Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.
B. Authentication identifies a user who is attempting to access a system, and authorization validates the users password
C. Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.
D. Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Answer: C

NEW QUESTION 18
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.
check the answer below.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 20
A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?

A. It allows the traffic to pass through unchanged
B. It drops the traffic
C. It tags the traffic with the default VLAN
D. It tags the traffic with the native VLAN

Answer: C

NEW QUESTION 21
What are two characteristics of a controller-based network? (Choose two)

A. The administrator can make configuration updates from the CLI
B. It uses northbound and southbound APIs to communicate between architectural layers
C. It moves the control plane to a central point.
D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: AC

NEW QUESTION 24
What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

A. when the sending device waits 15 seconds before sending the frame again
B. when the cable length limits are exceeded
C. when one side of the connection is configured for half-duplex
D. when Carner Sense Multiple Access/Collision Detection is used
E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: CE

NEW QUESTION 26
Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the
administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B

NEW QUESTION 29
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages
B. It minimizes spanning-tree convergence time
C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 34
What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?
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A. The Layer 2 switch drops the received frame
B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.
C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.
D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table

Answer: B

NEW QUESTION 38
Refer to the exhibit.

What is the effect of this configuration?

A. All ARP packets are dropped by the switch
B. Egress traffic is passed only if the destination is a DHCP server.
C. All ingress and egress traffic is dropped because the interface is untrusted
D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 43
Refer to the exhibit.

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A. 10.4.4.4
B. 10.4.4.5
C. 172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 45
Refer to the exhibit.

Which route does R1 select for traffic that is destined to 192 168.16.2?

A. A.-192.168.16.0/21B.192.168.16.0/24C.192.168 26.0/26D.192.168.16.0/27

Answer: B

NEW QUESTION 49
Refer to the exhibit.

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 54
Drag and drop the AAA functions from the left onto the correct AAA services on the right
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 57
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Which two actions influence the EIGRP route selection process? (Choose two)

A. The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.
B. The router calculates the best backup path to the destination route and assigns it as the feasible successor.
C. The router calculates the feasible distance of all paths to the destination route
D. The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link
E. The router must use the advertised distance as the metric for any given route

Answer: AD

NEW QUESTION 62
Which command is used to specify the delay time in seconds for LLDP to initialize on any interface?

A. lldp timer
B. lldp holdtimt
C. lldp reinit
D. lldp tlv-select

Answer: D

NEW QUESTION 65
Refer to the exhibit.

The show ip ospf interface command has been executed on R1 How is OSPF configured?

A. The interface is not participating in OSPF
B. A point-to-point network type is configured
C. The default Hello and Dead timers are in use
D. There are six OSPF neighbors on this interface

Answer: A

NEW QUESTION 66
An engineer is asked to protect unused ports that are configured in the default VLAN on a switch. Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.
B. Administratively shut down the ports
C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports
E. Enable the Cisco Discovery Protocol

Answer: AD
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NEW QUESTION 71
Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?

A. Bronze
B. Platinum
C. Silver
D. Gold

Answer: B

NEW QUESTION 75
Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
B. The hypervisor can virtualize physical components including CP
C. memory, and storage
D. Each hypervisor can support a single virtual machine and a single software switch
E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: D

NEW QUESTION 80
Refer to the exhibit.

Which type of route does R1 use to reach host 10.10.13.10/32?

A. floating static route
B. host route
C. default route
D. network route

Answer: D

NEW QUESTION 83
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPUACL
B. TACACS
C. Flex ACL
D. RADIUS

Answer: B

NEW QUESTION 84
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A user configured OSPF and advertised the Gigabit Ethernet interface in OSPF By default, which type of OSPF network does this interface belong to?

A. point-to-multipoint
B. point-to-point
C. broadcast
D. nonbroadcast

Answer: B

NEW QUESTION 87
An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual
machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service

Answer: D

NEW QUESTION 89
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous
B. lightweight
C. bridge
D. mobility express

Answer: B

NEW QUESTION 90
Refer to Exhibit.

An engineer is configuring the NEW York router to reach the Lo1 interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands
must be configured on the New York router so that it can reach the Lo1 interface of the Atlanta router via Washington when the link between New York and Atlanta
goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2
D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Answer: DE

NEW QUESTION 93
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.
B. The two routers negotiate one router as the active router and the other as the standby router
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C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers
synchronize configurations to provide consistent packet forwarding
D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 96
Which action is taken by a switch port enabled for PoE power classification override?

A. When a powered device begins drawing power from a PoE switch port a syslog message is generated
B. As power usage on a PoE switch port is checked data flow to the connected device is temporarily paused
C. If a switch determines that a device is using less than the minimum configured power it assumes the device has failed and disconnects
D. If a monitored port exceeds the maximum administrative value for power, the port is shutdown and err-disabled

Answer: C

NEW QUESTION 98
Refer to exhibit.

Which statement explains the configuration error message that is received?

A. It is a broadcast IP address
B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 100
Which network allows devices to communicate without the need to access the Internet?

A. 1729.0.0/16
B. 172.28.0.0/16
C. 192.0.0.0/8
D. 209.165.201.0/24

Answer: D

NEW QUESTION 102
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

A. Mastered
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B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 106
Refer to the exhibit.

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?

A. It sends packets out of interface Fa0/2 only.
B. It sends packets out of interface Fa0/1 only.
C. It cannot send packets to 10.10.13 128/25
D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 107
When a site-to-site VPN is used, which protocol is responsible for the transport of user data?

A. IKEv2
B. IKEv1
C. IPsec
D. MD5

Answer: C

NEW QUESTION 110
Refer to the exhibit.
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An extended ACL has been configured and applied to router R2 The configuration farted to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0 20 026 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic
C. The source and destination IPs must be swapped in ACL 101
D. The ACL must be configured the Gi0/2 interface inbound on R1
E. The ACL must be moved to the Gi0/1 interface outbound on R2

Answer: AE

NEW QUESTION 111
Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

A. on
B. auto
C. active
D. desirable

Answer: D

NEW QUESTION 115
A router running EIGRP has learned the same route from two different paths Which parameter does the router use to select the best path?

A. cost
B. adminstrative distance
C. metric
D. as-path

Answer: C

NEW QUESTION 117
If a notice-level messaging is sent to a syslog server, which event has occurred?

A. A network device has restarted
B. An ARP inspection has failed
C. A routing instance has flapped
D. A debug operation is running

Answer: A
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NEW QUESTION 120
Refer to the exhibit.

With which metric was the route to host 172.16.0.202 learned?

A. 110
B. 38443
C. 3184439

Answer: C

NEW QUESTION 123
Drag and drop the WLAN components from the left onto the correct descriptions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
5:1
1:2
2:4
4:3
3:5

NEW QUESTION 126
Refer to the exhibit.

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed
B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes
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D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 127
Drag and drop the functions from the left onto the correct network components on the right

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 130
......
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