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NEW QUESTION 1
Which AOS-CX switches support weighted fair queuing (WFQ)?

A. Both 8320 and 8325
B. Both 6300 and 6400
C. 8400 only
D. 6300 only

Answer: C

NEW QUESTION 2

An administrator is managing a pair of core AOS-CX switches configured for VSX. Connected to this core are pairs of aggregation layer AOS-CX switches
configured for VSX. OSPF is running between the aggregation and core layers. To speed up OSPF convergence, the administrator has configured BFD between
the core and aggregation switches.

What is a best practice the administrator should implement to reduce CPU processing on the switches if a BFD neighbor fails?

A. Disable ICMP redirects

B. Implement graceful restart

C. Increase the BFD echo timers

D. Increase the VSX keepalive timer

Answer: A

NEW QUESTION 3
An administrator wants to implement dynamic segmentation policies. The network consists of AOS-CX and Aruba gateways.
Which type of forwarding should the administrator implement for users that already connect via wireless, but will also be connecting on Ethernet switch ports?

A. User-based tunneling (UBT)

B. Port-based tunneling (PBT)

C. Switch-to-switch tunneling (SST)
D. Local switching

Answer: A

NEW QUESTION 4
What is correct regarding multicasting and AOS-CX switches?

A. IGMP snooping is disabled, by default, on Layer-2 VLAN interfaces

B. IGMP query functions are enabled, by default, on Layer-2 VLAN interfaces
C. IGMP snooping is enabled, by default, on Layer-3 VLAN interfaces

D. IGMP-enabled AOS-CX switches flood unknown multicast destinations

Answer: A

NEW QUESTION 5
What must a network administrator implement in order to run an NAE script on an AOS-CX switch?

A. Deployment
B. Schedule
C. Plan

D. Agent

Answer: D

NEW QUESTION 6

A company is implementing a new wireless design and needs it to support high availability, even during times of switch system upgrades. The solution will involve
Aruba Mobility Controller (MC) and Aruba AP

connections requiring POE. Which campus AOS-CX switch solution and virtual switching should the company implement at the campus access layer?

A. AOS-CX 6400 and VSX
B. AOS-CX 6300 and VSF
C. AOS-CX 8325 and VSF
D. AOS-CX 8400 and VSX

Answer: B

NEW QUESTION 7

Which option correctly defines how to identify a VLAN as a voice VLAN on an AOS-CX switch?

A. Switch(config)# port-access lldp-group <LLDP-group-name> Switch(config-lldp-group)# vlan <VLAN-ID>
B. Switch(config)# port-access role <role-name> Switch(config-pa-role)# vlan access <VLAN-ID>

C. Switch(config)# vlan <VLAN-ID> Switch(config-vlan-<VLAN-ID>)# voice

D. Switch(config)# vlan <VLAN-ID> voice

Answer:
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NEW QUESTION 8
An administrator of a large campus network needs a solution that will provide root cause analytics to quickly identify problems so that they can quickly be fixed.
Which AOS-CX switch feature should the administrator utilize to help with root cause analytics?

A. NAE
B. VoQ
C. NetEdit
D. VSX

Answer: A

NEW QUESTION 9
An administrator wants to track what configuration changes were made on a switch. What should the administrator implement to see the configuration changes on
an AOS-CX switch?

A. AAA authorization

B. Network Analysis Engine (NAE)
C. AAA authentication

D. VSX synchronization logging

Answer: B
NEW QUESTION 10

An administrator wants to drop traffic from VLAN 6 (10.1.6.0/24) to VLAN 5 (10.1.5.0/24), but allow all other traffic. What is correct configuration to accomplish
this?

A
class ip VLANS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit
policy VLANS
10 class ip VLANS action drop
exit
interface vlan 5
apply access-list ip VLANS in
B .
access-list ip VLANS
10 permitip 10.1.6.0/0.0.0.255 10.1.5.0/0.0.0.255
20 permit ip any any
exit
interface vlan 5§
apply access-list ip
VLANS in
exit
G.
access-list ip VLANS
10 deny ip 10.1.6.0/24 10.1.5.0/24
20 permit ip any any
exit
interface vlan 5
apply access-list ip VLANS in
exit
D
class ip VLANS
10 match ip 10.1.6.0/24 10.1.5.0/24
exit
policy VLANS
10 class ip VLANS action drop
exit
vlian 5
apply policy VLANS in
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
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NEW QUESTION 10

A network administrator is attempting to troubleshoot a connectivity issue between a group of users and a particular server. The administrator needs to examine
the packets over a period of time from their desktop; however, the administrator is not directly connected to the AOS-CX switch involved with the traffic flow. What
is correct regarding the ERSPAN session that needs to be established on an AOS-CX switch? (Choose two.)

A. On the source AOS-CX switch, the destination specified is the switch to which the administrator’s desktop is connected
B. On the source AOS-CX switch, the destination specified is the administrator’s desktop

C. The encapsulation protocol used is GRE

D. The encapsulation protocol used is VXLAN

E. The encapsulation protocol is UDP

Answer: AC

NEW QUESTION 12

A network has an ABR that connects area 0 and 1. A network engineer configures a summarized route for area 1. The ABR is a designated router (DR) for the
segment it uses to connect to area 1.

Which LSA type is assigned to this route when the summarized route is advertised into area 1 by the ABR?

A. LSAl1l
B. LSA4
C. LSA3
D. LSA2

Answer: B

NEW QUESTION 17
Examine the attached diagram.

' \
VSX Core
_ _ lag256 i

Core-1™ 7 1147 1/1/47 (7., | Core-2
tﬂszs-ﬁﬂ BN 1L e <X | (6325.B)
10.251.x.2_ [ 1145 145 |+ 110.251.x.3
i 1111 1r1M 111 | 112 4

lag254 > lag255
1125 (— 3 11/25), 5| 1/1/26
Access-1 | _ ’ > | Access-2
(6300-A) = =) (6300-B)
10.251.x.4 10.251.x.5

1/1/4
vean 11| V173

o o

The two PCs are located in VLAN 11 (10.1.11.0/24). Which example defines how to implement active gateway on the VSX core for VLAN 117

A. interface vlan 1lactive-gateway ip 10.1.11.1active-gateway mac 02:02:00:00:01:00

B. interface lag 254active-gateway vlan 11 ip 10.1.11.1active-gateway vlan 11 mac 02:02:00:00:01:00
C. interface lag 254active-gateway ip 10.1.11.1active-gateway mac 02:02:00:00:01:00

D. vsxvrrp group 1

Answer: A

NEW QUESTION 20
What is correct regarding the tunneling of user traffic between AOS-CX switches and Aruba Mobility Controllers (MCs)?

A. Uses IPSec to protect the management and data traffic
B. Uses IPSec to protect the management traffic

C. Supports only port-based tunneling

D. Uses the same management protocol as Aruba APs

Answer: D

NEW QUESTION 22

An administrator in a company of 349 users has a pair of AOS-CX switches with connections to external networks. Both switches are configured for OSPF. The
administrator wants to import external routes on both switches, but assigns different seed metrics to the routes, as well as imports them as external type-1 routes.
What is the best way for the administrator to accomplish this?D18912E1457D5D1DDCBD40AB3BF70D5D

A. Create a route map with the correct route type and metrics

B. Define the route type and metrics in the OSPF process
C. Create a classifier policy with the correct route type and metrics
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D. Define a class and policy map with the correct route type and metrics

Answer: A

NEW QUESTION 24
An administrator wants to leverage always-on POE on AOS-CX switches. Which statement is correct
regarding this feature?

A. Provides up to 60W of power per port

B. Supports all AOS-CX switches

C. Provides surge protection for POE and non-PoE ports
D. Requires NetEdit to implement

Answer: A

NEW QUESTION 26

A network administrator is implementing NAE on AOS-CX switches. When attempting to create an agent on a particular switch, the agent appears in the NAE
Agents panel with a red triangle error symbol and a status of “Unknown”.

What is the cause of this issue?

A. The administrator does not have the appropriate credentials to interact with NAE
B. The number of scripts or agents has exceeded the hardware’s capabilities

C. A connectivity issue exists between NAE and the AOS-CX switch

D. The RESTful API has not been enabled on the AOS-CX switch

Answer: C

NEW QUESTION 29
A network engineer is examining NAE graphs from the Dashboard but notices that the time shown in the graph does not represent the current time. The engineer
verifies that the AOS-CX switch is configured for NTP and is successfully synchronized. What should be done to fix this issue?

A. Ensure the engineer’'s web browser is configured for the same timezone as the AOS-CX switch
B. Ensure the engineer’s PC is synchronized to the same NTP server as the AOS-CX switch

C. Ensure NetEdit and the AOS-CX switch are synchronized to the same NTP server

D. Enable trust settings for the AOS-CX switch’s SSL certificate

Answer: C

NEW QUESTION 32

An administrator is defining a VSX LAG on a pair of AOS-CX switches that are defined as primary and

secondary. The VSX LAG fails to establish successfully with a remote switch; however, after verification, the remote switch is configured correctly. The
administrator narrows down the problem to the configuration on the AOS-CX switches.

What would cause this problem?

A. Local optimization was not enabled on the VSX LAG
B. The VSX LAG hash does not match the remote peer
C. The VSX LAG interfaces are in layer-3 mode

D. LACP was enabled in active mode on the VSX LAG

Answer: B

NEW QUESTION 33
An administrator implements interim accounting for guest users so that ClearPass can track the amount of bandwidth that guests upload and download. Guests
that abuse bandwidth consumption should be disconnected from the network. The administrator configures the following on the AOS-CX access switches:

Accessl(config)# 1p dns host cppm.arubatraining.com 10.254.1.23 vrf mgmt

Accessl(config)# radius-server host cppm.arubatraiming.com key plaintext arubal?3 vrf mgmt

Accessl(contig)# aaa group server radius cppm

Accessi(config-sg)# server cppm.arubatraining.com vrf mgmt

Accessl(config-5g)# et

Accessl(config)# aaa accounting port-access start-stop interim 5 group cppm

Access1(config)# radius dyn-authorization chient cppm.arubatraining.com secret-key plaintext arubal23 vrf mgmt replay-
protection disable

After performing this configuration, the administrator notices that guest users that have exceeded the guest bandwidth limit are not being disconnected. Upon
further investigation, Access Tracker in ClearPass indicates a disconnect CoA message is being sent to the AOS-CX switch.
What is causing this issue?

A. RADIUS change of authorization is not enabled on the AOS-CX switch.

B. Bandwidth consumption of the guests is not being reported by the AOS-CX switch.
C. NTP is not configured on the AOS-CX switch.

D. There is a time discrepancy between the AOS-CX switch and ClearPass.

Answer: A

NEW QUESTION 34
A company has recently upgraded their campus switching infrastructure with AOS-CX switches. They have implemented 802.1X authentication on access ports
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where laptop and 10T devices typically connect. An administrator has noticed that for POE devices, the AOS-CX switch ports are delivering the maximum wattage
to the port instead of what the device actually needs.
Concerned about this waste of electricity, what should the administrator implement to solve this problem?

A. Implement a classifier policy with the correct power definitions

B. Create device profiles with the correct power definitions

C. Enable AAA authentication to exempt LLDP and/or CDP information
D. Globally enable the QoS trust setting for LLDP and/or CDP

Answer: B

NEW QUESTION 38
Examine the VSX-related configuration of the core layer AOS-CX switch:

ICX-Tx~-Corel(config)# vrf KA

ICX-Tx-Corel{config)# interface 1/1/45
ICX-Tx-Corel(config-if-1/1,/45) no shutdown
ICX-Tx-Corel{config-if-1/1/45)# vrf attach KA
ICX-Tx-Corel(config-if-1/1/45)# ip address 192.168.0.0/31
ICX-Tx-Corel(config-if-1/1/45)# exit
ICX-Tx-Corel(config)# interface lag 256
ICX-Tx-Corel(config-ifH# no shutdown
ICX-Tx-Corel({config-if)# no routing
ICX-Tx-Corel(config-if)# vian trunk native 1
ICX-Tx-Corel(config-if)# vlan trunk allowed all
ICX-Tx~-Corel(config-if)y# lacp mode active
ICX-Tx-Corel(config-if)# exit
ICX-Tx-Corel(config)# interface 1/1/46-1/1/47
ICX-Tx-Corel(config-if-<1/1,/46-1,1/47>)# mtu 9198
ICX-Tx-Corel(config-if-<1/1/46-1/1/47>)# exit
ICX-Tx-Corel{config)# vsx
ICX-Tx~-Corel(config-vsx)# inter-switch-link lag 256
ICX-Tx~-Corel(config-vsx)# role primary
ICX-Tx-Corel{config-vsx)# vsx-sync vsx-global
ICX-Tx-Corel({config-vsx)# exit
ICX-Tx-Corel{config)# vsx
ICX-Tx-Corel(config-vsx)# keepalive peer 192.168.0.1 source 192.168.0.0 vrf KA
ICX-Tx~-Corel{config-vsx)# exit
ICX-Tx-Corel(config)# interface lag 1 multi-chassis
ICX-Tx-Corel({config-lag-if)# no routing
ICX-Tx-Corel(config-lag-if)# vlan access 1
ICX-Tx~-Corel(config-lag-if)# lacp mode active
ICX-Tx-Corel(config-lag-if)# exit
ICX-Tx-Corel(config)#int 1/1/1
ICX-Tx-Corel{config-if)# description access|
ICX-Tx-Corel(config-if)# lag 1

ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

A network administrator is troubleshooting a connectivity issue involving the VSX LAG (link aggregation) between the core and access layer switch, during HW
replacement of one of the core switches.
Which configuration should the administrator add to the core switch to fix this issue?

A. ICX-Tx-Corel(config)# vsxICX-Tx-Corel(config-vsx)# system-mac 02:01:00:00:01:00

B. ICX-Tx-Corel(config)# interface lag 1 multi-chassisICX-Tx-Corel(config-if-lag-if)# mtu 9198

C. ICX-Tx-Corel(config)# interface 1/1/46-1/1/47ICX-Tx-Corel(config-if-vlan)# active-gateway ip 10.1.11.1 mac 02:02:00:00:01:00
D. ICX-Tx-Corel(config)# interface 1/1/45ICX-Tx-Corel(config-if-vlan)# active-gateway ip 192.168.0.0 mac 02:02:00:00:01:00

Answer: D

NEW QUESTION 39

How is voice traffic prioritized correctly on AOS-CX switches?
A. By defining device profiles with QOS settings

B. By placing it in the strict priority queue

C. By implementing voice VLANs

D. By implementing weighted fair queueing (WFQ)

Answer: B

NEW QUESTION 40

Which AOS-CX feature is used to prevent head-on-line (HOL) blocking?
A. VSF

B. WFQ

C.VvOoQ

D. VSX

Answer: C
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NEW QUESTION 43

An administrator has an AOS-CX switch configured with: router ospf 1

area 0
area 1 stub no-summary

Itis the only ABR for area 1. The switch has the appropriate adjacencies to routing switches in areas 0 and 1. The current routes in each area are:

Area 0: 5 routes (LSA Type 1 and 2)
Area 1: 10 routes (LSA Type 1 and 2)
External routes: 2 (LSA Type 5)

Based on the above configuration, how many OSPF routes will routing switches see in Area 1?

5

oow»
[ N O Rl

1
2
Answer: C

NEW QUESTION 45

In AOS-CX switching, what determines when a frame is forwarded by the switch between the ingress and the egress port?

A. Egress port

B. Ingress port

C. VSX switch tables

D. Fabric Load Balancer

Answer: B

NEW QUESTION 48

An administrator is replacing the current access switches with AOS-CX switches. The access layer switches must authenticate user and networking devices
connecting to them. Some devices support no form of authentication, and some support 802.1X. Some ports have a VolP phone and a PC connected to the same

port, where the PC is connected to the data port of the phone and the phone’s LAN port is connected to the switch.

Which statement is correct about this situation?

A. 802.1X must be configured to work in fallback mode
B. Device fingerprinting is required for authentication

C. The client-limit setting for port access needs to be changed

D. Device mode should be implemented

Answer: C

NEW QUESTION 50

A network engineer for a company with 896 users across a multi-building campus wants to gather statistics on an important switch uplink and create actions based
on issues that occur on the uplink. How often does an NAE agent gather information from the current state database in regard to the uplink interfaces?

A. Once every 60 seconds
B. Once every 1 second
C. Once every 30 seconds
D. Once every 5 seconds

Answer: D

NEW QUESTION 51

Examine the partial output of the BGP routing table of an AOS-CX switch:

Switch# show bgp

<-output omitted->

Network Nexthop
*€1.0.0.0/8 192.168.1.5
*€1.0.0.0/8 192.168.2.5
*e1.0.0.0/8 192.168.3.5
*e1.0.0.0/8 192.168.4.5

Metric

100
100
200
50

20
0

LocPrf Weight Path

" —— - — T — ——"— - -

100 ?
200100

300 400 100 7
400 200 100

The switch is learning about four possible path to reach the 1.0.0.0/8 network. Based on this output, which next-hop route will the AOS-CX select to be placed in

the IP routing table?
A.19216815
B.192 16825
C.19216835
D. 192 1684 5

Answer: C
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NEW QUESTION 55
What are best practices when implementing VSX on AOS-CX switches? (Choose two.)

A. The ISL lag should use the default MTU size.

B. Timers should be left at their default values.

C. The default system MAC addresses should be used.

D. The keepalive connection should use a direct layer-3 connection.
E. The ISL lag should use at least 10GbE links or faster.

Answer: BD

NEW QUESTION 56
Examine the network topology.

-

——
Core 2| r »

50 networks in
he 10.2.0.0/16 rang

10 networks in
the 10.0.0.0/16 range

20 networks in
the 10.1.0.0/16 range

VLAM 10 Area 2

Area 1

e

ASBR
redistributing
static route

The network is configured for OSPF with the following attributes:

Corel and Core2 and ABRs

Area 1 has 20 networks in the 10.1.0.0/16 range

Area 0 has 10 networks in the 10.0.0.0/16 range

Area 2 has 50 networks in the 10.2.0.0/16 range

The ASBR is importing a static route into Area 1

Core2 has a summary for Area 2: area 0.0.0.2 range 10.2.0.0/16 type inter-area
Here is the OSPF configuration performed on Corel:

Core1(config)# router ospf 1

Core1(config-router)# router-id 10.0.0.1

Core1(config-router)# passive-interface default
Core1(config-router)# area 0.0.0.0

Core1(config-router)# area 0.0.0.1 stub

Core1(config-router)# area 0.0.0.1 range 10.1.0.0/16 type inter-area
Core1(config-router)# area 0.0.0.2

Core1(config-router)# area 0.0.0.0 range 10.0.0.0/16 type inter-area
Core1(config-router)# exit

Core1(config)# interface vian 10

Core1(config-ifj# ip address 10.0.1.1/24

Core1(config-if)# ip ospf 1 area 0

Core1(config-if)y# exit

Core1(config)# interface vian 100

Core1(config-ify# ip address 10.1.1.1/24

Core1(config-if)# ip ospf 1 area 1

Core1(config-if)# exit

Based on the above information, what is correct?

A. Area 0 has 13 routes

B. Corel has no OSPF routes

C. Corel has received one LSA Type 5 from the ASBR
D. Area 1 has 23 routes

Answer: D

NEW QUESTION 57
Examine the attached exhibit.
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The network administrators is trying to add a remote location as area 3 to the network shown in the diagram. Based on current connection restrictions, the
administrator cannot connect area 3 directly to area 0. The network is using AOS-CX switches.
Which feature should the administrator implement to provide connectivity to the remote location?

A. Not-so-stubby areas

B. Bidirectional forward detection (BFD)
C. OSPFv3

D. Virtual links

Answer: D

NEW QUESTION 58
An administrator is concerned about the security of the control plane connection between an AOS-CX switch and an Aruba Mobility Controller (MC) when
implementing user-based tunneling. How should the administrator protect this traffic?

A. IPSec with a digital certificate

B. GRE with a pre-shared key

C. PAPI with an MD5 pre-shared key
D. IPSec with a pre-shared key

Answer: C

NEW QUESTION 61

Examine the output from an AOS-CX switch implementing a dynamic segmentation solution involving downloadable user roles:
Switch# show port-access role clearpass

Role information:

Name : icxarubadur_employee-3044-2

Type : clearpass

Status: failed, parsing_failed

Reauthentication Period :

Authentication Mode :

Session Timeout :

The downloadable user roles are not being downloaded to the AOS-CX switch. Based on the above output, what is the problem?

A. The certificate that ClearPass uses in invalid

B. The AOS-CX switch does not have the ClearPass certificate involved

C. DNS fails to resolve the ClearPass server's FQDN

D. There is a date/time issue between the ClearPass server and the switch

Answer: C

NEW QUESTION 66
What is correct regarding policy-based routing?

A. Policies can only be applied to routed interfaces.

B. Policies can be applied inbound and outbound.

C. Monitoring of policy interfaces occurs every 60 seconds.
D. Policy actions include routing permitting or dropping traffic.

Answer: A

NEW QUESTION 67

What is correct regarding the configuration of ACLs on AOS-CX switches?

A. Statements with the log keyword are always processed by the switch CPU.

B. Standard ACLs are used to match on routes when performing route distribution.

C. Wildcard masks are used to match on a range of IP addresses.

D. Numbers 100 through 199 and 2000 through 2999 are used when creating extended ACLs.
Answer: C

NEW QUESTION 69

A network engineer is having a problem adding a custom-written script to an AOS-CX switch’'s NAE GUI. The script was written in Python and was successfully
added on other AOS-CX switches. The engineer examines the following items from the CLI of the switch:
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switch# show capacities-status nae

Syslem Capacities Status: Filter MAE

Capacity Status Name Value Maximum
Mumber of configured NAE agents currently active in the system 1 100
Number of configured NAE monitors currently active in the system T 500
Number of configured NAE scripts currently active in the system 50 S0
switch# show nip status

NTP Status Information

NTP : Disabled

NTP Authentication : Disabled

NTP Server Connections - Using the default VRF

Syslem time : Sat May 2 11.50:55 UTC 2020

NTP uplime : 0 minutes, 0 seconds

Not synchronized with an NTP server.

switch# show crypto pki certificate

Certificate Name Cernt Status Associated Applications
local-cert installed captive-portal, hsc, hitps-server,
syslog-client

switch# show cryplto pki application

Associated Applications Certificate Name Cer Status

captive-portal
hsc
https-server
syslog-client

not configured, using local-cert
not configured, using local-cert
not configured, using local-cert
not configured, using local-cert

What should the engineer perform to fix this issue?

A. Install the script’s signature before installing the new script

B. Ensure the engineer’s desktop and the AOS-CX switch are synchronized to the same NTP server
C. Enable trust settings for the AOS-CX switch’s SSL certificate
D. Remove a script that is no longer used before installing the new script

Answer: D

NEW QUESTION 71
Examine the attached diagram

Core Layer
i —"  LaG102
=<
— - H‘-\--'"-.
[ Keepalive VRF = =“_‘_‘“‘“| Keepalive VRF ]

-

Access -

11

Server 1

:5: 11|
i T

Two AOS-CX switches are configured for VSX at the access layer, where servers attached to them. An SVl interface is configured for VLAN 10 and serves as the
default gateway for VLAN 10. The ISL link between the switches fails, but the keepalive interface functions. Active gateway has been configured on the switches.

What is correct about access from the servers to the Core?

A. Server 2 can successfully access the core layer via the keepalive link.
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B. Server 1 and Server 2 can communicate with each other via the core layer.
C. Server 2 cannot access the core layer.
D. Server 1 can access the core layer via both uplinks.

Answer: D

NEW QUESTION 73

A network administrator needs to replace an antiquated access layer solution with a modular solution involving AOS-CX switches. The administrator wants to
leverage virtual switching technologies. The solution needs to support high-availability with dual-control planes.

Which solution should the administrator implement?

A. AOS-CX 8325
B. AOS-CX 6300
C. AOS-CX 6400
D. AOS-CX 8400

Answer: C

NEW QUESTION 74
When implementing user-based tunneling on an AOS-CX switch, which component defines the primary and backup Aruba gateways?

A. Transit VLAN
B. Gateway role
C. Server group
D. Zone

Answer: D

NEW QUESTION 75
A network administrator wants to centralize the management of AOS-CX switches by implementing NetEdit. How should the administrator purchase and/or install
the NetEdit solution?

A. Install as a hardware appliance

B. Installed on a supported version of RedHat Enterprise Linux

C. Installed in a virtualized solution by using the Aruba-supplied OVA file
D. Installed on a supported version of Debian Linux

Answer: C

NEW QUESTION 77

A company has an existing wireless solution involving Aruba APs and Mobility controllers running 8.4 code. The solution leverages a third-party AAA solution. The
company is replacing existing access switches with AOS-CX 6300 and 6400 switches. The company wants to leverage the same security and firewall policies for
both wired and wireless traffic.

Which solution should the company implement?

A. RADIUS dynamic authorization
B. Downloadable user roles

C. IPSec

D. User-based tunneling

Answer: D

NEW QUESTION 80
What is correct regarding rate limiting and egress queue shaping on AOS-CX switches?

A. Only a traffic rate and burst size can be defined for a queue

B. Limits can be defined only for broadcast and multicast traffic

C. Rate limiting and egress queue shaping can be used to restrict inbound traffic
D. Rate limiting and egress queue shaping can be applied globally

Answer: A

NEW QUESTION 82

An administrator is implementing a multicast solution in a multi-VLAN network. Which statement is true about the configuration of the switches in the network?
A. IGMP snooping must be enabled on all interfaces on a switch to intelligently forward traffic

B. IGMP requires join and leave messages to graft and prune multicast streams between switches

C. IGMP must be enabled on all routed interfaces where multicast traffic will traverse

D. IGMP must be enabled on all interfaces where multicast sources and receivers are connected

Answer: B

NEW QUESTION 85

A network engineer is using NetEdit to manage AOS-CX switches. The engineer notices that a lot of thirdparty VolP phones are showing up in the NetEdit
topology. The engineer deletes these, but they are
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automatically rediscovered by NetEdit and added back in. What should the administrator do to solve this problem?

A. Change the VolP phone SNMP community string to something unknown by NetEdit
B. Disable LLDP globally on the AOS-CX switches where phones are connected

C. Disable SSH access on all the VolP phones

D. Disable the RESTful API on all the VoIP phones

Answer: A

NEW QUESTION 87

When comparing PIM-DM and PIM-SM, which multicast components are only found with PIM-SM in multicast routing? (Choose two.)

A. IGMP querier

B. Rendezvous point
C. Bootstrap router
D. Shortest path tree
E. Designated router

Answer: BD

NEW QUESTION 89

A company is implementing AOS-CX switches at the access layer. The company wants to implement access control for employees and guests.

Which security features will require a ClearPass server to be installed and used by the company?

A. Downloadable user roles

B. Dynamic segmentation

C. User-based tunneling (UBT)
D. Change of authorization (CoA)

Answer: B

NEW QUESTION 91

Which protocols are used by NetEdit to interact with third-party devices? (Choose two.)

A. telnet

B. SNMP

C. SSH

D. Restful API
E. CDP

Answer: BC

NEW QUESTION 92
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