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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha status
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/104/24 09.43.44> FGVMO10000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGEYMO1000007 7649 updated 1 seconds ago): in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idla= af100%, memory-60%
FGYMO10000077650(updated 0 seconds ago):
sesslons=2, average-cpu-userfnice/systemiidle=0% 100%, memory-61%
HBDEW stafs:
FGYMO1000007 7649 (updated 1 seconds ago):
port?: physical/10000full, up, m-bytes/packets/dropped/errors=7T358367/17029/25/0, e=TT21830M1 T182/0/0
FGWYMO10000077650{updated 0 seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 Te49
Slave : NGFW-2 . FGVMD1000007 7650
number of velustar: 1
veluster 1: work 169.254.0.2
Master:0 FGYMO10000007 7649
Slavea 1 FGVMO 10000007

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: prote=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ wvlan_cos=0/255

user=AALI state=redir log local may dirty npu nlb nome acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=T->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=sreply act=ncop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (befora, after) 0/(0,0), 0/(0.0)

src mac=08:5b:0e:6c:ThiTa

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu state=00000000

npu info: £lag=0x00/0x00, offlcad=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000,0x0000
vlifid=0/0, vtag_in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, qid=0/0

Which one of the following statements is true regarding FortiGate’s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Answer: A

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 3

What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.
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B. It is the first line of defense at the network perimeter.
C. It splits the network into multiple security segments to minimize the impact of breaches.
D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C
Explanation:

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 4
View the exhibit, which contains the output of a debug command, and then answer the question below.

F get router info ospf interface portd
portd is up, line protoceol 1s up
Internet Address 172.20.121.236/24, Area 0.0.0.0, MTU 1500
Procegs ID O, Router ID 0.0.0.4, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DROther, Pricrity 1
Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2Z2
Backup Designated Router (ID) 0.0.0.1, Interface BAddress 172.20.121.23%9
Timer intervals configured, Helle 10.000, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:05

Neighbor Count is 4, Adijacent neighbeor count is 2
Crypt Segquence Number is 411
Hello received 10&, sent 27, DD received 7 sent 9

LS-Reg recelved 2 sent 2, LS-Upd received 7 sent &
4 3

; Discarded

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate’'s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 5
View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager
set fmg “10.0.1.242"
conflig server-1list
edit 1
set server-type rating
set server-address 10.0.1.240
next
edit 2
set server-type update
set server-address 10.0.1.243
next
edit 3
set server-type rating
set server-address 10.0.1.244
next
end
set include-default-servers snable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?
A.10.0.1.240

B. One of the public FortiGuard distribution servers

C.10.0.1.244

D. 10.0.1.242

Answer: B

NEW QUESTION 6

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS?

A. FortiManager can download and maintain local copies of FortiGuard databases.
B. FortiManager supports only FortiGuard push to managed devices.
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C. FortiManager will respond to update requests only if they originate from a managed device.
D. FortiManager does not support rating requests.

Answer: A
NEW QUESTION 7

View the exhibit, which contains a partial routing table, and then answer the question below.
FGT # get router info routing-table all

Routing table for VRF=7
C 10,73.9.0/24 is directly connected, porti

Fouting table for VEF=12

[ 10.1.0.0/24 i=s directly connected, port3
10.10.4.0/24 [10/0] wvia 10.1.0.100, port3
10.64.1.0/24 is directly connected, portl

[a ! Nyl

Fouting table for VEF=2Z1
10.1.0.0/24 [10/0] vima 10.72.3.2
10.72.3.0/24 is directly connect
192.168.2.0/24 [10/0] wvia 10.72

4, port4d
d, portd

5
—
.3.254, portd

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate
route? (Choose two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Answer: BC

NEW QUESTION 8
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Nama | Ramote
Comments |
Comments |
IP Version & IDvd O IPvE
Remote Gateway

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1

diagnose debug application ike -1 diagnose debug enable

The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time
debug does NOT show any output. Why isn’t there any output?

. The IKE real time shows the phases 1 and 2 negotiations onl

. It does not show any more output once the tunnel is up.

. The log-filter setting is set incorrectl

. The VPN's traffic does not match this filter.

. The IKE real time debug shows the phase 1 negotiation onl

. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
. The IKE real time debug shows error messages onl

. If it does not provide any output, it indicates that the tunnel is operating normally.

IOTMmMmOoOO WP

Answer: B

NEW QUESTION 9
Which statement about memory conserve mode is true?
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A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 10
An administrator is running the following sniffer in a FortiGate: diagnose sniffer packet any “host 10.0.2.10” 2
What information is included in the output of the sniffer? (Choose two.)

A. Ethernet headers.
B. IP payload.
C. IP headers.
D. Port names.

Answer: BC
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=11186

NEW QUESTION 10
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

H :‘]iﬂg!lu-y.’ -.‘|.E':’.l1:? rnring

Locale : english

License : Contract

Expiration  : Thu Sep 28 17:00:00 Z0xx

=== Server List (Tho Apr 19 10:41:32 20xx) —

P Weight RTT Flagse TZ Packets Currlost Total Lost
64.26.151.37 10 43 : . : 0 E46
64.26.151.35 10 A6 -5 329072 O 6806

66.117.56.37 i} 75 i i 75
65.210.95.240 20 7l & 36875 92
209.222 14736 20 103 4 14784 1070

208.91.112.194 20 107 g 35170 1533
06.45.33.65 Al 144 ) 33728 120
80.85.69.41 71 226 33797 | 192
62.209.40.74 150 97 / 33754 ) 145
121.111.236.179 i5 4 - 26410 25227

Which statements are true regarding the output in the exhibit? (Choose two.)
A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.
Answer: AD

Explanation:

A — because flag is Failed so fortigate will check if server is available every 15 minD-state is | , contact to validate contract info

NEW QUESTION 14
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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Why didn’t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway’s phase 2 configuration does not match the local gateway’s phase 2 configuration.
C. The remote gateway’s phase 1 configuration does not match the local gateway’s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Answer: C

NEW QUESTION 18

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are |IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 21
A FortiGate device has the following LDAP configuration:

cenfig user ldap
edit "WindowsLDAP"
gset server “10.0.1.10%

set dn “on=Users, dc=trainingAD, dc=training, dc=lab"”
set type regular

t username “dc=trainingAD, dc=training, dc=lab”
set password XXXXXXX

The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator
“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.
C. password.
D. dn.

Answer: B

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 23
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
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Type TCL Script
Run script on Remote FortGate ...
Script details #!

proc do_cmd {emd} {

puts [exec
$

run_cmd
run_cmd
run_cmd
run_cmd
run_cmd

"Tocmdiun®" "# * 10]

config system interface

‘edit port1”

'setip 10.0.1.10 255.255.255.0
"next"

end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the

managed device after being executed.
Why did the TCL script fail to make any

changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 26

Examine the following partial output from two system debug commands; then answer the question below.

# diagnose hardware sysinfo memory

MemTotal 3092728 kB
MemFree: 1954204 kB
MemShared 0 kB
Buffers: 284 kB
Cached 143004 kKB
SwapCached 0 kB
Active 34092 kB

LowTotal' 1913080 kB

LowFree 1100688 kB
SwapTotal 0 kB

SwapFree 0 kB

# diagnose hardware sysinfo shm
SHM counter: 285

SHM allocated, G823936
SHM total 623452160
concervemode: 0

shm last entered. n/a
system last entered: n/a
SHM FS total 639725568
SHM FS free: 632614912

SHM FS alloc: 7110656

Which of the following statements are true regarding the above outputs? (Choose two.)

A. The unit is running a 32-bit FortiOS
B. The unit is in kernel conserve mode

C. The Cached value is always the Active value plus the Inactive value
D. Kernel indirectly accesses the low memory (LowTotal) through memory paging

Answer: AC

NEW QUESTION 29

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)

A. SIP session helper runs in the kernel;

SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 33

Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
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T g o TCL Script
Run script aon Remote FortiGate
LT ript fe=t3ils !

proc do _cmd {fcmd]

puts [exec "Somud’e - 10

rin_cmid CoOnNME SyYSTem intervac e

run. omd Tedit portl”

run_cmd sebip 100,110 255 .255.255.0
run_ cmd "next”

FLim_ Crmice &l

Why did the TCL script fail to make any changes to the managed device?

A. The TCL command run_cmd has not been created.

B. The TCL script must start with tinclude <>.

C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Answer: A

NEW QUESTION 35

Examine the output from the 'diagnose debug authd fsso list' command; then answer the question below.

# diagnose debug authd fsso list —FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/USERS Workstation: INTERNAL2. TRAINING. LAB The
IP address 192.168.3.1 is

NOT the one used by the workstation INTERNAL2. TRAINING. LAB.

What should the administrator check?

A. The IP address recorded in the logon event for the user STUDENT.

B. The DNS name resolution for the workstation name INTERNAL2. TRAININ

C. LAB.

D. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAININ
E. LAB.

F. The reserve DNS lookup forthe IP address 192.168.3.1.

Answer: C

NEW QUESTION 37
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit 0
set gateway 10.20.121.Z2
set pricrity 20

set device “wanl”

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A
Explanation:
https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 38
Refer to the exhibit, which contains partial output from an IKE real-time debug.
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Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 42
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

g get roucer info bgp summary
______ ', local AS number

100

Total nuribher of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 43
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Answer: C

NEW QUESTION 44
View the following FortiGate configuration.
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config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
nextc
edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

ff diagnose sys session list

session info: proto=6 proto_state +01 duration=17 expire=T timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may dirty none app_ntf

stanistic{bytes/packets/allow err): org=57555/7/1 reply=23367/19/1 mples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2-:
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/0,0)

misc=0 policy id=1 auth_info=0 chk client info=0 vd=0
serial=00000294 tos=fI/fT ips_view=0 app_list=0 app=0

dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?

A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.
C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A

Explanation:
http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 49
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4 qwy=10.200.1,254/10.0.1.10
hook=post dir=org act=snst 10.0.1.10:65464->54.192.15.182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54.1%2.15.182:80->10.200.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.
B. This session is synced with the slave unit.

The Leader of IT Certification
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C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 52
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