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NEW QUESTION 1
Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion Prevention System?

A. security intelligence
B. impact flags

C. health monitoring
D. URL filtering

Answer: A

NEW QUESTION 2
Refer to the exhibit.
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Which command was used to generate this output and to show which ports are authenticating with dot1x or mab?

A. show authentication registrations
B. show authentication method

C. show dotlx all

D. show authentication sessions

Answer: B

NEW QUESTION 3
An engineer is configuring a Cisco ESA and wants to control whether to accept or reject email messages to a recipient address. Which list contains the allowed
recipient addresses?

Answer: D

NEW QUESTION 4
Which two capabilities does TAXII support? (Choose two.)

A. exchange

B. pull messaging
C. binding

D. correlation

E. mitigating

Answer: BC

NEW QUESTION 5
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

A. data exfiltration

B. command and control communication
C. intelligent proxy

D. snort

E. URL categorization

Answer: AB
Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a-glance-c45-736555. pdf
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NEW QUESTION 6
When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked when they host
phishing, and more threats?

A. Application Control

B. Security Category Blocking
C. Content Category Blocking
D. File Analysis

Answer: B

Explanation:
Reference: https://support.umbrella.com/hc/en-us/articles/115004563666-Understanding-Security-Categories

NEW QUESTION 7
Which flaw does an attacker leverage when exploiting SQL injection vulnerabilities?

A. user input validation in a web page or web application
B. Linux and Windows operating systems

C. database

D. web page images

Answer: C

Explanation:
Reference: https://tools.cisco.com/security/center/resources/sql_injection

NEW QUESTION 8
What does the Cloudlock Apps Firewall do to mitigate security concerns from an application perspective?

A. It allows the administrator to quarantine malicious files so that the application can function, just not maliciously.
B. It discovers and controls cloud apps that are connected to a company’s corporate environment.

C. It deletes any application that does not belong in the network.

D. It sends the application information to an administrator to act on.

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/products/security/cloudlock/index.html#~features

NEW QUESTION 9
Which network monitoring solution uses streams and pushes operational data to provide a near real-time view of activity?

A. SNMP
B. SMTP
C. syslog
D. model-driven telemetry

Answer: D

Explanation:
Reference: https://developer.cisco.com/docs/ios-xe/#!streaming-telemetry-quick-start-guide

NEW QUESTION 10
Which two probes are configured to gather attributes of connected endpoints using Cisco Identity Services Engine? (Choose two.)

A. RADIUS
B. TACACS+
C. DHCP

D. sFlow

E. SMTP

Answer: AC

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html

NEW QUESTION 10

Which solution protects hybrid cloud deployment workloads with application visibility and segmentation?
A. Nexus

B. Stealthwatch

C. Firepower

D. Tetration

Answer: D
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Explanation:

Reference: https://www.cisco.com/c/en/us/solutions/security/secure-data-center-solution/index.html#~products

NEW QUESTION 12
What are the two most commonly used authentication factors in multifactor authentication? (Choose two.)

A. biometric factor

B. time factor

C. confidentiality factor
D. knowledge factor

E. encryption factor

Answer: AD

NEW QUESTION 15
How does Cisco Umbrella archive logs to an enterprise- owned storage?

A. by using the Application Programming Interface to fetch the logs

B. by sending logs via syslog to an on-premises or cloud-based syslog server

C. by the system administrator downloading the logs from the Cisco Umbrella web portal
D. by being configured to send logs to a self-managed AWS S3 bucket

Answer: D

Explanation:
Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-management

NEW QUESTION 20
What are two list types within AMP for Endpoints Outbreak Control? (Choose two.)

A. blocked ports

B. simple custom detections
C. command and control

D. allowed applications

E. URL

Answer: BD

Explanation:

Reference: https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20User%20Guide.pdf chapter 2
NEW QUESTION 22

What is the function of Cisco Cloudlock for data security?
A. data loss prevention

B. controls malicious cloud apps

C. detects anomalies

D. user and entity behavior analytics

Answer: A

Explanation:

Reference: https://umbrella.cisco.com/products/casb

NEW QUESTION 24

Which Cisco product provides proactive endpoint protection and allows administrators to centrally manage the deployment?

A. NGFW
B. AMP
C. WSA
D. ESA

Answer: B

NEW QUESTION 28

DRAG DROP

Drag and drop the descriptions from the left onto the correct protocol versions on the right.

[MISSING]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
[MISSING]
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NEW QUESTION 29
Which statement about IOS zone-based firewalls is true?

A. An unassigned interface can communicate with assigned interfaces
B. Only one interface can be assigned to a zone.

C. An interface can be assigned to multiple zones.

D. An interface can be assigned only to one zone.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html

NEW QUESTION 34
Which two activities can be done using Cisco DNA Center? (Choose two.)

A. DHCP

B. design

C. accounting
D. DNS

E. provision

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/1-2-1/user_guide/b_dnac ug 1 2 1/b dnac_ug 1 2 chapter_00.pdf

NEW QUESTION 38
How is ICMP used an exfiltration technique?

A. by flooding the destination host with unreachable packets

B. by sending large numbers of ICMP packets with a targeted hosts source IP address using an IP broadcast address
C. by encrypting the payload in an ICMP packet to carry out command and control tasks on a compromised host

D. by overwhelming a targeted host with ICMP echo-request packets

Answer: C

NEW QUESTION 43
The Cisco ASA must support TLS proxy for encrypted Cisco Unified Communications traffic. Where must the ASA be added on the Cisco UC Manager platform?

A. Certificate Trust List

B. Endpoint Trust List

C. Enterprise Proxy Service

D. Secured Collaboration Proxy

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/guide/unified-comm/unified-comm-tisproxy.htmi

NEW QUESTION 45
Which API is used for Content Security?

A. NX-OS API
B. 10S XR API
C. OpenVuln API
D. AsyncOS API

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/smal2-0/api/b_SMA_API_12/test_chapter_01.html
NEW QUESTION 47

Which two mechanisms are used to control phishing attacks? (Choose two.)

A. Enable browser alerts for fraudulent websites.

B. Define security group memberships.

C. Revoke expired CRL of the websites.

D. Use antispyware software.

E. Implement email filtering techniques.

Answer: AE
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NEW QUESTION 48
Which VPN technology can support a multivendor environment and secure traffic between sites?

A. SSL VPN
B. GET VPN
C. FlexVPN
D. DMVPN

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html

NEW QUESTION 49
Which SNMPv3 configuration must be used to support the strongest security possible?

A. asa-host(config)#snmp-server group myv3 v3 priv asa-host(config)#snmp-server user andy myv3 auth sha cisco priv des cisSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

B. asa-host(config)#snmp-server group myv3 v3 noauth asa- host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 CiSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

C. asa-host(config)#snmp- server group myv3 v3 noauth asa-host(config)#snmp-server user andy myv3 auth sha cisco priv 3des ciscXXXXXXXXasa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

D. asa- host(config)#snmp-server group myv3 v3 priv asa-host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 CiSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

Answer: D

NEW QUESTION 50
Which Talos reputation center allows you to track the reputation of IP addresses for email and web traffic?

A. IP Blacklist Center

B. File Reputation Center

C. AMP Reputation Center

D. IP and Domain Reputation Center

Answer: D

NEW QUESTION 51
Which Cisco solution does Cisco Umbrella integrate with to determine if a URL is malicious?

A. AMP

B. AnyConnect
C. DynDNS

D. Talos

Answer: D

NEW QUESTION 54
What is the purpose of the Decrypt for Application Detection feature within the WSA Decryption options?

A. It decrypts HTTPS application traffic for unauthenticated users.
B. It alerts users when the WSA decrypts their traffic.

C. It decrypts HTTPS application traffic for authenticated users.

D. It provides enhanced HTTPS application detection for AsyncOS.

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_ WSA UserGuide 11 7/b_ WSA UserGuide 11 7 chapter_01011.html
NEW QUESTION 57

What is the primary role of the Cisco Email Security Appliance?

A. Mail Submission Agent

B. Mail Transfer Agent

C. Mail Delivery Agent

D. Mail User Agent

Answer: B

NEW QUESTION 62

Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two.)
A. accounting

B. assurance
C. automation
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D. authentication
E. encryption

Answer: BC

Explanation:

Reference: https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/index.html
NEW QUESTION 66

What is the primary difference between an Endpoint Protection Platform and an Endpoint Detection and Response?
A. EPP focuses on prevention, and EDR focuses on advanced threats that evade perimeter defenses.
B. EDR focuses on prevention, and EPP focuses on advanced threats that evade perimeter defenses.
C. EPP focuses on network security, and EDR focuses on device security.

D. EDR focuses on network security, and EPP focuses on device security.

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/products/security/endpoint-security/what-is-endpoint-detection-response-edr.html

NEW QUESTION 70
Which ASA deployment mode can provide separation of management on a shared appliance?

A. DMZ multiple zone mode
B. transparent firewall mode
C. multiple context mode

D. routed mode

Answer: C

NEW QUESTION 75

What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC to proactively automate

responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch

Answer: C

NEW QUESTION 79

What provides visibility and awareness into what is currently occurring on the network?
A. CMX

B. WMI

C. Prime Infrastructure

D. Telemetry

Answer: C

NEW QUESTION 82

Which attack is commonly associated with C and C++ programming languages?
A. cross-site scripting

B. water holing

C. DDoS

D. buffer overflow

Answer: D

Explanation:

Reference: https://en.wikipedia.org/wiki/Buffer_overflow

NEW QUESTION 87

An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a new or updated policy from ISE.

Which CoA type achieves this goal?
A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query

Answer: C
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NEW QUESTION 90
Refer to the exhibit.

Sysauthcontrol Enabled

=] . -
= 1
14 ¢

Dotlx Protocol

Trnifo Ffox

AUTHENTICATOR
FORCE AUTHORIZED
Both

SINGLE HOST

o]
i

=
k]

Lad
i

SuppT
R=eliu

MaxReqg

[N T % T e B

TxPeriod

Which command was used to display this output?

A. show dot1x all

B. show dot1x

C. show dotlx all summary

D. show dotlx interface gil/0/12

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec-user-8021x-xe-3se-3850-book/config-ieee-802x-
pba.html

NEW QUESTION 93
Which two prevention techniques are used to mitigate SQL injection attacks? (Choose two.)

A. Check integer, float, or Boolean string parameters to ensure accurate values.
B. Use prepared statements and parameterized queries.

C. Secure the connection between the web and the app tier.

D. Write SQL code instead of using object-relational mapping libraries.

E. Block SQL code execution in the web application database login.

Answer: AB

Explanation:
Reference: https://en.wikipedia.org/wiki/SQL_injection

NEW QUESTION 94
Which feature is configured for managed devices in the device platform settings of the Firepower Management Center?

A. quality of service

B. time synchronization

C. network address translations
D. intrusion policy

Answer: B

NEW QUESTION 99
What is a characteristic of Cisco ASA Netflow v9 Secure Event Logging?

A. It tracks flow-create, flow-teardown, and flow-denied events.

B. It provides stateless IP flow tracking that exports all records of a specific flow.
C. It tracks the flow continuously and provides updates every 10 seconds.

D. Its events match all traffic classes in parallel.

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/monitor-nsel.html

NEW QUESTION 103
Which two kinds of attacks are prevented by multifactor authentication? (Choose two.)

A. phishing

B. brute force

C. man-in-the-middle
D. DDOS

E. tear drop
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Answer: BC

NEW QUESTION 105
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