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NEW QUESTION 1
A Linux engineer receives reports that files created within a certain group are being modified by users who are not group members. The engineer wants to
reconfigure the server so that only file owners and group members can modify new files by default. Which of the following commands would accomplish this task?

A. chmod 775
B. umas

C. 002

D. chactr -Rv
E. chown -cf

Answer: B

NEW QUESTION 2
A Linux administrator needs to connect securely to a remote server in order to install application software. Which of the following commands would allow this
connection?

A. scp "ABC-key.pem" root@10.0.0.1
B. sftp rooteiO.0.0.1

C. telnet 10.0.0.1 80

D. ssh -i "ABC-key.pem" root@10.0.0.1
E. sftp "ABC-key.pem" root@10.0.0.1

Answer: D

NEW QUESTION 3
Which of the following tools is BEST suited to orchestrate a large number of containers across many different servers?

A. Kubernetes
B. Ansible

C. Podman

D. Terraform

Answer: A

NEW QUESTION 4
Rugged appliances are small appliances with ruggedized hardware and like Quantum Spark appliance they use which operating system?

A. Centos Linux

B. Gaia embedded

C. Gaia

D. Red Hat Enterprise Linux version 5

Answer: B

NEW QUESTION 5
A Linux administrator is tasked with adding users to the system. However, the administrator wants to ensure the users’ access will be disabled once the project is
over. The expiration date should be 2021-09-30. Which of the following commands will accomplish this task?

A. sudo useradd -e 2021-09-30 Project_user
B. sudo useradd -c 2021-09-30 Project_user
C. sudo modinfo -F 2021-09-30 Project_uses
D. sudo useradd -m -d 2021-09-30 Project_user

Answer: A

NEW QUESTION 6
A Linux administrator needs to expand a volume group using a new disk. Which of the following options presents the correct sequence of commands to
accomplish the task?

A. partprobe vgcreate lvextend
B. Ivcreate fdisk partprobe

C. fdiskpartprobe mkfs

D. fdiskpvcreate vgextend

Answer: D

NEW QUESTION 7
Based on an organization’s new cybersecurity policies, an administrator has been instructed to ensure that, by default, all new users and groups that are created
fall within the specified values below.
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$# Min/max values for automatic uld selection 1in useradd
B

UID MIN 1000

UID MAX 60000

$# Min/max values for automatic gid selection in groupadd
=

GID MIN 1000

GID MAX 60000

To which of the following configuration files will the required changes need to be made?

A. /etc/login.defs

B. /etc/security/limits.conf
C. /etc/default/useradd

D. /etc/profile

Answer: A

NEW QUESTION 8
Which of the following tools is commonly used for creating CI/CD pipelines?

A. Chef

B. Puppet
C. Jenkins
D. Ansible

Answer: C

NEW QUESTION 9
After installing a new version of a package, a systems administrator notices a new version of the corresponding, service file was Installed In order to use the new
version of the, service file, which of the following commands must be Issued FIRST?

A. systemctl status

B. systemctl stop

C. systemctl reinstall

D. systemctl daemon-reload

Answer: D

NEW QUESTION 10
A systems administrator is troubleshooting a connectivity issue pertaining to access to a system named db.example.com. The system IP address should be
192.168.20.88. The administrator issues the dig command and receives the following output:

;7 ANSWER SECTION:
db.example.com. 15 IN & 192.168.20.89

The administrator runs grep db.example.com /etc/hosts and receives the following output:
152.168.20.89 db.example.com

Given this scenario, which of the following should the administrator do to address this issue?

A. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.89.

B. Modify the /etc/network file and change the db.example.com entry to 192.168.20.88.

C. Modify the /etc/network file and change the db.example.com entry to 192.168.20.89.

D. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.88.

Answer: A
NEW QUESTION 10
A Linux administrator has installed a web server, a database server, and a web application on a server. The web application should be active in order to render the

web pages. After the administrator restarts the server, the website displays the following message in the browser: Error establishing a database connection. The
Linux administrator reviews the following relevant output from the systemd init files:
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[Unit)

Description=The Apache #HTTP Server

Wants=httpd-init.service

After=network.target remote-fs.target nss-lookup-target httpd-init.service mariadb,service

[Unit]
Description=MariaDB 10.5 database server
After=network.target

The administrator needs to ensure that the database is available before the web application is started. Which of the following should the administrator add to the
HTTP server .service file to accomplish this task?

A. TRIGGERS=mariadb.service
B. ONFAILURE=mariadb.service
C. WANTEDBY=mariadb.service
D. REQUIRES=mariadb.service

Answer: D

NEW QUESTION 13

An administrator needs to make some changes in the laC declaration templates. Which of the following commands would maintain version control?
A. git clone https://github.com/comptia/linux+-.git git push origin

B. git clone https://qgithub.com/comptia/linux+-.git git fetch New-Branch

C. git clone https://github.com/comptia/linux+-.git git status

D. git clone https://github.com/comptia/linuxt+-.gitgit checkout -b <new-branch>

Answer: D

NEW QUESTION 18
A systems administrator has been unable to terminate a process. Which of the following should the administrator use to forcibly stop the process?

A. kill -1

B. kill -3

C. kill -15

D. kill -HUP
E. kill -TERM
Answer: B

NEW QUESTION 22
A systems engineer is adding a new 1GB XFS filesystem that should be temporarily mounted under /ops/app. Which of the following is the correct list of
commands to achieve this goal?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg B i .
pvcreate G /dev/app

— ok
mkfs.xfs /dev/app
mount /dev/app /opt/app

B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg o ) ) ) ~ )
parted /dev/sdb --script mkpart primary xfs 1GB

mkfs.xfs /dev/sdb
mount /dev/sdb /opt/app
C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg
lvs —-create 1G —-name app
mkfs.xfs /dev/app
mount /dev/app /opt/app
D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg
lvcreate -L 1G -n app app vq
mkfs.xfs /dev/app vg/app
mount /dev/app vg/app /opt/app

Answer: D
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NEW QUESTION 24
A DevOps engineer needs to allow incoming traffic to ports in the range of 4000 to 5000 on a Linux server. Which of the following commands will enforce this rule?

A. iptables -f filter -I INPUT -p tcp --dport 4000:5000 -A ACCEPT
B. iptables -t filter -A INPUT -p tcp --dport 4000:5000 -j ACCEPT
C. iptables filter -A INPUT -p tcp --dport 4000:5000 -D ACCEPT
D. iptables filter -S INPUT -p tcp --dport 4000:5000 -A ACCEPT

Answer: B

NEW QUESTION 25
A systems administrator is tasked with setting up key-based SSH authentication. In which of the following locations should the administrator place the public keys
for the server?

. ~/.sshd/authkeys

. ~l.ssh/keys

. ~/.ssh/authorized_keys
. ~/.ssh/keyauth

o0 w>

Answer: C

NEW QUESTION 30
A systems administrator is tasked with mounting a USB drive on a system. The USB drive has a single partition, and it has been mapped by the system to the
device /dev/sdb. Which of the following commands will mount the USB to /media/usb?

A. mount /dev/sdbl /media/usb

B. mount /dev/sdb0 /media/usb

C. mount /dev/sdb /media/usb

D. mount -t usb /dev/sdbl1 /media/usb

Answer: A

NEW QUESTION 32
An administrator installed an application from source into /opt/operations1/ and has received numerous reports that users are not able to access the application
without having to use the full path /opt/operations1/bin/*. Which of the following commands should be used to resolve this issue?

A. echo 'export PATH=$PATH:/opt/operations1/bin' >> /etc/profile
B. echo 'export PATH=/opt/operations1/bin' >> /etc/profile
C. echo 'export PATH=$PATH/opt/operations1/bin' >> /etc/profile
D. echo 'export $PATH:/opt/operations1/bin' >> /etc/profile

Answer: A

Explanation:
It would be better to put the directory before $PATH, so that way the directory is searched before the rest of the pathing options in $PATH.

NEW QUESTION 35
A junior systems administrator has just generated public and private authentication keys for passwordless login. Which of the following files will be moved to the
remote servers?

A.id_dsa.pem
B. id_rsa
C.id_ecdsa
D. id_rsa.pub

Answer: D

NEW QUESTION 40

A systems administrator needs to clone the partition /dev/sdcl to /dev/sddl. Which of the following commands will accomplish this task?
A. tar -cvzf /dev/sddl /dev/sdcl

B. rsync /dev/sdcl /dev/sddl

C. dd if=/dev/sdcl of=/dev/sdd1

D. scp /dev/sdcl /dev/sddl

Answer: C

NEW QUESTION 42

A junior Linux administrator is tasked with installing an application. The installation guide states the application should only be installed in a run level 5
environment.

$ systemctl get-default
getty.target

Which of the following commands would ensure the server is set to runlevel 5?
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A. systemctl isolate multi-user.target
B. systemctl isolate graphical.target
C. systemctl isolate network.target
D. systemctl isolate basic.target

Answer: B

NEW QUESTION 43
A systems administrator is tasked with creating an Ansible playbook to automate the installation of patches on several Linux systems. In which of the following
languages should the playbook be written?

A. SQL
B. YAML
C. HTML
D. JSON

Answer: B

NEW QUESTION 47
A Linux systems administrator receives a notification that one of the server’s filesystems is full. Which of the following commands would help the administrator to
identify this filesystem?

A. Isblk
B. fdisk
C.df-h
D. du -ah

Answer: C

NEW QUESTION 52
A Linux administrator recently downloaded a software package that is currently in a compressed file. Which of the following commands will extract the files?

A. unzip -v
B. bzip2 -z
C. gzip

D. funzip

Answer: C

NEW QUESTION 56
A cloud engineer is installing packages during VM provisioning. Which of the following should the engineer use to accomplish this task?

A. Cloud-init
B. Bash

C. Docker
D. Sidecar

Answer: A

NEW QUESTION 58

Which of the following commands is used to configure the default permissions for new files?
A. setenforce

B. sudo

C. umask

D. chmod

Answer: C

NEW QUESTION 60
When trying to log in remotely to a server, a user receives the following message:

Wed Sep 15 17:23:45 CEST 2021 from 10.0.4.3 on ssh:notty
L o e = - = | . i i g = - i, M 1 . i Pl =pe ) -
There were 3 failed login attempts since the last successful login.
Connection to localhost closed

The server administrator is investigating the issue on the server and receives the following outputs:
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Which of the following is causing the issue?

A. The wrong permissions are on the user’'s home directory.
B. The account was locked out due to three failed logins.

C. The user entered the wrong password.

D. The user has the wrong shell assigned to the account.

Answer: D

NEW QUESTION 65
A Linux system is failing to start due to issues with several critical system processes. Which of the following options can be used to boot the system into the single
user mode? (Choose two.)

A. Execute the following command from the GRUB rescue shell: mount -o remount, ro/sysroot.

. Interrupt the boot process in the GRUB menu and add systemd.unit=single in the kernel line.

C. Interrupt the boot process in the GRUB menu and add systemd.unit=rescue.target in the kernel line.
. Interrupt the boot process in the GRUB menu and add single=user in the kernel line.

. Interrupt the boot process in the GRUB menu and add init=/bin/bash in the kernel line.

. Interrupt the boot process in the GRUB menu and add systemd.unit=single.target in the kernel line.

us]

mmQ

Answer: CE

NEW QUESTION 67
A systems administrator received a notification that a system is performing slowly. When running the top command, the systems administrator can see the
following values:

%Cpu(s): 2.7 us, 1.9 sy, 0.0 ni, 0.4 id, 95 wa, 0.0 hi, 0.0 si 0.0 st

Which of the following commands will the administrator most likely run NEXT?

A. vmstat
B. strace
C. htop
D. Isof

Answer: A

NEW QUESTION 72
A Linux administrator created the directory /project/access?2all. By creating this directory, the administrator is trying to avoid the deletion or modification of files from
non-owners. Which of the following will accomplish this goal?

A. chmod +t /project/access?2all

B. chmod +rws /project/access?2all

C. chmod 2770 /project/access?2all

D. chmod ugo+rwx /project/access2all

Answer: A

NEW QUESTION 76
A Linux systems administrator needs to copy files and directories from Server A to Server B. Which of the following commands can be used for this purpose?
(Select TWO)

. rsyslog
cp

. rsync

. reposync
. scp

. ssh

TMOUO W >

Answer: CE
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NEW QUESTION 80
A user is asking the systems administrator for assistance with writing a script to verify whether a file exists. Given the following:

#1/bin/bash

filename=S1

<CONDITIONAL>
2

echo "File exists

else

echo "File does not exist"™
fi

Which of the following commands should replace the <CONDITIONAL> string?

A. if [ -f "$filename" |; then
B. if [ -d "$filename" ]; then
C. if [ -f "$filename" ] then
D. if [ -f "$filename" ]; while

Answer: A

NEW QUESTION 83
A Linux administrator has been tasked with installing the most recent versions of packages on a RPM-based OS. Which of the following commands will accomplish
this task?

A. apt-get upgrade
B. rpm -a

C. yum updateinfo

D. dnf update

E. yum check-update

Answer: D

NEW QUESTION 86
A Linux administrator is troubleshooting the root cause of a high CPU load and average.

- UpLime

07:30:43 up 20 days, 3 min, 1 user, load average: 2.9%8, 3.6z, 5.Z1
5 top

PID USER PR NI VIRT RES SHR 5 sCPU sMEM TIME+ COMMAND

©295 userl 30 -10 5465 56465 8254 R 86.5 1.5 7:35.25 appl

5> ps -el grep userl

userl o235 1 7:42:13 tty/l 06:48:29% /usr/local/bin/appl

Which of the following commands will permanently resolve the issue?

A. renice -n -20 6295
B. pstree -p 6295
C.iostat-cy 15

D. kill -9 6295

Answer: A

NEW QUESTION 89
A Linux administrator was tasked with deleting all files and directories with names that are contained in the sobelete.txt file. Which of the following commands will
accomplish this task?

A. xargs -f cat toDelete.txt -rm
B. rm -d -r -f toDelete.txt

C. cat toDelete.txt | rm -frd

D. cat toDelete.txt | xargs rm -rf

Answer: B

NEW QUESTION 90

A Linux administrator created a new file system. Which of the following files must be updated to ensure the filesystem mounts at boot time?
A. /etc/sysctl

B. /etc/filesystems
C. /etc/fstab
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D. /etc/nfsmount.conf

Answer: C

NEW QUESTION 95

A Linux administrator would like to use systemd to schedule a job to run every two hours. The administrator creates timer and service definitions and restarts the
server to load these new configurations. After the restart, the administrator checks the log file and notices that the job is only running daily. Which of the following is
MOST likely causing the issue?

A. The checkdiskspace.service is not running.

B. The checkdiskspace.service needs to be enabled.

C. The OnCalendar schedule is incorrect in the timer definition.
D. The system-daemon services need to be reloaded.

Answer: D

NEW QUESTION 100
What is the main objective when using Application Control?

A. To filter out specific content.

B. To assist the firewall blade with handling traffic.
C. To see what users are doing.

D. Ensure security and privacy of information.

Answer: C

NEW QUESTION 101
A Linux administrator modified the SSH configuration file. Which of the following commands should be used to apply the configuration changes?

A. systemctl stop sshd
B. systemctl mask sshd
C. systemctl reload sshd
D. systemctl start sshd

Answer: C

NEW QUESTION 104
A Linux administrator needs to remove software from the server. Which of the following RPM options should be used?

A.rpm -s
B.rm-d

C.rpm-q
D.rpm -e

Answer: D

NEW QUESTION 108
Which of the following is a function of a bootloader?

A. It initializes all the devices that are required to load the OS.

B. It mounts the root filesystem that is required to load the OS.

C. It helps to load the different kernels to initiate the OS startup process.
D. It triggers the start of all the system services.

Answer: C

NEW QUESTION 110
A Linux administrator is alerted to a storage capacity issue on a server without a specific mount point or directory. Which of the following commands would be
MOST helpful for troubleshooting? (Choose two.)

A. parted
B. df

C. mount
D. du

E. fdisk
F. dd
G.lIs

Answer: BD

NEW QUESTION 113
A systems administrator is receiving tickets from users who cannot reach the application app that should be listening on port 9443/tcp on a Linux server.
To troubleshoot the issue, the systems administrator runs netstat and receives the following output:
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# netstat -anp | grep appd | grep -w LISTEN
tcp 0 0 127.0.0.1:9443 0.0.0.0:* LISTEN 1234/appd

Based on the information above, which of the following is causing the issue?

A. The IP address 0.0.0.0 is not valid.

B. The application is listening on the loopback interface.
C. The application is listening on port 1234.

D. The application is not running.

Answer: B

Explanation:
The server is in a "Listen" state on port 9943 using its loopback address. The "1234" is a process-id

NEW QUESTION 115
A Linux systems administrator is configuring a new filesystem that needs the capability to be mounted persistently across reboots. Which of the following
commands will accomplish this task? (Choose two.)

A. df -h /data

B. mkfs.ext4 /dev/sdcl

C. fsck /dev/sdcl

D. fdisk -l /dev/sdc1

E. echo "/data /dev/sdcl ext4 defaults 0 0" >> /etc/fstab
F. echo "/dev/sdcl /data ext4 defaults 0 0" >> /etc/fstab

Answer: BF

Explanation:

"modify the /etc/fstab text file to automatically mount the new partition by opening it in an editor and adding the following line:

/dev/ xxx 1 /data ext4 defaults 1 2

where xxx is the device name of the storage device" https://learning.oreilly.com/library/view/mastering-linux-system/9781119794455/b01.xhtml

NEW QUESTION 120
A Linux administrator needs to correct the permissions of a log file on the server. Which of the following commands should be used to set filename.log permissions
to -rwxr—--. ?

A. chmod 755 filename.log
B. chmod 640 filename.log
C. chmod 740 filename.log
D. chmod 744 filename.log

Answer: D

NEW QUESTION 121

A Linux administrator rebooted a server. Users then reported some of their files were missing. After doing some troubleshooting, the administrator found one of the
filesystems was missing. The filesystem was not listed in /etc/f stab and might have been mounted manually by someone prior to reboot. Which of the following
would prevent this issue from reoccurring in the future?

A. Sync the mount units.

B. Mount the filesystem manually.

C. Create a mount unit and enable it to be started at boot.
D. Remount all the missing filesystems

Answer: C

NEW QUESTION 123
A Linux administrator is creating a primary partition on the replacement hard drive for an application server. Which of the following commands should the
administrator issue to verify the device name of this partition?

A. sudo fdisk /dev/sda
B. sudo fdisk -s /dev/sda
C. sudo fdisk -I

D. sudo fdisk -h

Answer: C
NEW QUESTION 127
A user generated a pair of private-public keys on a workstation. Which of the following commands will allow the user to upload the public key to a remote server

and enable passwordless login?

A. scp ~/.sshfid_rsa user@server:~/
B. rsync ~ /.ssh/ user@server:~/
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C. ssh-add user server
D. ssh-copy-id user@server

Answer: D

NEW QUESTION 128
Userl is a member of the accounting group. Members of this group need to be able to execute but not make changes to a script maintained by User2. The script
should not be accessible to other users or groups. Which of the following will give proper access to the script?

A. chown user2:accounting script.sh chmod 750 script.sh
B. chown userl:accounting script.sh chmod 777 script.sh
C. chown accounting:userl script.sh chmod 057 script.sh
D. chown user2:accounting script.shchmod u+x script.sh

Answer: C

NEW QUESTION 131
A Linux administrator is providing a new Nginx image from the registry to local cache. Which of the following commands would allow this to happen?

A. docker pull nginx

B. docker attach nginx
C. docker commit nginx
D. docker import nginx

Answer: A

NEW QUESTION 134
A cloud engineer needs to remove all dangling images and delete all the images that do not have an associated container. Which of the following commands will
help to accomplish this task?

A. docker images prune -a
B. docker push images -a
C. docker rmi -a images

D. docker images rmi --all

Answer: A

NEW QUESTION 137
A Linux administrator is trying to remove the ACL from the file /home/user/data. txt but receives the following error message:

setfacl: data.txt: operation not permitted

i

Given the following analysis:

Faliam i 1 pey - Mais Fods vdfe e SemTag o e b g

/dev/mapper/linux-home on /home type xfs (rw,relatime, seclabel,attr2,inodeéd,usrquota)
L i AR — - “9E4 cap 15 TEC o i

—-IW-IW-I 1 user stalf 2354 Sep 15 le:33 data.LXxt

-rw-rw-r-—+ ser staff unconfined u:object r:user home t:sl data.txt

i owner: user

# group: staff
Ser:irw-
serraccounting:rw-

group L=

mask: rw-

nt hr_‘.\ T

Attributes

Which of the following is causing the error message?

A. The administrator is not using a highly privileged account.
B. The filesystem is mounted with the wrong options.

C. SELinux file context is denying the ACL changes.

D. File attributes are preventing file modification.

Answer: D

NEW QUESTION 139
A developer reported an incident involving the application configuration file /etc/httpd/conf/httpd.conf that is missing from the server. Which of the following
identifies the RPM package that installed the configuration file?
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A. rpm -gf /etc/httpd/conf/httpd.conf
B. rpm -gl /etc/httpd/conf/httpd.conf
C. rpm —query /etc/httpd/conf/httpd.conf
D. rpm -q /etc/httpd/conf/httpd.conf

Answer: A

NEW QUESTION 141

A Linux administrator needs to create a new user named user02. However, user02 must be in a different home directory, which is under /comptia/projects. Which
of the following commands will accomplish this task?

A. useradd -d /comptia/projects user02
B. useradd -m /comptia/projects user02
C. useradd -b /comptia/projects user02
D. useradd -s /comptia/projects user02

Answer: A

NEW QUESTION 143

Junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.

INSTRUCTIONS

Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant event
commands.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

CentOS Command Prompt

A. Mastered
B. Not Mastered

Answer: A

Explanation:

yum install httpd

systemctl --now enable httpd systemctl status httpd

netstat -tunlp | grep 80 pkill <processname> systemctl restart httpd systemctl status httpd

NEW QUESTION 148
A Linux administrator needs to obtain a list of all volumes that are part of a volume group. Which of the following commands should the administrator use to

accomplish this task?
A. vgs

B. Ivs

C. fdisk -1

D. pvs

Answer: D

NEW QUESTION 149
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A Linux engineer has been notified about the possible deletion of logs from the file /opt/app/logs. The engineer needs to ensure the log file can only be written into
without removing previous entries.

# lsattz /opt/app/logs
-------------- e--- logs

Which of the following commands would be BEST to use to accomplish this task?

A. chattr +a /opt/app/logs
B. chattr +d /opt/app/logs
C. chattr +i /opt/app/logs
D. chattr +c /opt/app/logs

Answer: A

NEW QUESTION 154

As a Systems Administrator, to reduce disk space, you were tasked to create a shell script that does the following:
Add relevant content to /tmp/script.sh, so that it finds and compresses rotated files in /var/log without recursion.
INSTRUCTIONS

Fill the blanks to build a script that performs the actual compression of rotated log files.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Shippets

#!/bin/bash

#name: script.sh

find fvar/log -type f -maxdepth 1 | grep » ftmp/tempfile
filename ${cat )

o
$filename

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Snippets

#!/bin/bash

#name: script.sh

i
find fvar/log -type f -maxdepth 1 | grep |

P bl

1 I filename

- e s e s s

: ¥ ftmp/tempfile

NEW QUESTION 155

A Linux administrator was notified that a virtual server has an 1/O bottleneck. The Linux administrator analyzes the following output:

root@linux:~# uptime

18:43:47 up 1 day, 19:58, 1 user, load average: 9.90, 5.83, 2.49

root@linux:~¢ vmstat 10 10

PIOCE ~ormmemmoms T e L e e 10-m== =BYStEl ~=neemneemny o, e

r b swpd free Dbuff cache si 50 bi bo in s us sy id wa st
13 0O 5520 141228 98932 2325312 O 2 10 28 192 167 1 0 %9 0 0
10 0 5608 131280 9g932 232532 0 26211 0 28211 142 393 91 9§ 0 0 0
10 0 5528 1096 98932 2325324 O 5242 0 5242 333 402 9% 4 0 0 O
root@linux:~¢ free -m

total used free shared buff/cache avallable

Mem: 3933 1454 110 13 2368 2202
Swap: 1497 5 1491

Given there is a single CPU in the sever, which of the following
A. The system is running out of swap space.

B. The CPU is overloaded.

C. The memory is exhausted.

D. The processes are paging.

Answer: B

NEW QUESTION 157

is causing the slowness?

An administrator deployed a Linux server that is running a web application on port 6379/tcp. SELinux is in enforcing mode based on organization policies.

The port is open on the firewall.

Users who are trying to connect to a local instance of the web application receive Error 13, Permission denied. The administrator ran some commands that

resulted in the following output:

# semanage port -1 | egrep '("h
http port t tcp 80, 81, 443, 48
# curl http://localhost/App.php
Cannot connect to App Server.

Ltp port t|e379)'
8, 8008, 8009, 8443, 5000

Which of the following commands should be used to resolve the issue?

A. semanage port -d -t http_port_t -p tcp 6379
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B. semanage port -a -t http_port_t -p tcp 6379
C. semanage port -a http_port_t -p top 6379
D. semanage port - -t http_port_tcp 6379

Answer: B

NEW QUESTION 158
An administrator is trying to diagnose a performance issue and is reviewing the following output:

avg-cpu: suser inice %system %lowalt %steal %idle

00 0,00 LI 1700 0.00 63,00
Davice tps kB reaa/s kB wrtn/s B read kB wrtl
adb 345.00 0.02 0.04 4739073123 23B49523
sdbl 345.00  32102.03 12203.01 4739073123 23849523

System Properties: CPU: 4 vCPU

Memory: 40GB

Disk maximum IOPS: 690

Disk maximum throughput: 44Mbps | 44000Kbps

Based on the above output, which of the following BEST describes the root cause?

A. The system has reached its maximum IOPS, causing the system to be slow.

B. The system has reached its maximum permitted throughput, therefore iowait is increasing.
C. The system is mostly idle, therefore the iowait is high.

D. The system has a patrtitioned disk, which causes the IOPS to be doubled.

Answer: B

NEW QUESTION 160
A Linux engineer needs to create a custom script, cleanup.sh, to run at boot as part of the system services. Which of the following processes would accomplish
this task?

A. Create a unit file in the /etc/default/ director

B. systemctl enable cleanupsystemctl is-enabled cleanup
C. Create a unit file in the /etc/skel/ director

D. systemctl enable cleanupsystemctl is-enabled cleanup
E. Create a unit file in the /etc/systemd/system/ director
F. systemctl enable cleanupsystemctl is-enabled cleanup
G. Create a unit file in the /etc/sysctl.d/ director

H. systemctl enable cleanupsystemctl is-enabled cleanup

Answer: C

NEW QUESTION 165

An administrator accidentally deleted the /boot/vmlinuz file and must resolve the issue before the server is rebooted. Which of the following commands should the
administrator use to identify the correct

version of this file?

A. rpm -ga | grep kernel; uname -a

B. yum -y update; shutdown -r now

C. cat /etc/centos-release; rpm -Uvh --nodeps
D. telinit 1; restorecon -Rv /boot

Answer: A

NEW QUESTION 166
A Linux engineer needs to download a ZIP file and wants to set the nice of value to -10 for this new process. Which of the following commands will help to
accomplish the task?

A. $ nice -v -10 wget https://foo.com/installation.zip
B. $ renice -v -10 wget https://foo.com/installation.2ip
C. $ renice -10 wget https://foo.com/installation.zip
D. $ nice -10 wget https://foo.com/installation.zip

Answer: D

NEW QUESTION 167
A developer has been unable to remove a particular data folder that a team no longer uses. The developer escalated the issue to the systems administrator. The
following output was received:
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# rmdir data/

rmdir: failed to remove ‘data/': Operation not permitted

# rm -rf data/

rm: cannot remove ‘data': Operation not permitted

# mv data/ mydata

mv: cannot move ‘data/' to '‘mydata': Operation not permitted
# cd data/

# cat > test.txt

bash: test.txt: Permission denied

Which of the following commands can be used to resolve this issue?

A. chgrp -R 755 data/
B. chmod -R 777 data/
C. chattr -R -i data/

D. chown -R data/

Answer: C

NEW QUESTION 169
A systems administrator is investigating why one of the servers has stopped connecting to the internet.

S&AXCh usse
fnameservar 10.10,10.10
£1p route
0.0.0/2 via 10.0.5.1 dev ethl proto statlic metric 140
10,0.0,0/16 dev athil proto kernel scope link src 10.0.3.60 metric 10%
gnmeli connection show
NAME UUIL TIPE DEVICE
athi badaidii-efdc-4fas-8343-37211d4att /5 athernset ethi
Wired connecticn 1 2d5e8dSa-22a2-3156d-8532-%a2638f11b5as gtharnes ==

Which of the following is causing the issue?

A. The DNS address has been commented out in the configuration file.
B. The search entry in the /etc/resolv.conf file is incorrect.

C. Wired connection 1 is offline.

D. No default route is defined.

Answer: A

NEW QUESTION 174

A systems administrator created a new Docker image called test. After building the image, the administrator forgot to version the release. Which of the following
will allow the administrator to assign the v1 version to the image?

A. docker image save test test:vl

B. docker image build test:vl

C. docker image tag test test:vl

D. docker image version test:vl

Answer: C

NEW QUESTION 176
A systems administrator is deploying three identical, cloud-based servers. The administrator is using the following code to complete the task:
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resource "ape instance" "e2l 1nstance”
aill = datd.ab” aml.vendor-Linux--.1d
b . .
da3s0Cclate public 1p adqares = Lrue
count =
e R Sy, - R SR PR | |
1NETaNceE CyDe= Instanc= LYypD=
VRO SeCULLLY JIOUR L4s L il el =.‘L_; ULOUD.d 1w S50,
2
A |
rEY Mame = L lrey — 1w ay malr L._ name
D slalii= E=1 - s Fﬁ.l.-. r-;_ll' !:-GJ.-.l e ¥ aae Shd LS
Cagl3 =
o el R | s e S HiEh = "
VELLLS = = ﬂ:tluﬁn:tl':_[:"j i w |l ]’Ir-la_ .-J._::

Which of the following technologies is the administrator using?

A. Ansible
B. Puppet
C. Chef

D. Terraform

Answer: D

NEW QUESTION 181

A Linux administrator booted up the server and was presented with a non-GUI terminal. The administrator ran the command systemctl isolate graphical.target and
rebooted the system by running systemctl reboot, which fixed the issue. However, the next day the administrator was presented again with a non-GUI terminal.
Which of the following is the issue?

A. The administrator did not reboot the server properly.

B. The administrator did not set the default target to basic.target.

C. The administrator did not set the default target to graphical.target.
D. The administrator did not shut down the server properly.

Answer: C

NEW QUESTION 182
Several users reported that they were unable to write data to the /oraclel directory. The following output has been provided:

Filesystem |Size | Used Available Use? Mounted on
- - 4 i i - - = — e

/dev/sdbl |100G 150G 1506 50% /oraclel

Which of the following commands should the administrator use to diagnose the issue?

A. df -i /oraclel

B. fdisk -1 /dev/sdbl
C. Isblk /dev/sdbl
D. du -sh /oraclel

Answer: A

NEW QUESTION 184

A Linux administrator has logged in to a server for the first time and needs to know which services are allowed through the firewall. Which of the following options
will return the results for which the administrator is looking?

A. firewall-cmd —get-services

B. firewall-cmd —check-config

C. firewall-cmd —list-services

D. systemctl status firewalld

Answer: C

NEW QUESTION 188
A systems administrator is investigating an issue in which one of the servers is not booting up properly. The journalctl entries show the following:
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Sep -6 AU:30:43 server kernel: acpi PNPOAOD::00: 0SC failed (AE NOT FOUND);
-- Subject: Unit dev-mapper-certos\x2dapp.device has failed
Sep -6 20:32:1% server systemd({.]: Dependency failed for /opt/app

== Subject: Unit opt-app.mount has failed
-- Unit opt-app.mount nhas failed
Seap -6 20:32:1% server systemd(.): Dependency failed for Local File Systams.
-- Subject: Unit locai-fs.zarget has failed
-- Unit local-fs.target has failed.

Sep 26 20:32:15 server systemd[l]: Dependency failed
-- Subject: Unit rhel-autorelabel.service has failed

(]

Felapel all filesyszem, if necessary.

ri

rhel-autorelapel.service has falled.

Which of the following will allow the administrator to boot the Linux system to normal mode quickly?
A. Comment out the /opt/app filesystem in /etc/fstab and reboot.

B. Reformat the /opt/app filesystem and reboot.

C. Perform filesystem checks on local filesystems and reboot.
D. Trigger a filesystem relabel and reboot.

Answer: A

NEW QUESTION 190
A junior administrator is setting up a new Linux server that is intended to be used as a router at a remote site. Which of the following parameters will accomplish
this goal?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg . _
echo 1 > /proc/sys/net/1pvd4/ip forward

iptables -t nat -A PREROUTING -1 eth0 -] MASQUERADE

B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg
echo 1 > /proc/sys/net/i1pvd/ip forward
iptables -t nat -D POSTROUTING -0 eth0 -j MASQUERADE

C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

echo 1 > /proc/sys/net/ipv4/ip forward
iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE

D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

echo 1 > /proc/sys/net/ipv4/ip forward
iptables -t nat -A PREROUTING -0 eth(0 -] MASQUERADE

Answer: A

NEW QUESTION 191
A newly created container has been unable to start properly, and a Linux administrator is analyzing the cause of the failure. Which of the following will allow the
administrator to determine the FIRST command that is executed inside the container right after it starts?

A. docker export <container_id>
B. docker info <container_id>

C. docker start <container_id>

D. docker inspect <container_id>

Answer: D

NEW QUESTION 194

A systems administrator was tasked with assigning the temporary IP address/netmask 192.168.168.1/255.255.255.255 to the interface ethO of a Linux server.
When adding the address, the following error appears:

# ip address add 192.168.168.1/33 dev eth0

Error: any valid prefix is expected rather than "192.168.168.1/33".

Based on the command and its output above, which of the following is the cause of the issue?

A. The CIDR value /33 should be /32 instead.

B. There is no route to 192.168.168.1/33.

C. The interface ethO does not exist.

D. The IP address 192.168.168.1 is already in use.
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Answer: C

NEW QUESTION 199

A systems administrator requires that all files that are created by the user named web have read-only permissions by the owner. Which of the following commands
will satisfy this requirement?

A. chown web:web /home/web

B. chmod -R 400 /home/web

C. echo "umask 377" >> /home/web/.bashrc
D. setfacl read /home/web

Answer: B

NEW QUESTION 202

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM XK0-005 Dumps From Exambible
exam blb|@ https://www.exambible.com/XK0-005-exam/ (161 Q&AS)

Relate Links

100% Pass Your XK 0-005 Exam with Exambible Prep Materials

https://www.exambible.com/X K 0-005-exam/

Contact us

Weare proud of our high-quality customer service, which servesyou around the clock 24/7.

Viste - https.//www.exambible.com/

Your Partner of IT Exam visit - https://www.exambible.com


https://www.exambible.com/XK0-005-exam/
https://www.exambible.com/
http://www.tcpdf.org

