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NEW QUESTION 1
What is the term used to describe giving an AWS user only access to the exact services he/she needs to do the required job and nothing more?
Choose the Correct Answer

A. The Least Privilege User Principal
B. The Principal of Least Privilege
C. The Only Access Principal.
D. None of the above

Answer: B

NEW QUESTION 2
What you create and S3 bucket, what rules must be followed regarding the bucket name? (Select all that apply) Choose the 2 Correct answers:

A. Bucket names must be unique across all of AWS.
B. Bucket names must be between 3-63 characters in length.
C. Bucket names must contain at least one uppercase letter
D. Bucket names can be formatted as IP addresses

Answer: AB

Explanation: 
Although certain regions do allow for uppercase letters in the bucket name, uppercase letters are NOT required. Also, a bucket name cannot be formatted as an IP
address.

NEW QUESTION 3
You have just set up a brand new AWS account. You want to keep monthly billing under $100, but you are worried about going over that limit. What can you set up
in order to be notified when the
monthly bill approaches $100?
Choose the Correct Answer

A. A CloudTrail billing alarm that triggers an SNS notification to your email address.
B. A SNS billing alarm that triggers a CloudWatch notification to your email address.
C. A CloudWatch billing alarm that triggers an SNS notification to your email address.
D. A CloudWatch billing alarm that triggers a CloudTrail notification to your email addres

Answer: C

Explanation: 
In CloudWatch, you can set up a billing alarm that will trigger when your monthly bill hit the set threshold. That alarm can then be set up to trigger an SNS topic
that will send you a notification that the alarm threshold as been met.

NEW QUESTION 4
Which S3 storage class has lowest object availability rating?
Choose the Correct Answer

A. Standard
B. Reduced Redundancy
C. Infrequent Access
D. All of them have the same availability rating

Answer: C

Explanation: 
Infrequent access has the lowest availability rating (99.90%). Standard and Reduced Redundancy have an availability rating of 99.99%

NEW QUESTION 5
The concept of elasticity is most closely associated with which of the following?
Choose the Correct Answer

A. Auto Scaling
B. Network Security
C. Serverless Computing
D. Elastic Load Balancing

Answer: A

Explanation: 
Elasticity is the concept that a system can easily (and cost-effectively) both increase in capacity based on-demand and also shrink in capacity based on-demand.
Auto Scaling on AWS is specifically designed to (automatically) increase and decrease server capacity based on-demand.

NEW QUESTION 6
What does S3 stand for? Choose the Correct Answer

A. Simple Storage Service
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B. Simplified Storage Service
C. Simple Store Service
D. Service for Simple Storage

Answer: A

NEW QUESTION 7
Why would a company decide to use AWS over an on-premises data center? (Select all that apply) Choose the 4 Correct answers:

A. Highly available infrastructure
B. Elastic resources based on demand
C. No upfront cost
D. Cost-effective

Answer: ABCD

Explanation: 
All four answers listed are reasons why a company may decide to use AWS over an on-premises data center.

NEW QUESTION 8
What is one benefit AND one drawback of buying a reserved EC2 instance? (Select two) Choose the 2 Correct answers:

A. You can terminate the instance at any time without any further pricing commitment.
B. Reserved instances can be purchased as a significant discount over on-demand instances.
C. You can potentially save a lot of money by placing a lower "bid" price.
D. You are locked in to either a one- or three-year pricing commitmen

Answer: BD

Explanation: 
Reserved instances require a one- or three-year purchase term, so you are committing to paying for that much compute capacity for that full time period. However,
in exchange for the long-term commitment, you will receive a discount (of up to 75%) over using an on-demand instance (for that same time period).

NEW QUESTION 9
Before moving and/or storing object in AWS Glacier, what considerations should you make regarding the data you want to store.
Choose the Correct Answer

A. Make sure the data is properly formatted for storage Glacier.
B. Make sure the total amount of data you want to store in under 1 terabyte in size.
C. Make sure you are ok with it taking at minimum a few minutes to retrieve the data once stored in Glacier.
D. None of the abov

Answer: C

Explanation: 
Objects stored in Glacier take time to retrieve. You can pay for expedited retrieval, which will take several minutes - OR wait several hours (for normal retrieval).

NEW QUESTION 10
Jeff is building a web application on AWS. He wants to make sure his application is highly available to his customers. What infrastructure components of the AWS
cloud allow Jeff to accomplish this goal? (Select all that apply)
Choose the 2 Correct answers:

A. Availability Zones
B. Regional Zones
C. Regions
D. Data Locations

Answer: AC

Explanation: 
As part of AWS' global infrastructure, Regions and Availability Zones allow for backups and duplicate components to be placed in seperate (isolated) areas of the
globe. If one region/Availability Zone
were to fail, duplicates in other regions/Availability Zones can be used.

NEW QUESTION 10
What is AWS's serverless compute service?
Choose the Correct Answer

A. S3
B. Lambda
C. EC2
D. None of the above

Answer: B

Explanation: 
AWS has two main compute services, EC2 (server-based) and Lambda (serverless).
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NEW QUESTION 13
Stephen is having issues tracking how much compute capacity his application is using. Ideally, he wants to track and have alarms for when CPU utilization goes
over 70%. What should Stephen do to accomplish this?
Choose the Correct Answer

A. Configure an SNS topic with an alarm threshold set to trigger when CPU utilization is greater than 70%.
B. Configure a CloudWatch alarm with an alarm threshold set to trigger when CPU utilization is greater than 70%.
C. Configure a CloudWatch alarm with an alarm threshold set to trigger when CPU utilization is greater than or equal to 70%.
D. None of the abov

Answer: B

Explanation: 
The answer is to configure a CloudWatch alarm with an alarm threshold set to trigger when CPU utilization is greater than 70%. This will display the alarm in
"alarm" state when CPU utilization is greater than 70%. This question has been worded very specifically with the works "goes above 70%". This disqualifies the
answer that stated "great than or equal to 70%". The AWS exam will have very tricky questions like this.

NEW QUESTION 15
If you want to easily share a file with a friend, family or coworker, what AWS solution should you use?
Choose the Correct Answer

A. Mail them a flash drive with the file on it.
B. Create an EC2 instance and give provide login credentials so others can access the file.
C. Upload the object to S3 and share it via its object's S3 public object URL.
D. None of the abov

Answer: C

Explanation: 
You can easily share objects uploaded into S3 by provided others with the object's URL.

NEW QUESTION 16
You have been tasked by your department head to upload a batch of files to an S3 bucket; however, when you select S3 on the AWS console, you see a
notification stating that you do not have permission to access S3. What is the most probable cause of this error?
Choose the Correct Answer

A. It takes 24 hours go get access to S3.
B. The S3 service is currently down for maintenance.
C. You do not have an S3 access policy attached to your IAM user.
D. Your boss has not enabled proper bucket permission

Answer: C

Explanation: 
If you get an error stating that you do not have proper permissions to access/use and AWS service, then most likely your IAM user does not have the proper
permission policy attached.

NEW QUESTION 21
If you have a set of frequently accessed files that are used on a daily basis, what S3 storage class should you store them in?
Choose the Correct Answer

A. Infrequent Access
B. Reduced Redundancy
C. Standard
D. Fast Access

Answer: C

Explanation: 
The Standard storage class should be used for files that you access on a daily or very frequent basis.

NEW QUESTION 23
Which of the following will effect price you pay for an EC2 instance? (Select all that apply) Choose the 3 Correct answers:

A. Instance Type.
B. Selected Storage Class
C. How long you use the instance for.
D. Amazon Machine Image (AMI).

Answer: ACD

Explanation: 
EC2 instance pricing various depending on many variables. 1) The type of buying option 2) Selected Ami 3) Selected instance type 4) Region 5) Data in/out 6)
Storage capacity

NEW QUESTION 27
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If you want in-depth details on how to create, manage, and attach IAM access policies to IAM users, in what AWS resource should you look?
Choose the Correct Answer

A. AWS How-To-Help Section
B. AWS Service Documentation
C. AWS Whitepapers
D. None of the above

Answer: B

Explanation: 
AWS Service documentation is a collection of documents specific to each AWS service. They contain detailed how-to's, as well as technical walkthroughs and
specifications.

NEW QUESTION 31
What acts as an address (like a mailing address) for a web server located on a network?
Choose the Correct Answer

A. DNS Server
B. IP Address
C. Common language domain name
D. None of the above

Answer: B

Explanation: 
An IP address is a severs address on a network. It is how traffic/request get routed to it (much like a piece of mail gets routed to your home).

NEW QUESTION 35
Under what circumstances would someone want to use ElastiCache? (Select all that apply) Choose the 2 Correct answers:

A. They need a NoSQL database option
B. They need to use Edge Locations to cache content
C. The need improved improve the performance of their web application.
D. They need in-memory data store servic

Answer: CD

Explanation: 
ElastiCache is used as an in-memory data store or cache in the cloud. Benefits include improved performance for web applications (that rely on information stored
in a database). Edge Locations are used for caching content with the CloudFront service, so that is not a answer here.

NEW QUESTION 38
What are the benefits of AWS Organizations? (Select all that apply)
Choose the 2 Correct answers:

A. Analyze cost across all multiple AWS accounts.
B. Automate AWS account creation and management.
C. Centrally manage access polices across multiple AWS accounts.
D. None of the abov

Answer: BC

Explanation: 
AWS Organizations has four main benefits: 1) Centrally manage access polices across multiple AWS accounts. 2) Automate AWS account creation and
management. 3) Control access to AWS services 4) Enable consolidated billing across multiple AWS accounts Analyzing cost is done through the Cost Explorer
(or TCO calculator), which is not part of AWS Organizations.

NEW QUESTION 39
What AWS service allows you to have your own private network in the AWS cloud?
Choose the Correct Answer

A. Virtual Private Network (VPN)
B. Virtual Private Cloud (VPC)
C. Virtual Cloud Network (VCN)
D. None of the abov

Answer: B

Explanation: 
A Virtual Private Cloud (VPC) is a private sub-section of AWS that is your own private network. You control what resources you place inside the VPC and the
security features around it.

NEW QUESTION 43
What AWS database is primarily used to analyze data using standard SQL formatting with compatibility for your existing business intelligence tools?
Choose the Correct Answer
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A. ElastiCache
B. DynamoDB
C. Redshift
D. RDS

Answer: C

Explanation: 
Redshift is a database offering that is fully-managed and used for data warehousing and analytics, including compatibility with existing business intelligence tools.

NEW QUESTION 44
What AWS service help you estimate the cost of using AWS vs. an on-premises data center?
Choose the Correct Answer

A. Cost Explorer
B. Consolidated Billing
C. TCO Calculator
D. None of the above

Answer: C

Explanation: 
The TCO (total cost of ownership) calculator helps you estimate the cost of using AWS vs. an onpremises data center.

NEW QUESTION 46
What best describes the concept of fault tolerance?
Choose the Correct Answer

A. The ability for a system to withstand a certain amount of failure and still remain functional.
B. The ability for a system to grow and shrink based on demand.
C. The ability for a system to grow in size, capacity, and/or scope.
D. The ability for a system be accessible when you attempt to access i

Answer: A

Explanation: 
Fault tolerance describes the concept of a system (in our case a web application) to have failure in some of its components and still remain accessible (highly
available). Fault tolerant web applications will have at least two web servers (in case one fails).

NEW QUESTION 49
What best describes the concept of high availability?
Choose the Correct Answer

A. The ability for a system to grow and shrink based on demand.
B. The ability for a system to withstand a certain amount of failure and still remain functional.
C. The ability for a system to grow in size, capacity, and/or scope.
D. The ability for a system be accessible when you attempt to access i

Answer: D

Explanation: 
High availability refers to the concept that something will be accessible when you try to access it. An object or web application is "highly available" when it is
accessible a vast majority of the time.

NEW QUESTION 50
What best describes the concept of scalability?
Choose the Correct Answer

A. The ability for a system to withstand a certain amount of failure and still remain functional.
B. The ability for a system to grow in size, capacity, and/or scope.
C. The ability for a system to grow and shrink based on demand.
D. The ability for a system be accessible when you attempt to access i

Answer: B

Explanation: 
Scalability refers to the concept of a system being able to easily (and cost-effectively) scale UP. For web applications, this means the ability to easily add server
capacity when demand requires.

NEW QUESTION 51
What best describes the concept of elasticity?
Choose the Correct Answer

A. The ability for a system to grow in size, capacity, and/or scope.
B. The ability for a system to withstand a certain amount of failure and still remain functional.
C. The ability for a system to grow and shrink based on demand.
D. The ability for a system be accessible when you attempt to access i
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Answer: C

Explanation: 
Elasticity (think of a rubber band) defines a system that can easily (and cost-effectively) grow and shrink based on required demand.

NEW QUESTION 56
What is a main benefit of CloudFront?
Choose the Correct Answer

A. DNS management
B. Unlimited storage
C. Serverless compute capacity
D. Built-in DDoS protection

Answer: D

Explanation: 
CloudFront allows you to cache content at edge locations. When a request is made for that content, the request is sent to an edge location (not your applications
hardware), so the edge locations will absorb any DDoS attack and protect your underlining hardware.

NEW QUESTION 60
What best describes the concept of a virtual private cloud?
Choose the Correct Answer

A. A private section of AWS in which you control what resources are placed inside.
B. A collection of data centers.
C. A shared section of AWS between you and other AWS account holders.
D. A private section of AWS in which you control what resources are placed inside and who can access those resources.

Answer: D

Explanation: 
A VPC is a private section of AWS in which you control what resources are placed inside and who can access those resources. A VPC defines your own private
network that runs on AWS infrastructure.

NEW QUESTION 65
If you have a large collection of reproducible objects, which S3 storage class should you use if low cost is your priority?
Choose the Correct Answer

A. Glacier
B. Standard
C. Reduced Redundancy
D. None of the above

Answer: C

Explanation: 
The reduced redundancy storage class has the lowest durability of all the storage classes. This means object stored in this storage class have the highest
probability of being lost. So you should only store objects in this storage class if they can be easily reproduced. In exchange for the lower durability, the cost is
lower than the standard storage class.

NEW QUESTION 70
What is the EC2 AMI Marketplace?
Choose the Correct Answer

A. Where you select the storage type of an EC2 instance.
B. A collection of pay-to-use EC2 AMIs that generally come packaged with licensed enterprise software.
C. Where you store AMIs that you create.
D. Where you select to compute capacity of an EC2 instanc

Answer: B

NEW QUESTION 73
What is the major difference between AWS's RDS and DynamoDB database services?
Choose the Correct Answer

A. RDS offers NoSQL database options, and DynamoDB offers SQL database options.
B. RDS offers on SQL database option, and DynamoDB offers many NoSQL database options.
C. RDS offers SQL database options, and DynamoDB offers a NoSQL database option.
D. None of the above

Answer: C

Explanation: 
RDS is a SQL database service (that offers several database engine options), and DynamoDB is a NoSQL database option that only offers one NoSQL engine.
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NEW QUESTION 77
If you want to have SMS or email notifications sent to various members of your department with status updates on resources in your AWS account, what service
should you choose?
Choose the Correct Answer

A. STS
B. RDS
C. GetSMS
D. SNS

Answer: D

Explanation: 
Simple Notification Service (SNS) is what publishes messages to SMS and/or email endpoints.

NEW QUESTION 81
Which AWS service uses a combination of publishers and subscribers?
Choose the Correct Answer

A. SNS
B. RDS
C. EC2
D. Lambda

Answer: A

Explanation: 
In SNS, there are two types of clients: publishers and subscribers. Publishers send the message, and subscribers receive the message.

NEW QUESTION 85
What term best describes the AWS pricing model?
Choose the Correct Answer

A. Pay-all-up-front
B. Pay-as-you-go
C. Pay-all-at-end
D. None of the above

Answer: B

Explanation: 
AWS operates on a pay-as-you-go model. No upfront cost or termination fees.

NEW QUESTION 90
If you want to learn about AWS architectural or security best practices, where will you find that type of information?
Choose the Correct Answer

A. AWS Yellow Pages
B. AWS Console Info Section
C. AWS White Papers
D. AWS Service Documentation

Answer: C

Explanation: 
White papers are a collection of technical documents that outlines many AWS relevant topics.

NEW QUESTION 94
Consolidated billing is managed through what AWS service?
Choose the Correct Answer

A. AWS TCO
B. AWS Billing Manager
C. AWS Consolidated Management
D. AWS Organizations

Answer: D

Explanation: 
AWS Organizations is where you can manage multiple AWS accounts in one place (including it's billing features, such as consolidated billing).

NEW QUESTION 99
Which of the following are AWS Support Plans? (Select all that apply) Choose the 3 Correct answers:

A. Enterprise
B. Expert
C. Basic
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D. Business

Answer: ACD

Explanation: 
AWS has four support plan levels: Basic Developer Business Enterprise

NEW QUESTION 103
What is a main benefit of consolidated billing?
Choose the Correct Answer

A. Faster response from AWS technical support.
B. Gain a volume discount for usage across all your AWS accounts.
C. Access to a higher support plan level.
D. None of the abov

Answer: B

Explanation: 
Consolidated billing allows you to view, manage, and pay bills for multiple AWS accounts in one user interface. Volume discounts can be earned by combining the
usage from all accounts your own.

NEW QUESTION 104
What best describes the difference between the TCO Calculator and the Cost Explorer?
Choose the Correct Answer

A. The TCO Calculator help you analyze current AWS usage charges; the Cost Explorer helps you estimate the cost savings of using AWS.
B. The TCO Calculator helps you estimate the cost savings of using AWS; the Cost Explorer help you analyze current AWS usage charges.
C. The Cost Explorer helps you calculate hourly EC2 Usage cost; the TCO Calculator is a price list for each AWS service.
D. The Cost Explorer is a price list for each AWS service; the TCO Calculator helps you calculate hourly EC2 Usage cost.

Answer: B

Explanation: 
The TCO calculator is a free tool provided by AWS that allows you to estimate the cost savings of using AWS vs. using an on-premises data center. The Cost
Explorer is a free tool that allows you to view charges of your cost (helps you analyze where you are spending money).

NEW QUESTION 108
What categories full under those analyzed by the AWS Trusted Advisor program? (Select all that apply)
Choose the 2 Correct answers:

A. Fault tolerance
B. Scalability
C. Cost optimization
D. None of the above

Answer: AC

Explanation: 
The AWS Trusted Advisor program will analyze your account with check in the following categories: Cost Optimization Performance Security Fault Tolerance

NEW QUESTION 113
......
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