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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
Which command enables a router to become a DHCP client?

A. ip address dhcp
B. ip helper-address
C. ip dhcp pool

D. ip dhcp client

Answer: A

NEW QUESTION 3
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

A. disabling TPC so that access points can negotiate signal levels with their attached wireless devices.

B. setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller

C. allocating nonoverlapping channels to access points that are in close physical proximity to one another
D. configuring access points to provide clients with a maximum of 5 Mbps

Answer: C

NEW QUESTION 4
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

NEW QUESTION 5

Which option about JSON is true?

A. uses predefined tags or angle brackets () to delimit markup text

B. used to describe structured data that includes arrays

C. used for storing information

D. similar to HTML, it is more verbose than XML

Answer: B

NEW QUESTION 6

Which IPv6 address type provides communication between subnets and cannot route on the Internet?
A. global unicast

B. unique local

C. link-local

D. multicast

Answer: B

NEW QUESTION 7

Which command prevents passwords from being stored in the configuration as plain text on a router or switch?
A. enable secret

B. service password-encryption

C. username Cisco password encrypt

D. enable password

Answer: B

NEW QUESTION 8

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version 200-301 Questions & Answers shared by Certleader
https://www.certleader.com/200-301-dumps.html (103 Q&ASs)

CertLeader:

Leader of IT Certifications

What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 9

Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: A

NEW QUESTION 10

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the

link could have contained malicious code. Which type of security program is in place?

A. Physical access control
B. Social engineering attack
C. brute force attack

D. user awareness

Answer: B

NEW QUESTION 10
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

NEW QUESTION 12
Refer to the exhibit.

~110.10.11.0/30

—"  T2410.10.42.0730]

Routeri#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0

0
200.224 [20/0) via 10.10.12 2, 03 22:14
1 1s subnetted, 1 subnets
201.0 [20/0] via 10.10.12.2, 02.26:33
2.0/27 is subnetted. 1 subnets

202 128 [20/0] via 10.10.12.2, 02:26:03
10 0.0 V8 15 vanably subnefted, 8 subnets, 4 masks

m
B €
L

C 10.10.10 0/28 s directly connected, GigabitEthermet(0/0

C 10.10.11.0/30 15 directly connected, FastEthermet2/0

C 10.10.12.0/30 is directly connected, GigabitEthernet0/1

O 10.10.13.0/25 [110/2] wia 10.10.10.1, 00:00-04, GigabrtEthernet(/ Ly
0 10 1013128728 [11072] wia 10 10 101, 00-00-04, GigabiEthemet(/0

0 10 10 13144728 [110/2] wia 10 10.10 1, 00:00.04, GigabiEthemet(/0

O 10.10.13.160/29 [110/2] via 10.10.10.1, 00.00.04, GigabilEthernet0/0

0 10.10.13.208729 [110/2] via 10.10.10.1, 00:00:04, GigabilEthemet0/0

S" 0.000/0[1/0]wia 10.10.11.2

Which prefix does Router 1 use for traffic to Host A?

A.10.10.10.0/28
B. 10.10.13.0/25
C. 10.10.13.144/28
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D. 10.10.13.208/29

Answer: C

NEW QUESTION 15

in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?
A. A spine switch and a leaf switch can be added with redundant connections between them

B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 18
Refer to the exhibit.

ip arp inspaction viam 2

intarface fastetharnet 0/1
!'H'.'_':."]Fi:!’f'. EOde ACCESS
switchport access vlian 2

What is the effect of this configuration?

A. The switch port interface trust state becomes untrusted

B. The switch port remains administratively down until the interface is connected to another switch
C. Dynamic ARP inspection is disabled because the ARP ACL is missing

D. The switch port remains down until it is configured to trust or untrust incoming packets

Answer: A

NEW QUESTION 23
How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.

B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
C. UDP provides reliable message transfer and TCP is a connectionless protocol

D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 26

When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.

B. For each existing interface, it adds the metric from the source router to the destination to calculate theroute with the lowest bandwidth.

C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.
D. It count the number of hops between the source router and the destination to determine the router with the lowest metric

Answer: A

NEW QUESTION 29
Refer to the exhibit.

Atlantafecont T

Enter CCDfJ.'.,'HIlthl’I comnands cne par line. End with CNIL/Z.
Atlanta (config) #aaa new-nodel

Atlanta (config) #aaa anthantication login defanlt local
Atlanta (config) #line wty 0 4

itlanta-:a:f‘.q—]'.n-:#?ng'.r. agthantication default

Atlanta (config-line) faxic

Atlanta (config) fusernams ciscoadmin password adminadminll?)
Atlanta (config) fusernane ciscoadmin privilege 13
Atlanta (config) fenable password cilseall3

Atlanta (config) #fenable secret testinglild4
Atlanta (config) #end

Which password must an engineer use to enter the enable mode?
A. adminadmin123

B. default

C. testing 1234

D. ciscol23

Answer: C

NEW QUESTION 30

A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?

A. It allows the traffic to pass through unchanged
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B. It drops the traffic
C. It tags the traffic with the default VLAN
D. It tags the traffic with the native VLAN

Answer: C

NEW QUESTION 35

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?
interface 0/0

description to HQ-A37T1:10875

ip address 172.16.1.4 255.255.255.248

interface &0/0
description to HQ-A371:10975
ip address 10.2.1.3 255.255.255.252

interface 0/0
description to HQ-AJ371:10875
ip address 192.168.1.1 255.255.255.248

interface «0/0
description to HQ-A3T1:10875
ip address 209.165.201.2 255.255.2565.252

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 39

What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually
Answer: D

NEW QUESTION 41
Refer to Exhibit.

SW2

vip domain cisco

vip mods TrANSPATEOT

vip passwoerd ciscotest

interface fastethernetl/1
descriprion connecticn to swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?

A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 46
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 49

What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?
A. The Layer 2 switch drops the received frame

B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.
D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table
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Answer: B

NEW QUESTION 53
Refer to the exhibit.

ip Arp inspection wilan 5-10

interface fastethernet 0/1
switchport mode access
switchpart accsss wvian 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 55
Refer to the exhibit.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 56
Which two actions influence the EIGRP route selection process? (Choose two)

A. The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.

B. The router calculates the best backup path to the destination route and assigns it as the feasible successor.

C. The router calculates the feasible distance of all paths to the destination route

D. The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link
E. The router must use the advertised distance as the metric for any given route

Answer: AD

NEW QUESTION 57
Refer to Exhibit.
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Fa0/1 . E?
| Sw2

802.1Q P

SWI: SW2:
interface FastEthernet0/1 interface FastEthernet0/1
switchport trunk encapsulation dotlg

switchport trunk native wvlan 999
switchport mode trunk

switchport trunk encapsulation dotlq

switchport trunk native vlan 99
switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: C

NEW QUESTION 61
Which command is used to specify the delay time in seconds for LLDP to initialize on any interface?

A. lldp timer

B. lldp holdtimt
C. lidp reinit

D. lldp tlv-select

Answer: D

NEW QUESTION 64
An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is in the proper mode?

A. Exchange
B. 2-way

C. Full

D. Init

Answer: B

NEW QUESTION 69
Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?

A. Bronze
B. Platinum
C. Silver

D. Gold

Answer: B

NEW QUESTION 74

Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
B. The hypervisor can virtualize physical components including CP

C. memory, and storage

D. Each hypervisor can support a single virtual machine and a single software switch

E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: D

NEW QUESTION 77
Refer to the exhibit.
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T b 'r—r -
VLAN 20

Switch A

..l_" LTIV e
— o

VLAN 10

Web Server

IP address
10 30 0 100724

Switch B

Int VLAN 10 —p address 10 10 0 0724
Int VLAN 20 - ip address 10 20 0024
Int VLAN 30 - ip address 10.30 0024

A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server

Which configuration when applied to switch A accomplishes this task?

config t

ip acocess-list extended wwwblock
deny tcp any host 10.30.0.100 eg 80
int wvlan 10

ip access-group wWwwWwwblock in

config t

ip acoess-list extended wwwblock
deny tcp any host 10.30.0.100 eg 80
permit ip any any

int vlan 20

ip acoess-group wwwblock in

config t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eg 80
int vlan 30

ip access—-group wWwwwblock in

config t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int wvlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 82

A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF
network type is seen on this interface when the user types show ip ospf interface on R1 or R2?

A. port-to-multipoint
B. broadcast

C. point-to-point

D. nonbroadcast

Answer: C
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NEW QUESTION 84
An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual
machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service

Answer: D

NEW QUESTION 89
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 92

Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?
A. ipv6 address dhcp

B. ipv6 address 2001:DB8:5:112::/64 eui-64

C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

NEW QUESTION 97
Refer to Exhibit.
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An engineer is configuring the NEW York router to reach the Lol interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands
must be configured on the New York router so that it can reach the Lol interface of the Atlanta router via Washington when the link between New York and Atlanta
goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2
D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Answer: DE

NEW QUESTION 100
Which action is taken by a switch port enabled for POE power classification override?
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A. When a powered device begins drawing power from a PoE switch port a syslog message is generated

B. As power usage on a PoE switch port is checked data flow to the connected device is temporarily paused

C. If a switch determines that a device is using less than the minimum configured power it assumes the device has failed and disconnects
D. If a monitored port exceeds the maximum administrative value for power, the port is shutdown and err-disabled

Answer: C

NEW QUESTION 101
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control

D. action

Answer: B

NEW QUESTION 105

Which result occurs when PortFast is enabled on an interface that is connected to another switch?
A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
D. After spanning tree converges PortFast shuts down any port that receives BPDUSs.

Answer: A

NEW QUESTION 110
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 113

What makes Cisco DNA Center different from traditional network management applications and their management of networks?
A. It only supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization

C. IT abstracts policy from the actual device configuration

D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 114
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.
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NEW QUESTION 116
When a site-to-site VPN is used, which protocol is responsible for the transport of user data?

A. IKEv2
B. IKEv1
C. IPsec
D. MD5

Answer: C

NEW QUESTION 117
R1 has learned route 192.168.12.0/24 via I1S-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the
routing table?
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A. IS-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C

NEW QUESTION 119

Which MAC address is recognized as a VRRP virtual address?
A. 0000.5E00.010a

B. 0005.3711.0975

C. 0000.0C07.AC99

D. 0007.C070/ABO1

Answer: A

NEW QUESTION 120
Refer to the exhibit.

Fl§ show ip route | begin gateway
Gateway of last resort is 209 .165.200.246€ to network 0.0.0.0
& 0.0.0.0/0 [1/0] wia 209, 1683 200. 246, Seriald/S1l/0
is directly connected, Sarisldfl1/0
172.16.0.0/16 is variably subnetted, 3 subnats, 3 masks
- 172.16.0,.0/24 [1/0] wia 207, 163 200.230, Seriald/0/0
172.18.0.128/25 [1l10/38443) via Z07.185.200.254, 00:00:23,

L= =]

209,165, 200.0/24 is variably subnetted, 4 subnets, 2 masks
209165 . 200.248/30 iz directly connected, Serialld/ 070
209.165% .200.249/32 is directly connected, Seriall/0/0
209 165 200 252730 is d.:l.r!c‘_l}' connected, Sarialds 0o/l
Z09%_ 165 .200.253/32 is directly connectad, SarialdfoSfl

HOE N

Sariald/or1
172.16.0.152/29 [90/318443%) wia 207.163 200.254, 00:00:23, Seriald/0/1

With which metric was the route to host 172.16.0.202 learned?
A. 110

B. 38443

C. 3184439

Answer: C

NEW QUESTION 125

Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?

A. To pass client traffic two or more ports must be configured.
B. The EtherChannel must be configured in "mode active"
C. When enabled the WLC bandwidth drops to 500 Mbps
D. One functional physical port is needed to pass client traffic

Answer: C

NEW QUESTION 128

Which API is used in controller-based architectures to interact with edge devices?

A. overlay

B. northbound
C. underlay

D. southbound

Answer: D

NEW QUESTION 131
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