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NEW QUESTION 1

An organization’s web server farm, which is hosted in the cloud with DNS load balancing, is experiencing a spike in network traffic. This has caused an outage of
the organization’s web server infrastructure.

Which of the following should be implemented to prevent this in the future as a mitigation method?

A. Enable DLP

B. Configure microsegmentation
C. Enable DNSSEC

D. Deploy a vVADC appliance

Answer: D

NEW QUESTION 2
A support engineer wants to prevent users from running malware on several laaS compute instances. Which of the following will BEST achieve this objective?

A. Encrypt all applications that users should not access.

B. Set the execute filesystem permissions on the desired applications only.
C. Implement an application whitelisting policy.

D. Disable file sharing on the instance.

Answer: C

NEW QUESTION 3

A company recently experienced a power outage that lasted 30 minutes. During this time, a whole rack of servers was inaccessible, even though the servers did
not lose power.

Which of the following should be investigated FIRST?

A. Server power
B. Rack power
C. Switch power
D. SAN power

Answer: C

NEW QUESTION 4

A DevOps administrator is automating an existing software development workflow. The administrator wants to ensure that prior to any new code going into
production, tests confirm the new code does not negatively impact existing automation activities.

Which of the following testing techniques would be BEST to use?

A. Usability testing

B. Regression testing

C. Vulnerability testing
D. Penetration testing

Answer: B

NEW QUESTION 5
A systems administrator needs to configure an email client to ensure data integrity of the email messages. Which of the following provides the BEST mechanism to
achieve this goal?

A. Cyclic redundancy check
B. SHA-1 hashes

C. SHA-256 hashes

D. Digital signature

Answer: A

NEW QUESTION 6
A systems administrator would like to reduce the network delay between two servers.
Which of the following will reduce the network delay without taxing other system resources?

A. Decrease the MTU size on both servers

B. Adjust the CPU resources on both servers
C. Enable compression between the servers

D. Configure a VPN tunnel between the servers

Answer: A

NEW QUESTION 7
An organization has the following requirements that need to be met when implementing cloud services: & SSO to cloud infrastructure

> On-premises directory service

> RBAC for IT staff
Which of the following cloud models would meet these requirements?
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A. Public
B. Community
C. Hybrid
D. Multitenant

Answer: C

NEW QUESTION 8
To save on licensing costs, the on-premises, laaS-hosted databases need to be migrated to a public DBaaS solution. Which of the following would be the BEST
technique?

A. Live migration

B. Physical-to-virtual

C. Storage-level mirroring
D. Database replication

Answer: B

NEW QUESTION 9
Lateral-moving malware has infected the server infrastructure.
Which of the following network changes would MOST effectively prevent lateral movement in the future?

A. Implement DNSSEC in all DNS servers

B. Segment the physical network using a VLAN
C. Implement microsegmentation on the network
D. Implement 802.1X in the network infrastructure

Answer: B

NEW QUESTION 10

An SQL injection vulnerability was reported on a web application, and the cloud platform team needs to mitigate the vulnerability while it is corrected by the
development team.

Which of the following controls will BEST mitigate the risk of exploitation?

A.DLP

B. HIDS
C.NAC
D. WAF

Answer: B

NEW QUESTION 10
A systems administrator is deploying a VM and would like to minimize storage utilization by ensuring the VM uses only the storage if needs. Which of the following
will BEST achieve this goal?

A. Compression

B. Deduplication

C. RAID

D. Thin provisioning

Answer: D

NEW QUESTION 13
An engineer is responsible for configuring a new firewall solution that will be deployed in a new public cloud environment. All traffic must pass through the firewall.
The SLA for the firewall is 99.999%. Which of the following should be deployed?

A. Two load balancers behind a single firewall
B. Firewalls in a blue-green configuration

C. Two firewalls in a HA configuration

D. A web application firewall

Answer: C

NEW QUESTION 18

A company has decided to get multiple compliance and security certifications for its public cloud environment. However, the company has few staff members to
handle the extra workload, and it has limited knowledge of the current infrastructure.

Which of the following will help the company meet the compliance requirements as quickly as possible?

A.DLP
B. CASB
C. FIM
D. NAC

Answer: D

NEW QUESTION 22
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A company that utilizes an laaS service provider has contracted with a vendor to perform a penetration test on its environment. The vendor is able to exploit the
virtualization layer and obtain access to other instances within the cloud provider’s environment that do not belong to the company.
Which of the following BEST describes this attack?

A. VM escape

B. Directory traversal
C. Buffer overflow

D. Heap spraying

Answer: A

NEW QUESTION 24

A cloud administrator checked out the deployment scripts used to deploy the sandbox environment to a public cloud provider. The administrator modified the script
to add an application load balancer in front of the web- based front-end application. The administrator next used the script to recreate a new sandbox environment
successfully, and the application was then using the new load balancer.

The following week, a new update was required to add more front-end servers to the sandbox environment. A second administrator made the necessary changes
and checked out the deployment scripts. The second administrator then ran the script, but the application load balancer was missing from the new deployment.
Which of the following is the MOST likely reason for this issue?

A. The license limit on the number of server deployments allowed per month was exceeded

B. The deployment script changes made by the first administrator were not checked in and committed
C. The new server images were incompatible with the application load-balancer configuration

D. The application load balancer exceeded the maximum number of servers it could use

Answer: B

NEW QUESTION 29
An update is being deployed to a web application, and a systems administrator notices the cloud SQL database has stopped running. The VM is responding to
pings, and there were not any configuration changes scheduled for the VM. Which of the following should the administrator check NEXT?

A. Logs on the VM

B. Firewall on the VM

C. Memory on the VM

D. vGPU performance on the VM

Answer: A

NEW QUESTION 30

A technician is working with an American company that is using cloud services to provide video-based training for its customers. Recently, due to a surge in
demand, customers in Europe are experiencing latency.

Which of the following services should the technician deploy to eliminate the latency issue?

A. Auto-scaling

B. Cloud bursting

C. A content delivery network
D. A new cloud provider

Answer: A

NEW QUESTION 32
An organization has multiple VLANs configured to segregate the network traffic. Following is the breakdown of the network segmentation:

> Production traffic (10.10.0.0/24)
> Network backup (10.20.0.0/25)

> Virtual IP network (10.20.0.128/25)
The following configuration exists on the server:

Server name Interface IP address Gateway
COMPSRVO1 Production 10.10.0.12/24 10.10.0.1
COMPSRVO01 Network backup 10.20.0.12/25 10.10.0.1

The backup administrator observes that the weekly backup is failing for this server. Which of the following commands should the administrator run to identify the
issue?

A. ROUTE PRINT
B. NETSTAT -A

C. IPCONFIG /ALL
D. NET SM

Answer: A

NEW QUESTION 34

An organization is hosting a DNS domain with private and public IP ranges. Which of the following should be implemented to achieve ease of management?
A. Network peering

B. A CDN solution
C. A SDN solution
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D. An IPAM solution

Answer: D

NEW QUESTION 37

A systems administrator is reviewing two CPU models for a cloud deployment. Both CPUs have the same number of cores/threads and run at the same clock
speed.

Which of the following will BEST identify the CPU with more computational power?

A. Simultaneous multithreading
B. Bus speed

C. L3 cache

D. Instructions per cycle

Answer: D

NEW QUESTION 41

A storage array that is used exclusively for datastores is being decommissioned, and a new array has been installed. Now the private cloud administrator needs to
migrate the data.

Which of the following migration methods would be the BEST to use?

A. Conduct a V2V migration

B. Perform a storage live migration

C. Rsync the data between arrays

D. Use a storage vendor migration appliance

Answer: D

NEW QUESTION 46

A cloud architect wants to minimize the risk of having systems administrators in an laaS compute instance perform application code changes. The development
group should be the only group allowed to modify files in the directory.

Which of the following will accomplish the desired objective?

A. Remove the file write permissions for the application service account.
B. Restrict the file write permissions to the development group only.

C. Add access to the fileshare for the systems administrator’'s group.

D. Deny access to all development user accounts

Answer: B

NEW QUESTION 47
Which of the following cloud services is fully managed?

A. laaS

B. GPU in the cloud
C.loT

D. Serverless compute
E. SaaS

Answer: C

NEW QUESTION 51
An organization is required to set a custom registry key on the guest operating system. Which of the following should the organization implement to facilitate this
requirement?

A. A configuration management solution
B. A log and event monitoring solution
C. A file integrity check solution

D. An operating system ACL

Answer: A

NEW QUESTION 54

A marketing team is using a SaaS-based service to send emails to large groups of potential customers. The internally managed CRM system is configured to
generate a list of target customers automatically on a weekly basis, and then use that list to send emails to each customer as part of a marketing campaign. Last
week, the first email campaign sent emails successfully to 3,000 potential customers. This week, the email campaign attempted to send out 50,000 emails, but
only 10,000 were sent.

Which of the following is the MOST likely reason for not sending all the emails?

A. API request limit

B. Incorrect billing account

C. Misconfigured auto-scaling
D. Bandwidth limitation

Answer: A
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NEW QUESTION 58
A cloud provider wants to make sure consumers are utilizing its laaS platform but prevent them from installing a hypervisor on the server. Which of the following
will help the cloud provider secure the environment and limit consumers’ activity?

A. Patch management

B. Hardening

C. Scaling

D. Log and event monitoring

Answer: D

NEW QUESTION 63

A cloud administrator is reviewing the authentication and authorization mechanism implemented within the cloud environment. Upon review, the administrator
discovers the sales group is part of the finance group, and the sales team members can access the financial application. Single sign-on is also implemented, which
makes access much easier.

Which of the following access control rules should be changed?

A. Discretionary-based
B. Attribute-based

C. Mandatory-based
D. Role-based

Answer: D

NEW QUESTION 66
A systems administrator is creating a playbook to run tasks against a server on a set schedule.
Which of the following authentication techniques should the systems administrator use within the playbook?

A. Use the server’s root credentials

B. Hard-code the password within the playbook
C. Create a service account on the server

D. Use the administrator’'s SSO credentials

Answer: D

NEW QUESTION 70

A private laaS administrator is receiving reports that all newly provisioned Linux VMs are running an earlier version of the OS than they should be. The
administrator reviews the automation scripts to troubleshoot the issue and determines the scripts ran successfully. Which of the following is the MOST likely cause
of the issue?

A. API version incompatibility

B. Misconfigured script account

C. Wrong template selection

D. Incorrect provisioning script indentation

Answer: C

NEW QUESTION 72
A cloud administrator has built a new private cloud environment and needs to monitor all computer, storage, and network components of the environment.
Which of the following protocols would be MOST useful for this task?

A. SMTP
B. SCP

C. SNMP
D. SFTP

Answer: C

NEW QUESTION 77

A systems administrator disabled TLS 1.0 and 1.1, as well as RC4, 3DES, and AES-128 ciphers for TLS 1.2, on a web server. A client now reports being unable to
access the web server, but the administrator verifies that the server is online, the web service is running, and other users can reach the server as well.

Which of the following should the administrator recommend the user do FIRST?

A. Disable antivirus/anti-malware software

B. Turn off the software firewall

C. Establish a VPN tunnel between the computer and the web server
D. Update the web browser to the latest version

Answer: D

NEW QUESTION 79

A systems administrator is troubleshooting network throughput issues following a deployment. The network is currently being overwhelmed by the amount of traffic
between the database and the web servers in the environment.

Which of the following should the administrator do to resolve this issue?

A. Set up affinity rules to keep web and database servers on the same hypervisor
B. Enable jumbo frames on the gateway
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C. Move the web and database servers onto the same VXLAN
D. Move the servers onto thick-provisioned storage

Answer: B

NEW QUESTION 83
A systems administrator is trying to establish an RDP session from a desktop to a server in the cloud. However, the connection appears to be refused even
through the VM is responding to ICMP echo requests. Which of the following should the administrator check FIRST?

A. The firewall
B. The subnet
C. The gateway
D. The services

Answer: D

NEW QUESTION 88
A company wants to check its infrastructure and application for security issues regularly. Which of the following should the company implement?

A. Performance testing
B. Penetration testing
C. Vulnerability testing
D. Regression testing

Answer: C

NEW QUESTION 89

The security team for a large corporation is investigating a data breach. The team members are all trying to do the same tasks but are interfering with each other’s
work.

Which of the following did the team MOST likely forget to implement?

A. Incident type categories
B. A calling tree

C. Change management

D. Roles and responsibilities

Answer: D

NEW QUESTION 90
A company wants to implement business continuity, and the cloud solution architect needs to design the correct solution.
Which of the following will provide the data to measure business continuity? (Choose two.)

A. A service-level agreement
B. Automation scripts

C. Playbooks

D. A network diagram

E. A backup and restore

F. A recovery time objective

Answer: AF

NEW QUESTION 91

A company needs to rehost its ERP system to complete a datacenter migration to the public cloud. The company has already migrated other systems and
configured VPN connections.

Which of the following MOST likely needs to be analyzed before rehosting the ERP?

A. Software
B. Licensing
C. Right-sizing
D. The network

Answer: B

NEW QUESTION 96

The human resources department was charged for a cloud service that belongs to another department. All other cloud costs seem to be correct.
Which of the following is the MOST likely cause for this error?

A. Misconfigured templates

B. Misconfigured chargeback

C. Incorrect security groups

D. Misconfigured tags

Answer: A

NEW QUESTION 101
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A company has a cloud infrastructure service, and the cloud architect needs to set up a DR site. Which of the following should be configured in between the cloud
environment and the DR site?

A. Failback
B. Playbook
C. Zoning

D. Replication

Answer: D

NEW QUESTION 104

A cloud administrator is reviewing a new application implementation document. The administrator needs to make sure all the known bugs and fixes are applied,
and unwanted ports and services are disabled.

Which of the following techniques would BEST help the administrator assess these business requirements?

A. Performance testing
B. Usability testing

C. Vulnerability testing
D. Regression testing

Answer: C

NEW QUESTION 108
A cloud administrator needs to implement a mechanism to monitor the expense of the company’s cloud resources.
Which of the following is the BEST option to execute this task with minimal effort?

A. Ask the cloud provider to send a daily expense report

B. Set custom notifications for exceeding budget thresholds

C. Use the API to collect expense information from cloud resources
D. Implement a financial tool to monitor cloud resource expenses

Answer: D

NEW QUESTION 111
Which of the following service models would be used for a database in the cloud?

A. PaaS
B. laaS

C. CaaS
D. SaaS

Answer: D

NEW QUESTION 115

An organization suffered a critical failure of its primary datacenter and made the decision to switch to the DR site. After one week of using the DR site, the primary
datacenter is now ready to resume operations.

Which of the following is the MOST efficient way to bring the block storage in the primary datacenter up to date with the DR site?

A. Set up replication.

B. Copy the data across both sites.
C. Restore incremental backups.
D. Restore full backups.

Answer: A

NEW QUESTION 120

A systems administrator is configuring RAID for a new server. This server will host files for users and replicate to an identical server. While redundancy is
necessary, the most important need is to maximize storage.

Which of the following RAID types should the administrator choose?

.5
.6
.10
.50

o0 w>

Answer: C

NEW QUESTION 122
A company needs to access the cloud administration console using its corporate identity. Which of the following actions would MOST likely meet the
requirements?

A. Implement SSH key-based authentication.

B. Implement cloud authentication with local LDAP.
C. Implement multifactor authentication.

D. Implement client-based certificate authentication.

Answer: D
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NEW QUESTION 123
A SAN that holds VM files is running out of storage space.
Which of the following will BEST increase the amount of effective storage on the SAN?

A. Enable encryption

B. Increase IOPS

C. Convert the SAN from RAID 50 to RAID 60
D. Configure deduplication

Answer: D

NEW QUESTION 128

An organization is hosting a cloud-based web server infrastructure that provides web-hosting solutions. Sudden continuous bursts of traffic have caused the web
servers to saturate CPU and network utilizations.

Which of the following should be implemented to prevent such disruptive traffic from reaching the web servers?

A. Solutions to perform NAC and DLP

B. DDoS protection

C. QoS on the network

D. A solution to achieve microsegmentation

Answer: B

NEW QUESTION 130
A cloud administrator is planning to migrate a globally accessed application to the cloud.
Which of the following should the cloud administrator implement to BEST reduce latency for all users?

A. Regions

B. Auto-scaling
C. Clustering

D. Cloud bursting

Answer: A

NEW QUESTION 132

A systems administrator has migrated an internal application to a public cloud. The new web server is running under a TLS connection and has the same TLS
certificate as the internal application that is deployed. However, the IT department reports that only internal users who are using new versions of the OSs are able
to load the application home page.

Which of the following is the MOST likely cause of the issue?

A. The local firewall from older OSs is not allowing outbound connections

B. The local firewall from older OSs is not allowing inbound connections

C. The cloud web server is using a self-signed certificate that is not supported by older browsers
D. The cloud web server is using strong ciphers that are not supported by older browsers

Answer: C

NEW QUESTION 134

An organization has two businesses that are developing different software products. They are using a single cloud provider with multiple laaS instances. The
organization identifies that the tracking of costs for each business are inaccurate.

Which of the following is the BEST method for resolving this issue?

A. Perform segregation of the VLAN and capture egress and ingress values of each network interface
B. Tag each server with a dedicated cost and sum them based on the businesses

C. Split the total monthly invoice equally between the businesses

D. Create a dedicated subscription for the businesses to manage the costs

Answer: B

NEW QUESTION 138
A cloud administrator recently deployed an update to the network drivers of several servers. Following the update, one of the servers no longer responds to remote
login requests. The cloud administrator investigates the issue and gathers the following information:

> The cloud management console shows the VM is running and the CPU and memory utilization is at or near 0%.
> The cloud management console does not show an IP address for that server.

> A DNS lookup shows the hostname resolves to an IP address.

> The server is a member of the same security group as the others.

> The cloud administrator is able to log in remotely to the other servers without issue.
Which of the following is the MOST likely cause of the server being unavailable?

A. The network driver updates did not apply successfully, and the interface is in a down state.

B. The ACL policy for the server was updated as part of the server reboot, preventing login access.
C. The server was assigned a new IP address, and DNS entry for the server name was not updated.
D. The update caused an increase in the output to the logs, and the server is too busy to respond.

Answer: A
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NEW QUESTION 143

A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet an anticipated increase in

demand during an upcoming holiday.

The majority of the application load takes place on the application server under normal conditions. For this reason, the company decides to deploy additional
application servers into a commercial cloud provider using the on-premises orchestration engine that installs and configures common software and network

configurations.

The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS provider has been configured to

use weighted round-robin routing to load balance connections from the Internet.

During testing, the company discovers that only 20% of connections completed successfully. INSTRUCTIONS
Review the network architecture and supporting documents and fulfill these requirements:

Part 1:

Analyze the configuration of the following components:

DNS, Firewall 1, Firewall 2, Router 1, Router 2, VPN and Orchestrator Server.

Identify the problematic device(s).

Part 2:

Identify the correct options to provide adequate configuration for hybrid cloud architecture.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
Part 1:

Cloud Hybrid Network Diagram
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: Site-to-Site IPSEC Tunnel i
H Load Balancer
10.1.1.0124 10.1.2.024
Orchestration Application Database Application

Server Cluster

Server Server Server

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM CV0-003 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/CV0-003-exam/ (251 Q&AS)

Firewall 1 o S

/ - DNS Provider
SR | 11.1.1 Q —
——

ey - Firewall 2
-

Source Destination Port
Router 1 . « Router 2
ANY 1.1.1.1 80,443
1 10.1.1.024  ANY ANY
i Load Balancer
ANY ANY DENY
10.1.1.0/24 10.1.2.0/24
Orchestration Application Database Application
Server Server Server Server Cluster
DNS Provider
Firewall 1
Firewall 2
Router Configuration
Router 1 . Public IP 1.1.1.1 « Router 2
= Internal IP 10.1.1.1/24
Site-to-site VPN Configuration load Hilantes
| Address Space 10.1.1.0/24
1 subnet 2552552550 | :
- -
! IKE SHA1/AES256/DH2/SA Lifetime: 28800 '
Orchestration Application Database Application
Server Server Server Server Cluster

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CV0-003 Dumps From Exambible
exambible https://www.exambible.com/CV0-003-exam/ (251 Q&As)

— - DNS Provider
_.—F"'"-'-.-F"F

Firewall 1 Z"E 11.1.1 Qfﬁ
) e
. Name Basic_Senver —
Router 1 - Network 10.1.1.0/24 P Router 2
T 1| Name Cloud_Server |
Network 10.1.2.0/24 Load Balancer
1l}.1.1‘..ﬂ. Namwe Application_Serve 24
i Baseline Basic_Server
HE . —
1 Version 1.0
Orchestration Applica ion
Server Serve Name Database Server ster
Baseline Basic_Server
Type Database Server
Version 1.0
Mame Corporate Datacentos
Baseline Application_Server
Count 1
Namea Cloud Service Prowided
Baseline Cloud_Server
Count 4
/ . DNS Provider
Firewall 1 :"E 1:1.1.1 Q = =
— lnmrnat\_&.z.z =
: el Firewall 2

Pk Site-to-site VPN Configuration & Router 2
= PSK Cloud001 —
IKE SHA1/AES256/DH2/SA Lifetime: 28800 Load Balancer
10.1.1.0724 10.1.2.024
Orchestration Application Database Application
Server Server Server Server Cluster

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CV0-003 Dumps From Exambible
exambible https://www.exambible.com/CV0-003-exam/ (251 Q&As)

= DNS Provider
N

.-r""-'_.—-
e 1111 Qf—r
Ao nt —

Firewall 1
- - Internet 2222  __ =
—_— e [ —
_ o
Router Configuration
Router 1 Router 2
L Public IP 2222
Internal IP 10.1.2.1/24
Load Balancer
Site-to-site VPN Configuration
10
7 Address Space 10.1.1.0/24
- Subnet 256 255.255.0 .
R — PSK Cloud002
Orchestration A IKE SHA1/AES256/DH2/SA Lifetime: 28800
Server
= DNS Provider
m—— 114 Qﬂ et
Firewall 1 —— y
lnlamat\\x..
Firewall 2
D d Source Destination Port & Router 2
— ANY 2222 80,443
10.1.2.0/24 ANY ANY Load Balancer
_ ANY ANY DENY
10.1.1 4

Orchestration Application Database Application

Server

Server Server Server Cluster

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM CV0-003 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/CV0-003-exam/ (251 Q&AS)
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== — 3
Firewall 1 —— 1.1.1.1 Q,_

e Internet . 2.2.2.2

DNS Server

Rouwti Name Type Value Weight
WWW.mycorp.com CNAME onprem.mycorp.com 20%
WWW.Mmycorp.com CNAME cloud mycorp.com 80% [
onprem.mycorp.com A 141:1:1 -
cloud.mycorp.com A 2222 - I
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Part 2:

Only select a maximum of TWO options from the multiple choice question
[] Deploy a Replica of the Database Server in the Cloud Provider.

[] Update the PSK (Pre-shared key) in Router 2.

[] Update the A record onthe DNS from2.2.22to 1.1.1.1.

[] Promote deny All to allow All in Firewall 1 and Firewall 2.

[] Change the Address Space on Router 2.

[] Change internal IP Address of Router 1.

[] Reverse the Weight property in the two CNAME records on the DNS.

[] Add the Application Server at on-premises to the Load Balancer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
See explanation below.

> Change the Address Space on Router2
> Update the PSK (Pre-shared key in Router2)

NEW QUESTION 146
A system administrator is migrating a bare-metal server to the cloud. Which of the following types of migration should the systems administrator perform to
accomplish this task?

A. V2V
B. V2P
C. P2P
D. P2V

Answer: D

NEW QUESTION 149

A cloud engineer is responsible for managing a public cloud environment. There is currently one virtual network that is used to host the servers in the cloud
environment. The environment is rapidly growing, and the network does not have any more available IP addresses. Which of the following should the engineer do
to accommodate additional servers in this environment?

A. Create a VPC and peer the networks.
B. Implement dynamic routing.

C. Enable DHCP on the networks.

D. Obtain a new IPAM subscription.
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Answer: A

NEW QUESTION 153

An organization is implementing a new requirement to facilitate users with faster downloads of corporate application content. At the same time, the organization is
also expanding cloud regions.

Which of the following would be suitable to optimize the network for this requirement?

A. Implement CDN for overall cloud application

B. Implement auto-scaling of the compute resources
C. Implement SR-IOV on the server instances

D. Implement an application container solution

Answer: C

NEW QUESTION 157

A systems administrator is informed that a database server containing PHI and PII is unencrypted. The environment does not support VM encryption, nor does it
have a key management system. The server needs to be able to be rebooted for patching without manual intervention.

Which of the following will BEST resolve this issue?

A. Ensure all database queries are encrypted

B. Create an IPSec tunnel between the database server and its clients
C. Enable protocol encryption between the storage and the hypervisor
D. Enable volume encryption on the storage

E. Enable OS encryption

Answer: C

NEW QUESTION 158
A VDI administrator has received reports of poor application performance. Which of the following should the administrator troubleshoot FIRST?

A. The network environment
B. Container resources

C. Client devices

D. Server resources

Answer: D

NEW QUESTION 162

The QA team is testing a newly implemented clinical trial management (CTM) SaaS application that uses a business intelligence application for reporting. The UAT
users were instructed to use HTTP and HTTPS.

Refer to the application dataflow:

1A — The end user accesses the application through a web browser to enter and view clinical data.

2A — The CTM application server reads/writes data to/from the database server.

1B — The end user accesses the application through a web browser to run reports on clinical data.

2B — The CTM application server makes a SOAP call on a non-privileged port to the Bl application server.

3B — The Bl application server gets the data from the database server and presents it to the CTM application server.

When

UAT users try to access the application using https://ctm.app.com or http://ctm.app.com, they get a message stating: “Browser cannot display the webpage.” The
QA team has raised a ticket to troubleshoot the issue.

INSTRUCTIONS

You are a cloud engineer who is tasked with reviewing the firewall rules as well as virtual network settings. You should ensure the firewall rules are allowing only
the traffic based on the dataflow.

You have already verified the external DNS resolution and NAT are working.

Verify and appropriately configure the VLAN assignments and ACLs. Drag and drop the appropriate VLANS to each tier from the VLAN Tags table. Click on each
Firewall to change ACLs as needed.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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i ; — BT
_ W- LN T
% Bl Applecation Server
Tows . BT
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A. Mastered

B. Not Mastered
Answer: A

Explanation:
On firewall 3, change the DENY 0.0.0.0 entry to rule 3 not rule 1.

NEW QUESTION 163
A developer is no longer able to access a public cloud API deployment, which was working ten minutes prior. Which of the following is MOST likely the cause?

A. API provider rate limiting

B. Invalid API token

C. Depleted network bandwidth
D. Invalid API request

Answer: D

NEW QUESTION 166
A systems administrator is using VMs to deploy a new solution that contains a number of application VMs. Which of the following would provide high availability to
the application environment in case of hypervisor failure?

A. Anti-affinity rules
B. Cold migration
C. Live migration
D. Affinity rules

Answer: A

NEW QUESTION 169

Users are experiencing slow response times from an intranet website that is hosted on a cloud platform. There is a site-to-site VPN connection to the cloud
provider over a link of 100Mbps.

Which of the following solutions will resolve the issue the FASTEST?

A. Change the connection to point-to-site VPN
B. Order a direct link to the provider

C. Enable quality of service

D. Upgrade the link to 200Mbps

Answer: C
NEW QUESTION 170
A systems administrator is deploying a solution that requires a virtual network in a private cloud environment. The solution design requires the virtual network to

transport multiple payload types.
Which of the following network virtualization options would BEST satisfy the requirement?
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A. VXLAN
B.STT

C. NVGRE
D. GENEVE

Answer: C

NEW QUESTION 173

A cloud administrator is building a new VM for machine-learning training. The developer requesting the VM has stated that the machine will need a full GPU
dedicated to it.

Which of the following configuration options would BEST meet this requirement?

A. Virtual GPU

B. External GPU

C. Passthrough GPU
D. Shared GPU

Answer: C

NEW QUESTION 178
A company is doing a cloud-to-cloud migration to lower costs. A systems administrator has to plan the migration accordingly.
Which of the following considerations is MOST important for a successful, future-proof, and low-cost migration?

A. Tier pricing

B. Licensing

C. Estimated consumption
D. Feature compatibility

Answer: D

NEW QUESTION 183

A company recently subscribed to a SaaS collaboration service for its business users. The company also has an on-premises collaboration solution and would like
users to have a seamless experience regardless of the collaboration solution being used.

Which of the following should the administrator implement?

A. LDAP
B. WAF
C. vDI
D. SSO

Answer: A

NEW QUESTION 185
Which of the following is relevant to capacity planning in a SaaS environment?

A. Licensing
B. A hypervisor
C. Clustering
D. Scalability

Answer: D

NEW QUESTION 190
A VDI administrator has received reports from the drafting department that rendering is slower than normal. Which of the following should the administrator check
FIRST to optimize the performance of the VDI infrastructure?

A. GPU
B. CPU
C. Storage
D. Memory

Answer: D

NEW QUESTION 195

An OS administrator is reporting slow storage throughput on a few VMs in a private laaS cloud. Performance graphs on the host show no increase in CPU or
memory. However, performance graphs on the storage show a decrease of throughput in both IOPS and MBps but not much increase in latency. There is no
increase in workload, and latency is stable on the NFS storage arrays that are used by those VMs.

Which of the following should be verified NEXT?

A. Application

B. SAN

C. VM GPU settings
D. Network

Answer: D
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NEW QUESTION 200
A company is concerned about the security of its data repository that contains customer PII. A systems
administrator is asked to deploy a security control that will prevent the exfiltration of such data. Which of the following should the systems administrator implement?

A. DLP
B. WAF
C. FIM

D. ADC

Answer: A

NEW QUESTION 202
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