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NEW QUESTION 1
Which of the following would MOST likely be included in the incident response procedure after a security breach of customer PII?

A. Human resources

B. Public relations

C. Marketing

D. Internal network operations center

Answer: B

NEW QUESTION 2
After receiving reports latency, a security analyst performs an Nmap scan and observes the following output:
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Which of the following suggests the system that produced output was compromised?
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A. Secure shell is operating of compromise on this system.

B. There are no indicators of compromise on this system.

C. MySQL services is identified on a standard PostgreSQL port.
D. Standard HTP is open on the system and should be closed.

Answer: B

NEW QUESTION 3
A security analyst conducted a risk assessment on an organization's wireless network and identified a high-risk element in the implementation of data confidentially
protection. Which of the following is the BEST technical security control to mitigate this risk?

A. Switch to RADIUS technology
B. Switch to TACACS+ technology.
C. Switch to 802 IX technology

D. Switch to the WPAZ2 protocol.

Answer: B

NEW QUESTION 4
A security administrator needs to create an IDS rule to alert on FTP login attempts by root. Which of the following rules is the BEST solution?

A.alert udp any any — root any — 21

B.alert tcp any any — any 21 (content:”root”)

e

C.alert tcp any any — any root 21

L. alert tcp any any —> any root (content:”fip”)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 5
Which of the following BEST describes the process by which code is developed, tested, and deployed in small batches?

A. Agile

B. Waterfall

C.SDLC

D. Dynamic code analysis

Answer: A

NEW QUESTION 6
A security analyst has discovered suspicious traffic and determined a host is connecting to a known malicious website. The MOST appropriate action for the
analyst to take would be lo implement a change request to:

A. update the antivirus software

B. configure the firewall to block traffic to the domain
C. add the domain to the blacklist

D. create an IPS signature for the domain
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Answer: B

NEW QUESTION 7
Which of the following is the BEST way to share incident-related artifacts to provide non-repudiation?

A. Secure email

B. Encrypted USB drives
C. Cloud containers

D. Network folders

Answer: B

NEW QUESTION 8

A web developer wants to create a new web part within the company website that aggregates sales from individual team sites. A cybersecurity analyst wants to
ensure security measurements are implemented during this process. Which of the following remediation actions should the analyst take to implement a
vulnerability management process?

A. Personnel training

B. Vulnerability scan

C. Change management
D. Sandboxing

Answer: C

NEW QUESTION 9
Which of the following BEST articulates the benefit of leveraging SCAP in an organization’s cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes to enterprise security services

B. It enables standard checklist and vulnerability analysis expressions for automation

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 10
A security analyst discovered a specific series of IP addresses that are targeting an organization. None of the attacks have been successful. Which of the following
should the security analyst perform NEXT?

A. Begin blocking all IP addresses within that subnet.
B. Determine the attack vector and total attack surface.
C. Begin a kill chain analysis to determine the impact.
D. Conduct threat research on the IP addresses

Answer: D

NEW QUESTION 10
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as identified from the firewall logs
but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Shut down the computer

B. Capture live data using Wireshark

C. Take a snapshot

D. Determine if DNS logging is enabled.
E. Review the network logs.

Answer: A

NEW QUESTION 13
During a routine log review, a security analyst has found the following commands that cannot be identified from the Bash history log on the root user.

Which of the following commands should the analyst investigate FIRST?

A. Linel
B. Line 2
C. Line 3
D. Line 4
E. Line5
F. Line 6

Answer: B
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NEW QUESTION 18
An organization developed a comprehensive incident response policy. Executive management approved the policy and its associated procedures. Which of the
following activities would be MOST beneficial to evaluate personnel’s familiarity with incident response procedures?

A. A simulated breach scenario involving the incident response team

B. Completion of annual information security awareness training by all employees

C. Tabletop activities involving business continuity team members

D. Completion of lessons-learned documentation by the computer security incident response team
E. External and internal penetration testing by a third party

Answer: A

NEW QUESTION 22
It is important to parameterize queries to prevent:

A. the execution of unauthorized actions against a database.

B. a memory overflow that executes code with elevated privileges.

C. the establishment of a web shell that would allow unauthorized access.
D. the queries from using an outdated library with security vulnerabilities.

Answer: A

NEW QUESTION 27
A security analyst is reviewing the following log from an email security service.
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m address: userf@comptex.ordg
address: testsdcomptia.orqg
IP address: 192.167.28.243
Remote server name: 162.167.28.243

Which of the following BEST describes the reason why the email was blocked?

A. The To address is invalid.

B. The email originated from the www.spamfilter.org URL.

C. The IP address and the remote server name are the same.
D. The IP address was blacklisted.

E. The From address is invalid.

Answer: D

NEW QUESTION 28
A cyber-incident response analyst is investigating a suspected cryptocurrency miner on a company's server. Which of the following is the FIRST step the analyst
should take?

A. Create a full disk image of the server's hard drive to look for the file containing the malware.

B. Run a manual antivirus scan on the machine to look for known malicious software.

C. Take a memory snapshot of the machine to capture volatile information stored in memory.

D. Start packet capturing to look for traffic that could be indicative of command and control from the miner.

Answer: D

NEW QUESTION 30
A security analyst is attempting to utilize the blowing threat intelligence for developing detection capabilities:
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In which of the following phases is this APT MOST likely to leave discoverable artifacts?

A. Data collection/exfiltration
B. Defensive evasion

C. Lateral movement

D. Reconnaissance

Answer: A
NEW QUESTION 35
A Chief Information Security Officer (CISO) wants to upgrade an organization's security posture by improving proactive activities associated with attacks from

internal and external threats.
Which of the following is the MOST proactive tool or technique that feeds incident response capabilities?
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A. Development of a hypothesis as part of threat hunting

B. Log correlation, monitoring, and automated reporting through a SIEM platform
C. Continuous compliance monitoring using SCAP dashboards

D. Quarterly vulnerability scanning using credentialed scans

Answer: A

NEW QUESTION 40

A Chief Information Security Officer (CISO) is concerned the development team, which consists of contractors, has too much access to customer data. Developers
use personal workstations, giving the company little to no visibility into the development activities.

Which of the following would be BEST to implement to alleviate the CISO's concern?

A.DLP
B. Encryption
C. Test data
D. NDA

Answer: D

NEW QUESTION 43
Which of the following technologies can be used to house the entropy keys for disk encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption
C.TPM

D. HSM

Answer: A

NEW QUESTION 45
A company’s Chief Information Security Officer (CISO) is concerned about the integrity of some highly confidential files. Any changes to these files must be tied
back to a specific authorized user’s activity session. Which of the following is the BEST technique to address the CISO’s concerns?

. Configure DLP to reject all changes to the files without pre-authorizatio

. Monitor the files for unauthorized changes.

. Regularly use SHA-256 to hash the directory containing the sensitive informatio

. Monitor the files for unauthorized changes.

. Place a legal hold on the file

. Require authorized users to abide by a strict time context access policy.Monitor the files for unauthorized changes.
. Use Wireshark to scan all traffic to and from the director

. Monitor the files for unauthorized changes.

IOTMmoOmp

Answer: A

NEW QUESTION 47
A security team wants to make SaaS solutions accessible from only the corporate campus.
Which of the following would BEST accomplish this goal?

A. Geofencing

B. IP restrictions

C. Reverse proxy
D. Single sign-on

Answer: A

NEW QUESTION 51
A hybrid control is one that:

A. is implemented differently on individual systems

B. is implemented at the enterprise and system levels
C. has operational and technical components

D. authenticates using passwords and hardware tokens

Answer: B

NEW QUESTION 54

A security analyst at a technology solutions firm has uncovered the same vulnerabilities on a vulnerability scan for a long period of time. The vulnerabilities are on
systems that are dedicated to the firm's largest client. Which of the following is MOST likely inhibiting the remediation efforts?

A. The parties have an MOU between them that could prevent shutting down the systems

B. There is a potential disruption of the vendor-client relationship

C. Patches for the vulnerabilities have not been fully tested by the software vendor

D. There is an SLA with the client that allows very little downtime

Answer: D
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NEW QUESTION 56

An information security analyst observes anomalous behavior on the SCADA devices in a power plant. This behavior results in the industrial generators
overheating and destabilizing the power supply.

Which of the following would BEST identify potential indicators of compromise?

A. Use Burp Suite to capture packets to the SCADA device's IP.

B. Use tcpdump to capture packets from the SCADA device IP.

C. Use Wireshark to capture packets between SCADA devices and the management system.
D. Use Nmap to capture packets from the management system to the SCADA devices.

Answer: C

NEW QUESTION 59

A large software company wants to move «s source control and deployment pipelines into a cloud-computing environment. Due to the nature of the business
management determines the recovery time objective needs to be within one hour. Which of the following strategies would put the company in the BEST position to
achieve the desired recovery time?

A. Establish an alternate site with active replication to other regions

B. Configure a duplicate environment in the same region and load balance between both instances
C. Set up every cloud component with duplicated copies and auto scaling turned on

D. Create a duplicate copy on premises that can be used for failover in a disaster situation

Answer: A

NEW QUESTION 62
As a proactive threat-hunting technique, hunters must develop situational cases based on likely attack scenarios derived from the available threat intelligence
information. After forming the basis of the scenario, which of the following may the threat hunter construct to establish a framework for threat assessment?

A. Critical asset list
B. Threat vector

C. Attack profile

D. Hypothesis

Answer: A

NEW QUESTION 63
Which of the following sets of attributes BEST illustrates the characteristics of an insider threat from a security perspective?

A. Unauthorized, unintentional, benign
B. Unauthorized, intentional, malicious
C. Authorized, intentional, malicious
D. Authorized, unintentional, benign

Answer: C

NEW QUESTION 68

A security analyst on the threat-hunting team has developed a list of unneeded, benign services that are currently running as part of the standard OS deployment
for workstations. The analyst will provide this list to the operations team to create a policy that will automatically disable the services for all workstations in the
organization.

Which of the following BEST describes the security analyst's goal?

A. To create a system baseline

B. To reduce the attack surface

C. To optimize system performance
D. To improve malware detection

Answer: B

NEW QUESTION 73
An analyst has been asked to provide feedback regarding the control required by a revised regulatory framework At this time, the analyst only needs to focus on
the technical controls. Which of the following should the analyst provide an assessment of?

A. Tokenization of sensitive data

B. Establishment o' data classifications

C. Reporting on data retention and purging activities
D. Formal identification of data ownership

E. Execution of NDAs

Answer: A

NEW QUESTION 74

Which of the following is the use of tools to simulate the ability for an attacker to gain access to a specified network?
A. Reverse engineering

B. Fuzzing

C. Penetration testing
D. Network mapping
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Answer: C

NEW QUESTION 75
Which of the following are components of the intelligence cycle? (Select TWO.)

A. Collection

B. Normalization
C. Response

D. Analysis

E. Correction

F. Dissension

Answer: BE

NEW QUESTION 78
The inability to do remote updates of certificates, keys, software, and firmware is a security issue commonly associated with:

A. web servers on private networks
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: D

NEW QUESTION 79

The computer incident response team at a multinational company has determined that a breach of sensitive data has occurred in which a threat actor has
compromised the organization’s email system. Per the incident response procedures, this breach requires notifying the board immediately. Which of the following
would be the BEST method of communication?

A. Post of the company blog

B. Corporate-hosted encrypted email
C. VoIP phone call

D. Summary sent by certified mail

E. Externally hosted instant message

Answer: C

NEW QUESTION 84
A security analyst discovers accounts in sensitive SaaS-based systems are not being removed in a timely manner when an employee leaves the organization To
BEST resolve the issue, the organization should implement

A. federated authentication
B. role-based access control.
C. manual account reviews
D. multifactor authentication.

Answer: A

NEW QUESTION 85
As part of a review of modern response plans, which of the following is MOST important for an organization lo understand when establishing the breach notification
period?

A. Organizational policies

B. Vendor requirements and contracts
C. Service-level agreements

D. Legal requirements

Answer: D

NEW QUESTION 90
An organization has not had an incident for several months. The Chief Information Security Officer (CISO) wants to move to a more proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 95
An information security analyst is working with a data owner to identify the appropriate controls to preserve the confidentiality of data within an enterprise
environment One of the primary concerns is exfiltration of data by malicious insiders Which of the following controls is the MOST appropriate to mitigate risks?
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A. Data deduplication
B. OS fingerprinting

C. Digital watermarking
D. Data loss prevention

Answer: D

NEW QUESTION 100
Which of the following will allow different cloud instances to share various types of data with a minimal amount of complexity?

A. Reverse engineering

B. Application log collectors
C. Workflow orchestration
D. APl integration

E. Scripting

Answer: D

NEW QUESTION 101

A development team is testing a new application release. The team needs to import existing client PHI data records from the production environment to the test
environment to test accuracy and functionality.
Which of the following would BEST protect the sensitivity of this data while still allowing the team to perform the testing?

A. Deidentification
B. Encoding

C. Encryption

D. Watermarking

Answer: A

NEW QUESTION 106
A security analyst is trying to determine if a host is active on a network. The analyst first attempts the following:
$ ping 192.168.1.4
PING 192.168.1
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68.1.4 ping statis

4 packets transmitted, 0 packets received, 100.0% packet loss
The analyst runs the following command next:

5 sudo hping? -¢ 4 -n -1 192.166.1.4

HPING 192.168.1.4 (enl 192.168.1.4): NO FLAGS are set, 40 headers + 0 data bytes

len=4¢ ip=192.168.1.4 ttl=64 id=32101 sport=0 flags=RA seqgq=0 win=0 rtt=0.4ms

len=46 ip=192.168.1.4 ttl=64 id=32102 sport=0 flags=RA seg=l win=0 rtt=0.3ms

len=46 ip=192.168.1.4 1=64 id=22103 sport=0 flags=RA seg=2 win=0 rtt=0.4ms

len=4¢€ ip=192.168.1.4 ttl=64 id=32104 sport=0 flags=RA seg=3 win=0 rtt=0.4ms

-——= 10.0.1.33 hpaing statistic ---

4 packets transmitted, 4 packets received, 0% packet loss

Which of the following would explain the difference in results?

A. ICMP is being blocked by a firewall.

B. The routing tables for ping and hping3 were different.

C. The original ping command needed root permission to execute.
D. hping3 is returning a false positive.

Answer: A

NEW QUESTION 111

A development team signed a contract that requires access to an on-premises physical server. Access must be restricted to authorized users only and cannot be
connected to the Internet.

Which of the following solutions would meet this requirement?

A. Establish a hosted SSO.
B. Implement a CASB.

C. Virtualize the server.

D. Air gap the server.

Answer: D

NEW QUESTION 114

While preparing of an audit of information security controls in the environment an analyst outlines a framework control that has the following requirements:
* All sensitive data must be classified

* All sensitive data must be purged on a quarterly basis

* Certificates of disposal must remain on file for at least three years

This framework control is MOST likely classified as:

A. prescriptive
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B. risk-based
C. preventive
D. corrective

Answer: A

NEW QUESTION 118

A team of security analysis has been alerted to potential malware activity. The initial examination indicates one of the affected workstations on beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team's NEXT step during the
detection phase of this response process?

A. Escalate the incident to management ,who will then engage the network infrastructure team to keep them informed

B. Depending on system critically remove each affected device from the network by disabling wired and wireless connections

C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses Identify potentially affected systems by creating
a correlation

D. Identify potentially affected system by creating a correlation search in the SIEM based on the network traffic.

Answer: D
NEW QUESTION 121

A security analyst is reviewing the logs from an internal chat server. The chat.log file is too large to review manually, so the analyst wants to create a shorter log
file that only includes lines associated with a user demonstrating anomalous activity. Below is a snippet of the log:

Line User ime Command Eesult
36570 DEV12 |2.01.13.151219 KICK DEV27 OK
36271 JAVASHARK 02.01.13.151255 JOIN #CHATOPS e32kkl0 OK
36572 DEV12 02.01.13.151325 PART #CHATOPS OK
36573 CHATTER14 02.01.13.15%1327 JOIN':CAT ../etc/config' OK
36574 PYTHONFUN J2.01.13.151330 PRIVMSG DEVG99 #2" OK
36575 DEVSS 02.01.13.151358 PRIVMSG PYTHONFUN "OK" OK

Which of the following commands would work BEST to achieve the desired result?

A. grep -v chatterl14 chat.log
B. grep -i pythonfun chat.log
C. grep -i javashark chat.log
D. grep -v javashark chat.log
E. grep -v pythonfun chat.log
F. grep -i chatter1l4 chat.log

Answer: D

NEW QUESTION 123
An executive assistant wants to onboard a new cloud based product to help with business analytics and dashboarding. When of the following would be the BEST
integration option for the service?

A. Manually log in to the service and upload data files on a regular basis.

B. Have the internal development team script connectivity and file translate to the new service.
C. Create a dedicated SFTP sue and schedule transfers to ensue file transport security

D. Utilize the cloud products API for supported and ongoing integrations

Answer: A

NEW QUESTION 127
A security analyst has received information from a third-party intelligence-sharing resource that indicates employee accounts were breached.
Which of the following is the NEXT step the analyst should take to address the issue?

A. Audit access permissions for all employees to ensure least privilege.

B. Force a password reset for the impacted employees and revoke any tokens.
C. Configure SSO to prevent passwords from going outside the local network.
D. Set up privileged access management to ensure auditing is enabled.

Answer: B

NEW QUESTION 131

A security analyst wants to identify which vulnerabilities a potential attacker might initially exploit if the
network is compromised Which of the following would provide the BEST results?

A. Baseline configuration assessment

B. Uncredentialed scan

C. Network ping sweep

D. External penetration test

Answer: D

NEW QUESTION 133
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An analyst is performing penetration testing and vulnerability assessment activities against a new vehicle automation platform.
Which of the following is MOST likely an attack vector that is being utilized as part of the testing and assessment?

A. FaaS

B. RTOS
C. SoC

D. GPS

E. CAN bus

Answer: E

NEW QUESTION 138

A storage area network (SAN) was inadvertently powered off while power maintenance was being performed in a datacenter. None of the systems should have
lost all power during the maintenance. Upon review, it is discovered that a SAN administrator moved a power plug when testing the SAN's fault notification
features.

Which of the following should be done to prevent this issue from reoccurring?

A. Ensure both power supplies on the SAN are serviced by separate circuits, so that if one circuit goes down, the other remains powered.

B. Install additional batteries in the SAN power supplies with enough capacity to keep the system powered on during maintenance operations.
C. Ensure power configuration is covered in the datacenter change management policy and have the SAN administrator review this policy.

D. Install a third power supply in the SAN so loss of any power intuit does not result in the SAN completely powering off.

Answer: A

NEW QUESTION 140
Which of the following technologies can be used to store digital certificates and is typically used in high-security implementations where integrity is paramount?

A. HSM

B. eFuse

C. UEFI

D. Self-encrypting drive

Answer: A

NEW QUESTION 144

A security analyst receives an alert that highly sensitive information has left the company's network Upon investigation, the analyst discovers an outside IP range
has had connections from three servers more than 100 times m the past month The affected servers are virtual machines Which of the following is the BEST
course of action?

A. Shut down the servers as soon as possible, move them to a clean environment, restart, run a vulnerability scanner to find weaknesses determine the root
cause, remediate, and report

B. Report the data exfiltration to management take the affected servers offline, conduct an antivirus scan, remediate all threats found, and return the servers to
service.

C. Disconnect the affected servers from the network, use the virtual machine console to access the systems, determine which information has left the network, find
the security weakness, and remediate

D. Determine if any other servers have been affected, snapshot any servers found, determine the vector that was used to allow the data exfiltratio

E. fix any vulnerabilities, remediate, and report.

Answer: A

NEW QUESTION 147
An organization has not had an incident for several month. The Chief information Security Officer (CISO) wants to move to proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 149
Which of me following BEST articulates the benefit of leveraging SCAP in an organization's cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes lo enterprise security services

B. It enables standard checklist and vulnerability analysis expressions for automaton

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 154
A security analyst was alerted to a tile integrity monitoring event based on a change to the vhost-paymonts .c onf file The output of the diff command against the
known-good backup reads as follows

> S = L . TR & " = - a & & - m i 5 . i .
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Which of the following MOST likely occurred?

A. The file was altered to accept payments without charging the cards
B. The file was altered to avoid logging credit card information

C. The file was altered to verify the card numbers are valid.

D. The file was altered to harvest credit card numbers

Answer: A

NEW QUESTION 158

A user receives a potentially malicious email that contains spelling errors and a PDF document. A security analyst reviews the email and decides to download the
attachment to a Linux sandbox for review.

Which of the following commands would MOST likely indicate if the email is malicious?

A. sha256sum ~/Desktop/file.pdf

B. file ~/Desktop/file.pdf

C. strings ~/Desktop/file.pdf | grep "<script"
D. cat < ~/Desktop/file.pdf | grep -i .exe

Answer: A

NEW QUESTION 163
A company's modem response team is handling a threat that was identified on the network Security analysts have as at remote sites. Which of the following is the
MOST appropriate next step in the incident response plan?

A. Quarantine the web server

B. Deploy virtual firewalls

C. Capture a forensic image of the memory and disk
D. Enable web server containerization

Answer: B

NEW QUESTION 166

Which of the following types of policies is used to regulate data storage on the network?
A. Password

B. Acceptable use

C. Account management

D. Retention
Answer: D
NEW QUESTION 169

A security analyst is conducting a post-incident log analysis to determine which indicators can be used to detect further occurrences of a data exfiltration incident.
The analyst determines backups were not performed during this time and reviews the following:

Which of the following should the analyst review to find out how the data was exfilltrated?
A. Monday's logs

B. Tuesday's logs

C. Wednesday's logs

D. Thursday's logs

Answer: D
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NEW QUESTION 173
A security analyst has discovered trial developers have installed browsers on all development servers in the company's cloud infrastructure and are using them to
browse the Internet. Which of the following changes should the security analyst make to BEST protect the environment?

A. Create a security rule that blocks Internet access in the development VPC

B. Place a jumpbox m between the developers' workstations and the development VPC

C. Remove the administrator profile from the developer user group in identity and access management
D. Create an alert that is triggered when a developer installs an application on a server

Answer: A

NEW QUESTION 177

A security analyst has observed several incidents within an organization that are affecting one specific piece of hardware on the network. Further investigation
reveals the equipment vendor previously released a patch.

Which of the following is the MOST appropriate threat classification for these incidents?

A. Known threat

B. Zero day

C. Unknown threat

D. Advanced persistent threat

Answer: B

NEW QUESTION 178

A security analyst is investigating a malware infection that occurred on a Windows system. The system was not connected to a network and had no wireless
capability Company policy prohibits using portable media or mobile storage The security analyst is trying to determine which user caused the malware to get onto
the system Which of the following registry keys would MOST likely have this information?

A)

NMEA\Scftware) WM s\ SurrentVe:z n\ B
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 179
While analyzing logs from a WAF, a cybersecurity analyst finds the following:

Sy - R CR S EEme BE = =y & - - a R Ll L el X | d d - T L

Which of the following BEST describes what the analyst has found?

A. This is an encrypted GET HTTP request
B. A packet is being used to bypass the WAF
C. This is an encrypted packet

D. This is an encoded WAF bypass

Answer: D

NEW QUESTION 183

A security analyst is reviewing vulnerability scan results and notices new workstations are being flagged as having outdated antivirus signatures. The analyst
observes the following plugin output:

Antivirus is installed on the remote host:

Installation path: C:\Program Files\AVProduct\Win32\ Product Engine: 14.12.101

Engine Version: 3.5.71

Scanner does not currently have information about AVProduct version 3.5.71. It may no longer be supported.

The engine version is out of date. The oldest supported version from the vendor is 4.2.11. The analyst uses the vendor's website to confirm the oldest supported
version is correct. Which of the following BEST describes the situation?

A. This is a false positive, and the scanning plugin needs to be updated by the vendor.

B. This is a true negative, and the new computers have the correct version of the software.

C. This is a true positive, and the new computers were imaged with an old version of the software.
D. This is a false negative, and the new computers need to be updated by the desktop team.

Answer: C
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NEW QUESTION 188
The help desk provided a security analyst with a screenshot of a user's desktop:

For which of the following is aircrack-ng being used?

A. Wireless access point discovery
B. Rainbow attack

C. Brute-force attack

D. PCAP data collection

Answer: B

NEW QUESTION 189

A team of security analysts has been alerted to potential malware activity. The initial examination indicates one of the affected workstations is beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team’s NEXT step during the
detection phase of this response process?

A. Escalate the incident to management, who will then engage the network infrastructure team to keep them informed.

B. Depending on system criticality, remove each affected device from the network by disabling wired and wireless connections.
C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses.

D. Identify potentially affected systems by creating a correlation search in the SIEM based on the network traffic.

Answer: D

NEW QUESTION 193
Which of the following technologies can be used to house the entropy keys for task encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption
C.TPM

D. HSM

Answer: A

NEW QUESTION 194

A security analyst is providing a risk assessment for a medical device that will be installed on the corporate network. During the assessment, the analyst discovers
the device has an embedded operating system that will be at the end of its life in two years. Due to the criticality of the device, the security committee makes a risk-
based policy decision to review and enforce the vendor upgrade before the end of life is reached.

Which of the following risk actions has the security committee taken?

A. Risk exception
B. Risk avoidance
C. Risk tolerance
D. Risk acceptance

Answer: D

NEW QUESTION 196

An audit has revealed an organization is utilizing a large number of servers that are running unsupported operating systems.

As part of the management response phase of the audit, which of the following would BEST demonstrate senior management is appropriately aware of and
addressing the issue?

A. Copies of prior audits that did not identify the servers as an issue

B. Project plans relating to the replacement of the servers that were approved by management

C. Minutes from meetings in which risk assessment activities addressing the servers were discussed
D. ACLs from perimeter firewalls showing blocked access to the servers

E. Copies of change orders relating to the vulnerable servers

Answer: C

NEW QUESTION 200
A security analyst, who is working for a company that utilizes Linux servers, receives the following results from a vulnerability scan:

CVEID CVSS Base Name
CVE-1999-0524 None ICIMP timestamp request remote date disclosure
CVE-1999-0497 5.0 Anonymous FTP enabled
None 19 Unsupported web server detection
CVE-2005-2150 5.0 Windows SMB service enumeration via \srvsvc

Which of the following is MOST likely a false positive?
A. ICMP timestamp request remote date disclosure

B. Windows SMB service enumeration via \srvsvc
C. Anonymous FTP enabled
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D. Unsupported web server detection

Answer: B

NEW QUESTION 205

As part of an exercise set up by the information security officer, the IT staff must move some of the network systems to an off-site facility and redeploy them for
testing. All staff members must ensure their respective systems can power back up and match their gold image. If they find any inconsistencies, they must formally
document the information.

Which of the following BEST describes this test?

A. Walk through
B. Full interruption
C. Simulation

D. Parallel

Answer: C

NEW QUESTION 206
An information security analyst is compiling data from a recent penetration test and reviews the following output:

Starting Nmap 7.70 ({ https://nmap.org ) at 2019%-01-01 16:06 UTC
Nmap scan report for 10.79.95.173.rdns.datacenters.com (10.79.95.173)
lost 1 p (0.02¢ latency) .
Mot LW G994 filtered ports
PORT TATE SERVICE VERSION
2 f | = 2 tEp Microsoft ftpd

tCcE en Ssh er ielD sahd {(protocol 2.0)
BU/tcp en Mic: oft TPAPI ttpd 2. (SSDP/UPNnP)
443/ tcr ti;
r '\-rll_-""' 1 Jal=041 Lol =] r,
:'E_- .-"* r Den 1Y BaAa r& 1ca i (i F 1 _._,_,-_ i A 5 21000 ]_r_:|
Nmap done: 1 IP address (1 host up) scanned in 1loB.Z22 seconds

The analyst wants to obtain more information about the web-based services that are running on the target. Which of the following commands would MOST likely
provide the needed information?

A. ping -t 10.79.95.173.rdns.datacenters.com
B. telnet 10.79.95.173 443

C. ftpd 10.79.95.173.rdns.datacenters.com 443
D. tracert 10.79.95.173

Answer: B

NEW QUESTION 210
During an investigation, a security analyst identified machines that are infected with malware the antivirus was unable to detect.
Which of the following is the BEST place to acquire evidence to perform data carving?

A. The system memory
B. The hard drive

C. Network packets

D. The Windows Registry

Answer: A

NEW QUESTION 212
A security analyst is investigating a compromised Linux server. The analyst issues the ps command and receives the following output.

1286 2a # i uar/asbin/cupsad £
12E7 ;s S 0:00 fuar/shin/hetpd
1257 T Sal usr/ban/likbvaztd
1361 ? 8= OO0 uarfakin/sahs =T
- = [ & ¥ -
et D H o o a dHUI I SDIIYALTd T L

Which of the following commands should the administrator run NEXT to further analyze the compromised system?

A. strace /proc/1301

B. rpm -V openash-server
C. /bin/la -1 /proc/1301/exe
D. kill -9 1301

Answer: A

NEW QUESTION 216
A cybersecurity analyst is currently checking a newly deployed server that has an access control list applied. When conducting the scan, the analyst received the
following code snippet of results:
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Mail Serverl
Tryving 15%2.168.2.2
Connected

et / HTTES 1.0

HTTP:1.0 200 Document follows
Server: server/0.10
Connection: close

Set—Cookie: testing=1l; path=/

Which of the following describes the output of this scan?

A. The analyst has discovered a False Positive, and the status code is incorrect providing an OK message.

B. The analyst has discovered a True Positive, and the status code is correct providing a file not found error message.
C. The analyst has discovered a True Positive, and the status code is incorrect providing a forbidden message.

D. The analyst has discovered a False Positive, and the status code is incorrect providing a server error message.

Answer: B

NEW QUESTION 219
An information security analyst is reviewing backup data sets as part of a project focused on eliminating archival data sets.
Which of the following should be considered FIRST prior to disposing of the electronic data?

A. Sanitization policy
B. Data sovereignty

C. Encryption policy

D. Retention standards

Answer: D

NEW QUESTION 220

As part of a merger with another organization, a Chief Information Security Officer (CISO) is working with an assessor to perform a risk assessment focused on
data privacy compliance. The CISO is primarily concerned with the potential legal liability and fines associated with data privacy. Based on the CISO's concerns,
the assessor will MOST likely focus on:

A. qualitative probabilities.
B. quantitative probabilities.
C. qualitative magnitude.
D. quantitative magnitude.

Answer: D
NEW QUESTION 221

A system’s authority to operate (ATO) is set to expire in four days. Because of other activities and limited staffing, the organization has neglected to start
reauthentication activities until now. The cybersecurity group just performed a vulnerability scan with the partial set of results shown below:

Scan Host: 192.168.1.13
15-Jan-16 08 10.1 EDT

Vulnerability CVE-2015-1635

HTTP.sys in Microsoft Windows 7 SPl, Windows Server 2008 RZ SPl, Windows 8,
Windows 8.1 and Windows Server 2012 allows remote attackers to execute
arbitrary code via crafted HTTP requests, aka “HTTP.sys remote code exXecutilon
vulnerability”

Severity: 10.0 (high)

Expected Result: enforceHTTPValidation='enabled’;
Current Value: enforceHTTPValidation=enabled;

Evidence:
C:\%system%\Windows\config\web.config

Based on the scenario and the output from the vulnerability scan, which of the following should the security team do with this finding?

A. Remediate by going to the web config file, searching for the enforce HTTP validation setting, and manually updating to the correct setting.

B. Accept this risk for now because this is a “high” severity, but testing will require more than the four days available, and the system ATO needs to be competed.
C.Ignorei

D. This is false positive, and the organization needs to focus its efforts on other findings.

E. Ensure HTTP validation is enabled by rebooting the server.

Answer: A
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NEW QUESTION 224

A security analyst recently discovered two unauthorized hosts on the campus's wireless network segment from a man-m-the-middle attack .The security analyst
also verified that privileges were not escalated, and the two devices did not gain access to other network devices Which of the following would BEST mitigate and

improve the security posture of the wireless network for this type of attack?

A. Enable MAC filtering on the wireless router and suggest a stronger encryption for the wireless network,
B. Change the SSID, strengthen the passcode, and implement MAC filtering on the wireless router.

C. Enable MAC filtering on the wireless router and create a whitelist that allows devices on the network
D. Conduct a wireless survey to determine if the wireless strength needs to be reduced.

Answer: A

NEW QUESTION 227

A security analyst is evaluating two vulnerability management tools for possible use in an organization. The analyst set up each of the tools according to the

respective vendor's instructions and generated a report of vulnerabilities that ran against the same target server.

Tool A reported the following:

The target host (192.1¢8.10.13) is missing the following
CRITICAL KB50227328: Windows Server 2016 June 201% Cumula
CRITICAL KB50255293: Windows Server 2016 July 2019 Cumul
HIGH MS19-055: mulative Security Update for Edge (28638

Tool B reported the following:
Methods GET HEAD CPTIONS POST TRACE are al
1f 1

=
N el e s a - A A"
K | #
L2L « 40 s i

r Py A Y. r h o wa e i
Apache 4.2.x < 4.2.28 Contains

Which of the following BEST describes the method used by each tool? (Choose two.)

A. Tool A is agent based.

B. Tool A used fuzzing logic to test vulnerabilities.
C. Tool A is unauthenticated.

D. Tool B utilized machine learning technology.
E. Tool B is agent based.

F. Tool B is unauthenticated.

Answer: CE

NEW QUESTION 230

While planning segmentation for an ICS environment, a security engineer determines IT resources will need access to devices within the ICS environment without

compromising security.
To provide the MOST secure access model in this scenario, the jumpbox should be.

A. placed in an isolated network segment, authenticated on the IT side, and forwarded into the ICS network.

B. placed on the ICS network with a static firewall rule that allows IT network resources to authenticate.
C. bridged between the IT and operational technology networks to allow authenticated access.
D. placed on the IT side of the network, authenticated, and tunneled into the ICS environment.

Answer: D

NEW QUESTION 233
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NEW QUESTION 1
Which of the following would MOST likely be included in the incident response procedure after a security breach of customer PII?

A. Human resources

B. Public relations

C. Marketing

D. Internal network operations center

Answer: B

NEW QUESTION 2
After receiving reports latency, a security analyst performs an Nmap scan and observes the following output:

T AN E i p——- Y =
ol To i 4 =i | ey L

Which of the following suggests the system that produced output was compromised?

e el 18
WUESUT T U e LS W o

A. Secure shell is operating of compromise on this system.

B. There are no indicators of compromise on this system.

C. MySQL services is identified on a standard PostgreSQL port.
D. Standard HTP is open on the system and should be closed.

Answer: B

NEW QUESTION 3
A security analyst conducted a risk assessment on an organization's wireless network and identified a high-risk element in the implementation of data confidentially
protection. Which of the following is the BEST technical security control to mitigate this risk?

A. Switch to RADIUS technology
B. Switch to TACACS+ technology.
C. Switch to 802 IX technology

D. Switch to the WPAZ2 protocol.

Answer: B

NEW QUESTION 4
A security administrator needs to create an IDS rule to alert on FTP login attempts by root. Which of the following rules is the BEST solution?

A.alert udp any any — root any — 21

B.alert tcp any any — any 21 (content:”root”)

e

C.alert tcp any any — any root 21

L. alert tcp any any —> any root (content:”fip”)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 5
Which of the following BEST describes the process by which code is developed, tested, and deployed in small batches?

A. Agile

B. Waterfall

C.SDLC

D. Dynamic code analysis

Answer: A

NEW QUESTION 6
A security analyst has discovered suspicious traffic and determined a host is connecting to a known malicious website. The MOST appropriate action for the
analyst to take would be lo implement a change request to:

A. update the antivirus software

B. configure the firewall to block traffic to the domain
C. add the domain to the blacklist

D. create an IPS signature for the domain
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Answer: B

NEW QUESTION 7
Which of the following is the BEST way to share incident-related artifacts to provide non-repudiation?

A. Secure email

B. Encrypted USB drives
C. Cloud containers

D. Network folders

Answer: B

NEW QUESTION 8

A web developer wants to create a new web part within the company website that aggregates sales from individual team sites. A cybersecurity analyst wants to
ensure security measurements are implemented during this process. Which of the following remediation actions should the analyst take to implement a
vulnerability management process?

A. Personnel training

B. Vulnerability scan

C. Change management
D. Sandboxing

Answer: C

NEW QUESTION 9
Which of the following BEST articulates the benefit of leveraging SCAP in an organization’s cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes to enterprise security services

B. It enables standard checklist and vulnerability analysis expressions for automation

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 10
A security analyst discovered a specific series of IP addresses that are targeting an organization. None of the attacks have been successful. Which of the following
should the security analyst perform NEXT?

A. Begin blocking all IP addresses within that subnet.
B. Determine the attack vector and total attack surface.
C. Begin a kill chain analysis to determine the impact.
D. Conduct threat research on the IP addresses

Answer: D

NEW QUESTION 10
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as identified from the firewall logs
but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Shut down the computer

B. Capture live data using Wireshark

C. Take a snapshot

D. Determine if DNS logging is enabled.
E. Review the network logs.

Answer: A

NEW QUESTION 13
During a routine log review, a security analyst has found the following commands that cannot be identified from the Bash history log on the root user.

Which of the following commands should the analyst investigate FIRST?

A. Linel
B. Line 2
C. Line 3
D. Line 4
E. Line5
F. Line 6

Answer: B
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NEW QUESTION 18
An organization developed a comprehensive incident response policy. Executive management approved the policy and its associated procedures. Which of the
following activities would be MOST beneficial to evaluate personnel’s familiarity with incident response procedures?

A. A simulated breach scenario involving the incident response team

B. Completion of annual information security awareness training by all employees

C. Tabletop activities involving business continuity team members

D. Completion of lessons-learned documentation by the computer security incident response team
E. External and internal penetration testing by a third party

Answer: A

NEW QUESTION 22
It is important to parameterize queries to prevent:

A. the execution of unauthorized actions against a database.

B. a memory overflow that executes code with elevated privileges.

C. the establishment of a web shell that would allow unauthorized access.
D. the queries from using an outdated library with security vulnerabilities.

Answer: A

NEW QUESTION 27
A security analyst is reviewing the following log from an email security service.

nejectlon Lype: Drog

Rejection d ription: [P founda 1n RBL
[ nt time I 1a i Ut
Rejection informatior mall.comptia :
P ! - ] -~ A
J“l“‘: |'l'|'llll'll T'].r IJT l'..':ll.n'f:ll.'r L ! L Fa ....""I.‘I
m address: userf@comptex.ordg
address: testsdcomptia.orqg
IP address: 192.167.28.243
Remote server name: 162.167.28.243

Which of the following BEST describes the reason why the email was blocked?

A. The To address is invalid.

B. The email originated from the www.spamfilter.org URL.

C. The IP address and the remote server name are the same.
D. The IP address was blacklisted.

E. The From address is invalid.

Answer: D

NEW QUESTION 28
A cyber-incident response analyst is investigating a suspected cryptocurrency miner on a company's server. Which of the following is the FIRST step the analyst
should take?

A. Create a full disk image of the server's hard drive to look for the file containing the malware.

B. Run a manual antivirus scan on the machine to look for known malicious software.

C. Take a memory snapshot of the machine to capture volatile information stored in memory.

D. Start packet capturing to look for traffic that could be indicative of command and control from the miner.

Answer: D

NEW QUESTION 30
A security analyst is attempting to utilize the blowing threat intelligence for developing detection capabilities:

=28 2BLY 5. 222 LoRs o SBLLE o0 a#de L S8 al e s 2280 PILELoo3.08 SEETE.AL LELAS.s82 s. CHoLHL 3 EaE e = 2=

In which of the following phases is this APT MOST likely to leave discoverable artifacts?

A. Data collection/exfiltration
B. Defensive evasion

C. Lateral movement

D. Reconnaissance

Answer: A
NEW QUESTION 35
A Chief Information Security Officer (CISO) wants to upgrade an organization's security posture by improving proactive activities associated with attacks from

internal and external threats.
Which of the following is the MOST proactive tool or technique that feeds incident response capabilities?
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A. Development of a hypothesis as part of threat hunting

B. Log correlation, monitoring, and automated reporting through a SIEM platform
C. Continuous compliance monitoring using SCAP dashboards

D. Quarterly vulnerability scanning using credentialed scans

Answer: A

NEW QUESTION 40

A Chief Information Security Officer (CISO) is concerned the development team, which consists of contractors, has too much access to customer data. Developers
use personal workstations, giving the company little to no visibility into the development activities.

Which of the following would be BEST to implement to alleviate the CISO's concern?

A.DLP
B. Encryption
C. Test data
D. NDA

Answer: D

NEW QUESTION 43
Which of the following technologies can be used to house the entropy keys for disk encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption
C.TPM

D. HSM

Answer: A

NEW QUESTION 45
A company’s Chief Information Security Officer (CISO) is concerned about the integrity of some highly confidential files. Any changes to these files must be tied
back to a specific authorized user’s activity session. Which of the following is the BEST technique to address the CISO’s concerns?

. Configure DLP to reject all changes to the files without pre-authorizatio

. Monitor the files for unauthorized changes.

. Regularly use SHA-256 to hash the directory containing the sensitive informatio

. Monitor the files for unauthorized changes.

. Place a legal hold on the file

. Require authorized users to abide by a strict time context access policy.Monitor the files for unauthorized changes.
. Use Wireshark to scan all traffic to and from the director

. Monitor the files for unauthorized changes.

IOTMmoOmp

Answer: A

NEW QUESTION 47
A security team wants to make SaaS solutions accessible from only the corporate campus.
Which of the following would BEST accomplish this goal?

A. Geofencing

B. IP restrictions

C. Reverse proxy
D. Single sign-on

Answer: A

NEW QUESTION 51
A hybrid control is one that:

A. is implemented differently on individual systems

B. is implemented at the enterprise and system levels
C. has operational and technical components

D. authenticates using passwords and hardware tokens

Answer: B

NEW QUESTION 54

A security analyst at a technology solutions firm has uncovered the same vulnerabilities on a vulnerability scan for a long period of time. The vulnerabilities are on
systems that are dedicated to the firm's largest client. Which of the following is MOST likely inhibiting the remediation efforts?

A. The parties have an MOU between them that could prevent shutting down the systems

B. There is a potential disruption of the vendor-client relationship

C. Patches for the vulnerabilities have not been fully tested by the software vendor

D. There is an SLA with the client that allows very little downtime

Answer: D
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NEW QUESTION 56

An information security analyst observes anomalous behavior on the SCADA devices in a power plant. This behavior results in the industrial generators
overheating and destabilizing the power supply.

Which of the following would BEST identify potential indicators of compromise?

A. Use Burp Suite to capture packets to the SCADA device's IP.

B. Use tcpdump to capture packets from the SCADA device IP.

C. Use Wireshark to capture packets between SCADA devices and the management system.
D. Use Nmap to capture packets from the management system to the SCADA devices.

Answer: C

NEW QUESTION 59

A large software company wants to move «s source control and deployment pipelines into a cloud-computing environment. Due to the nature of the business
management determines the recovery time objective needs to be within one hour. Which of the following strategies would put the company in the BEST position to
achieve the desired recovery time?

A. Establish an alternate site with active replication to other regions

B. Configure a duplicate environment in the same region and load balance between both instances
C. Set up every cloud component with duplicated copies and auto scaling turned on

D. Create a duplicate copy on premises that can be used for failover in a disaster situation

Answer: A

NEW QUESTION 62
As a proactive threat-hunting technique, hunters must develop situational cases based on likely attack scenarios derived from the available threat intelligence
information. After forming the basis of the scenario, which of the following may the threat hunter construct to establish a framework for threat assessment?

A. Critical asset list
B. Threat vector

C. Attack profile

D. Hypothesis

Answer: A

NEW QUESTION 63
Which of the following sets of attributes BEST illustrates the characteristics of an insider threat from a security perspective?

A. Unauthorized, unintentional, benign
B. Unauthorized, intentional, malicious
C. Authorized, intentional, malicious
D. Authorized, unintentional, benign

Answer: C

NEW QUESTION 68

A security analyst on the threat-hunting team has developed a list of unneeded, benign services that are currently running as part of the standard OS deployment
for workstations. The analyst will provide this list to the operations team to create a policy that will automatically disable the services for all workstations in the
organization.

Which of the following BEST describes the security analyst's goal?

A. To create a system baseline

B. To reduce the attack surface

C. To optimize system performance
D. To improve malware detection

Answer: B

NEW QUESTION 73
An analyst has been asked to provide feedback regarding the control required by a revised regulatory framework At this time, the analyst only needs to focus on
the technical controls. Which of the following should the analyst provide an assessment of?

A. Tokenization of sensitive data

B. Establishment o' data classifications

C. Reporting on data retention and purging activities
D. Formal identification of data ownership

E. Execution of NDAs

Answer: A

NEW QUESTION 74

Which of the following is the use of tools to simulate the ability for an attacker to gain access to a specified network?
A. Reverse engineering

B. Fuzzing

C. Penetration testing
D. Network mapping
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Answer: C

NEW QUESTION 75
Which of the following are components of the intelligence cycle? (Select TWO.)

A. Collection

B. Normalization
C. Response

D. Analysis

E. Correction

F. Dissension

Answer: BE

NEW QUESTION 78
The inability to do remote updates of certificates, keys, software, and firmware is a security issue commonly associated with:

A. web servers on private networks
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: D

NEW QUESTION 79

The computer incident response team at a multinational company has determined that a breach of sensitive data has occurred in which a threat actor has
compromised the organization’s email system. Per the incident response procedures, this breach requires notifying the board immediately. Which of the following
would be the BEST method of communication?

A. Post of the company blog

B. Corporate-hosted encrypted email
C. VoIP phone call

D. Summary sent by certified mail

E. Externally hosted instant message

Answer: C

NEW QUESTION 84
A security analyst discovers accounts in sensitive SaaS-based systems are not being removed in a timely manner when an employee leaves the organization To
BEST resolve the issue, the organization should implement

A. federated authentication
B. role-based access control.
C. manual account reviews
D. multifactor authentication.

Answer: A

NEW QUESTION 85
As part of a review of modern response plans, which of the following is MOST important for an organization lo understand when establishing the breach notification
period?

A. Organizational policies

B. Vendor requirements and contracts
C. Service-level agreements

D. Legal requirements

Answer: D

NEW QUESTION 90
An organization has not had an incident for several months. The Chief Information Security Officer (CISO) wants to move to a more proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 95
An information security analyst is working with a data owner to identify the appropriate controls to preserve the confidentiality of data within an enterprise
environment One of the primary concerns is exfiltration of data by malicious insiders Which of the following controls is the MOST appropriate to mitigate risks?
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A. Data deduplication
B. OS fingerprinting

C. Digital watermarking
D. Data loss prevention

Answer: D

NEW QUESTION 100
Which of the following will allow different cloud instances to share various types of data with a minimal amount of complexity?

A. Reverse engineering

B. Application log collectors
C. Workflow orchestration
D. APl integration

E. Scripting

Answer: D

NEW QUESTION 101

A development team is testing a new application release. The team needs to import existing client PHI data records from the production environment to the test
environment to test accuracy and functionality.
Which of the following would BEST protect the sensitivity of this data while still allowing the team to perform the testing?

A. Deidentification
B. Encoding

C. Encryption

D. Watermarking

Answer: A

NEW QUESTION 106
A security analyst is trying to determine if a host is active on a network. The analyst first attempts the following:
$ ping 192.168.1.4
PING 192.168.1
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68.1.4 ping statis

4 packets transmitted, 0 packets received, 100.0% packet loss
The analyst runs the following command next:

5 sudo hping? -¢ 4 -n -1 192.166.1.4

HPING 192.168.1.4 (enl 192.168.1.4): NO FLAGS are set, 40 headers + 0 data bytes

len=4¢ ip=192.168.1.4 ttl=64 id=32101 sport=0 flags=RA seqgq=0 win=0 rtt=0.4ms

len=46 ip=192.168.1.4 ttl=64 id=32102 sport=0 flags=RA seg=l win=0 rtt=0.3ms

len=46 ip=192.168.1.4 1=64 id=22103 sport=0 flags=RA seg=2 win=0 rtt=0.4ms

len=4¢€ ip=192.168.1.4 ttl=64 id=32104 sport=0 flags=RA seg=3 win=0 rtt=0.4ms

-——= 10.0.1.33 hpaing statistic ---

4 packets transmitted, 4 packets received, 0% packet loss

Which of the following would explain the difference in results?

A. ICMP is being blocked by a firewall.

B. The routing tables for ping and hping3 were different.

C. The original ping command needed root permission to execute.
D. hping3 is returning a false positive.

Answer: A

NEW QUESTION 111

A development team signed a contract that requires access to an on-premises physical server. Access must be restricted to authorized users only and cannot be
connected to the Internet.

Which of the following solutions would meet this requirement?

A. Establish a hosted SSO.
B. Implement a CASB.

C. Virtualize the server.

D. Air gap the server.

Answer: D

NEW QUESTION 114

While preparing of an audit of information security controls in the environment an analyst outlines a framework control that has the following requirements:
* All sensitive data must be classified

* All sensitive data must be purged on a quarterly basis

* Certificates of disposal must remain on file for at least three years

This framework control is MOST likely classified as:

A. prescriptive
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B. risk-based
C. preventive
D. corrective

Answer: A

NEW QUESTION 118

A team of security analysis has been alerted to potential malware activity. The initial examination indicates one of the affected workstations on beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team's NEXT step during the
detection phase of this response process?

A. Escalate the incident to management ,who will then engage the network infrastructure team to keep them informed

B. Depending on system critically remove each affected device from the network by disabling wired and wireless connections

C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses Identify potentially affected systems by creating
a correlation

D. Identify potentially affected system by creating a correlation search in the SIEM based on the network traffic.

Answer: D
NEW QUESTION 121

A security analyst is reviewing the logs from an internal chat server. The chat.log file is too large to review manually, so the analyst wants to create a shorter log
file that only includes lines associated with a user demonstrating anomalous activity. Below is a snippet of the log:

Line User ime Command Eesult
36570 DEV12 |2.01.13.151219 KICK DEV27 OK
36271 JAVASHARK 02.01.13.151255 JOIN #CHATOPS e32kkl0 OK
36572 DEV12 02.01.13.151325 PART #CHATOPS OK
36573 CHATTER14 02.01.13.15%1327 JOIN':CAT ../etc/config' OK
36574 PYTHONFUN J2.01.13.151330 PRIVMSG DEVG99 #2" OK
36575 DEVSS 02.01.13.151358 PRIVMSG PYTHONFUN "OK" OK

Which of the following commands would work BEST to achieve the desired result?

A. grep -v chatterl14 chat.log
B. grep -i pythonfun chat.log
C. grep -i javashark chat.log
D. grep -v javashark chat.log
E. grep -v pythonfun chat.log
F. grep -i chatter1l4 chat.log

Answer: D

NEW QUESTION 123
An executive assistant wants to onboard a new cloud based product to help with business analytics and dashboarding. When of the following would be the BEST
integration option for the service?

A. Manually log in to the service and upload data files on a regular basis.

B. Have the internal development team script connectivity and file translate to the new service.
C. Create a dedicated SFTP sue and schedule transfers to ensue file transport security

D. Utilize the cloud products API for supported and ongoing integrations

Answer: A

NEW QUESTION 127
A security analyst has received information from a third-party intelligence-sharing resource that indicates employee accounts were breached.
Which of the following is the NEXT step the analyst should take to address the issue?

A. Audit access permissions for all employees to ensure least privilege.

B. Force a password reset for the impacted employees and revoke any tokens.
C. Configure SSO to prevent passwords from going outside the local network.
D. Set up privileged access management to ensure auditing is enabled.

Answer: B

NEW QUESTION 131

A security analyst wants to identify which vulnerabilities a potential attacker might initially exploit if the
network is compromised Which of the following would provide the BEST results?

A. Baseline configuration assessment

B. Uncredentialed scan

C. Network ping sweep

D. External penetration test

Answer: D

NEW QUESTION 133
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An analyst is performing penetration testing and vulnerability assessment activities against a new vehicle automation platform.
Which of the following is MOST likely an attack vector that is being utilized as part of the testing and assessment?

A. FaaS

B. RTOS
C. SoC

D. GPS

E. CAN bus

Answer: E

NEW QUESTION 138

A storage area network (SAN) was inadvertently powered off while power maintenance was being performed in a datacenter. None of the systems should have
lost all power during the maintenance. Upon review, it is discovered that a SAN administrator moved a power plug when testing the SAN's fault notification
features.

Which of the following should be done to prevent this issue from reoccurring?

A. Ensure both power supplies on the SAN are serviced by separate circuits, so that if one circuit goes down, the other remains powered.

B. Install additional batteries in the SAN power supplies with enough capacity to keep the system powered on during maintenance operations.
C. Ensure power configuration is covered in the datacenter change management policy and have the SAN administrator review this policy.

D. Install a third power supply in the SAN so loss of any power intuit does not result in the SAN completely powering off.

Answer: A

NEW QUESTION 140
Which of the following technologies can be used to store digital certificates and is typically used in high-security implementations where integrity is paramount?

A. HSM

B. eFuse

C. UEFI

D. Self-encrypting drive

Answer: A

NEW QUESTION 144

A security analyst receives an alert that highly sensitive information has left the company's network Upon investigation, the analyst discovers an outside IP range
has had connections from three servers more than 100 times m the past month The affected servers are virtual machines Which of the following is the BEST
course of action?

A. Shut down the servers as soon as possible, move them to a clean environment, restart, run a vulnerability scanner to find weaknesses determine the root
cause, remediate, and report

B. Report the data exfiltration to management take the affected servers offline, conduct an antivirus scan, remediate all threats found, and return the servers to
service.

C. Disconnect the affected servers from the network, use the virtual machine console to access the systems, determine which information has left the network, find
the security weakness, and remediate

D. Determine if any other servers have been affected, snapshot any servers found, determine the vector that was used to allow the data exfiltratio

E. fix any vulnerabilities, remediate, and report.

Answer: A

NEW QUESTION 147
An organization has not had an incident for several month. The Chief information Security Officer (CISO) wants to move to proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 149
Which of me following BEST articulates the benefit of leveraging SCAP in an organization's cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes lo enterprise security services

B. It enables standard checklist and vulnerability analysis expressions for automaton

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 154
A security analyst was alerted to a tile integrity monitoring event based on a change to the vhost-paymonts .c onf file The output of the diff command against the
known-good backup reads as follows

> S = L . TR & " = - a & & - m i 5 . i .
aaDia]a P o A - s i = T L L o e e N .7 L] Limarshad o9 Aalam anaiidy e s
L - I L f ol o 8 "I 1 1 ¥
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Which of the following MOST likely occurred?

A. The file was altered to accept payments without charging the cards
B. The file was altered to avoid logging credit card information

C. The file was altered to verify the card numbers are valid.

D. The file was altered to harvest credit card numbers

Answer: A

NEW QUESTION 158

A user receives a potentially malicious email that contains spelling errors and a PDF document. A security analyst reviews the email and decides to download the
attachment to a Linux sandbox for review.

Which of the following commands would MOST likely indicate if the email is malicious?

A. sha256sum ~/Desktop/file.pdf

B. file ~/Desktop/file.pdf

C. strings ~/Desktop/file.pdf | grep "<script"
D. cat < ~/Desktop/file.pdf | grep -i .exe

Answer: A

NEW QUESTION 163
A company's modem response team is handling a threat that was identified on the network Security analysts have as at remote sites. Which of the following is the
MOST appropriate next step in the incident response plan?

A. Quarantine the web server

B. Deploy virtual firewalls

C. Capture a forensic image of the memory and disk
D. Enable web server containerization

Answer: B

NEW QUESTION 166

Which of the following types of policies is used to regulate data storage on the network?
A. Password

B. Acceptable use

C. Account management

D. Retention
Answer: D
NEW QUESTION 169

A security analyst is conducting a post-incident log analysis to determine which indicators can be used to detect further occurrences of a data exfiltration incident.
The analyst determines backups were not performed during this time and reviews the following:

Which of the following should the analyst review to find out how the data was exfilltrated?
A. Monday's logs

B. Tuesday's logs

C. Wednesday's logs

D. Thursday's logs

Answer: D
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NEW QUESTION 173
A security analyst has discovered trial developers have installed browsers on all development servers in the company's cloud infrastructure and are using them to
browse the Internet. Which of the following changes should the security analyst make to BEST protect the environment?

A. Create a security rule that blocks Internet access in the development VPC

B. Place a jumpbox m between the developers' workstations and the development VPC

C. Remove the administrator profile from the developer user group in identity and access management
D. Create an alert that is triggered when a developer installs an application on a server

Answer: A

NEW QUESTION 177

A security analyst has observed several incidents within an organization that are affecting one specific piece of hardware on the network. Further investigation
reveals the equipment vendor previously released a patch.

Which of the following is the MOST appropriate threat classification for these incidents?

A. Known threat

B. Zero day

C. Unknown threat

D. Advanced persistent threat

Answer: B

NEW QUESTION 178

A security analyst is investigating a malware infection that occurred on a Windows system. The system was not connected to a network and had no wireless
capability Company policy prohibits using portable media or mobile storage The security analyst is trying to determine which user caused the malware to get onto
the system Which of the following registry keys would MOST likely have this information?

A)

NMEA\Scftware) WM s\ SurrentVe:z n\ B

WwWe L LWRLE WIALCLILOIVOL E WNWLINODWaS '\ <UL LIl Vel alL3ld

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 179
While analyzing logs from a WAF, a cybersecurity analyst finds the following:

Sy - R CR S EEme BE = =y & - - a R Ll L el X | d d - T L

Which of the following BEST describes what the analyst has found?

A. This is an encrypted GET HTTP request
B. A packet is being used to bypass the WAF
C. This is an encrypted packet

D. This is an encoded WAF bypass

Answer: D

NEW QUESTION 183

A security analyst is reviewing vulnerability scan results and notices new workstations are being flagged as having outdated antivirus signatures. The analyst
observes the following plugin output:

Antivirus is installed on the remote host:

Installation path: C:\Program Files\AVProduct\Win32\ Product Engine: 14.12.101

Engine Version: 3.5.71

Scanner does not currently have information about AVProduct version 3.5.71. It may no longer be supported.

The engine version is out of date. The oldest supported version from the vendor is 4.2.11. The analyst uses the vendor's website to confirm the oldest supported
version is correct. Which of the following BEST describes the situation?

A. This is a false positive, and the scanning plugin needs to be updated by the vendor.

B. This is a true negative, and the new computers have the correct version of the software.

C. This is a true positive, and the new computers were imaged with an old version of the software.
D. This is a false negative, and the new computers need to be updated by the desktop team.

Answer: C
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NEW QUESTION 188
The help desk provided a security analyst with a screenshot of a user's desktop:

For which of the following is aircrack-ng being used?

A. Wireless access point discovery
B. Rainbow attack

C. Brute-force attack

D. PCAP data collection

Answer: B

NEW QUESTION 189

A team of security analysts has been alerted to potential malware activity. The initial examination indicates one of the affected workstations is beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team’s NEXT step during the
detection phase of this response process?

A. Escalate the incident to management, who will then engage the network infrastructure team to keep them informed.

B. Depending on system criticality, remove each affected device from the network by disabling wired and wireless connections.
C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses.

D. Identify potentially affected systems by creating a correlation search in the SIEM based on the network traffic.

Answer: D

NEW QUESTION 193
Which of the following technologies can be used to house the entropy keys for task encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption
C.TPM

D. HSM

Answer: A

NEW QUESTION 194

A security analyst is providing a risk assessment for a medical device that will be installed on the corporate network. During the assessment, the analyst discovers
the device has an embedded operating system that will be at the end of its life in two years. Due to the criticality of the device, the security committee makes a risk-
based policy decision to review and enforce the vendor upgrade before the end of life is reached.

Which of the following risk actions has the security committee taken?

A. Risk exception
B. Risk avoidance
C. Risk tolerance
D. Risk acceptance

Answer: D

NEW QUESTION 196

An audit has revealed an organization is utilizing a large number of servers that are running unsupported operating systems.

As part of the management response phase of the audit, which of the following would BEST demonstrate senior management is appropriately aware of and
addressing the issue?

A. Copies of prior audits that did not identify the servers as an issue

B. Project plans relating to the replacement of the servers that were approved by management

C. Minutes from meetings in which risk assessment activities addressing the servers were discussed
D. ACLs from perimeter firewalls showing blocked access to the servers

E. Copies of change orders relating to the vulnerable servers

Answer: C

NEW QUESTION 200
A security analyst, who is working for a company that utilizes Linux servers, receives the following results from a vulnerability scan:

CVEID CVSS Base Name
CVE-1999-0524 None ICIMP timestamp request remote date disclosure
CVE-1999-0497 5.0 Anonymous FTP enabled
None 19 Unsupported web server detection
CVE-2005-2150 5.0 Windows SMB service enumeration via \srvsvc

Which of the following is MOST likely a false positive?
A. ICMP timestamp request remote date disclosure

B. Windows SMB service enumeration via \srvsvc
C. Anonymous FTP enabled
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D. Unsupported web server detection

Answer: B

NEW QUESTION 205

As part of an exercise set up by the information security officer, the IT staff must move some of the network systems to an off-site facility and redeploy them for
testing. All staff members must ensure their respective systems can power back up and match their gold image. If they find any inconsistencies, they must formally
document the information.

Which of the following BEST describes this test?

A. Walk through
B. Full interruption
C. Simulation

D. Parallel

Answer: C

NEW QUESTION 206
An information security analyst is compiling data from a recent penetration test and reviews the following output:

Starting Nmap 7.70 ({ https://nmap.org ) at 2019%-01-01 16:06 UTC
Nmap scan report for 10.79.95.173.rdns.datacenters.com (10.79.95.173)
lost 1 p (0.02¢ latency) .
Mot LW G994 filtered ports
PORT TATE SERVICE VERSION
2 f | = 2 tEp Microsoft ftpd

tCcE en Ssh er ielD sahd {(protocol 2.0)
BU/tcp en Mic: oft TPAPI ttpd 2. (SSDP/UPNnP)
443/ tcr ti;
r '\-rll_-""' 1 Jal=041 Lol =] r,
:'E_- .-"* r Den 1Y BaAa r& 1ca i (i F 1 _._,_,-_ i A 5 21000 ]_r_:|
Nmap done: 1 IP address (1 host up) scanned in 1loB.Z22 seconds

The analyst wants to obtain more information about the web-based services that are running on the target. Which of the following commands would MOST likely
provide the needed information?

A. ping -t 10.79.95.173.rdns.datacenters.com
B. telnet 10.79.95.173 443

C. ftpd 10.79.95.173.rdns.datacenters.com 443
D. tracert 10.79.95.173

Answer: B

NEW QUESTION 210
During an investigation, a security analyst identified machines that are infected with malware the antivirus was unable to detect.
Which of the following is the BEST place to acquire evidence to perform data carving?

A. The system memory
B. The hard drive

C. Network packets

D. The Windows Registry

Answer: A

NEW QUESTION 212
A security analyst is investigating a compromised Linux server. The analyst issues the ps command and receives the following output.

1286 2a # i uar/asbin/cupsad £
12E7 ;s S 0:00 fuar/shin/hetpd
1257 T Sal usr/ban/likbvaztd
1361 ? 8= OO0 uarfakin/sahs =T
- = [ & ¥ -
et D H o o a dHUI I SDIIYALTd T L

Which of the following commands should the administrator run NEXT to further analyze the compromised system?

A. strace /proc/1301

B. rpm -V openash-server
C. /bin/la -1 /proc/1301/exe
D. kill -9 1301

Answer: A

NEW QUESTION 216
A cybersecurity analyst is currently checking a newly deployed server that has an access control list applied. When conducting the scan, the analyst received the
following code snippet of results:
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Mail Serverl
Tryving 15%2.168.2.2
Connected

et / HTTES 1.0

HTTP:1.0 200 Document follows
Server: server/0.10
Connection: close

Set—Cookie: testing=1l; path=/

Which of the following describes the output of this scan?

A. The analyst has discovered a False Positive, and the status code is incorrect providing an OK message.

B. The analyst has discovered a True Positive, and the status code is correct providing a file not found error message.
C. The analyst has discovered a True Positive, and the status code is incorrect providing a forbidden message.

D. The analyst has discovered a False Positive, and the status code is incorrect providing a server error message.

Answer: B

NEW QUESTION 219
An information security analyst is reviewing backup data sets as part of a project focused on eliminating archival data sets.
Which of the following should be considered FIRST prior to disposing of the electronic data?

A. Sanitization policy
B. Data sovereignty

C. Encryption policy

D. Retention standards

Answer: D

NEW QUESTION 220

As part of a merger with another organization, a Chief Information Security Officer (CISO) is working with an assessor to perform a risk assessment focused on
data privacy compliance. The CISO is primarily concerned with the potential legal liability and fines associated with data privacy. Based on the CISO's concerns,
the assessor will MOST likely focus on:

A. qualitative probabilities.
B. quantitative probabilities.
C. qualitative magnitude.
D. quantitative magnitude.

Answer: D
NEW QUESTION 221

A system’s authority to operate (ATO) is set to expire in four days. Because of other activities and limited staffing, the organization has neglected to start
reauthentication activities until now. The cybersecurity group just performed a vulnerability scan with the partial set of results shown below:

Scan Host: 192.168.1.13
15-Jan-16 08 10.1 EDT

Vulnerability CVE-2015-1635

HTTP.sys in Microsoft Windows 7 SPl, Windows Server 2008 RZ SPl, Windows 8,
Windows 8.1 and Windows Server 2012 allows remote attackers to execute
arbitrary code via crafted HTTP requests, aka “HTTP.sys remote code exXecutilon
vulnerability”

Severity: 10.0 (high)

Expected Result: enforceHTTPValidation='enabled’;
Current Value: enforceHTTPValidation=enabled;

Evidence:
C:\%system%\Windows\config\web.config

Based on the scenario and the output from the vulnerability scan, which of the following should the security team do with this finding?

A. Remediate by going to the web config file, searching for the enforce HTTP validation setting, and manually updating to the correct setting.

B. Accept this risk for now because this is a “high” severity, but testing will require more than the four days available, and the system ATO needs to be competed.
C.Ignorei

D. This is false positive, and the organization needs to focus its efforts on other findings.

E. Ensure HTTP validation is enabled by rebooting the server.

Answer: A
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NEW QUESTION 224

A security analyst recently discovered two unauthorized hosts on the campus's wireless network segment from a man-m-the-middle attack .The security analyst
also verified that privileges were not escalated, and the two devices did not gain access to other network devices Which of the following would BEST mitigate and

improve the security posture of the wireless network for this type of attack?

A. Enable MAC filtering on the wireless router and suggest a stronger encryption for the wireless network,
B. Change the SSID, strengthen the passcode, and implement MAC filtering on the wireless router.

C. Enable MAC filtering on the wireless router and create a whitelist that allows devices on the network
D. Conduct a wireless survey to determine if the wireless strength needs to be reduced.

Answer: A

NEW QUESTION 227

A security analyst is evaluating two vulnerability management tools for possible use in an organization. The analyst set up each of the tools according to the

respective vendor's instructions and generated a report of vulnerabilities that ran against the same target server.

Tool A reported the following:

The target host (192.1¢8.10.13) is missing the following
CRITICAL KB50227328: Windows Server 2016 June 201% Cumula
CRITICAL KB50255293: Windows Server 2016 July 2019 Cumul
HIGH MS19-055: mulative Security Update for Edge (28638

Tool B reported the following:
Methods GET HEAD CPTIONS POST TRACE are al
1f 1

=
N el e s a - A A"
K | #
L2L « 40 s i

r Py A Y. r h o wa e i
Apache 4.2.x < 4.2.28 Contains

Which of the following BEST describes the method used by each tool? (Choose two.)

A. Tool A is agent based.

B. Tool A used fuzzing logic to test vulnerabilities.
C. Tool A is unauthenticated.

D. Tool B utilized machine learning technology.
E. Tool B is agent based.

F. Tool B is unauthenticated.

Answer: CE

NEW QUESTION 230

While planning segmentation for an ICS environment, a security engineer determines IT resources will need access to devices within the ICS environment without

compromising security.
To provide the MOST secure access model in this scenario, the jumpbox should be.

A. placed in an isolated network segment, authenticated on the IT side, and forwarded into the ICS network.

B. placed on the ICS network with a static firewall rule that allows IT network resources to authenticate.
C. bridged between the IT and operational technology networks to allow authenticated access.
D. placed on the IT side of the network, authenticated, and tunneled into the ICS environment.

Answer: D

NEW QUESTION 233
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