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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha stalus
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/04/24 09:43.44> FGVMO1000007 7649 s selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO1000007 7649 updated 1 seconds ago). in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:

FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-userinice/system/idla=0%/0%/0%/100%, memory-60%
FGWMO10000077650(updated 0 seconds ago):
sesslons=2, average-cpu-userfnice/system/idle=0%/0%/0%/100%, memory-61%
HBDEW stafs:

FGYMO1000007 7649 (updated 1 seconds ago):
portT: physical10000full, up, re-bytes/packets/droppedierrors=T358367/17029/25/0, te=7721830/1 T182/0/0
FGYMO010000077650(updated 0 seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 7649
Slave : NGFW-2 . FGVMO1000007 7650
number of veluster: 1
veluster 1: work 169.254.0.2
Master:0 FGWVMO 100000077649
Slave 11 FGYMO100000077650

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the
server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B
NEW QUESTION 3

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any website. The administrator executes
the following debug commands and observes that the n-dns-timeout counter is increasing:

What should the administrator check to fix the problem?

A. The connectivity between the FortiGate unit and the DNS server.

B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
D. That DNS service is enabled in the explicit web proxy interface.

Answer: A

NEW QUESTION 4
A FortiGate device has the following LDAP configuration:
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config user ldap
1

y Ving 5
|

WindowsLDAPR"

set server “10,.0.1.10%

=T cnid “cnv

set dn “cn=user, dco=trainingAD, dc=training, dc=lab"

set type regular

set username “cn=administrator, cn=users, dc=trainingAD,

de=training, dec=lab”
Set password XEXE:

g

Fa

T

AEp.
=i

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:

“diagnose debug application fnbamd -1

zdiagnose debug enable

Zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
opt=217 prot=0

fnbamd_fsm.c[336] compose _group_list_from_req Group ‘WindowsLDAP’
fnbamd _pop3.c[573] fmband pop3 start-student

fnbamd_ctg.c[932] inbamd _cfg-get ldap_:1st_by server-Loading LDAP server
“WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
inbamd_fsm.c[428] create auth_session-Total 1 server (s) to try

fnbamd _ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd _ldap_get result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for Idap svr 10.0.1.10 is demed
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against *WindowsLDAP' failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Answer: BC
Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 5
View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.

NGFW-1 # diagnose sys session stat
misc info: session count=581 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, de?_dnwn:ﬂfﬂ
TCP sessions:
166 in NOME state
1 in ESTABLISHED state
3 in S¥YN_SENT state
Z in TIME WAIT state
firewall error stat:
errorl=00000000
error2=00000000
error3i=00000000
errord4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recv=00000000
av_recv=00000000
fgdn count=00000006
global: ses limit=0 ses6 limit=0 rt limit=0 rt6 limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.
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B. All the sessions in the session table are TCP sessions.
C. No sessions have been deleted because of memory pages exhaustion.
D. There are 166 TCP sessions waiting to complete the three-way handshake.

Answer: AC

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

NEW QUESTION 6
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the
device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 7

Refer to the exhibit, which contains the partial output of a diagnose command.
& a=-2 § dia e

LECOvaery=u

.....

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled

B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Answer: AB

NEW QUESTION 8
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: CDE

Explanation:

A configured static route only goes to routing table from routing database when all the following are met :
? The outgoing interface is up

® There is no other matching route with a lower distance

® The link health monitor (if configured) is successful

® The next-hop IP address belongs to one of the outgoing interface subnets
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NEW QUESTION 9
How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS?

A. FortiManager can download and maintain local copies of FortiGuard databases.

B. FortiManager supports only FortiGuard push to managed devices.

C. FortiManager will respond to update requests only if they originate from a managed device.
D. FortiManager does not support rating requests.

Answer: A

NEW QUESTION 10

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator knows that there is no NAT device located

between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any ‘udp port 500’

B. diagnose sniffer packet any ‘udp port 4500’

C. diagnose sniffer packet any ‘esp’

D. diagnose sniffer packet any ‘udp port 500 or udp port 4500’

Answer: C
Explanation:

Capture IKE Traffic without NAT:diagnose sniffer packet ‘host and udp port 500’
Capture ESP

Traffic without NAT:diagnose sniffer packet any ‘host and esp’
Capture IKE
and ESP with NAT-T:diagnose sniffer packet any ‘*host and (udp port 500 or udp port 4500)’

NEW QUESTION 10
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 12
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Name | Remote
Comments |
Comments |
IP Version & IDvd O IPvE
Eemote Gateway

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1

diagnose debug application ike -1 diagnose debug enable

The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time

debug does NOT show any output. Why isn’t there any output?

A. The IKE real time shows the phases 1 and 2 negotiations onl
B. It does not show any more output once the tunnel is up.

C. The log-filter setting is set incorrectl

D. The VPN's traffic does not match this filter.

E. The IKE real time debug shows the phase 1 negotiation onl

F. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
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G. The IKE real time debug shows error messages onl
H. If it does not provide any output, it indicates that the tunnel is operating normally.

Answer: B

NEW QUESTION 16
What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. IP addresses are in the same subnet.
B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.

Answer: ABC

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 21
Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 26
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200_ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and modify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.

NEW QUESTION 29
Refer to exhibit, which contains the output of a BGP debug command.

......

Which statement explains why the state of the 10.200.3.1 peer is Connect?

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the OpenConfirm yet.
B. The TCP session to 10.200.3.1 has not completed the three-way handshake.

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet.

D. The local router has received the BGP prefixes from the remote peer.

Answer: B
Explanation:
BGP neighbor states and how they change:e Idle: Initial states Connect: Waiting for a successful three-way TCP connectione Active: Unable to establish the TCP

sessions OpenSent: Waiting for an OPEN message from the peers OpenConfirm: Waiting for the keepalive message from the peeres Established: Peers have
successfully exchanged OPEN and keepalive messages
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NEW QUESTION 33

Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:
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Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 36

Examine the following partial outputs from two routing debug commands; then answer the question below:

#get router info routing-table datab

5&

fu

s ¢.0.0.0/. [20/0] wia 10.200.2.254, port2, [10/0]
5 *> 0.0.0.6/0 [10/0] wia 10.200.1.254;, portl

# get router info routing-table all

5% 0.0.0.0/0 [10/0] wia 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?

A. It has a lower priority than the default route using portl.
B. It has a higher priority than the default route using portl.
C. It has a higher distance than the default route using port1.
D. It is disabled in the FortiGate configuration.

Answer: C
Explanation:

http://kb.fortinet.com/kb/viewContent.do?externalld=FD32103

NEW QUESTION 39
Examine the following partial output from a sniffer command; then answer the question below.

-1 - = P— 1 - A
¥ diagnose sniff packet any ‘icmp” 4
incerfaces= [any

lters = | ]
") C PR i T £ - Gl 2 # ) ¥ i & oy Lo -To LK WL
..... JLL23 Wal LPL . L Ll > g i L F —Lf re 25T
L) a (T, - - ~ 7 = B | 1 e L > - . = " L TN
2.101400 wanl o 1712178 lo—> 4.2.2.2: icmp: echo reguest
, i - ey . B S N ) < - = -

- ke i WaT) ouL 4 5 L =2 G0 .d.dld L1 CINE = - DLy

o . = - - & -
484 packecs receiveq oYW Il1lTer
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What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn’t match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.
Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=11655

NEW QUESTION 43

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the
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network continue to send traffic to the former primary device. The administrator decides to enable the setting link-failed-signal to fix the problem.
Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 46
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 49

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 51

in sync; cond: pending;

My ADOM pkg: [imported]

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. ADOMs are disabled on the FortiManager

B. The FortiGate configuration is in sync with latest running revision history.

C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. The policy package has been modified for Local-FortiGate.

Answer: BC

NEW QUESTION 55
Which statement about NGFW policy-based application filtering is true?

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.
C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.

D. FortiGate will drop all packets until the application can be identified.

Answer: D

NEW QUESTION 58
Examine the output of the ‘get router info ospf neighbor’ command shown in the exhibit; then answer the question below.

# get router info ospf neighbor

QSPF process (

NMeighbkor ID Pri State Dead Time Address Interfac
0 ). &5 1 Full/DR 00:00:32 10.126.0.65 vanl
0.0.0.117 1 Full/DRCther 00:00:34 10.126.0.117 wanl
0.0.0.2 1 Full/ - 00:00:36 172.16.1.2 ToRemote

Which statements are true regarding the output in the exhibit? (Choose two.) Refer to the exhibit, which shows the output of a debug command.
Which statement about the output is true?
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A. TheOSPF routers with the IDs 0.0.0.69 and 0.0.0.117 are both designated routers for the wa
B. | network.

C. The OSPF router with the ID 0.0.0.2 is the designated router for the ToRemote network.

D. The local FortiGate is the designated router for the wanl network.

E. The interface ToRemote is a point-to-point OSPF network.

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html

NEW QUESTION 62
What global configuration setting changes the behavior for content-inspected traffic while FortiGate is in system conserve mode?

A. av-failopen
B. mem-failopen
C. utm-failopen
D. ips-failopen

Answer: A

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-security-profiles-54/Other_Profile_Consideratio

NEW QUESTION 63
When does a RADIUS server send an Access-Challenge packet?

A. The server does not have the user credentials yet.

B. The server requires more information from the user, such as the token code for two-factor authentication.
C. The user credentials are wrong.

D. The user account is not found in the server.

Answer: B

NEW QUESTION 66

Examine the partial output from two web filter debug commands; then answer the question below:
# diagnose test applicaticon wrlfil 3

Domain IE T URL

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C

NEW QUESTION 67
View the exhibit, which contains the output of a diagnose command, and the answer the question below.
§ diagnose debug rating
Locale : English
License : Contract
Expiration : Thu Sep 28 17:00:00 20xX
-=- Server List (Thu APR 19 10:41:32 20X
1P Weight RTT Flags 2 kets Curr Lost Total Lost
64.26.151.3 10 45 : 762432 0 B46
64.26.151.3 10 46 329072 @ 6806
.3

66.117.56. 10 15 11638 @ 215
66.210.95.

L1 20 71 ; 36875 92
209.222.147.36 20 103 : 34784 0 1070
208.91.112.194 20 107 ) 35170 1533
96.45.33.65 60 144 3378 120
80.85.69.41 71 226 33797 192

62.209.40.7 150 97 33754 145
121.111.236.179 45 44 -5 26410 26226 26227
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Which statements are true regarding the Weight value?

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 68

An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit O
set gateway 10.20.121.Z2
set priority 20
set device “wanl”

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be

executed.

NEW QUESTION 72
Refer to the exhibit, which contains partial output from

O+ ma=yfu me A &l

an IKE real-time debug.

-

ike U i

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 74

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 77
View the exhibit, which contains a session entry, and then answer the question below.
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Which statement is correct regarding this session?
A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 81

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is

correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.

C. Sends a link failed signal to all connected devices.
D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 83
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?

A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 88
Refer to the exhibit, which contains the output of a BGP debug command.
r into bgr

ifier 0.0.0.117 AS

4 85501 101
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Which statement about the exhibit is true?

A. The local router has received a total of three BGP prefixes from all peers.

B. The local router has not established a TCP session with 100.64.3.1.

C. Since the counters were last reset, the 10.200.3.1 peer has never been down.
D. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.

Answer: B

NEW QUESTION 89
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoka-2 § dia vpn tunnal list
1ist all ipsec tunnel in vd 0
nama=PFN ver=]l serial=1 10.200.5.1:0=>10.200.4.1:0
Ih'!'lJ.Dﬂ_lf=3 l*mcﬂ-t-ﬁtlf.‘.lfl tun=intf/0 mode=auto/l ancap=none
proxyid nu==l child mu==0 refcnt=15 ilast=10 olast=T92 auto-discovery=0
stat: rxp=0 tiap=0 rxb=0 txb={
dpd: modeson-demand on=l idle=20000 ms retry=l count=0 segno=(
At mode=none dralt=0 interwal=0 Tﬂlﬂtﬂjﬂr';:'ﬂ‘
proxyid=vPN proto=0 sa=] ref=2 sarial=]
BEC: ! 55:0:0
dst: 0:10.1.1.0/255.255.255.0:0
BA: ref=3 optiocns=3e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2042 seqno=1 asn=0
replaywin lastasge0d0000000
lifa: Eyp bytas=0/0 timscut=431T77/43200
dec: spi=ccclfésd esp=aes key=1& 280eScdffSbacctSacTT1556c454ffbd
ah=shal key=20 c6B091d68753578785de6aTaih2 76506052 Tals
anc: spi=dfl4Z00b esp=ass key=l6 bBOZaTedfSS4Zb6PalffiaaidlTideedsd
ah=shal key20 BESLTS290887c215025550balbabilatinlasi6Thn
dec:pkts/bytas=0/0;, enc:pkts/bytas=0,0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 92
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.

zdiagnose vpn tunnel list
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound if=2
parent=DialUp index=0
proceyid_um=1 child_num=0 refent=8 ilast=4 olast=4
stat: rxp=104 txp=8 rxb=27302 txb=480
dpd: mode=active on=1 idle=5000ms retry=3 count=0 segno=70
natt: mode=silent drafi=32 interval= 10 remote_pori=64916
proxyvid= DialUp proto=0 sa=1 ref=2 senal=1 add-route
gre: 0:0.0.0.0.-255.255 255 255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000088 type=00 soft=0 mtu=1422 expire =4232]
replaywin=2048 segno="2
life: type=01 bytes=0'0 timeout= 4318543200
dec: spi=cb3afila esp=acs key=16 T365e1Tasfd555ec3BbifadTd650c1a2
ah=shal key=20 946bfb0d23b8b53770dcf48acat82b8cccbaals
enc: spi=dafd28ac esp=aes key=16 3dcfddacTcB16782eaddlca07 Tef543
ah=shal key=20 Tefde387592fc4635ab8dbaddf0dES1d868b2431
decipkts bytes=104/19926, enc:pkts bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_07?
A. diagnose sniffer packet any ‘port 500’

B. diagnose sniffer packet any ‘esp’

C. diagnose sniffer packet any ‘host 10.0.10.10’

D. diagnose sniffer packet any ‘port 4500’

Answer: D

Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.
natt: mode=silent means IPSec is behind NAT (NAT traversal) https://kb.fortinet.com/kb/documentLink.do?externallD=FD48755

NEW QUESTION 96
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?
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Which of the following statements is true regarding this output?

A. The requested URL belongs to category 1D 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 101
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 104
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit
set gateway 10.200.1
set priority 5
set dewvice “portl”
next
edit 2
t

i ]
n
.

%]
n
4

gateway 10.200.2.

set priority 10
set device “port2”

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:

ff diagnose sys session list

session info: proto=6 proto_state +01 duration=17 expire=7 timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

ha 1d=0 policy dir=0 tunnel=/

state=may dirty none app ntf

statistic(bytes/packets/allow_err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir-org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/{0,0), 0/{0,0)

misc=0 policy id=1 auth_info=0 chk client info=0 vd=0
seral=00000294 tos={I/fT ips_view=0 app_list=0 app=0

dd_type=0 dd_mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?
A. The session would remain in the session table, and its traffic would still egress from port1.
B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.
D. The session would be deleted, so the client would need to start a new session.
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Answer: A
Explanation:

http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 105
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timecut=3600
f1lags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin-»sink: org pre->post, reply pre->post dev=4->2/2->4 qwy=10.200.1.254/10.0.1,10
hook=post dir=org act=snst 10.0.1.10:65464->54.192.15,182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54.19%2.15.182:80->10.200.1.1:65464(10.0.1,10:654564)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 109
Refer to the exhibit, which contains the output of diagnose sys session list.
diagnos SYyS Sesslion l1ist

A 1 3 o= proto 01 duration=73 expire=31597 timsout=3600

sSocKport=y_ av Ldx=0 usa=31

ashapers=
--.'11"--t|r|'r
1 " &% Al =0 Elufneals/s
r=may Jdirky ayncs o app ntf
o ‘.'|-|'|;.!|'I,I'T1'.-| K . low err): org=nz2/r F P 0377151 tupleas=2
apgain ; . y I ab, reply pra==posat Jiow 2 3 =

I { 0 b2 0.0.1.10:65464-%54. v 1BZ2:B0(100.64.1.1:65464)
Ly = T 192:.15.182:80=>10 s G s 1 IGSAGA{10.0:,1:10:65464)

(%0 ¥ i & L i £ D [+ F, Y. 0%

mir 1] P i chk cliant info=0 wi=0O

porial=00000098 tow=Cf/C0f ips view=0 app list=0 app=0

dd typoa=0 od mocde=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?
A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.

C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 112

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Answer: AC

NEW QUESTION 117
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