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NEW QUESTION 1

DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.
Select and Place:

Identifies and inspects all traffic to block

known threats.
Threat Inteligence Clond Drag answer hiere
Gathers, analyzes, correlates, and
. . disseminates threats to and from the
Next-Generation Firewall Drag answer here network and endpoints located within the
nerwork
Inspects processes and files to prevent
Advanced Endpolat e e known and unknown exploits.
Protection
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Gathers, analyzes, correlates, and Identifies and inspects all traffic to block
disseminates threats (o and from the known thesats
Threat Intelligence Clond | network and endpoints located within the
network.
Identifies and inspects all traffic to block Gathers, analyzes, correlates, and
) kmown fheeais, dissemninates threats to and from the
Next-Generation Firewall network and endpoints located within the
nebwork.
Inspects processes and files to prevent Inspects processes and files to prevent
known and unknown exploits. known and unknown exploits.

Advanced Endpoint
Protection

NEW QUESTION 2
Which firewall plane provides configuration, logging, and reporting functions on a separate processor?

A. control

B. network processing
C. data

D. security processing

Answer: A

NEW QUESTION 3

A security administrator has configured App-ID updates to be automatically downloaded and installed. The company is currently using an application identified by
App-ID as SuperApp_base. On a content update notice, Palo Alto Networks is adding new app signatures labeled SuperApp_chat and SuperApp_download, which
will be deployed in 30 days. Based on the information, how is the SuperApp traffic affected after the 30 days have passed?

A. All traffic matching the SuperApp_chat, and SuperApp_download is denied because it no longer matches the SuperApp-base application

B. No impact because the apps were automatically downloaded and installed

C. No impact because the firewall automatically adds the rules to the App-ID interface

D. All traffic matching the SuperApp_base, SuperApp_chat, and SuperApp_download is denied until the security administrator approves the applications

Answer: C

NEW QUESTION 4

Actions can be set for which two items in a URL filtering security profile? (Choose two.)
A. Block List

B. Custom URL Categories

C. PAN-DB URL Categories

D. Allow List

Answer: AD

NEW QUESTION 5
Which User-ID mapping method should be used for an environment with clients that do not authenticate to Windows Active Directory?
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A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent
C. Captive Portal
D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C

NEW QUESTION 6
Employees are shown an application block page when they try to access YouTube. Which security policy is blocking the YouTube application?

Name Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| peny Universal | Inside | Any Outside Any Google- Application-d | Any Deny | Mone
Google docs-base

2| Allgwed- Universal | Inside | Any Qutside Any snmpv3 Application-d | Any Allow None
Security Ssh
SENV... 55l

3 | Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any Amy Allow None
default

4 | Interzone- | Interzone | Any Any Amy Any Amy Any Amy Deny None
default

A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D

NEW QUESTION 7

NAT Policy Rule

|

A. Translation Type
B. Interface

C. Address Type
D. IP Address

Answer: A

NEW QUESTION 8
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat
C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 9
Your company requires positive username attribution of every IP address used by wireless devices to support a new compliance requirement. You must collect IP
—to-user mappings as soon as possible with minimal downtime and minimal configuration changes to the wireless devices themselves. The wireless devices are

from various manufactures.
Given the scenario, choose the option for sending IP-to-user mappings to the NGFW.

A. syslog
B. RADIUS

C. UID redistribution

D. XFF headers

Answer: A
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When creating a Source NAT policy, which entry in the Translated Packet tab will display the options Dynamic IP and Port, Dynamic, Static IP, and None?
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NEW QUESTION 10
Which administrator type provides more granular options to determine what the administrator can view and modify when creating an administrator account?

A. Root

B. Dynamic
C. Role-based
D. Superuser

Answer: C

NEW QUESTION 10
What are three differences between security policies and security profiles? (Choose three.)

A. Security policies are attached to security profiles

B. Security profiles are attached to security policies

C. Security profiles should only be used on allowed traffic
D. Security profiles are used to block traffic by themselves
E. Security policies can block or allow traffic

Answer: BCE

NEW QUESTION 13
Which five Zero Trust concepts does a Palo Alto Networks firewall apply to achieve an integrated approach to prevent threats? (Choose five.)

A. User identification

B. Filtration protection

C. Vulnerability protection
D. Antivirus

E. Application identification
F. Anti-spyware

Answer: ACDEF

NEW QUESTION 18
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