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NEW QUESTION 1
Which benefit does enabling external spam quarantine on Cisco SMA provide?

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console

B. access to the spam quarantine interface on which a user can release, duplicate, or delete
C. ability to scan messages by using two engines to increase a catch rate

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

Answer: D

NEW QUESTION 2
What are two phases of the Cisco ESA email pipeline? (Choose two.)

A. reject

B. workqueue
C. action

D. delivery

E. quarantine

Answer: BD

NEW QUESTION 3
Which antispam feature is utilized to give end users control to allow emails that are spam to be delivered to their inbox, overriding any spam verdict and action on
the Cisco ESA?

A. end user allow list

B. end user spam quarantine access
C. end user passthrough list

D. end user safelist

Answer: B

NEW QUESTION 4

DRAG DROP

An Encryption Profile has been set up on the Cisco ESA.

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject "Secure:" into the correct order on the right.
Select and Place:

Add a new filter with condition Subject Header as subject == sten’i
"Secure:" and action encrypt and deliver now (final action). =
Submit and commit the changes. step 2
Choose outgoing mail policies and enable the new filter in step 3
the default mail policy or appropriate mail policies. P
Choose the outgoing content filters. step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add a new filter with condition Subject Header as subject ==

"Secure:" and action encrypt and deliver now (final action). Choose the antgoimg eontent filbers.

Add a new filter with condition Subject Header as subject ==

Submit and commit the changes. ; : :
= "Secure:" and action encrypt and deliver now (final action).

Choose outgoing mail policies and enable the new filter in Choose outgoing mail policies and enable the new filter in
the default mail policy or appropriate mail policies. the default mail policy or appropriate mail policies.
Choose the outgoing content filters. Submit and commit the changes.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 300-720 Questions & Answers shared by Certleader
e — https://www.certleader.com/300-720-dumps.html (93 Q&ASs)

Leader of IT Certifications

NEW QUESTION 5
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 20 MB
B. 25 MB
C.15MB
D. 30 MB

Answer: A

NEW QUESTION 6

Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)

A. NetFlow

B. geolocation-based filtering

C. heuristic-based filtering

D. senderbase reputation filtering

E. content disarm and reconstruction

Answer: CD

NEW QUESTION 7
Which two steps configure Forged Email Detection? (Choose two.)

A. Configure a content dictionary with executive email addresses.

B. Configure a filter to use the Forged Email Detection rule and dictionary.

C. Configure a filter to check the Header From value against the Forged Email Detection dictionary.
D. Enable Forged Email Detection on the Security Services page.

E. Configure a content dictionary with friendly names.

Answer: AB

NEW QUESTION 8
Which two actions are configured on the Cisco ESA to query LDAP servers? (Choose two.)

A. accept
B. relay
C. delay
D. route
E. reject

Answer: AD

NEW QUESTION 9
Which type of query must be configured when setting up the Spam Quarantine while merging notifications?

A. Spam Quarantine Alias Routing Query

B. Spam Quarantine Alias Consolidation Query
C. Spam Quarantine Alias Authentication Query
D. Spam Quarantine Alias Masquerading Query

Answer: B

NEW QUESTION 10

Which method enables an engineer to deliver a flagged message to a specific virtual gateway address in the most flexible way?
A. Set up the interface group with the flag.

B. Issue the altsrchost command.

C. Map the envelope sender address to the host.

D. Apply a filter on the message.

Answer: B

NEW QUESTION 10

Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?
A. quarantine threat level

B. antispam

C. data loss prevention

D. antivirus

Answer: B

NEW QUESTION 11
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Which type of attack is prevented by configuring file reputation filtering and file analysis features?

A. denial of service
B. zero-day

C. backscatter

D. phishing

Answer: B

NEW QUESTION 14
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. Indication of Compromise
B. application filtering

C. outbreak filters

D. sender reputation filtering
E. antivirus

Answer: CE

NEW QUESTION 16

DRAG DROP

Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right.
Select and Place:

AsyncOS pertorms DMARC verification on the message. step 1
i |

A listener configured on AsyncOS receives an SMTP | step 2

connection. i

AsyncOS performs SPF and DKIM verification on | step 3

the message.

AsyncOS fetches the DMARC record for the sender

. step 4
domain from the DNS. | i

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A listener configured on AsyncOS receives an SMTP

AsyncOS performs DMARC verification on the message. :
connection.

A listener configured on AsyncOS receives an SMTP
connection.

AsyncOS performs SPF and DKIM verification on
the message.

the message. domain from the DNS.

I
AsyncOS performs SPF and DKIM verification on ‘ AsyncOS fetches the DMARC record for the sender

AsyncOS fetches the DMARC record for the sender
domain from the DNS.

AsyncOS performs DMARC verification on the message.

NEW QUESTION 18
Which two steps are needed to disable local spam quarantine before external quarantine is enabled? (Choose two.)

A. Uncheck the Enable Spam Quarantine check box.

B. Select Monitor and click Spam Quarantine.

C. Check the External Safelist/Blocklist check box.

D. Select External Spam Quarantine and click on Configure.
E. Select Security Services and click Spam Quarantine.

Answer: B

Explanation:

45 Which Cisco ESA security service is configured only through an outgoing mail policy?
A. antivirus

B. DLP

C. Outbreak Filters

D. AMP

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 300-720 Questions & Answers shared by Certleader
e — https://www.certleader.com/300-720-dumps.html (93 Q&ASs)

Leader of IT Certifications

NEW QUESTION 20

Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 24
Which two are configured in the DMARC verification profile? (Choose two.)

A. name of the verification profile

B. minimum number of signatures to verify

C. ESA listeners to use the verification profile

D. message action into an incoming or outgoing content filter
E. message action to take when the policy is reject/quarantine

Answer: AE

NEW QUESTION 29

What is a benefit of implementing URL filtering on the Cisco ESA?
A. removes threats from malicious URLs

B. blacklists spam

C. provides URL reputation protection

D. enhances reputation against malicious URLs

Answer: C

NEW QUESTION 31
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