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NEW QUESTION 1

DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 2

A security administrator has configured App-ID updates to be automatically downloaded and installed. The company is currently using an application identified by
App-1D as SuperApp_base. On a content update notice, Palo Alto Networks is adding new app signatures labeled SuperApp_chat and SuperApp_download, which
will be deployed in 30 days. Based on the information, how is the SuperApp traffic affected after the 30 days have passed?

A. All traffic matching the SuperApp_chat, and SuperApp_download is denied because it no longer matches the SuperApp-base application

B. No impact because the apps were automatically downloaded and installed

C. No impact because the firewall automatically adds the rules to the App-ID interface

D. All traffic matching the SuperApp_base, SuperApp_chat, and SuperApp_download is denied until the security administrator approves the applications

Answer: C

NEW QUESTION 3
How many zones can an interface be assigned with a Palo Alto Networks firewall?

A. two
B. three
C. four
D. one

Answer: BC

Explanation:
5. Which two configuration settings shown are not the default? (Choose two.)
A. Enable Security Log
B. Server Log Monitor Frequency (sec)
C. Enable Session
D. Enable Probing

NEW QUESTION 4

Which User-ID mapping method should be used for an environment with clients that do not authenticate to Windows Active Directory?
A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent

C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C

NEW QUESTION 5
Employees are shown an application block page when they try to access YouTube. Which security policy is blocking the YouTube application?
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A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D

NEW QUESTION 6
Recently changes were made to the firewall to optimize the policies and the security team wants to see if those changes are helping. What is the quickest way to
reset the hit counter to zero in all the security policy rules?

A. At the CLI enter the command reset rules and press Enter

B. Highlight a rule and use the Reset Rule Hit Counter > Selected Rules for each rule
C. Reboot the firewall

D. Use the Reset Rule Hit Counter > All Rules option

Answer: D

NEW QUESTION 7
Which two App-ID applications will need to be allowed to use Facebook- chat? (Choose two.)

A. facebook

B. facebook-chat

C. facebook-base
D. facebook-email

Answer: BC

NEW QUESTION 8

An administrator receives a global notification for a new malware that infects hosts. The infection will result in the infected host attempting to contact a command-
and-control (C2) server. Which two security profile components will detect and prevent this threat after the firewall's signature database has been updated?
(Choose two.)

A. vulnerability protection profile applied to outbound security policies
B. anti-spyware profile applied to outbound security policies

C. antivirus profile applied to outbound security policies

D. URL filtering profile applied to outbound security policies

Answer: BD

NEW QUESTION 9
In which stage of the Cyber-Attack Lifecycle would the attacker inject a PDF file within an email?

A. Weaponization

B. Reconnaissance

C. Installation

D. Command and Control
E. Exploitation

Answer: A

NEW QUESTION 10
Which administrator type provides more granular options to determine what the administrator can view and modify when creating an administrator account?

A. Root

B. Dynamic
C. Role-based
D. Superuser

Answer: C

NEW QUESTION 10

What are three differences between security policies and security profiles? (Choose three.)
A. Security policies are attached to security profiles

B. Security profiles are attached to security policies

C. Security profiles should only be used on allowed traffic

D. Security profiles are used to block traffic by themselves

E. Security policies can block or allow traffic

Answer: BCE

NEW QUESTION 11

Given the image, which two options are true about the Security policy rules. (Choose two.)
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A. The Allow Office Programs rule is using an Application Filter

B. In the Allow FTP to web server rule, FTP is allowed using App-1D

C. The Allow Office Programs rule is using an Application Group

D. In the Allow Social Networking rule, allows all of Facebook’s functions

Answer: BC

NEW QUESTION 12
In the example security policy shown, which two websites would be blocked? (Choose two.)

A. LinkedIn
B. Facebook
C. YouTube
D. Amazon

Answer: AB

NEW QUESTION 13
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