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NEW QUESTION 1
DRAG DROP
An Encryption Profile has been set up on the Cisco ESA.

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject "Secure:" into the correct order on the right.

Select and Place:

Add a new filter with condition Subject Header as subject ==
"Secure:" and action encrypt and deliver now (final action).

Submit and commit the changes.

Choose outgoing mail policies and enable the new filter in
the default mail policy or appropriate mail policies.

Choose the outgoing content filters.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

step 1

step 2

step 3

step 4

Add a new filter with condition Subject Header as subject ==
"Secure:" and action encrypt and deliver now (final action).

Submit and commit the changes.

Choose outgoing mail policies and enable the new filter in
the default mail policy or appropriate mail policies.

Choose the outgoing content filters.

Add a new filter with condition Subject Header as subject ==
"Secure:" and action encrypt and deliver now (final action).

Choose the outgoing content filters.

NEW QUESTION 2
Email encryption is configured on a Cisco ESA that uses CRES.
Which action is taken on a message when CRES is unavailable?

A. Itis requeued.

B. It is sent in clear text.

C. Itis dropped and an error message is sent to the sender.
D. It is encrypted by a Cisco encryption appliance.

Answer: B

NEW QUESTION 3

Choose outgoing mail policies and enable the new filter in

the default mail policy or appropriate mail policies.

Submit and commit the changes.

Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)

A. NetFlow

B. geolocation-based filtering

C. heuristic-based filtering

D. senderbase reputation filtering

E. content disarm and reconstruction

Answer: CD

NEW QUESTION 4

What is the default behavior of any listener for TLS communication?
A. preferred-verify

B. off

C. preferred

D. required

Answer: B
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NEW QUESTION 5
Which two configurations are used on multiple LDAP servers to connect with Cisco ESA? (Choose two.)

A. load balancing
B. SLA monitor
C. active-standby
D. failover

E. active-active

Answer: AD

NEW QUESTION 6
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user

D. custom
E. demo

Answer: BD

NEW QUESTION 7
Which two are configured in the DMARC verification profile? (Choose two.)

. hame of the verification profile

. minimum number of signatures to verify

. ESA listeners to use the verification profile

. message action into an incoming or outgoing content filter
. message action to take when the policy is reject/quarantine

moQoOwo>»

Answer: AE

NEW QUESTION 8
What is the default HTTPS port when configuring spam quarantine on Cisco ESA?

Answer: A

NEW QUESTION 9

email.mycompany.com

-

Internet

l.
-+
b
3

10.1.10.23 10.1.10.1 199.209.31.21

E

172.16.18.230 172.16.18.1 §

email. mydomain.com

Refer to the exhibit. Which SPF record is valid for mycompany.com?

A. v=spfl a mx ip4:199.209.31.2 -all
B. v=spfl a mx ip4:10.1.10.23 -all

C. v=spfl a mx ip4:199.209.31.21 -all
D. v=spfl a mx ip4:172.16.18.230 -all

Answer: B

Explanation:

54 What is a valid content filter action?
A. decrypt on delivery

B. quarantine

C. skip antispam

D. archive
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NEW QUESTION 10
Which action on the Cisco ESA provides direct access to view the safelist/blocklist?

A. Show the SLBL cache on the CLI.
B. Monitor Incoming/Outgoing Listener.
C. Export the SLBL to a .csv file.

D. Debug the mail flow policy.

Answer: C

NEW QUESTION 10
What are two primary components of content filters? (Choose two.)

A. conditions
B. subject
C. content
D. actions
E. policies

Answer: AD

NEW QUESTION 11
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