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NEW QUESTION 1
Which setting affects the aggressiveness of spam detection?

A. protection level
B. spam threshold
C. spam timeout
D. maximum depth of recursion scan

Answer: B

NEW QUESTION 2
Which antispam feature is utilized to give end users control to allow emails that are spam to be delivered to their inbox, overriding any spam verdict and action on
the Cisco ESA?

A. end user allow list
B. end user spam quarantine access
C. end user passthrough list
D. end user safelist

Answer: B

NEW QUESTION 3
Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication?

A. Designate as the active query
B. Update Frequency
C. Server Priority
D. Entity ID

Answer: A

NEW QUESTION 4
DRAG DROP
An Encryption Profile has been set up on the Cisco ESA.
Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject "Secure:" into the correct order on the right.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 5
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 20 MB
B. 25 MB
C. 15 MB
D. 30 MB

Answer: A

NEW QUESTION 6
An analyst creates a new content dictionary to use with Forged Email Detection.
Which entry will be added into the dictionary?

A. mycompany.com
B. Alpha Beta
C. ^Alpha\ Beta$
D. Alpha.Beta@mycompany.com

Answer: A

NEW QUESTION 7
Which two query types are available when an LDAP profile is configured? (Choose two.)

A. proxy consolidation
B. user
C. recursive
D. group
E. routing

Answer: DE

NEW QUESTION 8
Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?

A. LDAP Query
B. SMTP AUTH
C. SMTP TLS
D. LDAP BIND

Answer: B

NEW QUESTION 9
Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)

A. NetFlow
B. geolocation-based filtering
C. heuristic-based filtering
D. senderbase reputation filtering
E. content disarm and reconstruction

Answer: CD

NEW QUESTION 10
Which two steps configure Forged Email Detection? (Choose two.)

A. Configure a content dictionary with executive email addresses.
B. Configure a filter to use the Forged Email Detection rule and dictionary.
C. Configure a filter to check the Header From value against the Forged Email Detection dictionary.
D. Enable Forged Email Detection on the Security Services page.
E. Configure a content dictionary with friendly names.

Answer: AB

NEW QUESTION 10
What is the default behavior of any listener for TLS communication?

A. preferred-verify
B. off
C. preferred
D. required

Answer: B
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NEW QUESTION 11
DRAG DROP
Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.
Select and Place:

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 15
Which two actions are configured on the Cisco ESA to query LDAP servers? (Choose two.)

A. accept
B. relay
C. delay
D. route
E. reject

Answer: AD

NEW QUESTION 18
What occurs when configuring separate incoming mail policies?

A. message splintering
B. message exceptions
C. message detachment
D. message aggregation

Answer: A

NEW QUESTION 19
Which type of query must be configured when setting up the Spam Quarantine while merging notifications?

A. Spam Quarantine Alias Routing Query
B. Spam Quarantine Alias Consolidation Query
C. Spam Quarantine Alias Authentication Query
D. Spam Quarantine Alias Masquerading Query

Answer: B

NEW QUESTION 23
Which two factors must be considered when message filter processing is configured? (Choose two.)

A. message-filter order
B. lateral processing
C. structure of the combined packet
D. mail policies
E. MIME structure of the message

Answer: AE
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NEW QUESTION 28
An administrator is trying to enable centralized PVO but receives the error, "Unable to proceed with Centralized Policy, Virus and Outbreak Quarantines
configuration as esa1 in Cluster has content filters / DLP actions available at a level different from the cluster level."
What is the cause of this error?

A. Content filters are configured at the machine-level on esa1.
B. DLP is configured at the cluster-level on esa2.
C. DLP is configured at the domain-level on esa1.
D. DLP is not configured on host1.

Answer: D

NEW QUESTION 30
Which type of attack is prevented by configuring file reputation filtering and file analysis features?

A. denial of service
B. zero-day
C. backscatter
D. phishing

Answer: B

NEW QUESTION 35
When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key?

A. AAAA record
B. PTR record
C. TXT record
D. MX record

Answer: B

Explanation: 
37 Which attack is mitigated by using Bounce Verification?
A. spoof
B. denial of service
C. eavesdropping
D. smurf

NEW QUESTION 36
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. redirect
B. return
C. drop
D. delay
E. abandon

Answer: AD

NEW QUESTION 41
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. Indication of Compromise
B. application filtering
C. outbreak filters
D. sender reputation filtering
E. antivirus

Answer: CE

NEW QUESTION 43
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.
B. Add a DLP policy to the DLP Policy Manager.
C. Enable a DLP policy on the Outgoing Mail Policy.
D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 48
When URL logging is configured on a Cisco ESA, which feature must be enabled first?

A. antivirus
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B. antispam
C. virus outbreak filter
D. senderbase reputation filter

Answer: C

NEW QUESTION 49

Refer to the exhibit. Which SPF record is valid for mycompany.com?

A. v=spf1 a mx ip4:199.209.31.2 -all
B. v=spf1 a mx ip4:10.1.10.23 -all
C. v=spf1 a mx ip4:199.209.31.21 -all
D. v=spf1 a mx ip4:172.16.18.230 -all

Answer: B

Explanation: 
54 What is a valid content filter action?
A. decrypt on delivery
B. quarantine
C. skip antispam
D. archive

NEW QUESTION 50
When virtual gateways are configured, which two distinct attributes are allocated to each virtual gateway address? (Choose two.)

A. domain
B. IP address
C. DNS server address
D. DHCP server address
E. external spam quarantine

Answer: AB

NEW QUESTION 51
When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?

A. 30 seconds
B. 90 seconds
C. 60 seconds
D. 120 seconds

Answer: C

NEW QUESTION 56
......
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