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NEW QUESTION 1
In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?

A. Flexible AAA Options
B. Identity Services Engine
C. Differentiated Mobile Access
D. High throughput maintained while still protecting domains against threats

Answer: D

NEW QUESTION 2
Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.
B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.
C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Answer: B

NEW QUESTION 3
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid
B. Cisco Security Connector
C. Duo
D. Stealthwatch
E. AMP for Endpoints

Answer: AE

NEW QUESTION 4
Where do you start to achieve true network visibility?

A. OT
B. Branches
C. IT
D. Fabric Level

Answer: D

NEW QUESTION 5
Which feature of StealthWatch aggregates and normalizes NetFlow data?

A. Netflow analytics
B. Advanced malware protection
C. Forensic investigation
D. FlowCollector

Answer: A

NEW QUESTION 6
Which two products empower customers to create secure next-gen networks? (Choose two.)

A. ISE
B. AMP
C. MFA
D. ACI
E. SD-Access

Answer: AE

NEW QUESTION 7
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity
B. Improved speed to security
C. Reduced down time
D. Higher value

Answer: B

NEW QUESTION 8
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What are two solutions Cisco offers for web security? (Choose two.)

A. CRES
B. NGFW
C. Cloudlock
D. AMP for Web Security
E. Cognitive Intelligence

Answer: DE

NEW QUESTION 9
What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve pervasive and consistent enforcement?

A. Context telemetry, and profiling sources
B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Answer: A

NEW QUESTION 10
What is used to reduce attack surfaces?

A. Remediation
B. Access
C. Segmentation
D. Device trust

Answer: A

NEW QUESTION 10
How do AMP's device trajectory capabilities help address customers' breach remediation issues?

A. It tracks file behavior across the network to see which devices it enters and exits
B. It analyzes the data from suspicious files to provide a new level of threat intelligence
C. It searches for potential threats based on identified activities and behaviors
D. It determines the scope and cause of an outbreak and tracks suspicious files

Answer: A

NEW QUESTION 13
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics
C. Threat Defense
D. Malware Protection
E. NGFW
F. Intrusion Analytics

Answer: AC

NEW QUESTION 14
What are two critical networking challenges? (Choose two.)

A. Orchestration
B. Automation
C. Access
D. Threat protection
E. Visibility

Answer: AC

NEW QUESTION 19
Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential behavior anomalies?

A. Network Visibility Module
B. Trusted Network Detection
C. Differentiated Mobile Access
D. Secure Layer 2 Network Access

Answer: B

NEW QUESTION 20
How does SD-WAN protect network traffic from end-to-end'?
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A. Management
B. Analyzation
C. Segmentation
D. Automation

Answer: C

NEW QUESTION 25
What are the main features of Umbrella for Cloud-Delivered Security?

A. Protects users against DDOS attacks
B. Blocks malware, C2 callbacks & phishing over any port/protocol
C. Runs suspicious cloud applications in a sandbox environment
D. Handles 130B+ DNS requests daily with 99% uptime

Answer: D

NEW QUESTION 27
Which two Cisco products help manage data access policy consistently? (Choose two.)

A. Duo
B. Cloudlock
C. AMPforEndpoints
D. pxGrid
E. Steathwatch

Answer: BD

NEW QUESTION 32
In which two ways should companies modernize their security philosophies? (Choose two.)

A. Expand their IT departments
B. Decrease internal access and reporting
C. Complement threat-centric tactics with trust-centric methods
D. Reinforce their threat-centric security tactics
E. Rebuild their security portfolios with new solutions

Answer: AC

NEW QUESTION 37
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity
C. Growing ecosystem
D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 42
What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?

A. Hackers vs safety
B. Malfunctions v
C. output
D. Security vs availability
E. Innovation v
F. manufacturing

Answer: A

NEW QUESTION 45
What are two key capabilities of Meraki? (Choose two.)

A. application visibility and control
B. security automation
C. contextual awareness
D. device profiling
E. identity-based and device-aware security

Answer: AD

NEW QUESTION 49
What are three key benefits of Cisco NGFW? (Choose three.)
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A. Reduces throughput
B. Prepares defenses
C. Reduces complexity
D. Identifies anomalous traffic
E. Detects and remediates threats faster
F. Increases traffic latency

Answer: BCE

NEW QUESTION 51
How does AMP's file reputation feature help customers?

A. It increases the protection to systems with exact fingerprinting
B. It increases the accuracy of threat detection with Big Data analytics
C. It enables point in time detection through a one-to-one engine
D. It enables secure web browsing with cognitive threat analytics

Answer: C

NEW QUESTION 53
What is one of the key features of Cognitive Intelligence?

A. It enables safe email usage with event analytics
B. It enhances anonymity with URL filtering
C. Allows visibility into anonymous and encrypted communications
D. It enables greater threat intelligence with entity modeling

Answer: D

NEW QUESTION 55
What are two features provided by ISE? (Choose two.)

A. Guest Management
B. DDOS attack prevention
C. Network visibility
D. Centralized policy management
E. Device Firewalling

Answer: BD

NEW QUESTION 60
Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Centralized policy management
B. Platform exchange grid
C. Context-aware access
D. Device profiling

Answer: C

NEW QUESTION 65
Which two security risks are created by legacy approaches to networking'? (Choose two.)

A. slow containment
B. user vulnerability
C. large attack surface
D. network downtime
E. access points

Answer: CD

NEW QUESTION 67
What are two core functionalities of DNS-layer security? (Choose two.)

A. Live threat intelligence
B. Real-time sandboxing
C. Proxy and file inspection
D. Data analytics and monitoring
E. URL filtering

Answer: AB

NEW QUESTION 69
On average, how many days elapse before businesses discover that they have been hacked?
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A. 70
B. 50
C. 10
D. 30

Answer: C

NEW QUESTION 74
Which two loT environment layers are protected by Stealthwatch? (Choose two.)

A. Things
B. Endpoints
C. Internet/Cloud
D. Access Points
E. Control Layer

Answer: AD

NEW QUESTION 77
......
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