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Exam Questions 300-425
Designing Cisco Enterprise Wireless Networks (ENWLSD)
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NEW QUESTION 1
A customer asks an engineer to explain the concept of mobility domains and mobility groups. Which statement does the engineer respond with?

A. A mobility group does not constrain the distribution of security context of a client and also does not constrain AP fail-over between controllers when the WLC are
in the same mobility domain.

B. If WLCs are in the same mobility domain, they communicate with each other but, if an anchor WLC is present it must be in the same mobility domain for
communication to be possible.

C. If WLCs are in the same mobility domain, they communicate with each othe

D. Mobility groups constrain the distribution of security context of a client and also constrain AP fail-over between controllers.

E. WLCs do not need to be in the same mobility domain to communicate with each othe

F. Mobility groups constrain the distribution of security context of a client and also constrain AP fail-over between controllers.

Answer: C

NEW QUESTION 2
An engineer must ensure that the new wireless LAN deployment can support seamless roaming between access points using a standard based on an amendment
to the 802.11 protocol. Which protocol must the engineer select?

A. 802.11i
B. 802.11ac
C. 802.11r
D. 802.11e

Answer: C

NEW QUESTION 3
Which two considerations must a network engineer have when planning for voice over wireless roaming? (Choose two.)

A. Full reauthentication introduces gaps in a voice conversation.

B. Roaming time increases when using 802.1x + Cisco Centralized Key Manegement.
C. Roaming occurs when the phone has seen at least four APs.

D. Roaming occurs when the phone has reached -80 dBs or below.

E. Roaming with only 802.1x authentication requires full reauthentication.

Answer: AE

NEW QUESTION 4
Clustering Cisco WLCs into a single RF group enables the RRM algorithms to scale beyond the capabilities of a single Cisco WLC. How many WLC and APs in an
RF group can the controller software scale up to in WLC release 8.9 depending on the platform?

A. up to 20 WLCs and 1000 APs
B. up to 20 WLCs and 3000 APs
C. up to 20 WLCs and 4000 APs
D. up to 20 WLCs and 6000 APs

Answer: D

NEW QUESTION 5
Which non-Wi-Fi interferer can be identified by Metageek Chanalyzer?

A. PDAs

B. jammers

C. smartphones
D. printers

Answer: B

NEW QUESTION 6
As part of a wireless site survey in a hospital, an engineer needs to identify potential Layer 1 interferers. In which two areas is the engineer most likely to find
sources of 2.4 GHz and 5 GHz RF noise? (Choose two.)

A. magnetic resonance imaging

B. kitchen

C. Gamma Knife radiation treatment
D. X-ray radiography

E. patient room

Answer: BE
NEW QUESTION 7
An engineer must create data-link redundancy for the company’s Cisco Wireless LAN Controller. The engineer has decided to configure LAG-based redundancy

instead of port-based redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose three.)

A. Packets are always sent out on the same port they are received on.
B. All interface traffic passes as long as one port is up.
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C. The same port has multiple untagged dynamics interfaces.

D. Interface connection to two separate nonstacked switches is available.
E. Full bandwidth of all links is available.

F. Ports are grouped into multiple LAGs.

Answer: ABF

NEW QUESTION 8
An engineer is performing a predictive wireless design for a medical treatment environment, which requires data and voice services. What is the minimum
requirement for the design?

A. overlapping -72 dBm coverage from two access points
B. continuous -67 dBm coverage from one access point
C. continuous -72 dBm coverage from one access point
D. overlapping -67 dBm coverage from two access points

Answer: B

NEW QUESTION 9
An engineer must ensure that the wireless network can accomplish fast secure roaming by way of caching keys on the access points. Which key caching
mechanism is enabled by default on a Cisco AireOS WLC?

A. SKC

B. OKC
C. 802.11r
D. CCKM

Answer: D

NEW QUESTION 10
A network engineer is working on a design for a wireless network that must support data, voice, and location services. To support these services, which access
point placement must the engineer use?

A. corner only

B. perimeter and corner
C. perimeter only

D. indoor and outdoor

Answer: C

NEW QUESTION 10

A company has 10 access point licenses available on their backup Cisco WLC and their primary Cisco WLC is at full capacity, 5 access points are set to high
failover priority and 7 access points are set to critical failover priority. During a failure, not all critical access points failed over to the backup Cisco WLC. Which
configuration is the cause of this issue?

A. The high priority access point is oversubscribed.

B. network ap-priority is set to enable.

C. The critical priority access point count is oversubscribed.
D. network ap-priority is set to disable.

Answer: A

NEW QUESTION 13
An engineer must decide the cell overlap for a wireless voice deployment. Which Cisco measurement recommendation should be considered?

A. The edge of the cell should be -67 dBm.

B. The edge of the cell should be below 35 RSSI.

C. The measurement should be done on the 2.4-GHz band.
D. One AP should be deployed per 3000 square feet.

Answer: A

NEW QUESTION 18

An engineer must configure the virtual IP address on multiple controllers in a mobility group. Which rule must the engineer follow to ensure proper roaming?
A. Ensure that the DNS entry is tied to the virtual IP address of the WLC.

B. Use a unique IP address for each WLC.

C. Ensure that the DNS Host Name field is defined.

D. Use the same IP address for each WLC.

Answer: A

NEW QUESTION 19

A wireless deployment in a high-density environment is being used by vendors to process credit card payment transactions via handheld mobile scanners. The
scanners are having problems roaming between access points in the environment. Which feature on the wireless controller should have been incorporated in the
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design?

A. RX SOP

B. 802.11w

C. AP Heartbeat Timeout

D. Application Visibility Control

Answer: A

NEW QUESTION 20
A university is in the process of designing a wireless network in an auditorium that seats 500 students and supports student laptops. Which design methodology
should the university implement in the auditorium?

A. roaming design model

B. voice design model

C. location design model

D. high-density design model

Answer: B

NEW QUESTION 23

What causes the most signal attenuation, based on the wireless design tools?
A. cinder block wall

B. metal door

C. glass wall

D. office window

Answer: B

NEW QUESTION 26
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