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NEW QUESTION 1
A technician receives an invalid certificate error when visiting a website with port 443 enabled. Other computers on the same LAN do not exhibit this symptom.
Which of the following needs to be adjusted on the workstation to fix the issue?

A. Date and time
B. UEFI boot mode
C. Logon times
D. User access control

Answer: A

NEW QUESTION 2
A user’s mobile device appears to be losing battery life rapidly and often feels warm to the touch, even when it is put away.
The device is relatively new, so the user is concerned it is defective. A technician inspects the device and see the following:
Which of the following should be changed to resolve this issue?

A. Privacy – Maps
B. Display – Brightness
C. Storage – Photos
D. Mail – Work

Answer: B

NEW QUESTION 3
Joe, a user, returns his computer to the technician who performed a virus removal on it the week before. Joe states that several symptoms have returned.
Which of the following should the technician have covered previously as part of the original repair?

A. End-user education
B. Pre-installation environment cleaning
C. Disabling of System Restore
D. Infected system quarantine

Answer: A

NEW QUESTION 4
During the firmware upgrade of a web server, a power outage occurred. The outage caused a failure within the upgrade. Which of the following plans must be
implemented to revert back to the most recent version of the firmware?

A. Backout plan
B. Contingency plan
C. Alternative plan
D. Backup plan

Answer: D

NEW QUESTION 5
A user is requesting a solution that will prevent file corruption and ensure a graceful shutdown while providing at least one hour of uptime in case of extreme
weather conditions. Which of the following should a technician recommend?
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A. Uninterruptible power supply
B. Surge protector
C. Power strip
D. Power distribution unit

Answer: A

NEW QUESTION 6
A user calls a technician to report issues when logging in to a vendor’s website. The technician is able to log in successfully before going to the office. However,
the technician is unable to log in when in the user’s office. The user also informs the technician of strange pop-up notifications. Which of the following are the
MOST likely causes of these issues? (Choose two.)

A. System files have been deleted
B. Proxy settings are configured improperly
C. The OS has been updated recently
D. There are disabled services on the vendor website
E. Program file permissions have changed recently
F. There is a rogue anti-malware program

Answer: BF

NEW QUESTION 7
A small business has an open wireless network so vendors can connect to the network without logging in. The business owners are concerned that a nearby
company is connecting and using the wireless connection without permission. If the small business requires that the network remain open, which of the following
configuration settings should be changed to address these concerns?

A. Default SSID
B. MAC filtering
C. Power levels
D. Content filtering
E. Firewall

Answer: C

NEW QUESTION 8
A user who is running Windows 10 logs into a machine and notices that shared drives are missing, the “My Documents” folder is empty, and personal settings are
reset. Which of the following would be required to resolve the issue?

A. Remove the registry entry and rename the local account folder
B. Delete or rename the local user folder
C. Run DISM and re-add the local power user account
D. Remove the user account in Credential Manager and restart the PC

Answer: C

NEW QUESTION 9
A user’s corporate email is missing the shared inbox folders that were present before the user went on vacation. The technician verifies the user is connected to
the domain and can still send and receive email. Which of the following is MOST likely causing the missing folders issue?

A. The Internet security options have changed
B. The operating system updates have changed
C. The network directory permissions have changed
D. The user account permissions have changed

Answer: C

NEW QUESTION 10
Which of the following features has undergone the most significant changes from Windows 7 to Windows 10 and greatly simplified the operating system installation
process?

A. Driver detection
B. Metro interface
C. Account control
D. PXE installation

Answer: A

NEW QUESTION 10
Ann, a user, is attempting to log in to her email service form a third-party email client on her phone. When Ann enters her usual username and password, she
receives an error message saying the credentials are invalid.
Ann then decides to reset her email password, but after the reset, the new credentials still do not work in the third-party email client.
Which of the following settings or features is responsible for the problems Ann is experiencing?

A. Full device encryption
B. Account lock
C. Multifactor authentication
D. Strong password requirements
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Answer: C

NEW QUESTION 14
Ann, a user, calls the help desk regarding an issue on her laptop. While working remotely, she appears to be connecting to WiFi but is unable to retrieve her
corporate email. The wireless name is listed as “ConnectMe” and appears as unsecure. Which of the following should the help desk perform to fix the issue?

A. Remote into Ann’s system and restart the wireless adapter
B. Ask Ann to open a browser and watch for a redirect page
C. Advice Ann to pug an Ethernet cable into her laptop
D. Direct Ann to run an antivirus program on her laptop

Answer: B

NEW QUESTION 16
A technician is cleaning up a warehouse and several old CRT monitors and UPS units. The technician removes the batteries from the UPSs and wants to comply
with proper disposal techniques.
Which of the following should the technician do NEXT to proceed with disposal of the batteries?

A. Place security In trash receptacles
B. Refer to the manufacture’s specific usage
C. Review the material safety data sheet
D. Conduct an Internal search of disposal techniques

Answer: C

NEW QUESTION 21
Ann, a customer, calls a technician and states that she is very concerned about the privacy of her home computer and the security of her home network while
browsing the Internet. Which of the following would the technician MOST likely discuss with Ann to educate her on security concepts addressing her concerns?
(Choose two.)

A. Firewall
B. Antivirus
C. Email filtering
D. ACLs
E. VPN

Answer: AE

NEW QUESTION 25
Which of the following is a community supported, open source OS used for both services and workstations?

A. IOS
B. Windows 10
C. Linux
D. OS X

Answer: C

NEW QUESTION 28
In which of the following file extension types would a user expect to see the command. “net use T:\
\server\files’?

A. .bat
B. .vbs
C. .js
D. .py

Answer: A

NEW QUESTION 30
A user notices recent print jobs are not printing to the local printer despite printing fine yesterday. There are no errors indicated on the taskbar printer icon. Which
of the following actions should the user take FIRST?

A. Check to ensure the printer selected is the default printer
B. Check the status of the print server queue
C. Cancel all documents and print them again
D. Check that the printer is not offline print mode

Answer: B

NEW QUESTION 34
A technician is working at a help-desk form and receives a call from a user who has experienced repeated BSODs. The technician is scheduled to take a break
just after the call comes in. Which of the following is the BEST choice for the technician to make?

A. Politely ask the user to call back
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B. Ask another technician to take the call
C. Troubleshoot the issue for the user
D. Input the issue as a ticket and escalate to Tier 2
E. Put the user on hold and troubleshoot after the scheduled break

Answer: B

NEW QUESTION 39
Ann, a user, calls a technician and reports that her PC will not boot. The technician confirms the memory, power supply, and monitor are all working. The
technician runs internal diagnostics on the PC, but the hard drive is nor recognized. Which of the following messages will be displayed?

A. NTLDR not found
B. No boot device available
C. Operating system not found
D. BIOS ROM checksum error

Answer: B

NEW QUESTION 42
A user’s computer is suspected of hosting illegal files. The IT department has removed the computer and placed it in a secured, cypher-locked room, where it will
remain until the local authorities arrive. Which of the following actions should the IT department perform NEXT?

A. Preserve data integrity
B. Identify violations of acceptable use
C. Collect evidence of illegal activity
D. Report through proper channels

Answer: A

NEW QUESTION 47
Which of the following devices are MOST likely to have a grounding wire attached to them based on the manufacturer’s design? (Select two.)

A. UPS
B. Server rack
C. PoE phone
D. Desktop printer
E. Modem
F. Patch panel

Answer: AB

NEW QUESTION 50
Users notify the help desk of an email that was just received. The email came from the help desk’s email address and asked the users to click on an embedded
link. This email is BEST described as:

A. phishing.
B. zombie.
C. whaling.
D. spoofing.

Answer: D

NEW QUESTION 51
Joe, a user, reports that several of his colleagues have received a suspicious email from his account that he did not send. A technician asks one of the colleagues
to forward the email for inspection. After ruling out spoofing, the technician verifies the email originated from the corporate email server.
Which of the following is the FIRST step the technician should take to correct this issue?

A. See if Joe’s email address has been blacklisted
B. Change the password on Joe’s email account
C. Update the antivirus and perform a full scan on the PC
D. Isolate Joe’s computer from the network

Answer: D

NEW QUESTION 53
A technician has been dispatched to resolve a malware problem on a user’s workstation. The antivirus program discovered several hundred potential malware
items on the workstation and removed them successfully. The technician decides to schedule daily scans on the system, enables System Restore, and creates a
restore point. Which of the following should the technician do NEXT?

A. Run the scan again to ensure all malware has been removed
B. Quarantine the infected workstation from the network
C. Install all of the latest Windows Updates to patch the system
D. Educate the user on safe browsing practices

Answer: C
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NEW QUESTION 55
Which of the following should be enacted to reduce a company's liability and exposure to a potential lawsuit?

A. Acceptable use policy
B. Incident documentation policy
C. Password compliance policy
D. Change control policy

Answer: C

NEW QUESTION 60
A SOHO user calls a technician and wants to secure a home network. The SOHO user needs to have protection from physical connections and ensure that
employees cannot access applications or personal emails. Which of the following would the technician MOST likely configure on the new network device to
accommodate this SOHO user’s request? (Select TWO).

A. MAC filtering
B. Default SSID
C. Radio power levels
D. Content filtering
E. Physical security

Answer: DE

NEW QUESTION 64
A technician is troubleshooting a print issue on a Windows computer and want to disable the printer to test a theory, Which of the following should the technician
use to accomplish this?

A. Devices and Printer
B. Sync Center
C. Device Manager
D. Power Option

Answer: D

NEW QUESTION 67
Joe, a user who is travelling for business, reports that his mobile phone was getting approximately 35 Mbps for the first few days of his trip, but now it is only
getting around 500 Kbps. Joe uses the device as a GPS to visit customers and as a hotspot to check work email and watch movies online. Which of the following
is the MOST likely cause of Joe’s slow data speeds?

A. Joe’s data transmission is over the limit
B. The phone needs to be rebooted from overuse
C. The use of GPS interferes with data speeds
D. There is unintended Bluetooth pairing

Answer: A

NEW QUESTION 68
A user’s Windows laptop has become consistently slower over time. The technician checks the CPU utilization and sees that it varies between 95% and 100%.
After the technician closes some running applications, the CPU utilization drops to approximately 20%, and the laptop runs much faster. The next day the same
user calls again with the same problem. Which of the following is a tool the technician can use to resolve the issue?

A. Task Manager
B. MSTSC
C. MSConfig
D. PerfMon

Answer: A

NEW QUESTION 71
A technician has been asked to recommend antivirus software for a home PC, but the user does not want to pay for a license. Which of the following license type
should the technician recommend?

A. Open license
B. Personal license
C. Corporate license
D. Enterprise license

Answer: A

NEW QUESTION 73
A junior Linux system administrator needs to update system software. Which of the following shell commands would allow the administrator to gain the necessary
permissions to update the software?

A. sudo
B. chmod
C. grep
D. pwd
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Answer: A

NEW QUESTION 77
A technician must remove data from the human resources computers. The technician plans to reuse the drives in the computers.
Which of the following data destruction methods should the technician perform to ensure the data is removed completely?

A. Degaussing
B. Standard format
C. Overwrite
D. Low-level format

Answer: D

NEW QUESTION 81
A network administrator wants to plan a major OS upgrade of the router, which acts as a default gateway in an organization. The administrator has documented
the purpose of the change, scoped the change, and completed a comprehensive risk analysis. Which of the following is an important part of the change request
process for which the administrator still must plan?

A. Inform management regarding the anticipated amount of downtime
B. Document a backout plan to roll back changes to the router
C. Configure a redundant data path to eliminate downtime
D. Make the downtime window larger than actually anticipated

Answer: B

NEW QUESTION 83
A SOHO customer has recently experienced a major hurricane. The customer has no backups and has lost all data and hardware associated with the company.
The customer calls a contractor to assist in the rebuilding process and needs suggestions on the best way to prevent this from happening again. Which of the
following recommendations should the contractor give to the customer? (Select two.)

A. Backup testing
B. Cloud storage
C. Local storage backups
D. Data recovery
E. Hot site
F. Waterproof devices

Answer: BE

NEW QUESTION 84
Which of the following encryption methods is used by WPA2 to improve data security as compared to previous wireless encryption protocols?

A. AES
B. TKIP
C. S/MIME
D. 3DES

Answer: A

NEW QUESTION 88
A user contacts a technician to troubleshoot server errors. The user explains that some files will not open on the server, the data backups are operational, and the
weather has been bad. The technician notices missing time slots in the event log.
Which of the following should the technician replace to prevent these issues in the future?

A. System memory
B. Surge protector
C. Hard drives
D. Battery backup

Answer: D

NEW QUESTION 93
Joe. an end user, just changed his network password A pop-up box appears a few minutes later, prompting him to enter his password. Joe enters his new network
password and is able to continue working. A few minutes later, the same pop-up box appears again, asking him to enter his network password. Which of the
following Control Panel utilities can Joe use to help with this situation?

A. Credential Manager
B. Network and Sharing Center
C. Security and Maintenance
D. Troubleshooting

Answer: A

NEW QUESTION 97
Ann, an employee at a company, calls the help disk to report issues logging on to a vendor’s website. Joe, the technician, is able to log in successfully with his
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credentials before going to Ann’s office. However, when he attempts to log in from Ann’s office, Joe experiences the same issue. Ann asks Joe questions about
the new software installed on the laptop from the pop-up notification.
Which of the following are the NEXT steps Joe should take to resolve the issue? (Select two.)

A. Ask Ann for her credentials to verify and log on to the vendor’s website from Ann’s laptop
B. Verify Ann’s laptop has the correct browser settings
C. Check all browser cached files on Ann’s laptop and log on to another vendor’s website
D. Attempt to log on to another vendor’s website from Ann’s laptop
E. Ask Ann about the notification and review the installed programs
F. Reinstall the browser, reboot the laptop, and check the vendor’s website again

Answer: CE

NEW QUESTION 101
A technician accessed a network share from a computer joined to workgroup. The technician logged in as “user1” and directed the computer to save the
username and password. Several weeks later, the technician wants to log in to this network share using the administrator account. The computer does not prompt
for a username and password, but it automatically logs in to the network share under the “user1” account. Which of the following would allow the technician to log
in using the “administrator” username?

A. Use the command: net use Z: \\fileserver\share
B. Go to the Sync Center and disable the offline files feature.
C. Delete the “user” account for the network share in Credential Manager.
D. Join the computer and file server to a domain and delegate administrator rights to “user1”.
E. Use the Advanced Sharing options in the Network and Sharing Center and enable “turn on network discovery”.

Answer: A

NEW QUESTION 104
A technician recently installed a new secondary hard drive in a Windows 10 desktop. After the installation, the computer displayed the following error message: No
Operating System Found. However, after unplugging the new hard drive, the error message no longer appeared. The technician then reconnected the new drive to
continue troubleshooting. Which of the following steps should the technician take NEXT?

A. Reboot into safe mode
B. Check the boot order
C. Format the drive
D. Perform Windows Recovery
E. Run the chkdsk command

Answer: B

NEW QUESTION 109
A technician received 300 old desktops following a recent computer upgrade. After taking inventory of the old machines, the technician must destroy the data on
the HDDs. Which of the following would be the MOST effective method to accomplish this task?

A. Drill
B. Hammer
C. Low-level format
D. Degaussing

Answer: D

NEW QUESTION 111
A user's computer reports it has many virus infections and directs the user to call a phone number for assistance. A technician removes the hard drive and virus
scans the drive with another computer. The scan does not identify any viruses Which of the following is MOST likely the problem?

A. Rootkit
B. Zero-day malware
C. Rogue antivirus
D. Old virus definitions

Answer: D

NEW QUESTION 113
A technician has set up a new computer for a customer and needs to add a login with administrative privileges. Which of the following tools should the technician
use?

A. Component Services
B. System Configuration
C. Security Policy
D. Local Users and Groups

Answer: D

NEW QUESTION 114
A user believes there is a virus on a laptop. The user installs additional real-time protection antivirus software but is now experiencing extremely slow performance
on the laptop. Which of the following should a technician do to resolve the issue and avoid recurrence?
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A. Activate real-time protection on both antivirus software programs
B. Uninstall one antivirus software program and install a different one
C. Run OS updates
D. Enable the quarantine feature on both antivirus software programs
E. Remove the user-installed antivirus software

Answer: E

NEW QUESTION 117
Ann. an external user, has received several calls from a company asking why she has been sending the company communications with internal users' names in
the "from" field. Ann calls a technician and explains she has not been sending any communications and would like this issue fixed The technician investigates and
determines the PC is not infected with any viruses or malware. Which of the following should the technician check NEXT?

A. Hijacked email
B. DNS entries
C. Hosts file
D. POP3 errors

Answer: A

NEW QUESTION 121
A MAC user’s operating system became corrupted, and files were deleted after malware was downloaded. The user needs to access the data that was previously
stored on the MAC. Which of the following built-in utilities should be used?

A. Time Machine
B. Snapshot
C. System Restore
D. Boot Camp

Answer: A

NEW QUESTION 126
A user reports that a cell phone application is loading slowly and not functioning properly Which of the following should a technician do FIRST to remedy this
issue?

A. Remove and reinstall the application.
B. Hard reset the cell phone.
C. Reconnect the wireless network connection
D. Close all running applications

Answer: D

NEW QUESTION 128
......
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NEW QUESTION 1
A technician receives an invalid certificate error when visiting a website with port 443 enabled. Other computers on the same LAN do not exhibit this symptom.
Which of the following needs to be adjusted on the workstation to fix the issue?

A. Date and time
B. UEFI boot mode
C. Logon times
D. User access control

Answer: A

NEW QUESTION 2
A user’s mobile device appears to be losing battery life rapidly and often feels warm to the touch, even when it is put away.
The device is relatively new, so the user is concerned it is defective. A technician inspects the device and see the following:
Which of the following should be changed to resolve this issue?

A. Privacy – Maps
B. Display – Brightness
C. Storage – Photos
D. Mail – Work

Answer: B

NEW QUESTION 3
Joe, a user, returns his computer to the technician who performed a virus removal on it the week before. Joe states that several symptoms have returned.
Which of the following should the technician have covered previously as part of the original repair?

A. End-user education
B. Pre-installation environment cleaning
C. Disabling of System Restore
D. Infected system quarantine

Answer: A

NEW QUESTION 4
During the firmware upgrade of a web server, a power outage occurred. The outage caused a failure within the upgrade. Which of the following plans must be
implemented to revert back to the most recent version of the firmware?

A. Backout plan
B. Contingency plan
C. Alternative plan
D. Backup plan

Answer: D

NEW QUESTION 5
A user is requesting a solution that will prevent file corruption and ensure a graceful shutdown while providing at least one hour of uptime in case of extreme
weather conditions. Which of the following should a technician recommend?
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A. Uninterruptible power supply
B. Surge protector
C. Power strip
D. Power distribution unit

Answer: A

NEW QUESTION 6
A user calls a technician to report issues when logging in to a vendor’s website. The technician is able to log in successfully before going to the office. However,
the technician is unable to log in when in the user’s office. The user also informs the technician of strange pop-up notifications. Which of the following are the
MOST likely causes of these issues? (Choose two.)

A. System files have been deleted
B. Proxy settings are configured improperly
C. The OS has been updated recently
D. There are disabled services on the vendor website
E. Program file permissions have changed recently
F. There is a rogue anti-malware program

Answer: BF

NEW QUESTION 7
A small business has an open wireless network so vendors can connect to the network without logging in. The business owners are concerned that a nearby
company is connecting and using the wireless connection without permission. If the small business requires that the network remain open, which of the following
configuration settings should be changed to address these concerns?

A. Default SSID
B. MAC filtering
C. Power levels
D. Content filtering
E. Firewall

Answer: C

NEW QUESTION 8
A user who is running Windows 10 logs into a machine and notices that shared drives are missing, the “My Documents” folder is empty, and personal settings are
reset. Which of the following would be required to resolve the issue?

A. Remove the registry entry and rename the local account folder
B. Delete or rename the local user folder
C. Run DISM and re-add the local power user account
D. Remove the user account in Credential Manager and restart the PC

Answer: C

NEW QUESTION 9
A user’s corporate email is missing the shared inbox folders that were present before the user went on vacation. The technician verifies the user is connected to
the domain and can still send and receive email. Which of the following is MOST likely causing the missing folders issue?

A. The Internet security options have changed
B. The operating system updates have changed
C. The network directory permissions have changed
D. The user account permissions have changed

Answer: C

NEW QUESTION 10
Which of the following features has undergone the most significant changes from Windows 7 to Windows 10 and greatly simplified the operating system installation
process?

A. Driver detection
B. Metro interface
C. Account control
D. PXE installation

Answer: A

NEW QUESTION 10
Ann, a user, is attempting to log in to her email service form a third-party email client on her phone. When Ann enters her usual username and password, she
receives an error message saying the credentials are invalid.
Ann then decides to reset her email password, but after the reset, the new credentials still do not work in the third-party email client.
Which of the following settings or features is responsible for the problems Ann is experiencing?

A. Full device encryption
B. Account lock
C. Multifactor authentication
D. Strong password requirements
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Answer: C

NEW QUESTION 14
Ann, a user, calls the help desk regarding an issue on her laptop. While working remotely, she appears to be connecting to WiFi but is unable to retrieve her
corporate email. The wireless name is listed as “ConnectMe” and appears as unsecure. Which of the following should the help desk perform to fix the issue?

A. Remote into Ann’s system and restart the wireless adapter
B. Ask Ann to open a browser and watch for a redirect page
C. Advice Ann to pug an Ethernet cable into her laptop
D. Direct Ann to run an antivirus program on her laptop

Answer: B

NEW QUESTION 16
A technician is cleaning up a warehouse and several old CRT monitors and UPS units. The technician removes the batteries from the UPSs and wants to comply
with proper disposal techniques.
Which of the following should the technician do NEXT to proceed with disposal of the batteries?

A. Place security In trash receptacles
B. Refer to the manufacture’s specific usage
C. Review the material safety data sheet
D. Conduct an Internal search of disposal techniques

Answer: C

NEW QUESTION 21
Ann, a customer, calls a technician and states that she is very concerned about the privacy of her home computer and the security of her home network while
browsing the Internet. Which of the following would the technician MOST likely discuss with Ann to educate her on security concepts addressing her concerns?
(Choose two.)

A. Firewall
B. Antivirus
C. Email filtering
D. ACLs
E. VPN

Answer: AE

NEW QUESTION 25
Which of the following is a community supported, open source OS used for both services and workstations?

A. IOS
B. Windows 10
C. Linux
D. OS X

Answer: C

NEW QUESTION 28
In which of the following file extension types would a user expect to see the command. “net use T:\
\server\files’?

A. .bat
B. .vbs
C. .js
D. .py

Answer: A

NEW QUESTION 30
A user notices recent print jobs are not printing to the local printer despite printing fine yesterday. There are no errors indicated on the taskbar printer icon. Which
of the following actions should the user take FIRST?

A. Check to ensure the printer selected is the default printer
B. Check the status of the print server queue
C. Cancel all documents and print them again
D. Check that the printer is not offline print mode

Answer: B

NEW QUESTION 34
A technician is working at a help-desk form and receives a call from a user who has experienced repeated BSODs. The technician is scheduled to take a break
just after the call comes in. Which of the following is the BEST choice for the technician to make?

A. Politely ask the user to call back
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B. Ask another technician to take the call
C. Troubleshoot the issue for the user
D. Input the issue as a ticket and escalate to Tier 2
E. Put the user on hold and troubleshoot after the scheduled break

Answer: B

NEW QUESTION 39
Ann, a user, calls a technician and reports that her PC will not boot. The technician confirms the memory, power supply, and monitor are all working. The
technician runs internal diagnostics on the PC, but the hard drive is nor recognized. Which of the following messages will be displayed?

A. NTLDR not found
B. No boot device available
C. Operating system not found
D. BIOS ROM checksum error

Answer: B

NEW QUESTION 42
A user’s computer is suspected of hosting illegal files. The IT department has removed the computer and placed it in a secured, cypher-locked room, where it will
remain until the local authorities arrive. Which of the following actions should the IT department perform NEXT?

A. Preserve data integrity
B. Identify violations of acceptable use
C. Collect evidence of illegal activity
D. Report through proper channels

Answer: A

NEW QUESTION 47
Which of the following devices are MOST likely to have a grounding wire attached to them based on the manufacturer’s design? (Select two.)

A. UPS
B. Server rack
C. PoE phone
D. Desktop printer
E. Modem
F. Patch panel

Answer: AB

NEW QUESTION 50
Users notify the help desk of an email that was just received. The email came from the help desk’s email address and asked the users to click on an embedded
link. This email is BEST described as:

A. phishing.
B. zombie.
C. whaling.
D. spoofing.

Answer: D

NEW QUESTION 51
Joe, a user, reports that several of his colleagues have received a suspicious email from his account that he did not send. A technician asks one of the colleagues
to forward the email for inspection. After ruling out spoofing, the technician verifies the email originated from the corporate email server.
Which of the following is the FIRST step the technician should take to correct this issue?

A. See if Joe’s email address has been blacklisted
B. Change the password on Joe’s email account
C. Update the antivirus and perform a full scan on the PC
D. Isolate Joe’s computer from the network

Answer: D

NEW QUESTION 53
A technician has been dispatched to resolve a malware problem on a user’s workstation. The antivirus program discovered several hundred potential malware
items on the workstation and removed them successfully. The technician decides to schedule daily scans on the system, enables System Restore, and creates a
restore point. Which of the following should the technician do NEXT?

A. Run the scan again to ensure all malware has been removed
B. Quarantine the infected workstation from the network
C. Install all of the latest Windows Updates to patch the system
D. Educate the user on safe browsing practices

Answer: C
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NEW QUESTION 55
Which of the following should be enacted to reduce a company's liability and exposure to a potential lawsuit?

A. Acceptable use policy
B. Incident documentation policy
C. Password compliance policy
D. Change control policy

Answer: C

NEW QUESTION 60
A SOHO user calls a technician and wants to secure a home network. The SOHO user needs to have protection from physical connections and ensure that
employees cannot access applications or personal emails. Which of the following would the technician MOST likely configure on the new network device to
accommodate this SOHO user’s request? (Select TWO).

A. MAC filtering
B. Default SSID
C. Radio power levels
D. Content filtering
E. Physical security

Answer: DE

NEW QUESTION 64
A technician is troubleshooting a print issue on a Windows computer and want to disable the printer to test a theory, Which of the following should the technician
use to accomplish this?

A. Devices and Printer
B. Sync Center
C. Device Manager
D. Power Option

Answer: D

NEW QUESTION 67
Joe, a user who is travelling for business, reports that his mobile phone was getting approximately 35 Mbps for the first few days of his trip, but now it is only
getting around 500 Kbps. Joe uses the device as a GPS to visit customers and as a hotspot to check work email and watch movies online. Which of the following
is the MOST likely cause of Joe’s slow data speeds?

A. Joe’s data transmission is over the limit
B. The phone needs to be rebooted from overuse
C. The use of GPS interferes with data speeds
D. There is unintended Bluetooth pairing

Answer: A

NEW QUESTION 68
A user’s Windows laptop has become consistently slower over time. The technician checks the CPU utilization and sees that it varies between 95% and 100%.
After the technician closes some running applications, the CPU utilization drops to approximately 20%, and the laptop runs much faster. The next day the same
user calls again with the same problem. Which of the following is a tool the technician can use to resolve the issue?

A. Task Manager
B. MSTSC
C. MSConfig
D. PerfMon

Answer: A

NEW QUESTION 71
A technician has been asked to recommend antivirus software for a home PC, but the user does not want to pay for a license. Which of the following license type
should the technician recommend?

A. Open license
B. Personal license
C. Corporate license
D. Enterprise license

Answer: A

NEW QUESTION 73
A junior Linux system administrator needs to update system software. Which of the following shell commands would allow the administrator to gain the necessary
permissions to update the software?

A. sudo
B. chmod
C. grep
D. pwd
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Answer: A

NEW QUESTION 77
A technician must remove data from the human resources computers. The technician plans to reuse the drives in the computers.
Which of the following data destruction methods should the technician perform to ensure the data is removed completely?

A. Degaussing
B. Standard format
C. Overwrite
D. Low-level format

Answer: D

NEW QUESTION 81
A network administrator wants to plan a major OS upgrade of the router, which acts as a default gateway in an organization. The administrator has documented
the purpose of the change, scoped the change, and completed a comprehensive risk analysis. Which of the following is an important part of the change request
process for which the administrator still must plan?

A. Inform management regarding the anticipated amount of downtime
B. Document a backout plan to roll back changes to the router
C. Configure a redundant data path to eliminate downtime
D. Make the downtime window larger than actually anticipated

Answer: B

NEW QUESTION 83
A SOHO customer has recently experienced a major hurricane. The customer has no backups and has lost all data and hardware associated with the company.
The customer calls a contractor to assist in the rebuilding process and needs suggestions on the best way to prevent this from happening again. Which of the
following recommendations should the contractor give to the customer? (Select two.)

A. Backup testing
B. Cloud storage
C. Local storage backups
D. Data recovery
E. Hot site
F. Waterproof devices

Answer: BE

NEW QUESTION 84
Which of the following encryption methods is used by WPA2 to improve data security as compared to previous wireless encryption protocols?

A. AES
B. TKIP
C. S/MIME
D. 3DES

Answer: A

NEW QUESTION 88
A user contacts a technician to troubleshoot server errors. The user explains that some files will not open on the server, the data backups are operational, and the
weather has been bad. The technician notices missing time slots in the event log.
Which of the following should the technician replace to prevent these issues in the future?

A. System memory
B. Surge protector
C. Hard drives
D. Battery backup

Answer: D

NEW QUESTION 93
Joe. an end user, just changed his network password A pop-up box appears a few minutes later, prompting him to enter his password. Joe enters his new network
password and is able to continue working. A few minutes later, the same pop-up box appears again, asking him to enter his network password. Which of the
following Control Panel utilities can Joe use to help with this situation?

A. Credential Manager
B. Network and Sharing Center
C. Security and Maintenance
D. Troubleshooting

Answer: A

NEW QUESTION 97
Ann, an employee at a company, calls the help disk to report issues logging on to a vendor’s website. Joe, the technician, is able to log in successfully with his
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credentials before going to Ann’s office. However, when he attempts to log in from Ann’s office, Joe experiences the same issue. Ann asks Joe questions about
the new software installed on the laptop from the pop-up notification.
Which of the following are the NEXT steps Joe should take to resolve the issue? (Select two.)

A. Ask Ann for her credentials to verify and log on to the vendor’s website from Ann’s laptop
B. Verify Ann’s laptop has the correct browser settings
C. Check all browser cached files on Ann’s laptop and log on to another vendor’s website
D. Attempt to log on to another vendor’s website from Ann’s laptop
E. Ask Ann about the notification and review the installed programs
F. Reinstall the browser, reboot the laptop, and check the vendor’s website again

Answer: CE

NEW QUESTION 101
A technician accessed a network share from a computer joined to workgroup. The technician logged in as “user1” and directed the computer to save the
username and password. Several weeks later, the technician wants to log in to this network share using the administrator account. The computer does not prompt
for a username and password, but it automatically logs in to the network share under the “user1” account. Which of the following would allow the technician to log
in using the “administrator” username?

A. Use the command: net use Z: \\fileserver\share
B. Go to the Sync Center and disable the offline files feature.
C. Delete the “user” account for the network share in Credential Manager.
D. Join the computer and file server to a domain and delegate administrator rights to “user1”.
E. Use the Advanced Sharing options in the Network and Sharing Center and enable “turn on network discovery”.

Answer: A

NEW QUESTION 104
A technician recently installed a new secondary hard drive in a Windows 10 desktop. After the installation, the computer displayed the following error message: No
Operating System Found. However, after unplugging the new hard drive, the error message no longer appeared. The technician then reconnected the new drive to
continue troubleshooting. Which of the following steps should the technician take NEXT?

A. Reboot into safe mode
B. Check the boot order
C. Format the drive
D. Perform Windows Recovery
E. Run the chkdsk command

Answer: B

NEW QUESTION 109
A technician received 300 old desktops following a recent computer upgrade. After taking inventory of the old machines, the technician must destroy the data on
the HDDs. Which of the following would be the MOST effective method to accomplish this task?

A. Drill
B. Hammer
C. Low-level format
D. Degaussing

Answer: D

NEW QUESTION 111
A user's computer reports it has many virus infections and directs the user to call a phone number for assistance. A technician removes the hard drive and virus
scans the drive with another computer. The scan does not identify any viruses Which of the following is MOST likely the problem?

A. Rootkit
B. Zero-day malware
C. Rogue antivirus
D. Old virus definitions

Answer: D

NEW QUESTION 113
A technician has set up a new computer for a customer and needs to add a login with administrative privileges. Which of the following tools should the technician
use?

A. Component Services
B. System Configuration
C. Security Policy
D. Local Users and Groups

Answer: D

NEW QUESTION 114
A user believes there is a virus on a laptop. The user installs additional real-time protection antivirus software but is now experiencing extremely slow performance
on the laptop. Which of the following should a technician do to resolve the issue and avoid recurrence?
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A. Activate real-time protection on both antivirus software programs
B. Uninstall one antivirus software program and install a different one
C. Run OS updates
D. Enable the quarantine feature on both antivirus software programs
E. Remove the user-installed antivirus software

Answer: E

NEW QUESTION 117
Ann. an external user, has received several calls from a company asking why she has been sending the company communications with internal users' names in
the "from" field. Ann calls a technician and explains she has not been sending any communications and would like this issue fixed The technician investigates and
determines the PC is not infected with any viruses or malware. Which of the following should the technician check NEXT?

A. Hijacked email
B. DNS entries
C. Hosts file
D. POP3 errors

Answer: A

NEW QUESTION 121
A MAC user’s operating system became corrupted, and files were deleted after malware was downloaded. The user needs to access the data that was previously
stored on the MAC. Which of the following built-in utilities should be used?

A. Time Machine
B. Snapshot
C. System Restore
D. Boot Camp

Answer: A

NEW QUESTION 126
A user reports that a cell phone application is loading slowly and not functioning properly Which of the following should a technician do FIRST to remedy this
issue?

A. Remove and reinstall the application.
B. Hard reset the cell phone.
C. Reconnect the wireless network connection
D. Close all running applications

Answer: D

NEW QUESTION 128
......
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