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NEW QUESTION 1
Which two attack vectors are protected by Cloud Security? (Choose two.)

A. Endpoints
B. Web
C. Data Center
D. Cloud
E. Email

Answer: AE

NEW QUESTION 2
In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?

A. Flexible AAA Options
B. Identity Services Engine
C. Differentiated Mobile Access
D. High throughput maintained while still protecting domains against threats

Answer: D

NEW QUESTION 3
Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.
B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.
C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Answer: B

NEW QUESTION 4
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid
B. Cisco Security Connector
C. Duo
D. Stealthwatch
E. AMP for Endpoints

Answer: AE

NEW QUESTION 5
Which two loT environment layers are protected by ISE? (Choose two )

A. Access Points
B. Endpoints
C. Internet/Cloud
D. Control Layer
E. Things

Answer: AC

NEW QUESTION 6
What are two solutions for Cisco Cloud Security? (Choose two.)

A. cloud data security
B. cloud-delivered security
C. advanced network security
D. intrusion prevention
E. cloud security

Answer: BE

NEW QUESTION 7
Which two products empower customers to create secure next-gen networks? (Choose two.)

A. ISE
B. AMP
C. MFA
D. ACI
E. SD-Access

Answer: AE
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NEW QUESTION 8
What are two steps customers can take to evolve to a trust-centric security philosophy? (Choose two.)

A. Require and install agents on mobile devices.
B. Block BYOD devices.
C. Limit internal access to networks
D. Always verify and never trust everything inside and outside the perimeter.
E. Only grant access to authorized users and devices.

Answer: BE

NEW QUESTION 9
Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?

A. global threat intelligence
B. advanced threat protection and rapid remediation
C. contextual awareness
D. security automation

Answer: B

NEW QUESTION 10
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics
C. Threat Defense
D. Malware Protection
E. NGFW
F. Intrusion Analytics

Answer: AC

NEW QUESTION 10
How does AnyConnect provide highly secure access for select enterprise mobile apps?

A. Application Visibility & control
B. Secure Layer 2 Network Access
C. Identity Service Engine
D. Per application VPN

Answer: C

NEW QUESTION 14
How does SD-WAN protect network traffic from end-to-end'?

A. Management
B. Analyzation
C. Segmentation
D. Automation

Answer: C

NEW QUESTION 16
What are two ways that Cisco helps customers secure loT deployments? (Choose two.)

A. network analysis
B. secure remote access
C. segmentation & visibility
D. cross-architecture automation
E. limited access points

Answer: CE

NEW QUESTION 21
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning
B. Off-network security
C. Predictive intelligence
D. Breach mitigation
E. Reputation filtering
F. Recursive DNS

Answer: AEF
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NEW QUESTION 23
In which two ways should companies modernize their security philosophies? (Choose two.)

A. Expand their IT departments
B. Decrease internal access and reporting
C. Complement threat-centric tactics with trust-centric methods
D. Reinforce their threat-centric security tactics
E. Rebuild their security portfolios with new solutions

Answer: AC

NEW QUESTION 24
Which two products are involved in granting safe access to apps? (Choose two.)

A. SD-Access
B. Duo
C. TrustSec
D. ACI
E. ISE

Answer: AC

NEW QUESTION 27
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity
C. Growing ecosystem
D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 30
What do customers receive when implementing TrustSec?

A. SL decryption enabling secure communications on and off company networks
B. Context-aware access enhancing the forensic capabilities available to their IT team
C. Device profiling and onboarding, enabling businesses to control company role policies across all network services 1
D. Dynamic role-based access control that enables them to enforce business role policies across all network services

Answer: D

NEW QUESTION 34
Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email
C. Voicemail
D. Cloud
E. Web

Answer: AE

NEW QUESTION 38
Which two areas require secure access? (Choose two.)

A. Workforce
B. Workflow
C. Workspace
D. Worktable
E. Workloads

Answer: BE

NEW QUESTION 41
What are two features of Advanced Malware Protection (AMP)? (Choose two )

A. Local Threat Intelligence
B. Automatic Behavioral Authorization
C. File Retrospection and Trajectory
D. Dynamic Malware Analysis
E. Automated Policy Management

Answer: BC
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NEW QUESTION 46
Which two security risks are created by legacy approaches to networking'? (Choose two.)

A. slow containment
B. user vulnerability
C. large attack surface
D. network downtime
E. access points

Answer: CD

NEW QUESTION 47
Which two products are involved in discovering, classifying, and verifying profiles? (Choose two.)

A. Cisco Security Connector
B. Identity Services Engine
C. Industrial Network Director
D. Duo
E. Advanced Malware Protection

Answer: AD

NEW QUESTION 48
On average, how many days elapse before businesses discover that they have been hacked?

A. 70
B. 50
C. 10
D. 30

Answer: C

NEW QUESTION 50
......
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