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NEW QUESTION 1
Which of the following allows attackers to draw a map or outline the target organization's network infrastructure to know about the actual environment that they are
going to hack.

A. Enumeration

B. Vulnerability analysis
C. Malware analysis

D. Scanning networks

Answer: D

NEW QUESTION 2

When a normal TCP connection starts, a destination host receives a SYN (synchronize/start) packet from a source host and sends back a SYN/ACK (synchronize
acknowledge). The destination host must then hear an ACK (acknowledge) of the SYN/ACK before the connection is established. This is referred to as the "TCP
three-way handshake." While waiting for the ACK to the SYN ACK, a connection queue of finite size on the destination host keeps track of connections waiting to
be completed. This queue typically empties quickly since the ACK is expected to arrive a few milliseconds after the SYN ACK.

How would an attacker exploit this design by launching TCP SYN attack?

A. Attacker generates TCP SYN packets with random destination addresses towards a victim host
B. Attacker floods TCP SYN packets with random source addresses towards a victim host

C. Attacker generates TCP ACK packets with random source addresses towards a victim host

D. Attacker generates TCP RST packets with random source addresses towards a victim host

Answer: B

NEW QUESTION 3
You start performing a penetration test against a specific website and have decided to start from grabbing all the links from the main page.
What Is the best Linux pipe to achieve your milestone?

A. dirb https://site.com | grep "site"

B. curl -s https://sile.com | grep “< a href-Vhttp" | grep "Site-com- | cut -d "V" -f 2
C. wget https://stte.com | grep "< a href=\*http" | grep "site.com"

D. wgethttps://site.com | cut-d"http

Answer: C

NEW QUESTION 4

Jude, a pen tester working in Keiltech Ltd., performs sophisticated security testing on his company's network infrastructure to identify security loopholes. In this
process, he started to circumvent the network protection tools and firewalls used in the company. He employed a technique that can create forged TCP sessions
by carrying out multiple SYN, ACK, and RST or FIN packets. Further, this process allowed Jude to execute DDoS attacks that can exhaust the network resources.
What is the attack technique used by Jude for finding loopholes in the above scenario?

A. UDP flood attack

B. Ping-of-death attack

C. Spoofed session flood attack
D. Peer-to-peer attack

Answer: C

NEW QUESTION 5
Null sessions are un-authenticated connections (not using a username or password.) to an NT or 2000 system. Which TCP and UDP ports must you filter to check
null sessions on your network?

A. 137 and 139
B. 137 and 443
C. 139 and 443
D. 139 and 445

Answer: D

NEW QUESTION 6

An attacker is trying to redirect the traffic of a small office. That office is using their own mail server, DNS server and NTP server because of the importance of their
job. The attacker gain access to the DNS server and redirect the direction www.google.com to his own IP address. Now when the employees of the office want to
go to Google they are being redirected to the attacker machine. What is the name of this kind of attack?

A. MAC Flooding
B. Smurf Attack
C. DNS spoofing
D. ARP Poisoning

Answer: C

NEW QUESTION 7
An incident investigator asks to receive a copy of the event logs from all firewalls, proxy servers, and Intrusion Detection Systems (IDS) on the network of an
organization that has experienced a possible breach of security. When the investigator attempts to correlate the information in all of the logs, the sequence of

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-50v11 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/312-50v11/ (528 Q&AS)

many of the logged events do not match up.
What is the most likely cause?

A. The network devices are not all synchronized.

B. Proper chain of custody was not observed while collecting the logs.
C. The attacker altered or erased events from the logs.

D. The security breach was a false positive.

Answer: A

NEW QUESTION 8
In Trojan terminology, what is a covert channel?

A. A channel that transfers information within a computer system or network in a way that violates the security policy
B. A legitimate communication path within a computer system or network for transfer of data

C. Itis a kernel operation that hides boot processes and services to mask detection

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections

Answer: A

NEW QUESTION 9
A security analyst uses Zenmap to perform an ICMP timestamp ping scan to acquire information related to the current time from the target host machine.
Which of the following Zenmap options must the analyst use to perform the ICMP timestamp ping scan?

Answer: C

NEW QUESTION 10
Gavin owns a white-hat firm and is performing a website security audit for one of his clients. He begins by running a scan which looks for common
misconfigurations and outdated software versions. Which of the following tools is he most likely using?

A. Nikto

B. Nmap

C. Metasploit
D. Armitage

Answer: B

NEW QUESTION 10
Which of the following is the BEST way to defend against network sniffing?

A. Using encryption protocols to secure network communications

B. Register all machines MAC Address in a Centralized Database

C. Use Static IP Address

D. Restrict Physical Access to Server Rooms hosting Critical Servers

Answer: A

NEW QUESTION 14
This is an attack that takes advantage of a web site vulnerability in which the site displays content that includes un-sanitized user-provided data.

<ahref="http://fockar.com/index. . html?1d=%3C=cripts20azre=

%
http://baddcmain.com/badscript.js %22Z%3E%$3C/script%3E">3e

What is this attack?

A. Cross-site-scripting attack
B. SQL Injection

C. URL Traversal attack

D. Buffer Overflow attack
Answer: A

NEW QUESTION 19
A technician is resolving an issue where a computer is unable to connect to the Internet using a wireless access point. The computer is able to transfer files locally
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to other machines, but cannot successfully reach the Internet. When the technician examines the IP address and default gateway they are both on the
192.168.1.0/24. Which of the following has occurred?

A. The computer is not using a private IP address.

B. The gateway is not routing to a public IP address.

C. The gateway and the computer are not on the same network.
D. The computer is using an invalid IP address.

Answer: B

NEW QUESTION 24

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com”, the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts

Answer: D

NEW QUESTION 29
This type of injection attack does not show any error message. It is difficult to exploit as it returns information when the application is given SQL payloads that elicit
a true or false response from the server. By observing the response, an attacker can extract sensitive information. What type of attack is this?

A. Time-based SQL injection
B. Union SQL injection
C. Error-based SQL injection
D. Blind SQL injection

Answer: D

NEW QUESTION 34
Attempting an injection attack on a web server based on responses to True/False QUESTION NO:s is called which of the following?

A. Compound SQLI
B. Blind SQLiI

C. Classic SQLi

D. DMS-specific SQLi

Answer: B

NEW QUESTION 37
The network users are complaining because their system are slowing down. Further, every time they attempt to go a website, they receive a series of pop-ups with
advertisements. What types of malware have the system been infected with?

A. Virus

B. Spyware
C. Trojan
D. Adware

Answer: D

Explanation:

Adware, or advertising supported computer code, is computer code that displays unwanted advertisements on your pc. Adware programs can tend to serve you
pop-up ads, will modification your browser’'s homepage, add spyware and simply bombard your device with advertisements. Adware may be a additional summary
name for doubtless unwanted programs. It's roughly a virulent disease and it's going to not be as clearly malicious as a great deal of different problematic code
floating around on the net. create no mistake concerning it, though, that adware has to return off of no matter machine it's on. Not solely will adware be extremely
annoying whenever you utilize your machine, it might additionally cause semipermanent problems for your device.

Adware a network users the browser to gather your internet browsing history so as to 'target’ advertisements that appear tailored to your interests. At their most
innocuous, adware infections square measure simply annoying. as an example, adware barrages you with pop-up ads that may create your net expertise markedly
slower and additional labor intensive.

NEW QUESTION 42

Jack, a disgruntled ex-employee of Incalsol Ltd., decided to inject fileless malware into Incalsol's systems. To deliver the malware, he used the current employees'
email IDs to send fraudulent emails embedded with malicious links that seem to be legitimate. When a victim employee clicks on the link, they are directed to a
fraudulent website that automatically loads Flash and triggers the exploit. What is the technique used byjack to launch the fileless malware on the target systems?

A. In-memory exploits

B. Phishing

C. Legitimate applications
D. Script-based injection

Answer: B

NEW QUESTION 43
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Upon establishing his new startup, Tom hired a cloud service provider (CSP) but was dissatisfied with their service and wanted to move to another CSP.
What part of the contract might prevent him from doing so?

A. Virtualization
B. Lock-in

C. Lock-down
D. Lock-up

Answer: B

NEW QUESTION 48

You are the Network Admin, and you get a complaint that some of the websites are no longer accessible. You try to ping the servers and find them to be
reachable. Then you type the IP address and then you try on the browser, and find it to be accessible. But they are not accessible when you try using the URL.
What may be the problem?

A. Traffic is Blocked on UDP Port 53
B. Traffic is Blocked on TCP Port 80
C. Traffic is Blocked on TCP Port 54
D. Traffic is Blocked on UDP Port 80

Answer: A

NEW QUESTION 49
What is the first step for a hacker conducting a DNS cache poisoning (DNS spoofing) attack against an organization?

A. The attacker queries a nameserver using the DNS resolver.
B. The attacker makes a request to the DNS resolver.

C. The attacker forges a reply from the DNS resolver.

D. The attacker uses TCP to poison the ONS resofver.

Answer: A

NEW QUESTION 53

Attacker Lauren has gained the credentials of an organization's internal server system, and she was often logging in during irregular times to monitor the network
activities. The organization was skeptical about the login times and appointed security professional Robert to determine the issue. Robert analyzed the
compromised device to find incident details such as the type of attack, its severity, target, impact, method of propagation, and vulnerabilities exploited. What is the
incident handling and response (IH&R) phase, in which Robert has determined these issues?

A. Preparation

B. Eradication

C. Incident recording and assignment
D. Incident triage

Answer: D

Explanation:

Triage is that the initial post-detection incident response method any responder can execute to open an event or false positive. Structuring an efficient and correct
triage method can reduce analyst fatigue, reduce time to reply to and right incidents, and ensure that solely valid alerts are promoted to “investigation or incident”
status.

Every part of the triage method should be performed with urgency, as each second counts once in the inside of a crisis. However, triage responders face the
intense challenge of filtering an unwieldy input supply into a condensed trickle of events. Here are some suggestions for expediting analysis before knowledge is
validated:

> Organization: reduce redundant analysis by developing a workflow that may assign tasks to responders.
Avoid sharing an email box or email alias between multiple responders. Instead use a workflow tool, like those in security orchestration, automation, and response
(SOAR) solutions, to assign tasks. Implement a method to re-assign or reject tasks that are out of scope for triage.

> Correlation: Use a tool like a security info and even management (SIEM) to mix similar events. Link potentially connected events into one useful event.

> Data Enrichment: automate common queries your responders perform daily, like reverse DNS lookups, threat intelligence lookups, and IP/domain mapping.
Add this knowledge to the event record or make it simply accessible.

Moving full speed ahead is that the thanks to get through the initial sorting method however a a lot of detailed, measured approach is necessary throughout event
verification. Presenting a robust case to be accurately evaluated by your security operations center (SOC) or cyber incident response team (CIRT) analysts is key.
Here are many tips for the verification:

> Adjacent Data: Check the data adjacent to the event. for example, if an end has a virus signature hit, look to visualize if there’s proof the virus is running
before career for more response metrics.

> Intelligence Review: understand the context around the intelligence. simply because an ip address was flagged as a part of a botnet last week doesn’t mean it
still is an element of a botnet today.

> Initial Priority: Align with operational incident priorities and classify incidents appropriately. ensure the
right level of effort is applied to every incident.

> Cross Analysis: look for and analyze potentially shared keys, like science addresses or domain names, across multiple knowledge sources for higher
knowledge acurity.

NEW QUESTION 54

Shiela is an information security analyst working at HiTech Security Solutions. She is performing service version discovery using Nmap to obtain information about
the running services and their versions on a target system.

Which of the following Nmap options must she use to perform service version discovery on the target host?

A.-SN
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B. -SX
C.-sV
D. -SF

Answer: C

NEW QUESTION 55
Which of the following is the primary objective of a rootkit?

A. It opens a port to provide an unauthorized service
B. It creates a buffer overflow

C. It replaces legitimate programs

D. It provides an undocumented opening in a program

Answer: C

NEW QUESTION 57

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST, HEAD, PUT, DELETE, TRACE) that are
available because there are two critical methods (PUT and DELETE). PUT can upload a file to the server and DELETE can delete a file from the server. You can
detect all these methods (GET, POST, HEAD, DELETE, PUT, TRACE) using NMAP script engine. What Nmap script will help you with this task?

A. http-methods
B. http enum

C. http-headers
D. http-git

Answer: A

NEW QUESTION 61

Bob, a system administrator at TPNQM SA, concluded one day that a DMZ is not needed if he properly configures the firewall to allow access just to servers/ports,
which can have direct internet access, and block the access to workstations.

Bob also concluded that DMZ makes sense just when a stateful firewall is available, which is not the case of TPNQM SA.

In this context, what can you say?

A. Bob can be right since DMZ does not make sense when combined with stateless firewalls
B. Bob is partially righ

C. He does not need to separate networks if he can create rules by destination IPs, one by one
D. Bob is totally wron

E. DMZ is always relevant when the company has internet servers and workstations

F. Bob is partially righ

G. DMZ does not make sense when a stateless firewall is available

Answer: C

NEW QUESTION 64

Mirai malware targets IoT devices. After infiltration, it uses them to propagate and create botnets that then used to launch which types of attack?
A. MITM attack

B. Birthday attack

C. DDoS attack

D. Password attack

Answer: C

NEW QUESTION 66

Which of the following tools is used to analyze the files produced by several packet-capture programs such as tcpdump, WinDump, Wireshark, and EtherPeek?
A. tcptrace

B. Nessus

C. OpenVAS

D. tcptraceroute

Answer: A

NEW QUESTION 67

Which of the following tactics uses malicious code to redirect users' web traffic?
A. Spimming

B. Pharming

C. Phishing

D. Spear-phishing

Answer: B

NEW QUESTION 71
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Which file is a rich target to discover the structure of a website during web-server footprinting?

A. Document root
B. Robots.txt
C. domain.txt
D. index.html

Answer: B

NEW QUESTION 76

Techno Security Inc. recently hired John as a penetration tester. He was tasked with identifying open ports in the target network and determining whether the ports
are online and any firewall rule sets are encountered. John decided to perform a TCP SYN ping scan on the target network. Which of the following Nmap
commands must John use to perform the TCP SYN ping scan?

A. nmap -sn -pp < target ip address >

B. nmap -sn -PO < target IP address >
C. nmap -sn -PS < target IP address >
D. nmap -sn -PA < target IP address >

Answer: C

Explanation:
https://hub.packtpub.com/discovering-network-hosts-with-tcp-syn-and-tcp-ack-ping-scans-in-nmaptutorial/

NEW QUESTION 80
You are using a public Wi-Fi network inside a coffee shop. Before surfing the web, you use your VPN to prevent intruders from sniffing your traffic. If you did not
have a VPN, how would you identify whether someone is performing an ARP spoofing attack on your laptop?

A. You should check your ARP table and see if there is one IP address with two different MAC addresses.

B. You should scan the network using Nmap to check the MAC addresses of all the hosts and look for duplicates.
C. You should use netstat to check for any suspicious connections with another IP address within the LAN.

D. You cannot identify such an attack and must use a VPN to protect your traffic, r

Answer: A

NEW QUESTION 82
A group of hackers were roaming around a bank office building in a city, driving a luxury car. They were using hacking tools on their laptop with the intention to find
a free-access wireless network. What is this hacking process known as?

A. GPS mapping

B. Spectrum analysis
C. Wardriving

D. Wireless sniffing

Answer: C

NEW QUESTION 83

The security administrator of ABC needs to permit Internet traffic in the host 10.0.0.2 and UDP traffic in the host 10.1.1.3. He also needs to permit all FTP traffic to
the rest of the network and deny all other traffic. After he applied his ACL configuration in the router, nobody can access the ftp, and the permitted hosts cannot
access the Internet. According to the next configuration, what is happening in the network?

access-list 102 deny tcp any any

access-list 104 permit udp host 10.0.0.3 any

access-list 110 permit tcp host 10.0.0.2 eq www any access-list 108 permit tcp any eq ftp any

A. The ACL 104 needs to be first because is UDP

B. The first ACL is denying all TCP traffic and the other ACLs are being ignored by the router
C. The ACL for FTP must be before the ACL 110

D. The ACL 110 needs to be changed to port 80

Answer: B

NEW QUESTION 84
Which tier in the N-tier application architecture is responsible for moving and processing data between the tiers?

A. Presentation tier
B. Application Layer
C. Logic tier
D. Data tier

Answer: C

NEW QUESTION 85

Andrew is an Ethical Hacker who was assigned the task of discovering all the active devices hidden by a restrictive firewall in the IPv4 range in a given target
network.

Which of the following host discovery techniques must he use to perform the given task?

A. UDP scan
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B. TCP Maimon scan
C. arp ping scan
D. ACK flag probe scan

Answer: C

Explanation:

One of the most common Nmap usage scenarios is scanning an Ethernet LAN. Most LANs, especially those that use the private address range granted by RFC
1918, do not always use the overwhelming majority of IP addresses. When Nmap attempts to send a raw IP packet, such as an ICMP echo request, the OS must
determine a destination hardware (ARP) address, such as the target IP, so that the Ethernet frame can be properly addressed. .. This is required to issue a series
of ARP requests. This is best illustrated by an example where a ping scan is attempted against an Area Ethernet host. The —send-ip option tells Nmap to send IP-
level packets (rather than raw Ethernet), even on area networks. The Wireshark output of the three ARP requests and their timing have been pasted into the
session.

Raw IP ping scan example for offline targetsThis example took quite a couple of seconds to finish because the (Linux) OS sent three ARP requests at 1 second
intervals before abandoning the host. Waiting for a few seconds is excessive, as long as the ARP response usually arrives within a few milliseconds. Reducing this
timeout period is not a priority for OS vendors, as the overwhelming majority of packets are sent to the host that actually exists. Nmap, on the other hand, needs to
send packets to 16 million IP s given a target like 10.0.0.0/8. Many targets are pinged in parallel, but waiting 2 seconds each is very delayed.

There is another problem with raw IP ping scans on the LAN. If the destination host turns out to be unresponsive, as in the previous example, the source host
usually adds an incomplete entry for that destination IP to the kernel ARP table. ARP tablespaces are finite and some operating systems become unresponsive
when full. If Nmap is used in rawlP mode (-send-ip), Nmap may have to wait a few minutes for the ARP cache entry to expire before continuing host discovery.
ARP scans solve both problems by giving Nmap the highest priority. Nmap issues raw ARP requests and handles retransmissions and timeout periods in its sole
discretion. The system ARP cache is bypassed. The example shows the difference. This ARP scan takes just over a tenth of the time it takes for an equivalent IP.
Example b ARP ping scan of offline target

In example b, neither the -PR option nor the -send-eth option has any effect. This is often because ARP has a default scan type on the Area Ethernet network
when scanning Ethernet hosts that Nmap discovers. This includes traditional wired Ethernet as 802.11 wireless networks. As mentioned above, ARP scanning is
not only more efficient, but also more accurate. Hosts frequently block IP-based ping packets, but usually cannot block ARP requests or responses and
communicate over the network.Nmap uses ARP instead of all targets on equivalent targets, even if different ping types (such as -PE and -PS) are specified. LAN..
If you do not need to attempt an ARP scan at all, specify —send-ip as shown in Example a “Raw IP Ping Scan for Offline Targets”.

If you give Nmap control to send raw Ethernet frames, Nmap can also adjust the source MAC address. If you have the only PowerBook in your security conference
room and a large ARP scan is initiated from an

Apple-registered MAC address, your head may turn to you. Use the —spoof-mac option to spoof the MAC address as described in the MAC Address Spoofing
section.

NEW QUESTION 86
Eve is spending her day scanning the library computers. She notices that Alice is using a computer whose port 445 is active and listening. Eve uses the ENUM tool
to enumerate Alice machine. From the command prompt, she types the following command.

For /f "tokens=1 %%a in (hackfile.txt) do net use *
YAh%10.1.2.3Nc% fuser:"administrator™ %%a

What is Eve trying to do?

A. Eve is trying to connect as a user with Administrator privileges

B. Eve is trying to enumerate all users with Administrative privileges

C. Eve is trying to carry out a password crack for user Administrator

D. Eve is trying to escalate privilege of the null user to that of Administrator

Answer: C

NEW QUESTION 87
Which of the following statements is TRUE?

A. Packet Sniffers operate on the Layer 1 of the OSI model.

B. Packet Sniffers operate on Layer 2 of the OSI model.

C. Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.
D. Packet Sniffers operate on Layer 3 of the OSI model.

Answer: B

NEW QUESTION 92

What is the algorithm used by LM for Windows2000 SAM?
A. MD4

B. DES

C. SHA

D. SSL

Answer: B

NEW QUESTION 96

OpenSSL on Linux servers includes a command line tool for testing TLS. What is the name of the tool and the correct syntax to connect to a web server?
A. openssl s_client -site www.website.com:443

B. openssl_client -site www.website.com:443
C. openssl s_client -connect www.website.com:443
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D. openssl_client -connect www.website.com:443

Answer: C

NEW QUESTION 97
Which of the following is considered an exploit framework and has the ability to perform automated attacks on services, ports, applications and unpatched security
flaws in a computer system?

A. Wireshark
B. Maltego
C. Metasploit
D. Nessus

Answer: C

NEW QUESTION 98
which of the following Bluetooth hacking techniques refers to the theft of information from a wireless device through Bluetooth?

A. Bluesmacking
B. Bluebugging
C. Bluejacking
D. Bluesnarfing

Answer: D

Explanation:
Bluesnarfing is the unauthorized access of information from a wireless device through Ba luetooth
connection, often between phones, desktops, laptops, and PDAs (personal digital assistant).

NEW QUESTION 99
What is a NULL scan?

A. A scan in which all flags are turned off

B. A scan in which certain flags are off

C. A scan in which all flags are on

D. A scan in which the packet size is set to zero
E. A scan with an illegal packet size

Answer: A

NEW QUESTION 102
Which of the following is not a Bluetooth attack?

A. Bluedriving

B. Bluesmacking
C. Bluejacking
D. Bluesnarfing

Answer: A

NEW QUESTION 105

John, a professional hacker, performs a network attack on a renowned organization and gains unauthorized access to the target network. He remains in the
network without being detected for a long time and obtains sensitive information without sabotaging the organization. Which of the following attack techniques is
used by John?

A. Advanced persistent theft
B. threat Diversion theft

C. Spear-phishing sites

D. insider threat

Answer: A

Explanation:

An advanced persistent threat (APT) may be a broad term wont to describe AN attack campaign within which an intruder, or team of intruders, establishes a
bootleg, long presence on a network so as to mine sensitive knowledge.

The targets of those assaults, that square measure terribly fastidiously chosen and researched, usually embrace massive enterprises or governmental networks.
the implications of such intrusions square measure huge, and include:

> Intellectual property thieving (e.g., trade secrets or patents)
> Compromised sensitive info (e.g., worker and user personal data)
> The sabotaging of essential structure infrastructures (e.g., information deletion)

> Total website takeovers

Executing an APT assault needs additional resources than a regular internet application attack. The perpetrators square measure typically groups of intimate
cybercriminals having substantial resource. Some APT attacks square measure government-funded and used as cyber warfare weapons.

APT attacks dissent from ancient internet application threats, in that:

> They’re considerably additional advanced.
> They’re not hit and run attacks—once a network is infiltrated, the culprit remains so as to realize the maximum amount info as potential.
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> They’re manually dead (not automated) against a selected mark and indiscriminately launched against an outsized pool of targets.

> They typically aim to infiltrate a complete network, as opposition one specific half.

More common attacks, like remote file inclusion (RFI), SQL injection and cross-site scripting (XSS), square measure oftentimes employed by perpetrators to
ascertain a footing in a very targeted network. Next, Trojans and backdoor shells square measure typically wont to expand that foothold and make a persistent
presence inside the targeted perimeter.

NEW QUESTION 110

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal network. You intend to retrieve all DNS
records for the internal domain, if the DNS server is at 192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt
to attempt a zone transfer?

A. list server=192.168.10.2 type=all

B. is-d abccorp.local

C. Iserver 192.168.10.2-t all

D. List domain=Abccorp.local type=zone

Answer: B

NEW QUESTION 113

Security administrator John Smith has noticed abnormal amounts of traffic coming from local computers at night. Upon reviewing, he finds that user data have
been exfilltrated by an attacker. AV tools are unable to find any malicious software, and the IDS/IPS has not reported on any non-whitelisted programs, what type
of malware did the attacker use to bypass the company's application whitelisting?

A. Phishing malware
B. Zero-day malware
C. File-less malware
D. Logic bomb malware

Answer: C

Explanation:
https://www.mcafee.com/enterprise/en-us/security-awareness/ransomware/what-is-fileless-malware.html

NEW QUESTION 116

The Heartbleed bug was discovered in 2014 and is widely referred to under MITRE’s Common Vulnerabilities and Exposures (CVE) as CVE-2014-0160. This bug
affects the OpenSSL implementation of the Transport Layer Security (TLS) protocols defined in RFC6520.

What type of key does this bug leave exposed to the Internet making exploitation of any compromised system very easy?

A. Public
B. Private
C. Shared
D. Root

Answer: B

NEW QUESTION 118
What kind of detection techniques is being used in antivirus software that identifies malware by collecting data from multiple protected systems and instead of
analyzing files locally it's made on the provider’'s environment?

A. Behavioral based
B. Heuristics based
C. Honeypot based
D. Cloud based

Answer: D

NEW QUESTION 122
Mr. Omkar performed tool-based vulnerability assessment and found two vulnerabilities. During analysis, he found that these issues are not true vulnerabilities.
What will you call these issues?

A. False positives
B. True negatives
C. True positives
D. False negatives

Answer: A

NEW QUESTION 126

Within the context of Computer Security, which of the following statements describes Social Engineering best?
A. Social Engineering is the act of publicly disclosing information

B. Social Engineering is the means put in place by human resource to perform time accounting

C. Social Engineering is the act of getting needed information from a person rather than breaking into a system

D. Social Engineering is a training program within sociology studies

Answer: C

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-50v11 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/312-50v11/ (528 Q&AS)

NEW QUESTION 127
Which of the following are well known password-cracking programs?

A. LOphtcrack

B. NetCat

C. Jack the Ripper
D. Netbus

E. John the Ripper

Answer: AE

NEW QUESTION 130
Which mode of IPSec should you use to assure security and confidentiality of data within the same LAN?

A. ESP transport mode
B. ESP confidential
C. AH permiscuous
D. AH Tunnel mode

Answer: A

NEW QUESTION 133
What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network is comprised of Windows NT, 2000,
and XP?

A. 110
B. 135
C. 139
D. 161
E. 445
F. 1024

Answer: BCE

NEW QUESTION 138

You are tasked to perform a penetration test. While you are performing information gathering, you find an employee list in Google. You find the receptionist’s
email, and you send her an email changing the source email to her boss’s email (boss@company). In this email, you ask for a pdf with information. She reads
your email and sends back a pdf with links. You exchange the pdf links with your malicious links (these links contain malware) and send back the modified pdf,
saying that the links don’t work. She reads your email, opens the links, and her machine gets infected. You now have access to the company network. What
testing method did you use?

A. Social engineering
B. Piggybacking

C. Tailgating

D. Eavesdropping

Answer: A

NEW QUESTION 142
A zone file consists of which of the following Resource Records (RRs)?

A. DNS, NS, AXFR, and MX records
B. DNS, NS, PTR, and MX records
C. SOA, NS, AXFR, and MX records
D. SOA, NS, A, and MX records

Answer: D

NEW QUESTION 145
Which of the following is an extremely common IDS evasion technique in the web world?

A. Spyware

B. Subnetting

C. Unicode Characters
D. Port Knocking

Answer: C

NEW QUESTION 150
Your organization has signed an agreement with a web hosting provider that requires you to take full responsibility of the maintenance of the cloud-based
resources. Which of the following models covers this?

A. Platform as a service

B. Software as a service

C. Functions as a

D. service Infrastructure as a service
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Answer: C

NEW QUESTION 151
Which wireless security protocol replaces the personal pre-shared key (PSK) authentication with Simultaneous Authentication of Equals (SAE) and is therefore
resistant to offline dictionary attacks?

A. WPA3-Personal
B. WPA2-Enterprise
C. Bluetooth

D. ZigBee

Answer: A

NEW QUESTION 152

Scenario: Joe turns on his home computer to access personal online banking. When he enters the URL www.bank.com. the website is displayed, but it prompts
him to re-enter his credentials as if he has never visited the site before. When he examines the website URL closer, he finds that the site is not secure and the web
address appears different. What type of attack he is experiencing?.

A. Dos attack

B. DHCP spoofing

C. ARP cache poisoning
D. DNS hijacking

Answer: D

NEW QUESTION 153

Kevin, a professional hacker, wants to penetrate CyberTech Inc.’s network. He employed a technique, using which he encoded packets with Unicode characters.
The company’s IDS cannot recognize the packet, but the target web server can decode them.

What is the technique used by Kevin to evade the IDS system?

A. Desynchronization
B. Obfuscating

C. Session splicing
D. Urgency flag

Answer: B

Explanation:

Adversaries could decide to build an possible or file difficult to find or analyze by encrypting, encoding, or otherwise obfuscating its contents on the system or in
transit. this is often common behavior which will be used across totally different platforms and therefore the network to evade defenses.

Payloads may be compressed, archived, or encrypted so as to avoid detection. These payloads may be used throughout Initial Access or later to mitigate
detection. typically a user’s action could also be needed to open and Deobfuscate/Decode Files or info for User Execution. The user can also be needed to input a
parole to open a parole protected compressed/encrypted file that was provided by the mortal. Adversaries can also used compressed or archived scripts, like
JavaScript.

Portions of files can even be encoded to cover the plain-text strings that will otherwise facilitate defenders with discovery. Payloads can also be split into separate,
ostensibly benign files that solely reveal malicious practicality once reassembled.

Adversaries can also modify commands dead from payloads or directly via a Command and Scripting Interpreter. surroundings variables, aliases, characters, and
different platform/language specific linguistics may be wont to evade signature based mostly detections and application management mechanisms.

NEW QUESTION 155

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT Security. Several information security issues
that Vlady often found includes, employees sharing password, writing his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked,
didn’t log out from emails or other social media accounts, and etc.

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his company. The first thing that Vlady wanted to do is
to make the employees understand the importance of keeping confidential information, such as password, a secret and they should not share it with other persons.
Which of the following steps should be the first thing that Vlady should do to make the employees in his company understand to importance of keeping confidential
information a secret?

A. Warning to those who write password on a post it note and put it on his/her desk

B. Developing a strict information security policy

C. Information security awareness training

D. Conducting a one to one discussion with the other employees about the importance of information security

Answer: A

NEW QUESTION 158

Study the snort rule given below and interpret the rule. alert tcp any any -->192.168.1.0/24 111 (content:"|00 01 86 a5|"; msG. "mountd access";)

A. An alert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP on port 111

B. An alert is generated when any packet other than a TCP packet is seen on the network and destined for the 192.168.1.0 subnet

C. An alert is generated when a TCP packet is originated from port 111 of any IP address to the 192.168.1.0 subnet

D. An alert is generated when a TCP packet originating from any IP address is seen on the network and destined for any IP address on the 192.168.1.0 subnet on

port 111

Answer: D

NEW QUESTION 159
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Henry is a penetration tester who works for XYZ organization. While performing enumeration on a client organization, he queries the DNS server for a specific
cached DNS record. Further, by using this cached record, he determines the sites recently visited by the organization's user. What is the enumeration technique
used by Henry on the organization?

A. DNS zone walking

B. DNS cache snooping
C. DNS SEC zone walking
D. DNS cache poisoning

Answer: B

NEW QUESTION 161
Peter is surfing the internet looking for information about DX Company. Which hacking process is Peter doing?

A. Scanning

B. Footprinting

C. Enumeration

D. System Hacking

Answer: B

NEW QUESTION 163

Louis, a professional hacker, had used specialized tools or search engines to encrypt all his browsing activity and navigate anonymously to obtain sensitive/hidden
information about official government or federal databases. After gathering the Information, he successfully performed an attack on the target government
organization without being traced. Which of the following techniques is described in the above scenario?

A. Dark web footprinting
B. VolIP footpnnting

C. VPN footprinting

D. website footprinting

Answer: A

Explanation:
The deep web is the layer of the online cyberspace that consists of web pages and content that are hidden and unindexed.

NEW QUESTION 166

Jim’s company regularly performs backups of their critical servers. But the company cannot afford to send backup tapes to an off-site vendor for long-term storage
and archiving. Instead, Jim's company keeps the backup tapes in a safe in the office. Jim’s company is audited each year, and the results from this year’s audit
show a risk because backup tapes are not stored off-site. The Manager of Information Technology has a plan to take the backup tapes home with him and wants
to know what two things he can do to secure the backup tapes while in transit?

A. Encrypt the backup tapes and transport them in a lock box.

B. Degauss the backup tapes and transport them in a lock box.
C. Hash the backup tapes and transport them in a lock box.

D. Encrypt the backup tapes and use a courier to transport them.

Answer: A

NEW QUESTION 171
You want to analyze packets on your wireless network. Which program would you use?

A. Wireshark with Airpcap
B. Airsnort with Airpcap

C. Wireshark with Winpcap
D. Ethereal with Winpcap

Answer: A

NEW QUESTION 175
These hackers have limited or no training and know how to use only basic techniques or tools. What kind of hackers are we talking about?

A. Black-Hat Hackers A
B. Script Kiddies

C. White-Hat Hackers
D. Gray-Hat Hacker

Answer: B
Explanation:

Script Kiddies: These hackers have limited or no training and know how to use only basictechniques or tools. Even then they may not understand any or all of what
they are doing.

NEW QUESTION 178
A new wireless client is configured to join a 802.11 network. This client uses the same hardware and software as many of the other clients on the network. The
client can see the network, but cannot connect. A wireless packet sniffer shows that the Wireless Access Point (WAP) is not responding to the association
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requests being sent by the wireless client. What is a possible source of this problem?

A. The WAP does not recognize the client's MAC address
B. The client cannot see the SSID of the wireless network
C. Client is configured for the wrong channel

D. The wireless client is not configured to use DHCP

Answer: A

NEW QUESTION 180

Given below are different steps involved in the vulnerability-management life cycle.
1) Remediation

2) ldentify assets and create a baseline

3) Verification

4) Monitor

5) Vulnerability scan

6) Risk assessment

Identify the correct sequence of steps involved in vulnerability management.

A. 2-->5-->6-->1-->3-->4
B. 2-->1-->5-->6-->4-->3
C. 2-->4-->5-->3-->6--> 1
D. 1-->2-->3-->4-->5-->6

Answer: A

NEW QUESTION 183
Which type of sniffing technique is generally referred as MiTM attack?

MAC Flooding
DNS Poisoning

ARP Poisoning

DHCP Attacks

Password Sniffing

Spoofing Attack

A. Password Sniffing
B. ARP Poisoning
C. Mac Flooding

D. DHCP Sniffing

Answer: B

NEW QUESTION 186

You have compromised a server on a network and successfully opened a shell. You aimed to identify all operating systems running on the network. However, as
you attempt to fingerprint all machines in the network using the nmap syntax below, it is not going through.

invictus@victim_server.~$ nmap -T4 -O 10.10.0.0/24 TCP/IP fingerprinting (for OS scan) XXXXXXX XXXXXX

xc. QUITTING!

What seems to be wrong?

A. The nmap syntax is wrong.

B. This is a common behavior for a corrupted nmap application.

C. The outgoing TCP/IP fingerprinting is blocked by the host firewall.
D. OS Scan requires root privileges.

Answer: D
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NEW QUESTION 191
If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token performs off-line checking for the correct PIN, what
type of attack is possible?

A. Birthday

B. Brute force

C. Man-in-the-middle
D. Smurf

Answer: B

NEW QUESTION 194
In the field of cryptanalysis, what is meant by a “rubber-hose" attack?

A. Attempting to decrypt cipher text by making logical assumptions about the contents of the original plain text.
B. Extraction of cryptographic secrets through coercion or torture.

C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.

D. A backdoor placed into a cryptographic algorithm by its creator.

Answer: B

NEW QUESTION 196
Consider the following Nmap output:
Startng Nmap X200 (hitp:ffnmap.org) af 000000 00X EDT
Mmap scan report for 192.168.1,42 Host is up (0000235 latency),
Mot shiown: 932 filtered ports, 56 closed ports
PORT STATE SERVICE
21/tcp open ftp L
22/cp open ssh
25/tCp open smitp
53/tcp open domain
80/tep open hitp
OfAcH open pop3
143ftcp open imap
443 1ep open RITps
AB3Cp open sMIps
SE7Mcp open submission
903 1cp open lMaps
F95/1Cp open pop3s

MNmap done: 1 IP address (1 host up) scanned in 3.90 seconds

what command-line parameter could you use to determine the type and version number of the web server?

-SV
-Pn
-V

-SS

OCOow>»

Answer: A
Explanation:

C:\Users\moi>nmap -h | findstr " -sV" -sV: Probe open ports to determine service/version info

NEW QUESTION 199
If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use?

A. —r

B. -F
C.-P

D. —-sP
Answer: B

NEW QUESTION 200
The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the Central Processing Unit (CPU), rather than passing only
the frames that the controller is intended to receive. Which of the following is being described?

A. Multi-cast mode

B. Promiscuous mode
C. WEM

D. Port forwarding
Answer: B

NEW QUESTION 205

Shellshock allowed an unauthorized user to gain access to a server. It affected many Internet-facing services, which OS did it not directly affect?

A. Linux
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B. Unix
C.0S X
D. Windows

Answer: D

NEW QUESTION 206

Peter, a system administrator working at a reputed IT firm, decided to work from his home and login remotely. Later, he anticipated that the remote connection
could be exposed to session hijacking. To curb this possibility, he implemented a technique that creates a safe and encrypted tunnel over a public network to
securely send and receive sensitive information and prevent hackers from decrypting the data flow between the endpoints. What is the technique followed by Peter
to send files securely through a remote connection?

A. DMZ

B. SMB signing
C. VPN

D. Switch network

Answer: C

NEW QUESTION 208
There have been concerns in your network that the wireless network component is not sufficiently secure. You perform a vulnerability scan of the wireless network
and find that it is using an old encryption protocol that was designed to mimic wired encryption, what encryption protocol is being used?

A. WEP

B. RADIUS
C. WPA

D. WPA3

Answer: A

Explanation:

Wired Equivalent Privacy (WEP) may be a security protocol, laid out in the IEEE wireless local area network (Wi-Fi) standard, 802.11b, that's designed to supply a
wireless local area network (WLAN) with A level of security and privacy like what's usually expected of a wired LAN. A wired local area network (LAN) is usually
protected by physical security mechanisms (controlled access to a building, for example) that are effective for a controlled physical environment, but could also be
ineffective for WLANSs because radio waves aren’t necessarily bound by the walls containing the network. WEP seeks to determine similar protection thereto
offered by the wired network’s physical security measures by encrypting data transmitted over the WLAN. encoding protects the vulnerable wireless link between
clients and access points; once this measure has been taken, other typical LAN security mechanisms like password protection, end-to-end encryption, virtual
private networks (VPNSs), and authentication are often put in situ to make sure privacy.A research group from the University of California at Berkeley recently
published a report citing “major security flaws” in WEP that left WLANSs using the protocol susceptible to attacks (called wireless equivalent privacy attacks). within
the course of the group’s examination of the technology, they were ready to intercept and modify transmissions and gain access to restricted networks. The
Wireless Ethernet Compatibility Alliance (WECA) claims that WEP — which is included in many networking products — was never intended to be the only security
mechanism for a WLAN, and that, in conjunction with traditional security practices, it's very effective.

NEW QUESTION 211

John, a disgruntled ex-employee of an organization, contacted a professional hacker to exploit the organization. In the attack process, the professional hacker
Installed a scanner on a machine belonging to one of the vktims and scanned several machines on the same network to Identify vulnerabilities to perform further
exploitation. What is the type of vulnerability assessment tool employed by John in the above scenario?

A. Proxy scanner

B. Agent-based scanner
C. Network-based scanner
D. Cluster scanner

Answer: B

Explanation:
Knowing when to include agents into your vulnerability management processes isn't an easy decision. Below are common use cases for agent-based vulnerability
scanning to assist you build out your combined scanning strategy.

> Intermittent or Irregular Connectivity: Vulnerability management teams are now tasked with scanning devices that access the company network remotely using
public or home-based Wi-Fi connections. These connections are often unreliable and intermittent leading to missed network-based scans. Fortunately, the
scanning frequency of agents doesn’t require a network connection. The agent detects when the device is back online, sending scan data when it's ready to
communicate with the VM platform.

> Connecting Non-Corporate Devices to Corporate Networks:With the increased use of private devices, company networks are more exposed to malware and
infections thanks to limited IT and security teams’ control and visibility. Agent-based scanning gives security teams insight into weaknesses on

non-corporate endpoints, keeping them informed about professional hacker is potential attack vectors in

order that they can take appropriate action.

> Endpoints Residing Outside of Company Networks: Whether company-issued or BYOD, remote assets frequently hook up with the web outside of traditional
network bounds. An agent that resides on remote endpoints conducts regular, authenticated scans checking out system changes and unpatched software. The
results are then sent back to the VM platform and combined with other scan results for review, prioritization, and mitigation planning.

Agent-Based Scanner: Agent-based scanners reside on a single machine but can scan several machines on the same network.

NEW QUESTION 216
Which among the following is the best example of the third step (delivery) in the cyber kill chain?

A. An intruder sends a malicious attachment via email to a target.

B. An intruder creates malware to be used as a malicious attachment to an email.

C. An intruder's malware is triggered when a target opens a malicious email attachment.
D. An intruder's malware is installed on a target's machine.
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Answer: A

NEW QUESTION 220
Which Metasploit Framework tool can help penetration tester for evading Anti-virus Systems?

A. msfpayload
B. msfcli
C. msfd
D. msfencode

Answer: D

NEW QUESTION 222
By using a smart card and pin, you are using a two-factor authentication that satisfies

A. Something you are and something you remember
B. Something you have and something you know

C. Something you know and something you are

D. Something you have and something you are

Answer: B

NEW QUESTION 227

joe works as an it administrator in an organization and has recently set up a cloud computing service for the organization. To implement this service, he reached
out to a telecom company for providing Internet connectivity and transport services between the organization and the cloud service provider, in the NIST cloud
deployment reference architecture, under which category does the telecom company fall in the above scenario?

A. Cloud booker
B. Cloud consumer
C. Cloud carrier
D. Cloud auditor

Answer: C

Explanation:

A cloud carrier acts as an intermediary that provides connectivity and transport of cloud services between cloud consumers and cloud providers.

Cloud carriers provide access to consumers through network, telecommunication and other access devices. for instance, cloud consumers will obtain cloud
services through network access devices, like computers, laptops, mobile phones, mobile web devices (MIDs), etc.

The distribution of cloud services is often provided by network and telecommunication carriers or a transport agent, wherever a transport agent refers to a business
organization that provides physical transport of storage media like high-capacity hard drives.

Note that a cloud provider can started SLAs with a cloud carrier to provide services consistent with the level of SLAs offered to cloud consumers, and will require
the cloud carrier to provide dedicated and secure connections between cloud consumers and cloud providers.

NEW QUESTION 230

Abel, a security professional, conducts penetration testing in his client organization to check for any security loopholes. He launched an attack on the DHCP
servers by broadcasting forged DHCP requests and leased all the DHCP addresses available in the DHCP scope until the server could not issue any more IP
addresses. This led to a Dos attack, and as a result, legitimate employees were unable to access the clients network. Which of the following attacks did Abel
perform in the above scenario?

A. VLAN hopping

B. DHCP starvation

C. Rogue DHCP server attack
D. STP attack

Answer: B

Explanation:

A DHCP starvation assault is a pernicious computerized assault that objectives DHCP workers. During a DHCP assault, an unfriendly entertainer floods a DHCP
worker with false DISCOVER bundles until the DHCP worker debilitates its stock of IP addresses. When that occurs, the aggressor can deny genuine organization
clients administration, or even stock an other DHCP association that prompts a

Man-in-the-Middle (MITM) assault.

In a DHCP Starvation assault, a threatening entertainer sends a huge load of false DISCOVER parcels until the DHCP worker thinks they’ve used their accessible
pool. Customers searching for IP tends to find that there are no IP addresses for them, and they’re refused assistance. Furthermore, they may search for an
alternate DHCP worker, one which the unfriendly entertainer may give. What's more, utilizing a threatening or sham IP address, that unfriendly entertainer would
now be able to peruse all the traffic that customer sends and gets.

In an unfriendly climate, where we have a malevolent machine running some sort of an instrument like Yersinia, there could be a machine that sends DHCP
DISCOVER bundles. This malevolent customer doesn’ send a modest bunch — it sends a great many vindictive DISCOVER bundles utilizing sham, made-up MAC
addresses as the source MAC address for each solicitation.

In the event that the DHCP worker reacts to every one of these false DHCP DISCOVER parcels, the whole IP address pool could be exhausted, and that DHCP
worker could trust it has no more IP delivers to bring to the table to legitimate DHCP demands.

When a DHCP worker has no more IP delivers to bring to the table, ordinarily the following thing to happen would be for the aggressor to get their own DHCP
worker. This maverick DHCP worker at that point starts giving out IP addresses.

The advantage of that to the assailant is that if a false DHCP worker is distributing IP addresses, including default DNS and door data, customers who utilize those
IP delivers and begin to utilize that default passage would now be able to be directed through the aggressor’'s machine. That is all that an unfriendly entertainer
requires to play out a man-in-the-center (MITM) assault.

NEW QUESTION 232
Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his company's email server based on analysis
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of a suspicious connection from the email server to an unknown IP Address.
What is the first thing that Nedved needs to do before contacting the incident response team?

A. Leave it as it Is and contact the incident response te3m right away
B. Block the connection to the suspicious IP Address from the firewall
C. Disconnect the email server from the network

D. Migrate the connection to the backup email server

Answer: C

NEW QUESTION 235
When considering how an attacker may exploit a web server, what is web server footprinting?

A. When an attacker implements a vulnerability scanner to identify weaknesses
B. When an attacker creates a complete profile of the site's external links and file structures
C. When an attacker gathers system-level data, including account details and server names
D. When an attacker uses a brute-force attack to crack a web-server password

Answer: B

NEW QUESTION 240

To create a botnet. the attacker can use several techniques to scan vulnerable machines. The attacker first collects Information about a large number of vulnerable
machines to create a list. Subsequently, they infect the machines. The list Is divided by assigning half of the list to the newly compromised machines. The scanning
process runs simultaneously. This technique ensures the spreading and installation of malicious code in little time.

Which technique is discussed here?

A. Hit-list-scanning technique
B. Topological scanning technique
C. Subnet scanning technique
D. Permutation scanning technique

Answer: A

Explanation:

One of the biggest problems a worm faces in achieving a very fast rate of infection is “getting off the ground.” although a worm spreads exponentially throughout
the early stages of infection, the time needed to infect say the first 10,000 hosts dominates the infection time.

There is a straightforward way for an active worm a simple this obstacle, that we term hit-list scanning. Before the worm is free, the worm author collects a listing of
say ten,000 to 50,000 potentially vulnerable machines, ideally ones with sensible network connections. The worm, when released onto an initial machine on this hit-
list, begins scanning down the list. once it infects a machine, it divides the hit-list in half, communicating half to the recipient worm, keeping the other half.

This fast division ensures that even if only 10-20% of the machines on the hit-list are actually vulnerable, an active worm can quickly bear the hit-list and establish
itself on all vulnerable machines in only some seconds. though the hit-list could begin at 200 kilobytes, it quickly shrinks to nothing during the partitioning. This
provides a great benefit in constructing a quick worm by speeding the initial infection.

The hit-list needn’t be perfect: a simple list of machines running a selected server sort could serve, though larger accuracy can improve the unfold. The hit-list

itself is generated victimization one or many of the following techniques, ready well before, typically with very little concern of detection.

> Stealthy scans. Portscans are so common and then wide ignored that even a quick scan of the whole net would be unlikely to attract law enforcement attention
or over gentle comment within the incident response community. However, for attackers wish to be particularly careful, a randomised sneaky scan

taking many months would be not possible to attract much attention, as most intrusion detection systems are not currently capable of detecting such low-profile
scans. Some portion of the scan would be out of date by the time it had been used, however abundant of it'd not.

> Distributed scanning. an assailant might scan the web using a few dozen to some thousand
already-compromised “zombies,” the same as what DDOS attackers assemble in a very fairly routine fashion. Such distributed scanning has already been seen
within the wild—Lawrence Berkeley National Laboratory received ten throughout the past year.

> DNS searches. Assemble a list of domains (for example, by using wide offered spam mail lists, or trolling the address registries). The DNS will then be
searched for the science addresses of mail-servers (via mx records) or net servers (by looking for www.domain.com).

> Spiders. For net server worms (like Code Red), use Web-crawling techniques the same as search engines so as to produce a list of most Internet-connected
web sites. this would be unlikely to draw in serious attention.

> Public surveys. for many potential targets there may be surveys available listing them, like the Netcraft survey.

> Just listen. Some applications, like peer-to-peer networks, wind up advertising many of their servers.
Similarly, many previous worms effectively broadcast that the infected machine is vulnerable to further attack. easy, because of its widespread scanning, during
the Code Red | infection it was easy to select up the addresses of upwards of 300,000 vulnerable 1IS servers—because each came knock on everyone’s door!

NEW QUESTION 241
What is the file that determines the basic configuration (specifically activities, services, broadcast receivers, etc.) in an Android application?

A. AndroidManifest.xml
B. APK.info

C. resources.asrc

D. classes.dex

Answer: A

Explanation:

The AndroidManifest.xml file contains information of your package, including components of the appliance like activities, services, broadcast receivers, content
providers etc.It performs another tasks also:« it's responsible to guard the appliance to access any protected parts by providing the permissions.s It also declares
the android api that the appliance goes to use.« It lists the instrumentation classes. The instrumentation classes provides profiling and other informations. These
informations are removed just before the appliance is published etc.This is the specified xml file for all the android application and located inside the basis
directory.
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NEW QUESTION 244

Scenariol:

* 1. Victim opens the attacker's web site.

* 2. Attacker sets up a web site which contains interesting and attractive content like ‘Do you want to make

$1000 in a day?'.

* 3. Victim clicks to the interesting and attractive content URL.

* 4, Attacker creates a transparent ‘'iframe’ in front of the URL which victim attempts to click, so victim thinks that he/she clicks to the 'Do you want to make $1000
in a day?' URL but actually he/she clicks to the content or URL that exists in the transparent ‘iframe’ which is setup by the attacker.

What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution
D. Clickjacking Attack

Answer: D

NEW QUESTION 249
The “Gray-box testing” methodology enforces what kind of restriction?

A. Only the external operation of a system is accessible to the tester.

B. The internal operation of a system in only partly accessible to the tester.
C. Only the internal operation of a system is known to the tester.

D. The internal operation of a system is completely known to the tester.

Answer: B

NEW QUESTION 254
what is the port to block first in case you are suspicious that an [oT device has been compromised?

A. 22

B. 443
C. 48101
D. 80

Answer: C

Explanation:

TCP port 48101 uses the Transmission management Protocol. transmission control protocol is one in all the most protocols in TCP/IP networks. transmission
control protocol could be a connection-oriented protocol, it needs acknowledgement to line up end-to-end communications. only a association is about up user’s
knowledge may be sent bi-directionally over the association.

Attention! transmission control protocol guarantees delivery of knowledge packets on port 48101 within the same order during which they were sent. bonded
communication over transmission control protocol port 48101 is that the main distinction between transmission control protocol and UDP. UDP port 48101
wouldn’t have bonded communication as transmission control protocol.

UDP on port 48101 provides Associate in Nursing unreliable service and datagrams might arrive duplicated, out of order, or missing unexpectedly. UDP on port
48101 thinks that error checking and correction isn’t necessary or performed within the application, avoiding the overhead of such process at the network interface
level.

UDP (User Datagram Protocol) could be a borderline message-oriented Transport Layer protocol (protocol is documented in IETF RFC 768).

Application examples that always use UDP: vocalisation IP (VolIP), streaming media and period multiplayer games. several internet applications use UDP, e.g. the
name System (DNS), the Routing info Protocol (RIP), the Dynamic Host Configuration Protocol (DHCP), the straightforward Network Management Protocol
(SNMP).

NEW QUESTION 259

Ethical backer jane Doe is attempting to crack the password of the head of the it department of ABC company. She Is utilizing a rainbow table and notices upon
entering a password that extra characters are added to the password after submitting. What countermeasure is the company using to protect against rainbow
tables?

A. Password key hashing
B. Password salting

C. Password hashing

D. Account lockout

Answer: B

Explanation:

Passwords are usually delineated as “hashed and salted”. salting is simply the addition of a unique, random string of characters renowned solely to the site to
every parole before it's hashed, typically this “salt” is placed in front of each password.

The salt value needs to be hold on by the site, which means typically sites use the same salt for each parole. This makes it less effective than if individual salts are
used.

The use of unique salts means that common passwords shared by multiple users — like “123456” or “password” — aren’t revealed revealed when one such

hashed password is known — because despite the passwords being the same the immediately and hashed values are not.

Large salts also protect against certain methods of attack on hashes, including rainbow tables or logs of hashed passwords previously broken.

Both hashing and salting may be repeated more than once to increase the issue in breaking the security.

NEW QUESTION 260
Based on the below log, which of the following sentences are true?
Mar 1, 2016, 7:33:28 AM 10.240.250.23 - 54373 10.249.253.15 - 22 tcp_ip

A. Application is FTP and 10.240.250.23 is the client and 10.249.253.15 is the server.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-50v11 dumps!
D CEI"tShEI,I"Ed https://www.certshared.com/exam/312-50v11/ (528 Q&AS)

B. Application is SSH and 10.240.250.23 is the server and 10.249.253.15 is the client.
C. SSH communications are encrypted; it's impossible to know who is the client or the server.
D. Application is SSH and 10.240.250.23 is the client and 10.249.253.15 is the server.

Answer: D

NEW QUESTION 261
Which type of malware spreads from one system to another or from one network to another and causes similar types of damage as viruses do to the infected
system?

A. Rootkit
B. Trojan
C. Worm
D. Adware

Answer: C

NEW QUESTION 266
What type of analysis is performed when an attacker has partial knowledge of inner-workings of the application?

A. Black-box
B. Announced
C. White-box
D. Grey-box

Answer: D

NEW QUESTION 269
What is the common name for a vulnerability disclosure program opened by companies In platforms such as HackerOne?

A. Vulnerability hunting program
B. Bug bounty program

C. White-hat hacking program
D. Ethical hacking program

Answer: B

Explanation:

Bug bounty programs allow independent security researchers to report bugs to an companies and receive rewards or compensation. These bugs area unit
sometimes security exploits and vulnerabilities, although they will additionally embody method problems, hardware flaws, and so on.

The reports area unit usually created through a program travel by associate degree freelance third party (like Bugcrowd or HackerOne). The companies can got
wind of (and run) a program curated to the organization’s wants.

Programs is also non-public (invite-only) wherever reports area unit unbroken confidential to the organization or public (where anyone will sign in and join). they will
happen over a collection timeframe or with without stopping date (though the second possibility is a lot of common).

Who uses bug bounty programs?Many major organizations use bug bounties as an area of their security program, together with AOL, Android, Apple, Digital
Ocean, and goldman Sachs. you'll read an inventory of all the programs offered by major bug bounty suppliers, Bugcrowd and HackerOne, at these links.

Why do corporations use bug bounty programs?Bug bounty programs provide corporations the flexibility to harness an outsized cluster of hackers so as to seek
out bugs in their code.

This gives them access to a bigger variety of hackers or testers than they'd be able to access on a one-on-one basis. It {can also|also willlcan even|may also|may}
increase the probabilities that bugs area unit found and reported to them before malicious hackers can exploit them.

It may also be an honest publicity alternative for a firm. As bug bounties became a lot of common, having a bug bounty program will signal to the general public
and even regulators that a corporation incorporates a mature security program.

This trend is likely to continue, as some have began to see bug bounty programs as an business normal that all companies ought to invest in.

Why do researchers and hackers participate in bug bounty programs?Finding and news bugs via a bug bounty program may end up in each money bonuses and
recognition. In some cases, it will be a good thanks to show real-world expertise once you are looking for employment, or will even facilitate introduce you to
parents on the protection team within an companies.

This can be full time income for a few of us, income to supplement employment, or the way to point out off your skills and find a full time job.

It may also be fun! it is a nice (legal) probability to check out your skills against huge companies and government agencies.

What area unit the disadvantages of a bug bounty program for independent researchers and hackers?A lot of hackers participate in these varieties of programs,
and it will be tough to form a major quantity of cash on the platform.

In order to say the reward, the hacker has to be the primary person to submit the bug to the program. meaning that in apply, you may pay weeks searching for a
bug to use, solely to be the person to report it and build no cash.

Roughly ninety seven of participants on major bug bounty platforms haven't sold-out a bug.

In fact, a 2019 report from HackerOne confirmed that out of quite three hundred,000 registered users, solely around two.5% received a bounty in their time on the
platform.

Essentially, most hackers are not creating a lot of cash on these platforms, and really few square measure creating enough to switch a full time wage (plus they do
not have advantages like vacation days, insurance, and retirement planning).

What square measure the disadvantages of bug bounty programs for organizations?These programs square measure solely helpful if the program ends up in the
companies realizeing issues that they weren't able to find themselves (and if they’ll fix those problems)!

If the companies is not mature enough to be able to quickly rectify known problems, a bug bounty program is not the right alternative for his or her companies.
Also, any bug bounty program is probably going to draw in an outsized range of submissions, several of which can not be high-quality submissions. a corporation
must be ready to cope with the exaggerated volume of alerts, and also the risk of a coffee signal to noise magnitude relation (essentially that it's probably that
they're going to receive quite few unhelpful reports for each useful report).

Additionally, if the program does not attract enough participants (or participants with the incorrect talent set, and so participants are not able to establish any bugs),
the program is not useful for the companies.

The overwhelming majority of bug bounty participants consider web site vulnerabilities (72%, per HackerOn), whereas solely a number of (3.5%) value more highly
to seek for package vulnerabilities.

This is probably because of the actual fact that hacking in operation systems (like network hardware and memory) needs a big quantity of extremely specialised
experience. this implies that firms may even see vital come on investment for bug bounties on websites, and not for alternative applications, notably those that
need specialised experience.
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This conjointly implies that organizations which require to look at AN application or web site among a selected time-frame may not need to rely on a bug bounty as
there is no guarantee of once or if they receive reports.

Finally, it are often probably risky to permit freelance researchers to try to penetrate your network. this could end in public speech act of bugs, inflicting name harm
within the limelight (which could end in individuals not eager to purchase the organizations’ product or service), or speech act of bugs to additional malicious third
parties, United Nations agency may use this data to focus on the organization.

NEW QUESTION 273
You are tasked to configure the DHCP server to lease the last 100 usable IP addresses in subnet to. 1.4.0/23. Which of the following IP addresses could be teased
as a result of the new configuration?

A. 210.1.55.200
B. 10.1.4.254
C. 10.1.5.200
D.10.1.4.156

Answer: C

NEW QUESTION 277
What is the following command used for?
net use \targetipc$ " /u:""

A. Grabbing the etc/passwd file

B. Grabbing the SAM

C. Connecting to a Linux computer through Samba.
D. This command is used to connect as a null session
E. Enumeration of Cisco routers

Answer: D

NEW QUESTION 280
How can rainbow tables be defeated?

A. Use of non-dictionary words

B. All uppercase character passwords

C. Password salting

D. Lockout accounts under brute force password cracking attempts

Answer: C

NEW QUESTION 283

In both pharming and phishing attacks, an attacker can create websites that look similar to legitimate sites with the intent of collecting personal identifiable
information from its victims.

What is the difference between pharming and phishing attacks?

A. In a pharming attack, a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

B. In a phishing attack, an attacker provides the victim with a URL that is either misspelled or looks similar to the actual websites domain name

C. In a phishing attack, a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

D. In a pharming attack, an attacker provides the victim with a URL that is either misspelled or looks very similar to the actual websites domain name
E. Both pharming and phishing attacks are purely technical and are not considered forms of social engineering

F. Both pharming and phishing attacks are identical

Answer: A

NEW QUESTION 288
jane invites her friends Alice and John over for a LAN party. Alice and John access Jane's wireless network without a password. However. Jane has a long,
complex password on her router. What attack has likely occurred?

A. Wireless sniffing
B. Piggybacking
C. Evil twin

D. Wardriving

Answer: C

Explanation:

An evil twin may be a fraudulent Wi-Fi access point that appears to be legitimate but is about up to pay attention to wireless communications.[1] The evil twin is
that the wireless LAN equivalent of the phishing scam.This type of attack could also be wont to steal the passwords of unsuspecting users, either by monitoring
their connections or by phishing, which involves fixing a fraudulent internet site and luring people there.The attacker snoops on Internet traffic employing a bogus
wireless access point. Unwitting web users could also be invited to log into the attacker’s server, prompting them to enter sensitive information like usernames and
passwords. Often, users are unaware they need been duped until well after the incident has occurred.When users log into unsecured (non-HTTPS) bank or e-mail
accounts, the attacker intercepts the transaction, since it's sent through their equipment. The attacker is additionally ready to hook up with other networks related
to the users’ credentials.Fake access points are found out by configuring a wireless card to act as an access point (known as HostAP). they're hard to trace since
they will be shut off instantly. The counterfeit access point could also be given an equivalent SSID and BSSID as a close-by Wi-Fi network. The evil twin are often
configured to pass Internet traffic through to the legitimate access point while monitoring the victim’s connection, or it can simply say the system is temporarily
unavailable after obtaining a username and password.

NEW QUESTION 292
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Clark is a professional hacker. He created and configured multiple domains pointing to the same host to switch quickly between the domains and avoid detection.
Identify the behavior of the adversary In the above scenario.

A. use of command-line interface
B. Data staging

C. Unspecified proxy activities

D. Use of DNS tunneling

Answer: C

Explanation:

A proxy server acts as a gateway between you and therefore the internet. It's an intermediary server separating end users from the websites they browse. Proxy
servers provide varying levels of functionality, security, and privacy counting on your use case, needs, or company policy.If you're employing a proxy server,
internet traffic flows through the proxy server on its thanks to the address you requested. A proxy server is essentially a computer on the web with its own IP
address that your computer knows. once you send an internet request, your request goes to the proxy server first. The proxy server then makes your web request
on your behalf, collects the response from the online server, and forwards you the online page data so you’ll see the page in your browser.

NEW QUESTION 293
Which regulation defines security and privacy controls for Federal information systems and organizations?

A. HIPAA

B. EU Safe Harbor
C. PCI-DSS

D. NIST-800-53

Answer: D

NEW QUESTION 295

What is the following command used for?
sqlmap.py-u

,,http://10.10.1.20/?p=1
&forumaction=search" -dbs

A. Creating backdoors using SQL injection

B. A Enumerating the databases in the DBMS for the URL

C. Retrieving SQL statements being executed on the database
D. Searching database statements at the IP address given

Answer: A

NEW QUESTION 296

A user on your Windows 2000 network has discovered that he can use LOphtcrack to sniff the SMB exchanges which carry user logons. The user is plugged into a
hub with 23 other systems.

However, he is unable to capture any logons though he knows that other users are logging in. What do you think is the most likely reason behind this?

A. There is a NIDS present on that segment.

B. Kerberos is preventing it.

C. Windows logons cannot be sniffed.

D. LOphtcrack only sniffs logons to web servers.

Answer: B

NEW QUESTION 299
Which definition among those given below best describes a covert channel?

A. A server program using a port that is not well known.

B. Making use of a protocol in a way it is not intended to be used.

C. It is the multiplexing taking place on a communication link.

D. It is one of the weak channels used by WEP which makes it insecure

Answer: B

NEW QUESTION 300

Don, a student, came across a gaming app in a third-party app store and Installed it. Subsequently, all the legitimate apps in his smartphone were replaced by
deceptive applications that appeared legitimate. He also received many advertisements on his smartphone after Installing the app. What is the attack performed on
Don in the above scenario?

A. SMS phishing attack
B. SIM card attack

C. Agent Smith attack
D. Clickjacking

Answer: C
Explanation:
Agent Smith Attack

Agent Smith attacks are carried out by luring victims into downloading and installing malicious apps designed and published by attackers in the form of games,
photo editors, or other attractive tools from third-party app stores such as 9Apps. Once the user has installed the app, the core malicious code inside the
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application infects or replaces the legitimate apps in the victim's mobile device C&C commands. The deceptive application replaces legitimate apps such

as WhatsApp, SHAREit, and MX Player with similar infected versions. The application sometimes also appears to be an authentic Google product such as Google
Updater or Themes. The

attacker then produces a massive volume of irrelevant and fraudulent advertisements on the victim's device through the infected app for financial gain. Attackers
exploit these apps to steal critical information such as personal information, credentials, and bank details, from the victim's mobile device through C&C commands.

NEW QUESTION 303
Which service in a PKI will vouch for the identity of an individual or company?

A.KDC
B.CR
C.CBC
D.CA

Answer: D

NEW QUESTION 305

An attacker identified that a user and an access point are both compatible with WPA2 and WPA3 encryption. The attacker installed a rogue access point with only
WPA2 compatibility in the vicinity and forced the victim to go through the WPA2 four-way handshake to get connected. After the connection was established, the
attacker used automated tools to crack WPA2-encrypted messages. What is the attack performed in the above scenario?

A. Timing-based attack
B. Side-channel attack
C. Downgrade security attack
D. Cache-based attack

Answer: B

NEW QUESTION 309

Insecure direct object reference is a type of vulnerability where the application does not verify if the user is authorized to access the internal object via its name or
key. Suppose a malicious user Rob tries to get access to the account of a benign user Ned.

Which of the following requests best illustrates an attempt to exploit an insecure direct object reference vulnerability?

. “GET /restricted/goldtransfer?to=Rob&from=1 or 1=1' HTTP/1.1Host: westbank.com”
. “GET /restricted/\r\n\%00account%00Ned%00access HTTP/1.1 Host: westbank.com”
. “GET /restricted/accounts/?name=Ned HTTP/1.1 Host westbank.com”

. “GET /restricted/ HTTP/1.1 Host: westbank.com

o0 w>

Answer: C

NEW QUESTION 313

You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c
char shellcode[] =
"Ax31\xcO0\xb0\x46\x31\xdb\x31\xcS\xcd\x80\xebix16\x5b\x31\xc0”

"\ x88\x43\x07\xB89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\x4b\x08\x84"
"Ax53\x0c\xcd\xE80\xel\xeS\xff\xff\xff\x2f\x62\x69\x6e\x2f\x73"
“\x68";

What is the hexadecimal value of NOP instruction?

A. 0x60
B. 0x80
C. 0x70
D. 0x90

Answer: D

NEW QUESTION 318

Samuel, a professional hacker, monitored and Intercepted already established traffic between Bob and a host machine to predict Bob's ISN. Using this ISN,
Samuel sent spoofed packets with Bob's IP address to the host machine. The host machine responded with <| packet having an Incremented ISN. Consequently.
Bob's connection got hung, and Samuel was able to communicate with the host machine on behalf of Bob. What is the type of attack performed by Samuel in the
above scenario?

A. UDP hijacking

B. Blind hijacking
C. TCP/IP hacking
D. Forbidden attack

Answer: C

Explanation:

A TCP/IP hijack is an attack that spoofs a server into thinking it's talking with a sound client, once actually it's communication with an assaulter that has
condemned (or hijacked) the tcp session. Assume that the client has administrator-level privileges, which the attacker needs to steal that authority so as to form a
brand new account with root-level access of the server to be used afterward. A tcp Hijacking is sort of a two-phased man-in-the-middle attack. The man-in-the-
middle assaulter lurks within the circuit between a shopper and a server so as to work out what port and sequence numbers are being employed for the
conversation.

First, the attacker knocks out the client with an attack, like Ping of Death, or ties it up with some reasonably ICMP storm. This renders the client unable to transmit
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any packets to the server. Then, with the client crashed, the attacker assumes the client’s identity so as to talk with the server. By this suggests, the attacker gains
administrator-level access to the server.

One of the most effective means of preventing a hijack attack is to want a secret, that's a shared secret between the shopper and also the server. looking on the
strength of security desired, the key may be used for random exchanges. this is often once a client and server periodically challenge each other, or it will occur with
each exchange, like Kerberos.

NEW QUESTION 320
Password cracking programs reverse the hashing process to recover passwords. (True/False.)

A. True
B. False

Answer: B

NEW QUESTION 323

An attacker decided to crack the passwords used by industrial control systems. In this process, he employed a loop strategy to recover these passwords. He used
one character at a time to check whether the first character entered is correct; if so, he continued the loop for consecutive characters. If not, he terminated the
loop. Furthermore, the attacker checked how much time the device took to finish one complete password authentication process, through which he deduced how
many characters entered are correct.

What is the attack technique employed by the attacker to crack the passwords of the industrial control systems?

A. Side-channel attack

B. Denial-of-service attack
C. HMI-based attack

D. Buffer overflow attack

Answer: C

NEW QUESTION 325

Attacker Steve targeted an organization's network with the aim of redirecting the company's web traffic to another malicious website. To achieve this goal, Steve
performed DNS cache poisoning by exploiting the vulnerabilities In the DNS server software and modified the original IP address of the target website to that of a
fake website. What is the technique employed by Steve to gather information for identity theft?

A. Pretexting
B. Pharming
C. Wardriving
D. Skimming

Answer: B

Explanation:

A pharming attacker tries to send a web site’s traffic to a faux website controlled by the offender, typically for the aim of collection sensitive data from victims or
putting in malware on their machines. Attacker tend to specialize in making look-alike ecommerce and digital banking websites to reap credentials and payment
card data.

Though they share similar goals, pharming uses a special technique from phishing. “Pharming attacker are targeted on manipulating a system, instead of tricking
people into reaching to a dangerous web site,” explains David Emm, principal security man of science at Kaspersky. “When either a phishing or pharming attacker
is completed by a criminal, they need a similar driving issue to induce victims onto a corrupt location, however the mechanisms during which this is often
undertaken are completely different.”

NEW QUESTION 330
Robin, an attacker, is attempting to bypass the firewalls of an organization through the DNS tunneling method in order to exfiltrate data. He is using the NSTX tool
for bypassing the firewalls. On which of the following ports should Robin run the NSTX tool?

A. Port 53
B. Port 23
C. Port 50
D. Port 80

Answer: A

Explanation:

DNS uses Ports 53 which is almost always open on systems, firewalls, and clients to transmit DNS queries. instead of the more familiar Transmission Control
Protocol (TCP) these queries use User Datagram Protocol (UDP) due to its low-latency, bandwidth and resource usage compared TCP-equivalent queries. UDP
has no error or flow-control capabilities, nor does it have any integrity checking to make sure the info arrived intact.How is internet use (browsing, apps, chat etc)
so reliable then? If the UDP DNS query fails (it's a best-effort protocol after all) within the first instance, most systems will retry variety of times and only after
multiple failures, potentially switch to TCP before trying again; TCP is additionally used if the DNS query exceeds the restrictions of the UDP datagram size —
typically 512 bytes for DNS but can depend upon system settings.Figure 1 below illustrates the essential process of how DNS operates: the client sends a question
string (for example, mail.google[.Jcom during this case) with a particular type — typically A for a number address. I've skipped the part whereby intermediate DNS
systems may need to establish where ‘.com’ exists, before checking out where ‘google[.Jcom’ are often found, and so on.

Many worms and scanners are created to seek out and exploit systems running telnet. Given these facts, it's really no surprise that telnet is usually seen on the
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highest Ten Target Ports list. Several of the vulnerabilities of telnet are fixed. They require only an upgrade to the foremost current version of the telnet Daemon or
OS upgrade. As is usually the case, this upgrade has not been performed on variety of devices. this might flow from to the very fact that a lot of systems
administrators and users don’t fully understand the risks involved using telnet. Unfortunately, the sole solution for a few of telnets vulnerabilities is to completely
discontinue its use. the well-liked method of mitigating all of telnets vulnerabilities is replacing it with alternate protocols like ssh. Ssh is capable of providing many
of an equivalent functions as telnet and a number of other additional services typical handled by other protocols like FTP and Xwindows. Ssh does still have
several drawbacks to beat before it can completely replace telnet. it's typically only supported on newer equipment. It requires processor and memory resources
to perform the info encryption and decryption. It also requires greater bandwidth than telnet thanks to the encryption of the info . This paper was written to assist
clarify how dangerous the utilization of telnet are often and to supply solutions to alleviate the main known threats so as to enhance the general security of the web
Once a reputation is resolved to an IP caching also helps: the resolved name-to-IP is usually cached on the local system (and possibly on intermediate DNS
servers) for a period of your time . Subsequent queries for an equivalent name from an equivalent client then don'’t leave the local system until said cache expires.
Of course, once the IP address of the remote service is understood , applications can use that information to enable other TCP-based protocols, like HTTP, to try
to to their actual work, for instance ensuring internet cat GIFs are often reliably shared together with your colleagues.So, beat all, a couple of dozen extra UDP
DNS queries from an organization’s network would be fairly inconspicuous and will leave a malicious payload to beacon bent an adversary; commands could even
be received to the requesting application for processing with little difficulty.

NEW QUESTION 334
Switches maintain a CAM Table that maps individual MAC addresses on the network to physical ports on the switch.

2% Command Prompt X

=1 ethl
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12€:85:12:a0:2 12:85:2€:52:41:25 0.0.0.0.42358 > 0.0.0.0.35042: 5 3256789512: 3568742158 (0) win 512
:25:a3:5¢:52:af 82:12:41:1:ac:d6 0.0.0.0.45213 > 0.0.0.0.2358: 5 IGB4125687 : 3256674125(0) win 512
to:bh51Bo:6d:2a Saroo:£6:41:8ddf 0.0.0.0.12354 > 0.0.0.0.78521: § 1236542358:3698521475(0) win 512
142 :00:85:05:96 ab:bfiadiSd:12:aa 0.0.0.0.123 > 0.0.0.0.12369: 5§ 8523695412:8523698742 (0) win 512
ihd: e S5a: 54 ad ad:ad:5f:dd:e%:ad 0.0.0.0.23685 > 0.0.0.0.45686: 5 FIAGAS41I25: I65145T752(0) win 512
1@5:1ln:25:2:a 25:35:08:5d:af:fo 0.0.0.0.23685 > 0.0.0.0.85236: S B6235T4125: 3698521456 (0) win 512

=)

In MAC flooding attack, a switch is fed with many Ethernet frames, each containing different source MAC addresses, by the attacker. Switches have a limited
memory for mapping various MAC addresses to physical ports. What happens when the CAM table becomes full?

A. Switch then acts as hub by broadcasting packets to all machines on the network

B. The CAM overflow table will cause the switch to crash causing Denial of Service

C. The switch replaces outgoing frame switch factory default MAC address of FF:FF:FF:FF.FF:FF
D. Every packet is dropped and the switch sends out SNMP alerts to the IDS port

Answer: A

NEW QUESTION 339
You have successfully logged on a Linux system. You want to now cover your trade Your login attempt may be logged on several files located in /var/log. Which
file does NOT belongs to the list:

A. user.log
B. auth.fesg
C. wtmp

D. btmp

Answer: C

NEW QUESTION 342
After an audit, the auditors Inform you that there is a critical finding that you must tackle Immediately. You read the audit report, and the problem is the service
running on port 389. Which service Is this and how can you tackle the problem?

A. The service is LDA

B. and you must change it to 636. which is LDPAPS.

C. The service is NT

D. and you have to change It from UDP to TCP in order to encrypt it

E. The findings do not require immediate actions and are only suggestions.
F. The service is SMTP, and you must change it to SMIM

G. which is an encrypted way to send emails.

Answer: A

Explanation:
AD is port 389 and then LDAPS is secure port

NEW QUESTION 343

The network administrator at Spears Technology, Inc has configured the default gateway Cisco router's access-list as below:

You are hired to conduct security testing on their network.

You successfully brute-force the SNMP community string using a SNMP crack tool.

The access-list configured at the router prevents you from establishing a successful connection. You want to retrieve the Cisco configuration from the router. How
would you proceed?
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A. Use the Cisco's TFTP default password to connect and download the configuration file

B. Run a network sniffer and capture the returned traffic with the configuration file from the router

C. Run Generic Routing Encapsulation (GRE) tunneling protocol from your computer to the router masking your IP address
D. Send a customized SNMP set request with a spoofed source IP address in the range -192.168.1.0

Answer: BD

NEW QUESTION 346

An Intrusion Detection System (IDS) has alerted the network administrator to a possibly malicious sequence of packets sent to a Web server in the network’s
external DMZ. The packet traffic was captured by the IDS and saved to a PCAP file. What type of network tool can be used to determine if these packets are
genuinely malicious or simply a false positive?

A. Protocol analyzer

B. Network sniffer

C. Intrusion Prevention System (IPS)
D. Vulnerability scanner

Answer: A

NEW QUESTION 347
If executives are found liable for not properly protecting their company’s assets and information systems, what type of law would apply in this situation?

A. Criminal

B. International
C. Common

D. Civil

Answer: D

NEW QUESTION 348

From the following table, identify the wrong answer in terms of Range (ft). Standard Range (ft)
*802.11a 150-150

*802.11b 150-150

*802.11g 150-150

* 802.16 (WiMax) 30 miles

A. 802.16 (WiMax)
B. 802.11g
C. 802.11b
D. 802.11a

Answer: A

NEW QUESTION 353
which of the following information security controls creates an appealing isolated environment for hackers to prevent them from compromising critical targets while
simultaneously gathering information about the hacker?

A. intrusion detection system
B. Honeypot
C. BotnetD Firewall

Answer: B

Explanation:

A honeypot may be a trap that an IT pro lays for a malicious hacker, hoping that they will interact with it during a way that gives useful intelligence. It's one among
the oldest security measures in IT, but beware: luring hackers onto your network, even on an isolated system, are often a dangerous game.honeypot may be a
good starting place: “A honeypot may be a computer or computing system intended to mimic likely targets of cyberattacks.” Often a honeypot are going to be
deliberately configured with known vulnerabilities in situation to form a more tempting or obvious target for attackers. A honeypot won't contain production data or
participate in legitimate traffic on your network — that’s how you’ll tell anything happening within it's a results of an attack. If someone’s stopping by, they’re up to
no good.That definition covers a various array of systems, from bare-bones virtual machines that only offer a couple of vulnerable systems to ornately constructed
fake networks spanning multiple servers. and therefore the goals of these who build honeypots can vary widely also , starting from defense thorough to academic
research. additionally , there’s now an entire marketing category of deception technology that, while not meeting the strict definition of a honeypot, is certainly
within the same family. But we’ll get thereto during a moment.honeypots aim to permit close analysis of how hackers do their dirty work. The team controlling the
honeypot can watch the techniques hackers use to infiltrate systems, escalate privileges, and otherwise run amok through target networks. These sorts of
honeypots are found out by security companies, academics, and government agencies looking to look at the threat landscape. Their creators could also be curious
about learning what kind of attacks are out there, getting details on how specific sorts of attacks work, or maybe trying to lure a specific hackers within the hopes of
tracing the attack back to its source. These systems are often inbuilt fully isolated lab environments, which ensures that any breaches don't end in non-honeypot
machines falling prey to attacks.Production honeypots, on the opposite hand, are usually deployed in proximity to some organization’s production infrastructure,
though measures are taken to isolate it the maximum amount as possible. These honeypots often serve both as bait to distract hackers who could also be trying to
interrupt into that organization’s network,

keeping them faraway from valuable data or services; they will also function a canary within the coalpit , indicating that attacks are underway and are a minimum of
partially succeeding.

NEW QUESTION 355
Cross-site request forgery involves:

A. A request sent by a malicious user from a browser to a server
B. Modification of a request by a proxy between client and server
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C. A browser making a request to a server without the user’s knowledge
D. A server making a request to another server without the user’s knowledge

Answer: C

NEW QUESTION 360

Jack, a professional hacker, targets an organization and performs vulnerability scanning on the target web server to identify any possible weaknesses,
vulnerabilities, and misconfigurations. In this process, Jack uses an automated tool that eases his work and performs vulnerability scanning to find hosts, services,
and other vulnerabilities in the target server. Which of the following tools is used by Jack to perform vulnerability scanning?

A. Infoga

B. WebCopier Pro
C. Netsparker

D. NCollector Studio

Answer: C

NEW QUESTION 362
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