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NEW QUESTION 1
What is the effect of enabling auto-negotiate on the phase 2 configuration of an IPsec tunnel?

A. FortiGate automatically negotiates different local and remote addresses with the remote peer.

B. FortiGate automatically negotiates a new security association after the existing security association expires.
C. FortiGate automatically negotiates different encryption and authentication algorithms with the remote peer.
D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardless of activity on the IPsec tunnel.
Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=12069

NEW QUESTION 2

Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

B. ADVPN is only supported with IKEv2.
C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined in advance.

Answer: AC

NEW QUESTION 3

An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector agent is required to achieve this?

A. Add the support of NTLM authentication.

B. Add user accounts to Active Directory (AD).

C. Add user accounts to the FortiGate group fitter.
D. Add user accounts to the Ignore User List.

Answer: D

NEW QUESTION 4
Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing

table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator

runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.

ISP router
R
I‘-"-n.
o
portl
192.2.9.1
Web server
172.16.1.18 '
Reouting table:
L J -
> 192.2.0.0/24 via portl
Fl_mm" policy: VIP: > 203.0.113.0/24 via portl
{1} (HabSarver-Ext) -
name: Internet-to-DME type: static-nat
action: accop!t extip: 203.0.113.2
srcadde: 0.0.0.0/0 extintf: wanl
srcintf: wanl nappedip: 172.16.1
dataddr: WebServer-Ext I tforward: d wbpls
datinti: dmz arp-reply: disabls
service: ALL
schedule: alway:
match=vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 5

Which two protocol options are available on the CLI but not on the GUI when configuring an SD-WAN Performance SLA? (Choose two.)

A. DNS

B. ping
C. udp-echo
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D. TWAMP

Answer: CD

NEW QUESTION 6
Refer to the exhibit.
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The exhibit contains the configuration for an SD-WAN Performance SLA, as well as the output of diagnose sys virtual-wan-link health-check . Which interface will

be selected as an outgoing interface?

A. port2
B. port4
C. port3
D. portl

Answer: D
Explanation:

Port 1 shows the lowest latency.

NEW QUESTION 7
Refer to the exhibit.

NAT mode VDOMs

Transparent mode VDOMs

To_Internet Root -« Local DMZ
TN R o AWREEE W St
s B SRS B -
. | . .
LAN Mgmt Network  Local network Web Server

The Root and To_Internet VDOMSs are configured in NAT mode. The DMZ and Local VDOMs are configured in transparent mode.

The Root VDOM is the management VDOM. The To_Internet VDOM allows LAN users to access the internet. The To_Internet VDOM is the only VDOM with
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internet access and is directly connected to ISP modem .
With this configuration, which statement is true?

A. Inter-VDOM links are required to allow traffic between the Local and Root VDOMSs.
B. A static route is required on the To_Internet VDOM to allow LAN users to access the internet.
C. Inter-VDOM links are required to allow traffic between the Local and DMZ VDOMs.

D. Inter-VDOM links are not required between the Root and To_Internet VDOMSs because the Root VDOM is used only as a management VDOM.

Answer: A

NEW QUESTION 8
Refer to the exhibits.
The exhibits show a network diagram and firewall configurations.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2. Remote-Userl must be able to access the Webserver.

Remote-User2 must not be able to access the Webserver.

Exhibit A || Exhibit B

Source |P address Remote-User2:
201.0.114.23

Destination |P address:
203.0.113.22
Deslination port: 80

Firewall policy configured with
virlual IP of webserver

External IP/Address 203.0.113.22
Ranige

Remote-User2

Mapped IP Address! 10.0.1.10
Rangs

WAN(port1)
1.

203.0.113.10

10.0.1.10 Source IP address Remote-User1:

203.0.115.23

LAN(port3)

10.0.1.254

“Webserver

Exhibit A'| Exhibit B

\\"\.

e N
3% Destination IP address: Remote-User1
q‘\;""” 203.0.113.22

1 . .

"\ Destination port: 20

Edit Address
Mame Deny_IP
Color 2 Change
Type t v
IPMetmask 201.0.114.23/32
Interface ™ WA [port1) -
Static route configuration O
Comments Deny web server access. 23/255
ID Name Source Destination Schedule Service Action

[E] ™ WAN (port1) —~ M LAN (port3) @
& Deny_IP & an

4 Deny [© always ALL @ DENY

3 Allow _access = all f& Webserver (o always ) ALL v ACCEPT

In this scenario, which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)
A. Disable match-vip in the Deny policy.

B. Set the Destination address as Deny_IP in the Allow-access policy.

C. Enable match vip in the Deny policy.

D. Set the Destination address as Web_server in the Deny policy.

Answer: CD

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Firewall-does-not-block-incoming-WAN-to-LAN/ta

NEW QUESTION 9
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Which of statement is true about SSL VPN web mode?

A. The tunnel is up while the client is connected.

B. It supports a limited number of protocols.

C. The external network application sends data through the VPN.
D. It assigns a virtual IP address to the client.

Answer: B

Explanation:
FortiGate_Security 6.4 page 575 - Web mode requires only a web browser, but supports a limited number of protocols.

NEW QUESTION 10
An administrator has a requirement to keep an application session from timing out on port 80. What two changes can the administrator make to resolve the issue
without affecting any existing services running through FortiGate? (Choose two.)

A. Create a new firewall policy with the new HTTP service and place it above the existing HTTP policy.
B. Create a new service object for HTTP service and set the session TTL to never

C. Set the TTL value to never under config system-ttl

D. Set the session TTL on the HTTP policy to maximum

Answer: BC

NEW QUESTION 10
Which two statements explain antivirus scanning modes? (Choose two.)

A. In proxy-based inspection mode, files bigger than the buffer size are scanned.

B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.

C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode, files bigger than the buffer size are scanned.

Answer: BC

Explanation:

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is large enough for most files, except video files. If your
FortiGate model has more RAM, you may be able to increase this threshold. Without a limit, very large files could exhaust the scan memory. So, this threshold
balances risk and performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model, you must make a choice. This is
because of the difference between scans in theory, that have no limits, and scans on real-world devices, that have finite RAM. In order to detect 100% of malware
regardless of file size, a firewall would need infinitely large RAM--something that no device has in the real world. Most viruses are very small. This table shows a
typical tradeoff. You can see that with the default 10 MB threshold, only 0.01% of viruses pass through.

NEW QUESTION 15
What are two benefits of flow-based inspection compared to proxy-based inspection? (Choose two.)

A. FortiGate uses fewer resources.

B. FortiGate performs a more exhaustive inspection on traffic.
C. FortiGate adds less latency to traffic.

D. FortiGate allocates two sessions per connection.

Answer: AC

NEW QUESTION 20

By default, FortiGate is configured to use HTTPS when performing live web filtering with FortiGuard servers. Which CLI command will cause FortiGate to use an
unreliable protocol to communicate with FortiGuard

servers for live web filtering?

A. set fortiguard-anycast disable
B. set webfilter-force-off disable
C. set webfilter-cache disable
D. set protocol tcp

Answer: A
Explanation:

y default, "fortiguard-anycast" is enabled, and this setting only works with "set protocol https". To use udp (ie. "set protocol udp"), "fortiguard-anycast" must be
disabled.

NEW QUESTION 25
Examine this FortiGate configuration:
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config authentication setting
set active-auth-scheme SCHEME1l
end
config authentication rule
edit WebProxyRule
set srcaddr 10.0.1.0/24
set active-auth-method SCHEMEZ2
next

ena

How does the FortiGate handle web proxy traffic coming from the IP address 10.2.1.200 that requires authorization?

A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.

C. It authenticates the traffic using the authentication scheme SCHEME?2.
D. It authenticates the traffic using the authentication scheme SCHEMEL.

Answer: D

Explanation:
"What happens to traffic that requires authorization, but does not match any authentication rule? The active and passive SSO schemes to use for those cases is
defined under config authentication setting"

NEW QUESTION 30
Which statement about video filtering on FortiGate is true?

A. Video filtering FortiGuard categories are based on web filter FortiGuard categories.
B. It does not require a separate FortiGuard license.

C. Full SSL inspection is not required.

D. Otis available only on a proxy-based firewall policy.

Answer: B

NEW QUESTION 32
Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?

A. Antivirus engine

B. Intrusion prevention system engine
C. Flow engine

D. Detection engine

Answer: B
Explanation:

http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control

NEW QUESTION 37
An administrator needs to configure VPN user access for multiple sites using the same soft FortiToken. Each site has a FortiGate VPN gateway. What must an
administrator do to achieve this objective?

A. The administrator can register the same FortiToken on more than one FortiGate.
B. The administrator must use a FortiAuthenticator device

C. The administrator can use a third-party radius OTP server.

D. The administrator must use the user self-registration server.

Answer: B

NEW QUESTION 40
Refer to the exhibit.
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Usemame

Type

Comments
Administrator Profile
Email Address

» SMS

Administrator & Change Password

Lacal User

|

Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

prof admin -

admin@xyz.com

®» Two-factor Authentication
(» Restrict login to trusted hosts

(3 Restrict admin to guest account provisioning only

The global settings on a FortiGate device must be changed to align with company security policies. What does the Administrator account need to access the

FortiGate global settings?

A. Change password

B. Enable restrict access to trusted hosts
C. Change Administrator profile
D. Enable two-factor authentication

Answer: C

NEW QUESTION 41

Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout

C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 42

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The

administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.
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Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.

Answer: AD

NEW QUESTION 43
If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA

Answer: D

NEW QUESTION 46

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes.
* All traffic must be routed through the primary tunnel when both tunnels are up

* The secondary tunnel must be used only if the primary tunnel goes down

* In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover

Which two key configuration changes are needed on FortiGate to meet the design requirements? (Choose two,)

A. Configure a high distance on the static route for the primary tunnel, and a lower distance on the static route for the secondary tunnel.
B. Enable Dead Peer Detection.

C. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel.
D. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels.

Answer: BC

Explanation:

Study Guide — IPsec VPN — IPsec configuration — Phase 1 Network.

When Dead Peer Detection (DPD) is enabled, DPD probes are sent to detect a failed tunnel and bring it down before its IPsec SAs expire. This failure detection
mechanism is very useful when you have redundant paths to the same destination, and you want to failover to a backup connection when the primary connection
fails to keep the connectivity between the sites up.

There are three DPD modes. On demand is the default mode. Study Guide — IPsec VPN — Redundant VPNs.
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Add one phase 1 configuration for each tunnel. DPD should be enabled on both ends.
Add at least one phase 2 definition for each phase 1.

Add one static route for each path. Use distance or priority to select primary routes over backup routes (routes for the primary VPN must have a lower distance or

lower priority than the backup). Alternatively, use dynamic routing.

Configure FW policies for each IPsec interface.

NEW QUESTION 47
Refer to the exhibit.

# diagnose test application
Display IPS engiline

Clear restart log

Toggle bypass status
Stop all IPS engines
Restart all IPS engines

Examine the intrusion prevention system (IPS) diagnostic command.

ipsmonitor

information
Toggle IPS engine enable/disable
Display restart log

monitor

Which statement is correct If option 5 was used with the IPS diagnostic command and the outcome was a decrease in the CPU usage?

A. The IPS engine was inspecting high volume of traffic.
B. The IPS engine was unable to prevent an intrusion attack .

C. The IPS engine was blocking all traffic.

D. The IPS engine will continue to run in a normal state.

Answer: A

NEW QUESTION 51
Refer to the exhibit.

* @ porti-vianl0 @ VLAN
¢ @ portl-viani & VLAN

® portl0 M Physic

* @& port2viani0 @ VLAN

e (oY port2-vian] © VLAN

Name ¢ Type IP/Netmask

(=] ™ portl M Physical Interface

1l Interface

= | ;}-.,-T[f ﬁ Physical Interface

Given the interfaces shown in the exhibit. which two statements are true? (Choose two.)

A. Traffic between port2 and port2-vlanl is allowed by default.
B. portl-vlan10 and port2-vlan10 are part of the same broadcast domain.

C. portl is a native VLAN.

D. portl-vlan and port2-vlanl can be assigned in the same VDOM or to different VDOMs.

Answer: CD

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-rules-about-VLAN-configuration-and-VDOM:-interf
https://kb.fortinet.com/kb/viewContent.do?externalld=FD30883

NEW QUESTION 52

In an explicit proxy setup, where is the authentication method and database configured?

A. Proxy Policy

B. Authentication Rule

C. Firewall Policy

D. Authentication scheme

Answer: D

NEW QUESTION 57
Refer to the exhibit.
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The exhibit contains a network diagram, virtual IP, IP pool, and firewall policies configuration.

The WAN (portl) interface has the IP address 10.200. 1. 1/24.

The LAN (port3) interface has the IP address 10 .0.1.254. /24.

The first firewall policy has NAT enabled using IP Pool.

The second firewall policy is configured with a VIP as the destination address.

Which IP address will be used to source NAT the internet traffic coming from a workstation with the IP address 10.0. 1. 10?

A.10.200.1.1
B. 10.200.3. 1

C. 10.200. 1. 100
D. 10.200. 1. 10

Answer: C

Explanation:
Policy 1 is applied on outbound (LAN-WAN) and policy 2 is applied on inbound (WAN-LAN). question is asking SNAT for outbound traffic so policy 1 will take place
and NAT overload is in effect.

NEW QUESTION 59

Consider the topology:

Application on a Windows machine <--{SSL VPN} -->FGT--> Telnet to Linux server.

An administrator is investigating a problem where an application establishes a Telnet session to a Linux server over the SSL VPN through FortiGate and the idle
session times out after about 90 minutes. The administrator would like to increase or disable this timeout.

The administrator has already verified that the issue is not caused by the application or Linux server. This issue does not happen when the application establishes
a Telnet connection to the Linux server directly on the LAN.

What two changes can the administrator make to resolve the issue without affecting services running through FortiGate? (Choose two.)

A. Set the maximum session TTL value for the TELNET service object.

B. Set the session TTL on the SSLVPN policy to maximum, so the idle session timeout will not happen after 90 minutes.

C. Create a new service object for TELNET and set the maximum session TTL.

D. Create a new firewall policy and place it above the existing SSLVPN policy for the SSL VPN traffic, and set the new TELNET service object in the policy.

Answer: CD
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NEW QUESTION 63

An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list view?

A. Policy lookup will be disabled.

B. By Sequence view will be disabled.
C. Search option will be disabled
D. Interface Pair view will be disabled.

Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD47821

NEW QUESTION 68
Refer to the exhibit.

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status is up, but phase

2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up?

A. On Remote-FortiGate, set Seconds to 43200.
B. On HQ-FortiGate, set Encryption to AES256.

C. On HQ-FortiGate, enable Diffie-Hellman Group 2.

D. On HQ-FortiGate, enable Auto-negotiate.

Answer: B

NEW QUESTION 69

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC

NEW QUESTION 74

Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.)

A. SSH

B. HTTPS
C.FTM

D. FortiTelemetry

Answer: AB

NEW QUESTION 77

Which scanning technique on FortiGate can be enabled only on the CLI?

A. Heuristics scan
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B. Trojan scan
C. Antivirus scan
D. Ransomware scan

Answer: A

NEW QUESTION 81
If the Services field is configured in a Virtual IP (VIP), which statement is true when central NAT is used?

A. The Services field prevents SNAT and DNAT from being combined in the same policy.

B. The Services field is used when you need to bundle several VIPs into VIP groups.

C. The Services field removes the requirement to create multiple VIPs for different services.

D. The Services field prevents multiple sources of traffic from using multiple services to connect to a single computer.

Answer: C

NEW QUESTION 85
Refer to the exhibit.

FGT1 # get router info routing-table database

Codes: K - kemel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
1 - 1S-I1S, L1 - IS-IS level-1, L2 - IS-IS level-2, 1a - IS-IS inter area
> - selected route, * - FIB route, p - stale info

*> 0.0.0.0/0 [10/0] via 172.20.121.2, port1, [20/0]

> [10/0] via 10.0.0.2, port2, [30/0]
0.0.0.0/0 [20/0] via 192.168.15.2, port3, [10/0]

*> 10.0.0.0724 1s directly connected, port2
172.13.24.0/24 [10.0] is directly connected, port4

*> 172.20.121.0/24 1s directly connected, porti

"> 192.167.1.0/24 [10/0] via 10.0.0.2, port2

*> 192.168.15.0/24 1s directly connected, port3

S
S
C
S
C
S
C

Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)

A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Answer: AD

NEW QUESTION 88
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSeclLog

Answer: BDE

NEW QUESTION 91
Refer to the exhibit.
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Edit IPS Sensor

MName

Block malicious URLs OB

IPS Signatures and Filters

:_ + CreateNew | ¢ Edit @ Delete
Details Exempt IPs
NTP.Spoofed.KoD.DoS L))

EEN  Windows

WINDOWS_SERVERS

eyt
=4

Comments Write a comment

The exhibit shows the IPS sensor configuration.
If traffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)

[+ L]
Action Packet Logging Status
Moniter @ Enabled @ Enabled
@ Block © Disabled @ Enabled

A. The sensor will allow attackers matching the Microsoft Windows.iSCSI.Target.DoS signature.

B. The sensor will block all attacks aimed at Windows servers.

C. The sensor will reset all connections that match these signatures.

D. The sensor will gather a packet log for all matched traffic.

Answer: AB

NEW QUESTION 96

Which two configuration settings are synchronized when FortiGate devices are in an active-active HA cluster? (Choose two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS

Answer: CD

NEW QUESTION 100
Refer to exhibit.

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites except Twitter. However, when users try to
access twitter.com, they are redirected to a FortiGuard web filtering block page.

MName Allow Twatter
Comments
Feature set Flore-based BEGEVE )

& FortiGuard Category Based Filter

Mame
Medicine
Mews and Media
Social Networking
Political Organizations
Reference
Global Religion
Shopping

Society and Lifestyles

Sports

07255

& Allow
@ Allow
@ Block
& Allow
© Allow
& Allow
S Allow
© Allow
@ Allow

Action

B Static URL Filter
Block invalid URLs O

URL Filter L
& Create Mew | #
URL Type Action
twilter.com Wildcard & Allow

Block malicious URLs discovered by FortiSandbox OB
Content Filter »

Status

& Enable

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other social networking sites?

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking

B. On the Static URL Filter configuration, set Type to Simple
C. On the Static URL Filter configuration, set Action to Exempt.
D. On the Static URL Filter configuration, set Action to Monitor.

Answer: C
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NEW QUESTION 102
Refer to the exhibit.

The exhibit displays the output of the CLI command: diagnose sys ha dump-by vcluster. Which two statements are true? (Choose two.)

A. FortiGate SN FGVM010000065036 HA uptime has been reset.
B. FortiGate devices are not in sync because one device is down.
C. FortiGate SN FGVYM010000064692 is the primary because of higher HA uptime.
D. FortiGate SN FGVYM010000064692 has the higher HA priority.

Answer: AD

Explanation:

* 1. Override is disable by default - OK

* 2. "If the HA uptime of a device is AT LEAST FIVE MINUTES (300 seconds) MORE than the HA Uptime of the other FortiGate devices, it becomes the

primary" The QUESTION NO: here is : HA Uptime of FGVYM01000006492 > 5 minutes? NO - 198 seconds < 300 seconds (5 minutes) Page 314 Infra Study Guide.
https://docs.fortinet.com/document/fortigate/6.0.0/handbook/666653/primary-unit-selection-with-override-disab

NEW QUESTION 105
Which two statements are true about the RPF check? (Choose two.)

A. The RPF check is run on the first sent packet of any new session.

B. The RPF check is run on the first reply packet of any new session.

C. The RPF check is run on the first sent and reply packet of any new session.

D. RPF is a mechanism that protects FortiGate and your network from IP spoofing attacks.

Answer: AD

NEW QUESTION 110
An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check?

A. The strict RPF check is run on the first sent and reply packet of any new session.

B. Strict RPF checks the best route back to the source using the incoming interface.

C. Strict RPF checks only for the existence of at least one active route back to the source using the incoming interface.
D. Strict RPF allows packets back to sources with all active routes.

Answer: B

Explanation:

Strict Reverse Path Forwarding (RPF) is a security feature that is used to detect and prevent IP spoofing attacks on a network. It works by checking the routing
information for incoming packets to ensure that they are coming from the source address that is indicated in the packet's header. In strict RPF mode, the firewall
will check the best route back to the source of the incoming packet using the incoming interface. If the packet's source address does not match the route back to
the source, the packet is dropped. This helps to prevent attackers from spoofing their IP address and attempting to access the network.

NEW QUESTION 112
Refer to the exhibits.

Exhibit A [ExhibIt’B

# get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUD states: 0% user 0% system 0% niece 100% idle 0% iowait 0% irg 0% softirg

Memory: 2061108k total, 18549597k used (90%), 106111k free (5.1%), 100000k freeable (4.8%)
Average network usage: 83 / O kbps in 1 minute, 81 / O kbps in 10 minutes, 81 / 0 kbps in 30
minutes

Average sessions: 5 sessions in 1 minute, 3 sessions in 10 minutes, 3 sessions in 30 minutes
Average session setup rate: (¢ sessions per second in last 1 minute, D sessions per second in last
10 minutes, 0 sessions per second in last 30 minutes

Virus caught: ¢ total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 3 hours, 28 minutes
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ExhibIEA | Exhibit B

config system global
set memory-use-threshold-red 88
set memory-use-threshold-extreme 95
set memory-use-threshold-green B2
end

Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory usage thresholds. Based on the
system performance output, which two statements are correct? (Choose two.)

A. Administrators can access FortiGate only through the console port.
B. FortiGate has entered conserve mode.

C. FortiGate will start sending all files to FortiSandbox for inspection.
D. Administrators cannot change the configuration.

Answer: BD

NEW QUESTION 115
A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub interfaces added to the physical interface. Which statements about the
VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

A. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.
B. The two VLAN sub interfaces must have different VLAN IDs.

C. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMs.

D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the samesubne

Answer: B

Explanation:
FortiGate_Infrastructure_6.0_Study Guide_v2-Online.pdf > page 147
"Multiple VLANS can coexist in the same physical interface, provide they have different VLAN ID"

NEW QUESTION 118
When a firewall policy is created, which attribute is added to the policy to support recording logs to a FortiAnalyzer or a FortiManager and improves functionality
when a FortiGate is integrated with these devices?

A.Log ID

B. Universally Unique Identifier
C. Policy ID

D. Sequence ID

Answer: B

NEW QUESTION 121
Refer to the exhibits.
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SSLVPN Settings

Listen on Port

Restrict Access

idie Logout
inactive For

Server Certihcate

Address Range

DINS Server

Connection Settings @

Listen on Interfaceis)

Redirect HTTP to SSLVPN (D

Require Client Certifcate P

Tunnel Mode Client Settings ©

Specily WINS Servers

Authentication/Portal Mapping @

+ Create Mew 7 B Delete
Users/Groups Portal
& sshvpn tunned- access
All Other Users,/ Groups full-access

M porti x
*

10443

o Web moade acoess will be listening 3t

hites/10.200. 1110443

6
300 Seconds
W Fortinet Factory -

IESIEOPO RS IOIRY .- .. v

Tunned ysers will receive 1Py in the range of 10.212.134. 200
10212.134 210

»

Connectlon status

Conmection:
Server:

Status:
Duration:
Bytes received.

Bytes sent

VPN

https://10.200.1.1: 1443/

Connecting
0
0
Stop

The SSL VPN connection fails when a user attempts to connect to it. What should the user do to successfully connect to SSL VPN?

A. Change the SSL VPN port on the client.
B. Change the Server IP address.

C. Change the idle-timeout.

D. Change the SSL VPN portal to the tunnel.

Answer: A

NEW QUESTION 123

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.)

A. Web filter in flow-based inspection
B. Antivirus in flow-based inspection
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C. DNS filter
D. Web application firewall
E. Application control

Answer: ABE

Explanation:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/739623/dns-filter-handled-by-ips-engine-in-flow

NEW QUESTION 128
Refer to the web filter raw logs.

Based on the raw logs shown in the exhibit, which statement is correct?

A. Social networking web filter category is configured with the action set to authenticate.
B. The action on firewall policy ID 1 is set to warning.

C. Access to the social networking web filter category was explicitly blocked to all users.
D. The name of the firewall policy is all_users_web.

Answer: A

NEW QUESTION 133
Refer to the FortiGuard connection debug output.

FortiGate di debug rating

Mum. of

:FE I 1

ver List (Mon July o 1ZL:0U0I£a £0£1)

Welght BETT Flags TZ FortiGuard-reguests
10 8
20

160

Based on the output shown in the exhibit, which two statements are correct? (Choose two.)

A. A local FortiManager is one of the servers FortiGate communicates with.
B. One server was contacted to retrieve the contract information.

C. There is at least one server that lost packets consecutively.

D. FortiGate is using default FortiGuard communication settings.

Answer: BD

NEW QUESTION 135
Which statement is correct regarding the inspection of some of the services available by web applications embedded in third-party websites? A. The security
actions applied on the web applications will also be explicitly applied on the third-party websites.
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A. The application signature database inspects traffic only from the original web application server.
B. FortiGuard maintains only one signature of each web application that is unique.
C. FortiGate can inspect sub-application traffic regardless where it was originate

Answer: D

NEW QUESTION 136
Which three authentication timeout types are availability for selection on FortiGate? (Choose three.)

A. hard-timeout
B. auth-on-demand
C. soft-timeout
D. new-session
E. Idle-timeout

Answer: ADE

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD37221

NEW QUESTION 137
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