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NEW QUESTION 1
An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the
link could have contained malicious code. Which type of security program is in place?

A. Physical access control
B. Social engineering attack
C. brute force attack
D. user awareness

Answer: B

NEW QUESTION 2

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 3
Which two must be met before SSH can operate normally on a Cisco IOS switch? (Choose two)

A. The switch must be running a k9 (crypto) IOS image
B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch
D. A console password must be configured on the switch
E. Telnet must be disabled on the switch

Answer: BC
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NEW QUESTION 4
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.
B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
C. It forwards multiple packets to the same destination over different routed links n the data path
D. It uses a shared virtual IMC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: C

NEW QUESTION 5
When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.
B. For each existing interface, it adds the metric from the source router to the destination to calculate theroute with the lowest bandwidth.
C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.
D. It count the number of hops between the source router and the destination to determine the router with the lowest metric

Answer: A

NEW QUESTION 6
Refer to the exhibit.

Which password must an engineer use to enter the enable mode?

A. adminadmin123
B. default
C. testing 1234
D. cisco123

Answer: C

NEW QUESTION 7
Which configuration is needed to generate an RSA key for SSH on a router?

A. Configure the version of SSH
B. Configure VTY access.
C. Create a user with a password.
D. Assign a DNS domain name

Answer: B

NEW QUESTION 8
What is the primary different between AAA authentication and authorization?

A. Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.
B. Authentication identifies a user who is attempting to access a system, and authorization validates the users password
C. Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.
D. Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Answer: C

NEW QUESTION 9
Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 10
Refer to the exhibit.

What is the effect of this configuration?

A. All ARP packets are dropped by the switch
B. Egress traffic is passed only if the destination is a DHCP server.
C. All ingress and egress traffic is dropped because the interface is untrusted
D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 10
Refer to the exhibit.

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 12
Refer to the exhibit.
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Which type of route does R1 use to reach host 10.10.13.10/32?

A. floating static route
B. host route
C. default route
D. network route

Answer: D

NEW QUESTION 16
Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.
B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 17
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPUACL
B. TACACS
C. Flex ACL
D. RADIUS

Answer: B

NEW QUESTION 19
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous
B. lightweight
C. bridge
D. mobility express

Answer: B

NEW QUESTION 21
Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp
B. ipv6 address 2001:DB8:5:112::/64 eui-64
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C. ipv6 address autoconfig
D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

NEW QUESTION 24
Drag and drop the IPv4 network subnets from the left onto the correct usable host ranges on the right

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 29
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control
D. action

Answer: B

NEW QUESTION 30
Which result occurs when PortFast is enabled on an interface that is connected to another switch?

A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
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D. After spanning tree converges PortFast shuts down any port that receives BPDUs.

Answer: A

NEW QUESTION 33
When configuring a WLAN with WPA2 PSK in the Cisco Wireless LAN Controller GUI, which two formats are available to select? (Choose two)

A. ASCII
B. base64
C. binary
D. decimal
E. hexadecimal

Answer: AE

NEW QUESTION 36
Which API is used in controller-based architectures to interact with edge devices?

A. overlay
B. northbound
C. underlay
D. southbound

Answer: D

NEW QUESTION 41
......
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