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NEW QUESTION 1
- (Exam Topic 1)
Which of the following explains why vendors publish MD5 values when they provide software patches for their customers to download over the Internet?

A. The recipient can verify integrity of the software patch.

B. The recipient can verify the authenticity of the site used to download the patch.

C. The recipient can request future updates to the software using the published MD5 value.
D. The recipient can successfully activate the new software patch.

Answer: A

NEW QUESTION 2
- (Exam Topic 1)
Which of the following best describes routine in which semicolons, dashes, quotes, and commas are removed from a string?

A. Error handling to protect against program exploitation
B. Exception handling to protect against XSRF attacks.
C. Input validation to protect against SQL injection.

D. Padding to protect against string buffer overflows.

Answer: C

NEW QUESTION 3
- (Exam Topic 1)
Which of the following BEST describes an important security advantage yielded by implementing vendor diversity?

A. Sustainability
B. Homogeneity
C. Resiliency

D. Configurability

Answer: C

NEW QUESTION 4
- (Exam Topic 1)
Which of the following would a security specialist be able to determine upon examination of a server’s certificate?

A. CA public key

B. Server private key
C.CSR

D. OID

Answer: D

NEW QUESTION 5
- (Exam Topic 1)
An organization's file server has been virtualized to reduce costs. Which of the following types of backups would be MOST appropriate for the particular file server?

A. Snapshot
B. Full

C. Incremental
D. Differential

Answer: C

NEW QUESTION 6

- (Exam Topic 1)

After a user reports stow computer performance, a systems administrator detects a suspicious file, which was installed as part of a freeware software package.
The systems administrator reviews the output below:
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Based on the above information, which of the following types of malware was installed on the user's computer?

A. RAT
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B. Keylogger
C. Spyware
D. Worm

E. Bot

Answer: D

NEW QUESTION 7

- (Exam Topic 1)

A security administrator has found a hash in the environment known to belong to malware. The administrator then finds this file to be in in the preupdate area of
the OS, which indicates it was pushed from the central patch system.

File: winx86_adobe_flash_upgrade.exe Hash: 99ac28bede43ab869b853ba62c4ea243

The administrator pulls a report from the patch management system with the following output:

Install Date Package Name Target Devices Hash
10/10/2017 Java 11.2 xé4.exe HQ PC's 0labZBbbdet3aal79b3cbbaticdestl
10/10/2017 winxB6 adobe flash upgrade.exe HQ PC's 95ac2Bbeded3abB650853babicdealdl

Given the above outputs, which of the following MOST likely happened?

A. The file was corrupted after it left the patch system.

B. The file was infected when the patch manager downloaded it.
C. The file was not approved in the application whitelist system.
D. The file was embedded with a logic bomb to evade detection.

Answer: D

NEW QUESTION 8
- (Exam Topic 1)
When connected to a secure WAP, which of the following encryption technologies is MOST likely to be configured when connecting to WPA2-PSK?

A. DES
B. AES
C. MD5
D. WEP

Answer: B

NEW QUESTION 9

- (Exam Topic 1)

An attacker compromises a public CA and issues unauthorized X.509 certificates for Company.com. In the future, Company.com wants to mitigate the impact of
similar incidents. Which of the following would assist Company.com with its goal?

A. Certificate pinning

B. Certificate stapling

C. Certificate chaining

D. Certificate with extended validation

Answer: A

NEW QUESTION 10

- (Exam Topic 1)

Malicious traffic from an internal network has been detected on an unauthorized port on an application server. Which of the following network-based security
controls should the engineer consider implementing?

A. ACLs
B. HIPS
C. NAT
D. MAC filtering

Answer: A

NEW QUESTION 10

- (Exam Topic 1)

A security administrator is developing controls for creating audit trails and tracking if a PHI data breach is to occur. The administrator has been given the following
requirements:

o All access must be correlated to a user account.

o All user accounts must be assigned to a single individual.
o User access to the PHI data must be recorded.

o Anomalies in PHI data access must be reported.

o Logs and records cannot be deleted or modified.
Which of the following should the administrator implement to meet the above requirements? (Select three.)
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A. Eliminate shared accounts.

B. Create a standard naming convention for accounts.
C. Implement usage auditing and review.

D. Enable account lockout thresholds.

E. Copy logs in real time to a secured WORM drive.
F. Implement time-of-day restrictions.

G. Perform regular permission audits and reviews.

Answer: ACG

NEW QUESTION 15

- (Exam Topic 1)

An organization wishes to provide better security for its name resolution services. Which of the following technologies BEST supports the deployment of DNSSEC
at the organization?

A. LDAP
B. TPM
C.TLS
D. SSL
E. PKI

Answer: E
NEW QUESTION 16

- (Exam Topic 1)
A security analyst observes the following events in the logs of an employee workstation:

1/23 1:07:16 865 Access to C:\Users\user'temp'oasdikh.hta has been restricted
by your admunistrator by the default restriction policy level.
1/23 1:07:09 1034 The scan completed. No detections were found.

The security analyst reviews the file system and observes the following:

C:\>dir

C:\ Users'user'temp

1/23 1:07:02 oasdfkh.hta
1/23 1:07:02 update.bat
1/23 1:07:02 msg.txt

Given the information provided, which of the following MOST likely occurred on the workstation?

A. Application whitelisting controls blocked an exploit payload from executing.

B. Antivirus software found and quarantined three malware files.

C. Automatic updates were initiated but failed because they had not been approved.
D. The SIEM log agent was not tuned properly and reported a false positive.

Answer: A

NEW QUESTION 20

- (Exam Topic 1)

An incident responder receives a call from a user who reports a computer is exhibiting symptoms consistent with a malware infection. Which of the following steps
should the responder perform NEXT?

A. Capture and document necessary information to assist in the response.

B. Request the user capture and provide a screenshot or recording of the symptoms.
C. Use a remote desktop client to collect and analyze the malware in real time.

D. Ask the user to back up files for later recovery.

Answer: A

NEW QUESTION 23

- (Exam Topic 1)

A company determines that it is prohibitively expensive to become compliant with new credit card regulations. Instead, the company decides to purchase insurance
to cover the cost of any potential loss. Which of the following is the company doing?

A. Transferring the risk
B. Accepting the risk
C. Avoiding the risk

D. Migrating the risk
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Answer: A

NEW QUESTION 24
- (Exam Topic 1)
In terms of encrypting data, which of the following is BEST described as a way to safeguard password data by adding random data to it in storage?

A. Using salt

B. Using hash algorithms

C. Implementing elliptical curve
D. Implementing PKI

Answer: A

NEW QUESTION 29

- (Exam Topic 1)

A senior incident response manager receives a call about some external IPs communicating with internal computers during off hours. Which of the following types
of malware is MOST likely causing this issue?

A. Botnet

B. Ransomware

C. Polymorphic malware
D. Armored virus

Answer: A

NEW QUESTION 31

- (Exam Topic 1)

Despite having implemented password policies, users continue to set the same weak passwords and reuse old passwords. Which of the following technical
controls would help prevent these policy violations? (Select two.)

A. Password expiration
B. Password length

C. Password complexity
D. Password history

E. Password lockout

Answer: CD

NEW QUESTION 34

- (Exam Topic 1)

A security consultant discovers that an organization is using the PCL protocol to print documents, utilizing the default driver and print settings. Which of the
following is the MOST likely risk in this situation?

A. An attacker can access and change the printer configuration.

B. SNMP data leaving the printer will not be properly encrypted.

C. An MITM attack can reveal sensitive information.

D. An attacker can easily inject malicious code into the printer firmware.

E. Attackers can use the PCL protocol to bypass the firewall of client computers.

Answer: B

NEW QUESTION 39

- (Exam Topic 1)

A security analyst is diagnosing an incident in which a system was compromised from an external IP address. The socket identified on the firewall was traced to
207.46.130.0:6666. Which of the following should the

security analyst do to determine if the compromised system still has an active connection?

A. tracert
B. netstat
C. ping

D. nslookup

Answer: B

NEW QUESTION 41

- (Exam Topic 1)

A security analyst wishes to increase the security of an FTP server. Currently, all traffic to the FTP server is unencrypted. Users connecting to the FTP server use
a variety of modern FTP client software.

The security analyst wants to keep the same port and protocol, while also still allowing unencrypted connections. Which of the following would BEST accomplish
these goals?

A. Require the SFTP protocol to connect to the file server.
B. Use implicit TLS on the FTP server.

C. Use explicit FTPS for connections.

D. Use SSH tunneling to encrypt the FTP traffic.

Answer: C
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NEW QUESTION 45
- (Exam Topic 1)
An analyst is reviewing a simple program for potential security vulnerabilities before being deployed to a Windows server. Given the following code:

void foo (char *bar)

i
[

char random user input [12]:
strepy (random_user input, bar);

Which of the following vulnerabilities is present?

A. Bad memory pointer
B. Buffer overflow

C. Integer overflow

D. Backdoor

Answer: B

NEW QUESTION 50

- (Exam Topic 1)

When trying to log onto a company’s new ticketing system, some employees receive the following message: Access denied: too many concurrent sessions. The
ticketing system was recently installed on a small VM with only the recommended hardware specifications. Which of the following is the MOST likely cause for this
error message?

A. Network resources have been exceeded.

B. The software is out of licenses.

C. The VM does not have enough processing power.
D. The firewall is misconfigured.

Answer: C

NEW QUESTION 55
- (Exam Topic 1)
Refer to the following code:

public class rainbow {
public static void main (String [] args) {
object blue = null;
blue.hashcode (); }

Which of the following vulnerabilities would occur if this is executed?

A. Page exception

B. Pointer deference

C. NullPointerException
D. Missing null check

Answer: D

NEW QUESTION 58

- (Exam Topic 1)

Which of the following types of cloud infrastructures would allow several organizations with similar structures and interests to realize the benefits of shared storage
and resources?

A. Private
B. Hybrid
C. Public
D. Community

Answer: D

NEW QUESTION 63
- (Exam Topic 1)
A security analyst is reviewing the following output from an IPS:
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[**] [1:2467:7] EXPLOIT IGMP IGAP message overflow attempt [**]
[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
07/30-19:45:02,238185 250.19,18.71 -> 250.19.18.22

IGMP TTL:255 TOS: 0x0 ID: 9742 IpLen:20 DgmLen: 502 MF

Frag offset: 0x1FFF Frag Size: 0x01E2

[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2004-0367]

Given this output, which of the following can be concluded? (Select two.)

A. The source IP of the attack is coming from 250.19.18.22.

B. The source IP of the attack is coming from 250.19.18.71.

C. The attacker sent a malformed IGAP packet, triggering the alert.

D. The attacker sent a malformed TCP packet, triggering the alert.

E. The TTL value is outside of the expected range, triggering the alert.

Answer: BC

NEW QUESTION 68

- (Exam Topic 1)

An organization needs to implement a large PKI. Network engineers are concerned that repeated transmission of the OCSP will impact network performance.
Which of the following should the security analyst recommend is lieu of an OCSP?

A.CSR
B. CRL
C.CA

D. OID

Answer: B

NEW QUESTION 69

- (Exam Topic 1)

A security analyst is hardening a server with the directory services role installed. The analyst must ensure LDAP traffic cannot be monitored or sniffed and
maintains compatibility with LDAP clients. Which of the following should the analyst implement to meet these requirements? (Select two.)

A. Generate an X.509-compliant certificate that is signed by a trusted CA.

B. Install and configure an SSH tunnel on the LDAP server.

C. Ensure port 389 is open between the clients and the servers using the communication.
D. Ensure port 636 is open between the clients and the servers using the communication.
E. Remote the LDAP directory service role from the server.

Answer: AD

NEW QUESTION 71
- (Exam Topic 1)
Which of the following attacks specifically impact data availability?

A. DDoS
B. Trojan
C. MITM
D. Rootkit

Answer: A

Explanation:
Reference: https://www.netscout.com/what-is-ddos

NEW QUESTION 72

- (Exam Topic 1)

A department head at a university resigned on the first day of the spring semester. It was subsequently determined that the department head deleted numerous
files and directories from the server-based home directory while the campus was closed. Which of the following policies or procedures could have prevented this
from occurring?

A. Time-of-day restrictions

B. Permission auditing and review
C. Offboarding

D. Account expiration

Answer: C

NEW QUESTION 76
- (Exam Topic 2)
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Joe, a user, wants to send Ann, another user, a confidential document electronically. Which of the following should Joe do to ensure the document is protected
from eavesdropping?

A. Encrypt it with Joe’s private key
B. Encrypt it with Joe’s public key

C. Encrypt it with Ann’s private key
D. Encrypt it with Ann’s public key

Answer: D

NEW QUESTION 78
- (Exam Topic 2)
Which of the following cryptography algorithms will produce a fixed-length, irreversible output?

A. AES
B. 3DES
C. RSA
D. MD5

Answer: D

NEW QUESTION 83

- (Exam Topic 2)

A security analyst wants to harden the company’s VolP PBX. The analyst is worried that credentials may be intercepted and compromised when IP phones
authenticate with the BPX. Which of the following would best prevent this from occurring?

A. Implement SRTP between the phones and the PBX.
B. Place the phones and PBX in their own VLAN.

C. Restrict the phone connections to the PBX.

D. Require SIPS on connections to the PBX.

Answer: D

NEW QUESTION 88
- (Exam Topic 2)
An administrator is configuring access to information located on a network file server named “Bowman”. The files are located in a folder named “BalkFiles”. The
files are only for use by the “Matthews” division and should be read-only. The security policy requires permissions for shares to be managed at the file system
layer and also requires those permissions to be set according to a least privilege model. Security policy for this data type also dictates that administrator-level
accounts on the system have full access to the files.
The administrator configures the file share according to the following table:

Share permissions

1 Evervone Full control

File svstem permissions

2 Bowman'Users Modifv Inherited
3 Domain' Matthews Read Not inherited
- Bowman'System Full control Inherited
5 Bowman'Administrators Full control Not mherited

Which of the following rows has been misconfigured?

A. Row 1
B. Row 2
C.Row 3
D. Row 4
E. Row 5

Answer: D

NEW QUESTION 90
- (Exam Topic 2)
Which of the following are methods to implement HA in a web application server environment? (Select two.)

A. Load balancers

B. Application layer firewalls
C. Reverse proxies

D. VPN concentrators

E. Routers

Answer: AB

NEW QUESTION 95

- (Exam Topic 2)

To reduce disk consumption, an organization’s legal department has recently approved a new policy setting the data retention period for sent email at six months.
Which of the following is the BEST way to ensure this

goal is met?
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A. Create a daily encrypted backup of the relevant emails.
B. Configure the email server to delete the relevant emails.
C. Migrate the relevant emails into an “Archived” folder.

D. Implement automatic disk compression on email servers.

Answer: A

NEW QUESTION 97

- (Exam Topic 2)

While reviewing the monthly internet usage it is noted that there is a large spike in traffic classified as "unknown" and does not appear to be within the bounds of
the organizations Acceptable Use Policy.

Which of the following tool or technology would work BEST for obtaining more information on this traffic?

A. Firewall logs

B. IDS logs

C. Increased spam filtering
D. Protocol analyzer

Answer: B
NEW QUESTION 99

- (Exam Topic 2)
A security analyst is investigating a suspected security breach and discovers the following in the logs of the potentially compromised server:

Time Source Destination Account Name Action

11:01:31 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:32 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:33 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:34 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:35 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:36 18.12.98.145 10.15.21.100 Joe Logon Failed
11:01:3"/ 18.12.98.145 10.19:21.100 Joe Logon Failed
11:01:38 18.12.98.145 10.15.21.100 Joe Logon Successful

Which of the following would be the BEST method for preventing this type of suspected attack in the future?

A. Implement password expirations

B. Implement restrictions on shared credentials

C. Implement account lockout settings

D. Implement time-of-day restrictions on this server

Answer: C

NEW QUESTION 101

- (Exam Topic 2)

Which of the following precautions MINIMIZES the risk from network attacks directed at multifunction printers, as well as the impact on functionality at the same
time?

A. Isolating the systems using VLANs

B. Installing a software-based IPS on all devices

C. Enabling full disk encryption

D. Implementing a unique user PIN access functions

Answer: A

NEW QUESTION 105

- (Exam Topic 2)

The security administrator receives an email on a non-company account from a coworker stating that some reports are not exporting correctly. Attached to the
email was an example report file with several customers' names and credit card numbers with the PIN.

Which of the following is the BEST technical controls that will help mitigate this risk of disclosing sensitive data?

A. Configure the mail server to require TLS connections for every email to ensure all transport data is encrypted

B. Create a user training program to identify the correct use of email and perform regular audits to ensure compliance
C. Implement a DLP solution on the email gateway to scan email and remove sensitive data or files

D. Classify all data according to its sensitivity and inform the users of data that is prohibited to share

Answer: C

NEW QUESTION 107

- (Exam Topic 2)

A manager suspects that an IT employee with elevated database access may be knowingly modifying financial transactions for the benefit of a competitor. Which
of the following practices should the manager implement to validate the concern?

A. Separation of duties

B. Mandatory vacations
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C. Background checks
D. Security awareness training

Answer: A

NEW QUESTION 112

- (Exam Topic 2)

A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a DMZ which is expected to accommodate at most 14 physical
hosts.

Which of the following subnets would BEST meet the requirements?

A. 192.168.0.16 255.25.255.248
B. 192.168.0.16/28
C. 192.168.1.50 255.255.25.240
D. 192.168.2.32/27

Answer: B

NEW QUESTION 117

- (Exam Topic 2)

An organization’s primary datacenter is experiencing a two-day outage due to an HVAC malfunction. The node located in the datacenter has lost power and is no
longer operational, impacting the ability of all users to connect to the alternate datacenter. Which of the following BIA concepts BEST represents the risk described
in this scenario?

A. SPoF
B. RTO

C. MTBF
D. MTTR

Answer: A

NEW QUESTION 120

- (Exam Topic 2)

A security analyst reviews the following output:

File name: somefile.pdf

File MD5: E28S9F21CD33E4F5789%0DDEASCF267T
File size: 1.9 Mb

Created by: Jan Smith

Deleted by: Jan Smith

Date deleted: October 01, 2015 8:43:21 EST

[
-
%]

The analyst loads the hash into the SIEM to discover if this hash is seen in other parts of the network. After inspecting a large number of files, the security analyst
reports the following:

File hash:
Files found

2

Eml
-

e [T

=]
-
L

|1 ]

1CD3ZEAFSTEQODDEASCEFZETEDZ
st 1=

c|
som , somefile.pdf, nofile.doc

Which of the following is the MOST likely cause of the hash being found in other areas?

A. Jan Smith is an insider threat
B. There are MD5 hash collisions
C. The file is encrypted

D. Shadow copies are present

Answer: B

NEW QUESTION 123

- (Exam Topic 2)

A network administrator wants to ensure that users do not connect any unauthorized devices to the company network. Each desk needs to connect a VolP phone
and computer. Which of the following is the BEST way to accomplish this?

A. Enforce authentication for network devices

B. Configure the phones on one VLAN, and computers on another
C. Enable and configure port channels

D. Make users sign an Acceptable use Agreement

Answer: A

NEW QUESTION 127
- (Exam Topic 2)
A company’s AUP requires:

o Passwords must meet complexity requirements.
o Passwords are changed at least once every six months.

o Passwords must be at least eight characters long.
An auditor is reviewing the following report:
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Us=rname Last login Last changed
Tarol 2 hours 50 days
Dawvid 2 hours 30 days

Ann 1 hour 247 dawys

Jo= 0.5 hours 7 days

Which of the following controls should the auditor recommend to enforce the AUP?

A. Account lockout thresholds
B. Account recovery

C. Password expiration

D. Prohibit password reuse

Answer: C
NEW QUESTION 129

- (Exam Topic 2)
A security analyst has received the following alert snippet from the HIDS appliance:

PROTCCOL SIG SRC.PORT DST.PCORT

TCP XMAS SCAN £ bz o B iy o L e e 0 Y 192 16612278891
TCP XMAS SCAN 92 i Lakr6d9 B Bl & S PR TR S0 1 F0
TCE XMAS SCAN 192.168.1.1:2264 192.168.1.2:6455
TCP XMAS SCAN 192 168 1.1:3464 192.168.1.2:8744

Given the above logs, which of the following is the cause of the attack?

A. The TCP ports on destination are all open

B. FIN, URG, and PSH flags are set in the packet header
C. TCP MSS is configured improperly

D. There is improper Layer 2 segmentation

Answer: B

NEW QUESTION 133

- (Exam Topic 2)

A technician is configuring a wireless guest network. After applying the most recent changes the technician finds the new devices can no longer find the wireless
network by name but existing devices are still able to use the wireless network.

Which of the following security measures did the technician MOST likely implement to cause this Scenario?

A. Deactivation of SSID broadcast

B. Reduction of WAP signal output power
C. Activation of 802.1X with RADIUS

D. Implementation of MAC filtering

E. Beacon interval was decreased

Answer: A

NEW QUESTION 137

- (Exam Topic 2)

A penetration tester finds that a company’s login credentials for the email client were being sent in clear text. Which of the following should be done to provide
encrypted logins to the email server?

A. Enable IPSec and configure SMTP.

B. Enable SSH and LDAP credentials.

C. Enable MIME services and POP3.

D. Enable an SSL certificate for IMAP services.

Answer: D

NEW QUESTION 142

- (Exam Topic 2)

The Chief Security Officer (CISO) at a multinational banking corporation is reviewing a plan to upgrade the entire corporate IT infrastructure. The architecture
consists of a centralized cloud environment hosting the majority of data, small server clusters at each corporate location to handle the majority of customer
transaction processing, ATMs, and a new mobile banking application accessible from smartphones, tablets, and the Internet via HTTP. The corporation does
business having varying data retention and privacy laws.

Which of the following technical modifications to the architecture and corresponding security controls should be implemented to provide the MOST complete
protection of data?

A. Revoke exiting root certificates, re-issue new customer certificates, and ensure all transactions are digitally signed to minimize fraud, implement encryption for
data in-transit between data centers

B. Ensure all data is encryption according to the most stringent regulatory guidance applicable, implement encryption for data in-transit between data centers,
increase data availability by replicating all data, transaction data, logs between each corporate location

C. Store customer data based on national borders, ensure end-to end encryption between ATMs, end users, and servers, test redundancy and COOP plans to
ensure data is not inadvertently shifted from one legal jurisdiction to another with more stringent regulations

D. Install redundant servers to handle corporate customer processing, encrypt all customer data to ease the transfer from one country to another, implement end-
to-end encryption between mobile applications and the cloud.
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Answer: C

NEW QUESTION 147

- (Exam Topic 2)

During a routine audit, it is discovered that someone has been using a stale administrator account to log into a seldom used server. The person has been using the
server to view inappropriate websites that are prohibited to end users.

Which of the following could best prevent this from occurring again?

A. Credential management
B. Group policy management
C. Acceptable use policy

D. Account expiration policy

Answer: B

NEW QUESTION 151

- (Exam Topic 2)

A security analyst accesses corporate web pages and inputs random data in the forms. The response received includes the type of database used and SQL
commands that the database accepts. Which of the following should the security analyst use to prevent this vulnerability?

A. Application fuzzing
B. Error handling

C. Input validation

D. Pointer dereference

Answer: C

NEW QUESTION 152

- (Exam Topic 2)

A systems administrator wants to protect data stored on mobile devices that are used to scan and record assets in a warehouse. The control must automatically
destroy the secure container of mobile devices if they leave the warehouse. Which of the following should the administrator implement? (Select two.)

A. Geofencing

B. Remote wipe

C. Near-field communication
D. Push notification services
E. Containerization

Answer: AE

NEW QUESTION 157

- (Exam Topic 2)

An organization uses SSO authentication for employee access to network resources. When an employee resigns, as per the organization’s security policy, the
employee’s access to all network resources is terminated immediately. Two weeks later, the former employee sends an email to the help desk for a password
reset to access payroll information from the human resources server. Which of the following represents the BEST course of action?

A. Approve the former employee’s request, as a password reset would give the former employee access to only the human resources server.

B. Deny the former employee’s request, since the password reset request came from an external email address.

C. Deny the former employee’s request, as a password reset would give the employee access to all network resources.

D. Approve the former employee’s request, as there would not be a security issue with the former employee gaining access to network resources.

Answer: C

NEW QUESTION 160

- (Exam Topic 2)

Although a web enabled application appears to only allow letters in the comment field of a web form, malicious user was able to carry a SQL injection attack by
sending special characters through the web comment field.

Which of the following has the application programmer failed to implement?

A. Revision control system

B. Client side exception handling
C. Server side validation

D. Server hardening

Answer: C

NEW QUESTION 165

- (Exam Topic 3)

Phishing emails frequently take advantage of high-profile catastrophes reported in the news. Which of the following principles BEST describes the weakness being
exploited?

A. Intimidation
B. Scarcity

C. Authority

D. Social proof

Answer: D
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NEW QUESTION 168
- (Exam Topic 3)
A system administrator is configuring a site-to-site VPN tunnel. Which of the following should be configured on the VPN concentrator during the IKE phase?

A. RIPEMD

B. ECDHE

C. Diffie-Hellman
D. HTTPS

Answer: C

NEW QUESTION 171

- (Exam Topic 3)

A security team wants to establish an Incident Response plan. The team has never experienced an incident. Which of the following would BEST help them
establish plans and procedures?

A. Table top exercises

B. Lessons learned

C. Escalation procedures
D. Recovery procedures

Answer: A

NEW QUESTION 176

- (Exam Topic 3)

An organization is moving its human resources system to a cloud services provider.

The company plans to continue using internal usernames and passwords with the service provider, but the security manager does not want the service provider to
have a company of the passwords. Which of the following options meets all of these requirements?

A. Two-factor authentication

B. Account and password synchronization
C. Smartcards with PINS

D. Federated authentication

Answer: D

NEW QUESTION 178

- (Exam Topic 3)

A security administrator discovers that an attack has been completed against a node on the corporate network. All available logs were collected and stored.

You must review all network logs to discover the scope of the attack, check the box of the node(s) that have been compromised and drag and drop the appropriate
actions to complete the incident response on the network. The environment is a critical production environment; perform the LEAST disruptive actions on the
network, while still performing the appropriate incid3nt responses.

Instructions: The web server, database server, IDS, and User PC are clickable. Check the box of the node(s) that have been compromised and drag and drop the
appropriate actions to complete the incident response on the network. Not all actions may be used, and order is not important. If at any time you would like to bring
back the initial state of the simulation, please select the Reset button. When you have completed the simulation, please select the Done button to submit. Once the
simulation is submitted, please select the Next button to continue.
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— Forensics Diagram

Instructions: If at any time you would like to bring back the initial state of the simulation, please select the
Reset button. When you have completed the simulation, please select the Done button to submit.

e
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A. Mastered

B. Not Mastered
Answer: A

Explanation:
Database server was attacked, actions should be to capture network traffic and Chain of Custody.
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- Forensics Diagram
Instructions: If at any time you would like to bring back the initial state of the simulation, please select the
Reset button. When you have completed the simulation, please select the Done button to submit.
e
Network Users PC
Switch 172.30.0.1
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Network Printer
Router 1724005
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Possible Actions. Actions Performed:

Caplure Network Traffic Capture Network Traffic

Chain Of Custody Chain Of Custody

Format

System Restore

IDS Server Log:
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IDS Packet Capture
No Time  Source Destination Protocol  Length  Info

Cisco_87:8504 Spanning-tree-(for-bnidges) 00 STP 60 Conf. Root = 32768/100/00:1c:0e:87
.78:00 Cost=4 Port = 0x8004

2.00¢ Cisco_87.85.04 Spanning-free-(for-bridges) 00 STP 60 Conf. Root = 32768/10000:1c0e87.78.00
Cost=4 Port=0x8004

4009585 172311461232 172311461231 Echo (ping) request 1d=0x0001, seq=
1256, =255

6014086 172311461231 172.31.146.1232 Echo (ping) reply id=0x0001, seq=
1/256. =255

79131 128428123123 1010.10.10 GET /cgi-bin/newcount?command-=Is
HTTPA

800312 10.10.10.10 123123123123 HTTP/1.1 200 OK (texthtmi)

791131 1281283123122 101010.10 GET /cgi-binvnewcount?command-=
whoami HTTP/1 1

8.00312 10.10.10.10 123.123.123.123 HTTPA.1200 OK (texthtmi)

N B Wi alireneaineell® vie LITTDM 4

9 101232 123123123123 10.10.10.10 GET /og-binvhewcoun?commaand=% B
B

« {1

Web Server Log:
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"FAST-WebCrawler/2.1-pre2 (ashen@company.net)"

123.123.123.123 - - [26/Apri2010:00:22:49 -0400] "GET /pics/5star2000.gif HTTP/1.0" 200 4005
“hitp:/iwww.comptia.com/asctortl™ "Mozilla/4 05 (Macintosh; |; PPC)"

fcrawler.company.com - - [26/Apr/2010:00:22°50 -0400] "GET /news/news.htmi HTTP/1.0" 200 16716 ™"
"FAST-WebCrawler/2.1-pre2 (ashen@company.net)”

123.123.123.123 - - [26/Apri2010:00:22:50 -0400] "GET /pics/5star.gif HTTP/1.0" 200 1031
"hitp://www_comptia com/asctoni™ "Mozilla/4.05 (Macintosh; |, PPC)"

123.123.123.123 - - [26/Apr/2010:00:22:51 -0400] "GET /pics/aZhlogo.jpg HTTP/1.0" 200 4282
“hitp://iwww.comptia.com/asctorif™ "Mozilla/4 .05 (Macintosh; I; PPC)"

123.123.123.123 - - [26/Apri2010:00:22:51 -0400] "GET /cgi-bin/newcount?command=null&jafsof3&width-4&font=
digital&noshow HTTP/1.0" 200 36 "http:/www_comptia.comvasctortf™ "Mozilla/4.05 (Macintosn; I; PPC)"

ppp931.on.company.com - - [26/Apr/2010:00:22:52 -0400] "GET /download/windows/asctab31.zip HTTP/1.0" 200 1540096
"http//www company.com/downloads/freeware/webdevelopment/15. htmi* "Mozilla/4.7 [en]C-SYMPA (Win35; U)"

123.123.123.123 - - |[26/Apri2010:00:22:53 -0400] "GET /cgi-bin/newcount?command=Is HTTP/1.0" 200 36
"hitp://www.comptia.com/asctorti™ "Mozilla/4.05 (Macintosh; I, PPC)"

123.123.123.123 - - [26/Aprf2010:00:22:58 -0400] "GET /cgi-bin/newcount?command=whoami HTTP/1.0" 200 36
"nttp://mww_comptia.com/asctortf/™ "Mozilla/4.05 (Macintosh; I; PPC)*

151.44.15.252 - lzwmmum 00:22:58 -uduul 'G-ET fcgl-nwrnn:rvcmmmtary pumfrarms.freawzua HTTP/1.1" 200
6863 "hitp-//search virgi : . . s NT 5.1: Hotbar 4.4.7 0)"

R aE R B R S SR A R RS § S RS § R R E PR SRR g By 8§ R g

151.44.15.252 - - [26/Apr/2010:00:22:58 -0400] "GET /cgi-binforum/commentary pinoframes/read/209 HTTP/1.1" 200
6863 "hitp://search. virgilio.it/search/cgi/search cgi* "Mozilla/a 0 (compatible: MSIE 6.0: Windows NT 5.1; Hotbar 4.4.7.0)"

123.123.123.123 - - [26/Apri2010:00:22:58 -0400] "GET /cgi-bin/newcount?command=1s%20-1%20/dataMinance/payroll/
*xis HTTP/1.0" 200 36 "hitp://iwww.comptia.com/asctortl/”™ "Mozilla/4.05 (Macintosh; I, PPC)"

123.123.123.123 - - [26/Apr/2010:00:23:00 -0400] "GET /cgi-bin/newcount?command=scp%20/data/finance/payroll/
gHNOV2010 XIs%20root@123.123.123 123 HTTP/ 0" 200 36 "hifp-/www complia comvasclortt” "Mozitad 05 (Macintosh; |, PPC)"

213.60.233.243 - - [25/May/2010:00-17-09 +1200] "GET /internetindex html HTTP/1.1* 200 6792
"hitp /AMww.company. comMideo/streaming/hitp htmi* "Mozia/s 0 (X11; U; Linux i686, eS-ES; Iv'1.6) Gecko/20040413 Debian/1 6-5°

151.44.15.252 - - [25/MMay/2010:00:17:21 +1200] "GET /js/master js HTTP/1.1" 200 2263 “htp-//www._company.conv
cgi-binforum/commentary. pVnoframes/read/209" "Mozilla/4 .0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4.7.0)"

151.44.15.252 - - [25/May/2010:00:17:21 +1200] "GET /css/master.css HTTP/1.1" 200 6123 "hitp//www.company.com/
cgi-binforum/commentary pinoframes/read/209" "Mozilla/d.0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4.7 0)"

151.44 15.252 - - R5Mayr2010:00-17:21 +1200] "GET Amagesnavigationhome 1. gif HTTP/1. 1" 200 2735 "hiip /Avww. company.com
feg-biviorumvcommentary pinoframes/readr209" "Mozilla/4.0 (compatibie; MSIE 6.0, Windows NT 5.1; Hotbar 4.4 7 0)°

151.44.15.252 - - [25May/2010:00:17:21 +1200] "GET /data/zookeeperico-100 gif HTTP/1.1" 200 196 "hitp/AMww.company. comy
cgi-binflorum/commentary. pinoframesiread/209" "Moziial4 0 (compatible: MSIE 6.0 Windows NT 5.1 Hotbar 4.4.7.0Y

151.44 15252 - - R5May2010.00:17:22 +1200] "GET /adsense-alternate himl HTTPY1.1" 200 887 "hitp/Aww.company. com/
cghbinforum/commentary. pinoframesiread/209" "Moziia/d. 0 (compatible; MSIE 6.0, Windows NT 5.1; Hotbar 4.4 7.0)"

151.44.15.252 - - 25May2010:00:17:39 +1200] "GET /data/zookeeper/status html HTTP/1.1* 200 4195 "nitp/amww company. comy/
cgi-biniorurmycomm

4 |0y 2
—_ullls

| 4
.

Database Server Log:
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Database Server Log

Audit Failure  2012/4/16 11:33 Microsoft Windows security auaiting.

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Success 2012/4/16 11:35 Microsoft Windows secunty auditing.

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Failure ~ 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing.

Audit Success 2012/4/16 11:35  Microsoft Windows security auditing.

Users PC Log:
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= Logs s : ;MWHJJ ®

User PC Log

WORKSTATION A

IP ADDRESS 172.30.0.10
NETMASK: 2552552550
GATEWAY 172.30.0.1

NEW QUESTION 181

- (Exam Topic 3)

A business has recently deployed laptops to all sales employees. The laptops will be used primarily from home offices and while traveling, and a high amount of
wireless mobile use is expected. To protect the laptops while connected to untrusted wireless networks, which of the following would be the BEST method for
reducing the risk of having the laptops compromised?

A. MAC filtering

B. Virtualization

C. OS hardening

D. Application white-listing

Answer: C

NEW QUESTION 182

- (Exam Topic 3)

An organization relies heavily on an application that has a high frequency of security updates. At present, the security team only updates the application on the first
Monday of each month, even though the security updates are released as often as twice a week.

Which of the following would be the BEST method of updating this application?

A. Configure testing and automate patch management for the application.

B. Configure security control testing for the application.

C. Manually apply updates for the application when they are released.

D. Configure a sandbox for testing patches before the scheduled monthly update.

Answer: A

NEW QUESTION 185

- (Exam Topic 3)

A company exchanges information with a business partner. An annual audit of the business partner is conducted against the SLA in order to verify:
A. Performance and service delivery metrics

B. Backups are being performed and tested

C. Data ownership is being maintained and audited

D. Risk awareness is being adhered to and enforced

Answer: A

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version SY0-501 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SY0-501-dumps.html (544 Q&As)

NEW QUESTION 187

- (Exam Topic 3)

A new intern in the purchasing department requires read access to shared documents. Permissions are normally controlled through a group called "Purchasing"”,
however, the purchasing group permissions allow write access. Which of the following would be the BEST course of action?

A. Modify all the shared files with read only permissions for the intern.
B. Create a new group that has only read permissions for the files.

C. Remove all permissions for the shared files.

D. Add the intern to the "Purchasing" group.

Answer: B

NEW QUESTION 189
- (Exam Topic 3)
Malware that changes its binary pattern on specific dates at specific times to avoid detection is known as a (n):

A. armored virus

B. logic bomb

C. polymorphic virus
D. Trojan

Answer: C

NEW QUESTION 193

- (Exam Topic 3)

A security administrator has been asked to implement a VPN that will support remote access over IPSEC. Which of the following is an encryption algorithm that
would meet this requirement?

A. MD5
B. AES
C. UDP
D. PKI

Answer: B

NEW QUESTION 194

- (Exam Topic 3)

The Chief Technology Officer (CTO) of a company, Ann, is putting together a hardware budget for the next 10 years. She is asking for the average lifespan of each
hardware device so that she is able to calculate when she will have to replace each device.

Which of the following categories BEST describes what she is looking for?

A. ALE

B. MTTR
C. MTBF
D. MTTF

Answer: D

NEW QUESTION 198

- (Exam Topic 3)

A software developer wants to ensure that the application is verifying that a key is valid before establishing SSL connections with random remote hosts on the
Internet. Which of the following should be used in the code? (Select TWO.)

A. Escrowed keys

B. SSL symmetric encryption key
C. Software code private key

D. Remote server public key

E. OCSP

Answer: CE

NEW QUESTION 199

- (Exam Topic 3)

Given the log output:

Max 15 00:15:23.431 CRT: #SEC_LOGIN-5-LOGIN_SUCCESS:

Login Success [user: msmith] [Source: 10.0.12.45] [localport: 23] at 00:15:23:431 CET Sun Mar 15 2015
Which of the following should the network administrator do to protect data security?

A. Configure port security for logons

B. Disable telnet and enable SSH

C. Configure an AAA server

D. Disable password and enable RSA authentication
Answer: B

NEW QUESTION 204
- (Exam Topic 3)
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A security administrator wishes to implement a secure a method of file transfer when communicating with outside organizations. Which of the following protocols
would BEST facilitate secure file transfers? (Select TWO)

A. SCP
B. TFTP
C. SNMP
D. FTP
E. SMTP
F. FTPS

Answer: AF

NEW QUESTION 206

- (Exam Topic 3)

While performing surveillance activities, an attacker determines that an organization is using 802.1X to secure LAN access. Which of the following attack
mechanisms can the attacker utilize to bypass the identified network security?

A. MAC spoofing
B. Pharming

C. Xmas attack
D. ARP poisoning

Answer: A

NEW QUESTION 211

- (Exam Topic 3)

A computer on a company network was infected with a zero-day exploit after an employee accidently opened an email that contained malicious content. The
employee recognized the email as malicious and was attempting to delete it, but accidently opened it. Which of the following should be done to prevent this
scenario from occurring again in the future?

A. Install host-based firewalls on all computers that have an email client installed
B. Set the email program default to open messages in plain text

C. Install end-point protection on all computers that access web email

D. Create new email spam filters to delete all messages from that sender

Answer: C

NEW QUESTION 212

- (Exam Topic 3)

During a recent audit, it was discovered that several user accounts belonging to former employees were still active and had valid VPN permissions. Which of the
following would help reduce the amount of risk the organization incurs in this situation in the

future?

A. Time-of-day restrictions

B. User access reviews

C. Group-based privileges

D. Change management policies

Answer: B

NEW QUESTION 217
- (Exam Topic 3)
Which of the following attack types is being carried out where a target is being sent unsolicited messages via Bluetooth?

A. War chalking

B. Bluejacking

C. Bluesnarfing

D. Rogue tethering

Answer: B

Explanation:
Bluejacking is the sending of unsolicited messages over Bluetooth to Bluetooth-enabled devices such as mobile phones, PDAs or laptop computers, sending a
vCard which typically contains a message in the name field (i.e., for bluedating or bluechat) to another Bluetooth-enabled device via the OBEX protocol.

NEW QUESTION 218

- (Exam Topic 3)

Joe notices there are several user accounts on the local network generating spam with embedded malicious code. Which of the following technical control should
Joe put in place to BEST reduce these incidents?

A. Account lockout

B. Group Based Privileges
C. Least privilege

D. Password complexity

Answer: A
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NEW QUESTION 222
- (Exam Topic 3)
A company wants to host a publicly available server that performs the following functions:

o Evaluates MX record lookup
o Can perform authenticated requests for A and AAA records

o Uses RRSIG
Which of the following should the company use to fulfill the above requirements?

A. DNSSEC
B. SFTP

C. nslookup
D. dig

E. LDAPS

Answer: A

Explanation:
DNS Security Extensions (DNSSEC) provides, among other things, cryptographic authenticity of responses using Resource Record Signatures (RRSIG) and
authenticated denial of existence using Next-Secure (NSEC) and Hashed-NSEC records (NSEC3).

NEW QUESTION 226
- (Exam Topic 3)
Which of the following is commonly used for federated identity management across multiple organizations?

A. SAML

B. Active Directory
C. Kerberos

D. LDAP

Answer: A

NEW QUESTION 227

- (Exam Topic 3)

Joe a website administrator believes he owns the intellectual property for a company invention and has been replacing image files on the company's public facing
website in the DMZ. Joe is using steganography to hide stolen data. Which of the following controls can be implemented to mitigate this type of inside threat?

A. Digital signatures

B. File integrity monitoring
C. Access controls

D. Change management

E. Stateful inspection firewall

Answer: B

NEW QUESTION 231

- (Exam Topic 3)

During an application design, the development team specifics a LDAP module for single sign-on communication with the company's access control database. This
is an example of which of the following?

A. Application control
B. Data in-transit

C. Identification

D. Authentication

Answer: D

NEW QUESTION 235

- (Exam Topic 3)

The chief Security Officer (CSO) has reported a rise in data loss but no break ins have occurred. By doing which of the following is the CSO most likely to reduce
the number of incidents?

A. Implement protected distribution

B. Empty additional firewalls

C. Conduct security awareness training
D. Install perimeter barricades

Answer: C

NEW QUESTION 239

- (Exam Topic 3)

An information system owner has supplied a new requirement to the development team that calls for increased non-repudiation within the application. After
undergoing several audits, the owner determined that current levels of non-repudiation were insufficient.

Which of the following capabilities would be MOST appropriate to consider implementing is response to the new requirement?

A. Transitive trust
B. Symmetric encryption
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C. Two-factor authentication
D. Digital signatures
E. One-time passwords

Answer: D

NEW QUESTION 243

- (Exam Topic 3)

A security administrator is developing training for corporate users on basic security principles for personal email accounts. Which of the following should be
mentioned as the MOST secure way for password recovery?

A. Utilizing a single Qfor password recovery

B. Sending a PIN to a smartphone through text message
C. Utilizing CAPTCHA to avoid brute force attacks

D. Use a different e-mail address to recover password

Answer: B

NEW QUESTION 245

- (Exam Topic 3)

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the correct order in which the forensic analyst
should preserve them.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When dealing with multiple issues, address them in order of volatility (OOV); always deal with the most volatile first. Volatility can be thought of as the amount of
time that you have to collect certain data before a window of opportunity is gone. Naturally, in an investigation you want to collect everything, but some data will
exist longer than others, and you cannot possibly collect all of it once. As an example, the OOV in an investigation may be RAM, hard drive data, CDs/DVDs, and
printouts.

Order of volatility: Capture system images as a snapshot of what exists, look at network traffic and logs, capture any relevant video/screenshots/hashes, record
time offset on the systems, talk to witnesses, and track total man-hours and expenses associated with the investigation.

NEW QUESTION 249
- (Exam Topic 3)
Which of the following is the GREATEST risk to a company by allowing employees to physically bring their personal smartphones to work?

A. Taking pictures of proprietary information and equipment in restricted areas.

B. Installing soft token software to connect to the company's wireless network.

C. Company cannot automate patch management on personally-owned devices.

D. Increases the attack surface by having more target devices on the company's campus

Answer: A

NEW QUESTION 250
- (Exam Topic 3)
An administrator intends to configure an IPSec solution that provides ESP with integrity protection, but not confidentiality protection. Which of the following AES
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modes of operation would meet this integrity-only requirement?

A. HMAC
B. PCBC
C.CBC
D. GCM
E. CFB

Answer: A

NEW QUESTION 253

- (Exam Topic 3)

A company researched the root cause of a recent vulnerability in its software. It was determined that the vulnerability was the result of two updates made in the last
release. Each update alone would not have resulted in the vulnerability. In order to prevent similar situations in the future, the company should improve which of
the following?

A. Change management procedures
B. Job rotation policies

C. Incident response management
D. Least privilege access controls

Answer: A

NEW QUESTION 256

- (Exam Topic 3)

The SSID broadcast for a wireless router has been disabled but a network administrator notices that unauthorized users are accessing the wireless network. The
administer has determined that attackers are still able to detect the presence of the wireless network despite the fact the SSID has been disabled. Which of the
following would further obscure the presence of the wireless network?

A. Upgrade the encryption to WPA or WPA2

B. Create a non-zero length SSID for the wireless router
C. Reroute wireless users to a honeypot

D. Disable responses to a broadcast probe request

Answer: D

NEW QUESTION 259
- (Exam Topic 3)
A security administrator is evaluating three different services: radius, diameter, and Kerberos. Which of the following is a feature that is UNIQUE to Kerberos?

A. It provides authentication services

B. It uses tickets to identify authenticated users
C. It provides single sign-on capability

D. It uses XML for cross-platform interoperability

Answer: B

NEW QUESTION 261

- (Exam Topic 3)

An administrator discovers the following log entry on a server: Nov 12 2013 00:23:45 httpd[2342]:
GET/app2/prod/proc/process.php?input=change;cd%?20../../../etc;cat%20shadow

Which of the following attacks is being attempted?

A. Command injection
B. Password attack
C. Buffer overflow

D. Cross-site scripting

Answer: B

NEW QUESTION 263

- (Exam Topic 3)

After a merger, it was determined that several individuals could perform the tasks of a network administrator in the merged organization. Which of the following
should have been performed to ensure that employees have proper access?

A. Time-of-day restrictions

B. Change management

C. Periodic auditing of user credentials
D. User rights and permission review
Answer: D

NEW QUESTION 268

- (Exam Topic 3)

Having adequate lighting on the outside of a building is an example of which of the following security controls?

A. Deterrent
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B. Compensating
C. Detective
D. Preventative

Answer: A

NEW QUESTION 270

- (Exam Topic 4)

An incident involving a workstation that is potentially infected with a virus has occurred. The workstation may have sent confidential data to an unknown internet
server. Which of the following should a security analyst do FIRST?

A. Make a copy of everything in memory on the workstation.
B. Turn off the workstation.

C. Consult information security policy.

D. Run a virus scan.

Answer: A

NEW QUESTION 274

- (Exam Topic 4)

While performing a penetration test, the technicians want their efforts to go unnoticed for as long as possible while they gather useful data about the network they
are assessing. Which of the following would be the BEST choice for the technicians?

A. Vulnerability scanner

B. Offline password cracker
C. Packet sniffer

D. Banner grabbing

Answer: C

NEW QUESTION 278

- (Exam Topic 4)

A security administrator wants to implement a logon script that will prevent MITM attacks on the local LAN. Which of the following commands should the security
administrator implement within the script to accomplish this task?

A.arp-s192.168.1.1 00-3a-d1-fa-b1-06

B. dig - x@192.168.1.1 mypc.comptia.com
C.nmap-A-T4192.168.1.1

D. tcpdump - Inv host 192.168.1.1 or either 00:3a:d1:fa:b1:06

Answer: A

NEW QUESTION 283
- (Exam Topic 4)
A security analyst is reviewing the following packet capture of an attack directed at a company's server located in the DMZ:

10:55:24.126586 IP 192.168.1.10.5000 > 172.31.67.4.21: Flags [S]
10:55:24.126596 IP 192.168.1.10.5001 > 172.31.67.4.22: Flags [S]
10:55:24.126601 IP 192.168.1.10.5002 > 172.31.67.4.25: Flags [S]
10:55:24.126608 IP 192.168.1.10.5003 > 172.31.67.4.37: Flags [S]

Which of the following ACLs provides the BEST protection against the above attack and any further attacks from the same IP, while minimizing service
interruption?

A. DENY TCO From ANY to 172.31.64.4

B. Deny UDP from 192.168.1.0/24 to 172.31.67.0/24
C. Deny IP from 192.168.1.10/32 to 0.0.0.0/0

D. Deny TCP from 192.168.1.10 to 172.31.67.4

Answer: D

NEW QUESTION 286

- (Exam Topic 4)

Which of the following is the BEST choice for a security control that represents a preventive and corrective logical control at the same time?
A. Security awareness training

B. Antivirus

C. Firewalls

D. Intrusion detection system

Answer: B

NEW QUESTION 290
- (Exam Topic 4)
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A security administrator suspects that data on a server has been exhilarated as a result of un- authorized remote access. Which of the following would assist the
administrator in con-firming the suspicions? (Select TWO)

A. Networking access control
B. DLP alerts

C. Log analysis

D. File integrity monitoring

E. Host firewall rules

Answer: BC

NEW QUESTION 295
- (Exam Topic 4)
Which of the following strategies should a systems architect use to minimize availability risks due to insufficient storage capacity?

A. High availability

B. Scalability

C. Distributive allocation
D. Load balancing

Answer: B

NEW QUESTION 299

- (Exam Topic 4)

A company is investigating a data compromise where data exfiltration occurred. Prior to the investigation, the supervisor terminates an employee as a result of the
suspected data loss. During the investigation, the supervisor is absent for the interview, and little evidence can be provided form the role-based authentication
system in use by the company. The situation can be identified for future mitigation as which of the following?

A. Job rotation

B. Log failure

C. Lack of training
D. Insider threat

Answer: B

NEW QUESTION 303
- (Exam Topic 4)
Which of the following are used to increase the computing time it takes to brute force a password using an offline attack? (Select TWO)

A. XOR

B. PBKDF2
C. becrypt
D. HMAC
E. RIPEMD

Answer: BC

NEW QUESTION 304

- (Exam Topic 4)

Ann, a security administrator, wants to ensure credentials are encrypted in transit when implementing a RADIUS server for SSO. Which of the following are
needed given these requirements? (Select TWO)

A. Public key
B. Shared key
C. Elliptic curve
D. MD5

E. Private key
F. DES

Answer: AE

NEW QUESTION 308

- (Exam Topic 4)

A user needs to send sensitive information to a colleague using PKI. Which of the following concepts apply when a sender encrypts the message hash with the
sender's private key? (Select TWO)

A. Non-repudiation

B. Email content encryption
C. Steganography

D. Transport security

E. Message integrity

Answer: AE

NEW QUESTION 311
- (Exam Topic 4)
A penetration tester harvests potential usernames from a social networking site. The penetration tester then uses social engineering to attempt to obtain
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associated passwords to gain unauthorized access to shares on a network server.
Which of the following methods is the penetration tester MOST likely using?

A. Escalation of privilege
B. SQL injection
C. Active reconnaissance
D. Proxy server

Answer: C

NEW QUESTION 314

- (Exam Topic 4)

A website administrator has received an alert from an application designed to check the integrity of the company's website. The alert indicated that the hash value
for a particular MPEG file has changed. Upon further investigation, the media appears to be the same as it was before the alert. Which of the following methods
has MOST likely been used?

A. Cryptography

B. Time of check/time of use
C. Man in the middle

D. Covert timing

E. Steganography

Answer: E

NEW QUESTION 318
- (Exam Topic 4)
Which of the following BEST describes a network-based attack that can allow an attacker to take full control of a vulnerable host?

A. Remote exploit

B. Amplification

C. Sniffing

D. Man-in-the-middle

Answer: A

NEW QUESTION 322

- (Exam Topic 4)

Company XYZ has decided to make use of a cloud-based service that requires mutual, certificate- based authentication with its users. The company uses SSL-
inspecting IDS at its network boundary and is concerned about the confidentiality of the mutual authentication. Which of the following model prevents the IDS from
capturing credentials used to authenticate users to the new service or keys to decrypt that communication?

A. Use of OATH between the user and the service and attestation from the company domain
B. Use of active directory federation between the company and the cloud-based service

C. Use of smartcards that store x.509 keys, signed by a global CA

D. Use of a third-party, SAML-based authentication service for attestation

Answer: B

NEW QUESTION 323

- (Exam Topic 4)

An organization recently moved its custom web applications to the cloud, and it is obtaining managed services of the back-end environment as part of its
subscription. Which of the following types of services is this company now using?

A. SaaS
B. CASB
C. laaS

D. PaaS

Answer: B

Explanation:
Security Broker (CASB) gives you both visibility into your entire cloud stack and the security automation tool your IT team needs.

NEW QUESTION 324

- (Exam Topic 4)

Many employees are receiving email messages similar to the one shown below:

From IT department To employee Subject email quota exceeded Pease click on the following link http:www.website.info/email.php?quota=1Gb and provide your
username and password to increase your email quotA. Upon reviewing other similar emails, the security administrator realized that all the phishing URLs have the
following common elements; they all use HTTP, they all come from .info domains, and they all contain the same URI. Which of the following should the security
administrator configure on the corporate content filter to prevent users from accessing the phishing URL, while at the same time minimizing false positives?

A. BLOCKhttp://lwww.*.info/ "

B. DROPhttp:// "website.info/email.php?*

C. Redirecthttp://www,*.Info/email.php?quota=*TOhttp://company.com/corporate_polict.html
D. DENYhttp://*.info/email.php?quota=1Gb

Answer: D

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version SY0-501 Questions & Answers shared by Certleader
Coader of IT Corfifications. https://www.certleader.com/SY0-501-dumps.html (544 Q&AS)

NEW QUESTION 326
- (Exam Topic 4)

A company recently replaced its unsecure email server with a cloud-based email and collaboration solution that is managed and insured by a third party. Which of
the following actions did the company take regarding risks related to its email and collaboration services?

A. Transference
B. Acceptance
C. Mitigation

D. Deterrence

Answer: A

NEW QUESTION 329
- (Exam Topic 4)
Which of the following would allow for the QUICKEST restoration of a server into a warm recovery site in a case in which server data mirroring is not enabled?

A. Full backup

B. Incremental backup
C. Differential backup
D. Snapshot

Answer: C

NEW QUESTION 331

- (Exam Topic 4)

An organization wants to utilize a common, Internet-based third-party provider for authorization and authentication. The provider uses a technology based on
OAuth 2.0 to provide required services. To which of the following technologies is the provider referring?

A. Open ID Connect
B. SAML

C. XACML

D. LDAP

Answer: A

NEW QUESTION 332
- (Exam Topic 4)
A remote user (Userl) is unable to reach a newly provisioned corporate windows workstation. The system administrator has been given the following log files from

the VPN, corporate firewall and workstation host.
WP log

[(C015%-03-25 0B:00.23 CBT-6: VOMN-Server-Ll: Userl 5.5.5.5% authentication failed. Weong pasgword. ]
[CD1%-03I-5 0OB:00.79% CAT-6: VPN-Server=1: Userl 5.%.5.% authentication failed. Wrong pasaword. I
[SUl%-03-285 OB:00.40 CHT-&:1 VPH-Oerwver-1l: Userl 5.5.5.% authentication failed. Wrong pasaword. ]
(CO15-03=2% 08:01.11 <8T=61 VPH-Server=l: Usecl 5.5.5.5 authentication succeeded.]

[F01%=-03=25 09101.35 CAT=61 VPH-3srwver—l Umerl 5.5%.5.5% disconnected. Idle Timeout.]

Corporate firevall log

[COL5=-03-205 14:01L.1T CAT: denied 5.2.5.5 (rcmp) = ll'.-.L.J..':lh'i.l'.I"uI'\:l:l
[COL5-0F-T% L4:01.13 C3T: denhed 5.%.5% 5 (diemp) -» L0.1.1.5{icmp)]
[COL1L5-D3-T5 L14:01.14 CaAT: denied :I.r].::\.:ll_l..!_'ml:\:l -= 10 ].J..f:{in'_'m;:-:l]
"O15-03-7% L14:01.1% C85T: denied 5.5.5.5{semp) => 10.1.1.5{scmpl]
t:Dlh-L’lE-::b 14:081.1& CBT: da A P e Es 1o e 4 T = ey

(C015-D3=253 14:01.1& CHT: accepoed 5.5.5.5{0025) => 1D.1.1.54{338%8))
(Z015-03-25% 14:010.17 C8T: dended 5.5.5. 5(acmp) > A0.1.4L.5Cacmpd]

[COL5-03=-25 14:04.18 <375 dendied 5.5%.5.50scmp)d -> 10,1, L, 3{icmisl]
Workslabon Past frawall 19

[Z20L%-03-24 08:00.00 Cc3T-5: 10.1.L.5% -> weww hackepgitellill . comihttpa) (action™allow)]
[Z0158=-03-22 0B:00.00 Cca3T=5: 10.L0L.L.5 =» www hackermite=illll. comihttpa) {(action®allow)]
[CO015=-03=23 08:00.00 Ccoar=5 i0.L.L1.5  www, hackermitallill . comihttprs) (action™allow) )
[Z015=-03=C4 DA:00.00 Ca3T=3 l0.L.1.5 e wwmo bhack=ymit=1LlLlll comibttps) {(action=allaow)]
[COL5=03F=-085 0B:00.00 <3T-5% 10.1L.L.5 P ey lackermi el LLLL comiBittial (actionTallow) |
[COLS5-0F-28 O0P:0L.17 C5T-% 5,395,083 - 1D, . L. 1l- S imavdp) {accion=drcap)l

[ZO0L3=-03=0746 0B:00.00 CAT=-3: 10.L.1.% -» ww. lacheinifelllLL Comihttrey (actionmdallow)]

Which of the following is preventing the remote user from being able to access the workstation?

A. Network latency is causing remote desktop service request to time out

B. Userl has been locked out due to too many failed passwords

C. Lack of network time synchronization is causing authentication mismatches

D. The workstation has been compromised and is accessing known malware sites
E. The workstation host firewall is not allowing remote desktop connections

Answer: B

NEW QUESTION 336

- (Exam Topic 4)

After surfing the Internet, Joe, a user, woke up to find all his files were corrupted. His wallpaper was replaced by a message stating the files were encrypted and he
needed to transfer money to a foreign country to recover them. Joe is a victim of:

A. a keylogger
B. spyware

C. ransomware
D. a logic bomb

Answer: C
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NEW QUESTION 340
- (Exam Topic 4)
Which of the following could occur when both strong and weak ciphers are configured on a VPN concentrator? (Select TWO)

A. An attacker could potentially perform a downgrade attack.
B. The connection is vulnerable to resource exhaustion.

C. The integrity of the data could be at risk.

D. The VPN concentrator could revert to L2TP.

E. The IPSec payload reverted to 16-bit sequence numbers.

Answer: AE

NEW QUESTION 343

- (Exam Topic 4)

The help desk is receiving numerous password change alerts from users in the accounting department. These alerts occur multiple times on the same day for each
of the affected users' accounts. Which of the following controls should be implemented to curtail this activity?

A. Password Reuse

B. Password complexity
C. Password History

D. Password Minimum age

Answer: D

NEW QUESTION 345

- (Exam Topic 4)

A web server, which is configured to use TLS with AES-GCM-256, SHA-384, and ECDSA, recently suffered an information loss breach. Which of the following is
MOST likely the cause?

A. Insufficient key bit length

B. Weak cipher suite

C. Unauthenticated encryption method
D. Poor implementation

Answer: D

NEW QUESTION 346
- (Exam Topic 4)
Which of the following allows an application to securely authenticate a user by receiving credentials from a web domain?

A. TACACS+
B. RADIUS
C. Kerberos
D. SAML

Answer: D

NEW QUESTION 348
- (Exam Topic 4)
The IT department needs to prevent users from installing untested applications. Which of the following would provide the BEST solution?

A. Job rotation

B. Least privilege
C. Account lockout
D. Antivirus

Answer: B

NEW QUESTION 350

- (Exam Topic 4)

A security engineer wants to implement a site-to-site VPN that will require SSL certificates for mutual authentication. Which of the following should the engineer
implement if the design requires client MAC address to be visible across the tunnel?

A. Tunnel mode IPSec

B. Transport mode VPN IPSec
C.L2TP

D. SSL VPN

Answer: D

NEW QUESTION 353

- (Exam Topic 4)

Which of the following delineates why it is important to perform egress filtering and monitoring on Internet connected security zones of interfaces on a firewall?
A. Egress traffic is more important than ingress traffic for malware prevention

B. To rebalance the amount of outbound traffic and inbound traffic
C. Outbound traffic could be communicating to known botnet sources
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D. To prevent DDoS attacks originating from external network

Answer: B

NEW QUESTION 356

- (Exam Topic 4)

A network administrator adds an ACL to allow only HTTPS connections form host 192.168.2.3 to web server 192.168.5.2. After applying the rule, the host is unable
to access the server. The network administrator runs the output and notices the configuration below:

accesslist 102 permit tcp host 192.168.2.6 eq 3389 host 192.168.5.Z

accesslist 102 deny ip any any log

accesslist 102 permit tcp host 192.1682.3 eq 443 host 192.168.5.2

Which of the following rules would be BEST to resolve the issue?

A
accesslist 102 permit tcp host 192.168.2.3 host 192.168.5.2 eq 443
accesslist 102 permit tcp host 192.168.2.€ host 192.168.5.2 eq 3389
accesslist 102 denv ip any any log
B
accesslist 102 permit tcp host 192.168.2.6 host 192.168.5.2 eq 3389
accesslist 102 deny ip any any log
accesslist 102 permit tcp host 192.168.2.3 host 192.168.5.2 eq 443
C
accesslist 102 permit tcp host 192.1¢€8.2.3 eq 443 host 192.1€8.5.2
accesslist 102 denv ip anyv any log
accesslist 102 permit tcp host 192.1€8.2.6 eq 3389 host 192.168.5.2
D
ccesslist 102 permit tcp host 192.168.2.3 host 192.168.5.2
accesslist 102 permit tcp host 192.168.2.6 eq 3389 host 192.168.5.2
accesslist 102 deny ip any any log
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 358

- (Exam Topic 4)

A security administrator wants to configure a company’s wireless network in a way that will prevent wireless clients from broadcasting the company’s SSID.
Which of the following should be configured on the company’s access points?

A. Enable ESSID broadcast

B. Enable protected management frames
C. Enable wireless encryption

D. Disable MAC authentication

E. Disable WPS

F. Disable SSID broadcast

Answer: F

NEW QUESTION 362

- (Exam Topic 4)

A security analyst captures forensic evidence from a potentially compromised system for further investigation. The evidence is documented and securely stored to
FIRST:

A. maintain the chain of custody.

B. preserve the data.

C. obtain a legal hold.

D. recover data at a later time.

Answer: B

NEW QUESTION 366
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- (Exam Topic 5)

Legal authorities notify a company that its network has been compromised for the second time in two years. The investigation shows the attackers were able to
use the same vulnerability on different systems in both attacks. Which of the following would have allowed the security team to use historical information to protect
against the second attack?

A. Key risk indicators

B. Lessons learned

C. Recovery point objectives
D. Tabletop exercise

Answer: B

NEW QUESTION 368
- (Exam Topic 5)
Which of the following metrics are used to calculate the SLE? (Select TWO)

A. ROI
B. ARO
C. ALE
D. MTBF
E. MTTF
F. TCO

Answer: BC

NEW QUESTION 372

- (Exam Topic 5)

The help desk received a call after hours from an employee who was attempting to log into the payroll server remotely. When the help desk returned the call the
next morning, the employee was able to log into the server remotely without incident. However, the incident occurred again the next evening. Which of the
following BEST describes the cause of the issue?

A. The password expired on the account and needed to be reset

B. The employee does not have the rights needed to access the database remotely
C. Time-of-day restrictions prevented the account from logging in

D. The employee's account was locked out and needed to be unlocked

Answer: C

NEW QUESTION 374
- (Exam Topic 5)
A security engineer is configuring a wireless network with EAP-TLS. Which of the following activities is a requirement for this configuration?

A. Setting up a TACACS+ server

B. Configuring federation between authentication servers
C. Enabling TOTP

D. Deploying certificates to endpoint devices

Answer: D

NEW QUESTION 378
- (Exam Topic 5)
Which of the following locations contain the MOST volatile data?

A. SSD

B. Paging file

C. RAM

D. Cache memory

Answer: D

NEW QUESTION 380
- (Exam Topic 5)
Which of the following uses precomputed hashes to guess passwords?

A. Iptables

B. NAT tables

C. Rainbow tables
D. ARP tables

Answer: C

NEW QUESTION 385

- (Exam Topic 5)

A business sector is highly competitive, and safeguarding trade secrets and critical information is paramount. On a seasonal basis, an organization employs
temporary hires and contractor personnel to accomplish its mission objectives. The temporary and contract personnel require access to network resources only
when on the clock. Which of the following account management practices are the BEST ways to manage these accounts?
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A. Employ time-of-day restrictions.

B. Employ password complexity.

C. Employ a random key generator strategy.
D. Employ an account expiration strategy.
E. Employ a password lockout policy

Answer: D

NEW QUESTION 389
- (Exam Topic 5)
Which of the following is the BEST reason to run an untested application is a sandbox?

A. To allow the application to take full advantage of the host system's resources and storage

B. To utilize the host systems antivirus and firewall applications instead of running it own protection
C. To prevent the application from acquiring escalated privileges and accessing its host system

D. To increase application processing speed so the host system can perform real-time logging

Answer: C

NEW QUESTION 392

- (Exam Topic 5)

A technician receives a device with the following anomalies: Frequent pop-up ads

Show response-time switching between active programs Unresponsive peripherals The technician reviews the following log file entries:

File Name Source MD5 Target MD5 Status

antivirus.exe F794F21CD33E4F57890DDEASCF267ED2 F794F21CD33E4F57890DDEASCF267ED?2

Automatic iexplore.exe 7FAAF21CD33E4F57890DDEASCF29CCEA AA87F21CD33E4F57890DDEAEE2197333 Automatic service.exe
77FF390CD33E4F57890DDEASCF28881F 77FF390CD33E4F57890DDEASCF28881F Manual USB.exe E289F21CD33E4F57890DDEASCF28EDCO
E289F21CD33E4F57890DDEASCF28EDCO Stopped

Based on the above output, which of the following should be reviewed?

A. The web application firewall

B. The file integrity check

C. The data execution prevention
D. The removable media control

Answer: B

NEW QUESTION 393
- (Exam Topic 5)
Which of the following describes the key difference between vishing and phishing attacks?

A. Phishing is used by attackers to steal a person's identity.

B. Vishing attacks require some knowledge of the target of attack.
C. Vishing attacks are accomplished using telephony services.

D. Phishing is a category of social engineering attack.

Answer: C

NEW QUESTION 397

- (Exam Topic 5)

An organization has implemented an IPSec VPN access for remote users. Which of the following IPSec modes would be the MOST secure for this organization to
implement?

A. Tunnel mode

B. Transport mode
C. AH-only mode
D. ESP-only mode

Answer: A

Explanation:
In both ESP and AH cases with IPSec Transport mode, the IP header is exposed. The IP header is not exposed in IPSec Tunnel mode.

NEW QUESTION 400

- (Exam Topic 5)

A penetration tester is conducting an assessment on Comptia.org and runs the following command from a coffee shop while connected to the public Internet:
c:\nslookup - querytype=MX comptia.org

Server: Unknown Address: 198.51.100.45

comptia.org MX preference=10, mail exchanger = 92.68.102.33 comptia.org MX preference=20, mail exchanger = exchgl.comptia.org exchgl.comptia.org internet
address = 192.168.102.67

Which of the following should the penetration tester conclude about the command output?

A. The public/private views on the Comptia.org DNS servers are misconfigured.

B. Comptia.org is running an older mail server, which may be vulnerable to exploits.
C. The DNS SPF records have not been updated for Comptia.org.

D. 192.168.102.67 is a backup mail server that may be more vulnerable to attack.

Answer: D
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NEW QUESTION 401

- (Exam Topic 5)

User from two organizations, each with its own PKI, need to begin working together on a joint project. Which of the following would allow the users of the separate
PKIls to work together without connection errors?

A. Trust model

B. Stapling

C. Intermediate CA
D. Key escrow

Answer: A

NEW QUESTION 402
- (Exam Topic 5)
Which of the following types of penetration test will allow the tester to have access only to password hashes prior to the penetration test?

A. Black box

B. Gray box

C. Credentialed
D. White box

Answer: B

NEW QUESTION 406

- (Exam Topic 5)

A security analyst is attempting to identify vulnerabilities in a customer's web application without impacting the system or its data. Which of the following BEST
describes the vulnerability scanning concept performed?

A. Aggressive scan

B. Passive scan

C. Non-credentialed scan
D. Compliance scan

Answer: B

Explanation:

Passive scanning is a method of vulnerability detection that relies on information gleaned from network data that is captured from a target computer without direct
interaction.

Packet sniffing applications can be used for passive scanning to reveal information such as operating system, known protocols running on non-standard ports and
active network applications with known bugs. Passive scanning may be conducted by a network administrator scanning for security vulnerabilities or by an intruder
as a preliminary to an active attack.

For an intruder, passive scanning's main advantage is that it does not leave a trail that could alert users or administrators to their activities. For an administrator,
the main advantage is that it doesn't risk causing undesired behavior on the target computer, such as freezes. Because of these advantages, passive scanning
need not be limited to a narrow time frame to minimize risk or disruption, which means that it is likely to return more information.

Passive scanning does have limitations. It is not as complete in detail as active vulnerability scanning and cannot detect any applications that are not currently
sending out traffic; nor can it distinguish false information put out for obfuscation.

NEW QUESTION 411

- (Exam Topic 5)

While troubleshooting a client application connecting to the network, the security administrator notices the following error: Certificate is not valid. Which of the
following is the BEST way to check if the digital certificate is valid?

A. PKI
B. CRL
C.CSR
D. IPSec

Answer: B

NEW QUESTION 416

- (Exam Topic 5)

The Chief Information Security Officer (CISO) is asking for ways to protect against zero-day exploits. The CISO is concerned that an unrecognized threat could
compromise corporate data and result in regulatory fines as well as poor corporate publicity. The network is mostly flat, with split staff/guest wireless functionality.
Which of the following equipment MUST be deployed to guard against unknown threats?

A. Cloud-based antivirus solution, running as local admin, with push technology for definition updates

B. Implementation of an off-site datacenter hosting all company data, as well as deployment of VDI for all client computing needs
C. Host-based heuristic IPS, segregated on a management VLAN, with direct control of the perimeter firewall ACLs

D. Behavior-based IPS with a communication link to a cloud-based vulnerability and threat feed

Answer: D

NEW QUESTION 420

- (Exam Topic 5)

Systems administrator and key support staff come together to simulate a hypothetical interruption of service. The team updates the disaster recovery processes
and documentation after meeting. Which of the following

describes the team's efforts?
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A. Business impact analysis
B. Continuity of operation
C. Tabletop exercise

D. Order of restoration

Answer: C

NEW QUESTION 422

- (Exam Topic 5)

An audit reported has identifies a weakness that could allow unauthorized personnel access to the facility at its main entrance and from there gain access to the
network. Which of the following would BEST resolve the vulnerability?

A. Faraday cage
B. Air gap

C. Mantrap

D. Bollards

Answer: C

NEW QUESTION 427

- (Exam Topic 5)

A network administrator needs to allocate a new network for the R&D group. The network must not be accessible from the Internet regardless of the network
firewall or other external misconfigurations. Which of the following settings should the network administrator implement to accomplish this?

A. Configure the OS default TTL to 1

B. Use NAT on the R&D network

C. Implement a router ACL

D. Enable protected ports on the switch

Answer: A

NEW QUESTION 432

- (Exam Topic 5)

A security analyst is attempting to break into a client's secure network. The analyst was not given prior information about the client, except for a block of public IP
addresses that are currently in use. After network enumeration, the analyst's NEXT step is to perform:

A. arisk analysis.

B. a vulnerability assessment.
C. a gray-box penetration test.
D. an external security audit.
E. a red team exercise.

Answer: C

NEW QUESTION 437
- (Exam Topic 5)
A procedure differs from a policy in that it:

A. is a high-level statement regarding the company's position on a topic.
B. sets a minimum expected baseline of behavior.

C. provides step-by-step instructions for performing a task.

D. describes adverse actions when violations occur.

Answer: C

NEW QUESTION 440

- (Exam Topic 5)

A software developer is concerned about DLL hijacking in an application being written. Which of the following is the MOST viable mitigation measure of this type of
attack?

A. The DLL of each application should be set individually

B. All calls to different DLLs should be hard-coded in the application
C. Access to DLLs from the Windows registry should be disabled

D. The affected DLLs should be renamed to avoid future hijacking

Answer: B

NEW QUESTION 442

- (Exam Topic 5)

A security administrator installed a new network scanner that identifies new host systems on the network. Which of the following did the security administrator
install?

A. Vulnerability scanner

B. Network-based IDS

C. Rogue system detection

D. Configuration compliance scanner
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Answer: C

NEW QUESTION 446

- (Exam Topic 5)

A security analyst is securing smartphones and laptops for a highly mobile workforce.
Priorities include:

o Remote wipe capabilities

o Geolocation services

o Patch management and reporting
o Mandatory screen locks

o Ability to require passcodes and pins

o Ability to require encryption
Which of the following would BEST meet these requirements?

A. Implementing MDM software

B. Deploying relevant group policies to the devices
C. Installing full device encryption

D. Removing administrative rights to the devices

Answer: A

NEW QUESTION 448

- (Exam Topic 5)

A recent internal audit is forcing a company to review each internal business unit's VMs because the cluster they are installed on is in danger of running out of
computer resources. Which of the following vulnerabilities exist?

A. Buffer overflow
B. End-of-life systems
C. System sprawl
D. Weak configuration

Answer: C

NEW QUESTION 449
- (Exam Topic 5)
To help prevent one job role from having sufficient access to create, modify, and approve payroll data, which of the following practices should be employed?

A. Least privilege

B. Job rotation

C. Background checks
D. Separation of duties

Answer: D

NEW QUESTION 452
- (Exam Topic 5)
When attempting to secure a mobile workstation, which of the following authentication technologies rely on the user's physical characteristics? (Select TWO)

A. MAC address table

B. Retina scan

C. Fingerprint scan

D. Two-factor authentication
E. CAPTCHA

F. Password string

Answer: BC

NEW QUESTION 457

- (Exam Topic 5)

An organization has several production-critical SCADA supervisory systems that cannot follow the normal 30-day patching policy. Which of the following BEST
maximizes the protection of these systems from malicious software?

A. Configure a firewall with deep packet inspection that restricts traffic to the systems.

B. Configure a separate zone for the systems and restrict access to known ports.

C. Configure the systems to ensure only necessary applications are able to run.

D. Configure the host firewall to ensure only the necessary applications have listening ports

Answer: A
NEW QUESTION 460
- (Exam Topic 5)

A penetration tester has written an application that performs a bit-by-bit XOR OxFF operation on binaries prior to transmission over untrusted mediA. Which of the
following BEST describes the action performed by this type of application?
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A. Hashing

B. Key exchange
C. Encryption

D. Obfusication

Answer: D

NEW QUESTION 464
- (Exam Topic 5)
When attackers use a compromised host as a platform for launching attacks deeper into a company's network, it is said that they are:

A. escalating privilege
B. becoming persistent
C. fingerprinting

D. pivoting

Answer: D

NEW QUESTION 468
- (Exam Topic 5)
Which of the following threats has sufficient knowledge to cause the MOST danger to an organization?

A. Competitors
B. Insiders

C. Hacktivists
D. Script kiddies

Answer: B

NEW QUESTION 473

- (Exam Topic 5)

A security administrator has written a script that will automatically upload binary and text-based configuration files onto a remote server using a scheduled task.
The configuration files contain sensitive information. Which of the following should the administrator use? (Select TWO)

A. TOPT

B. SCP

C. FTP over a non-standard pot
D. SRTP

E. Certificate-based authentication
F. SNMPv3

Answer: CE

NEW QUESTION 474

- (Exam Topic 5)

A systems administrator wants to generate a self-signed certificate for an internal website. Which of the following steps should the systems administrator complete
prior to installing the certificate on the server?

A. Provide the private key to a public CA.

B. Provide the public key to the internal CA.

C. Provide the public key to a public CA.

D. Provide the private key to the internal CA.

E. Provide the public/private key pair to the internal CA
F. Provide the public/private key pair to a public CA.

Answer: D

NEW QUESTION 478

- (Exam Topic 5)

A security analyst conducts a manual scan on a known hardened host that identifies many non-compliant items. Which of the following BEST describe why this
has occurred? (Select TWO)

A. Privileged-user certificated were used to scan the host
B. Non-applicable plugins were selected in the scan policy
C. The incorrect audit file was used

D. The output of the report contains false positives

E. The target host has been compromised

Answer: BD

NEW QUESTION 482

- (Exam Topic 5)

A systems administrator wants to provide balance between the security of a wireless network and usability. The administrator is concerned with wireless encryption
compatibility of older devices used by some employees. Which of the following would provide strong security and backward compatibility when accessing the

wireless network?

A. Open wireless network and SSL VPN
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B. WPA using a preshared key
C. WPAZ2 using a RADIUS back-end for 802.1x authentication
D. WEP with a 40-bit key

Answer: A

NEW QUESTION 487

- (Exam Topic 5)

An organization identifies a number of hosts making outbound connections to a known malicious IP over port TCP 80. The organization wants to identify the data
being transmitted and prevent future connections to this IP. Which of the following should the organization do to achieve this outcome?

A. Use a protocol analyzer to reconstruct the data and implement a web-proxy.

B. Deploy a web-proxy and then blacklist the IP on the firewall.

C. Deploy a web-proxy and implement IPS at the network edge.

D. Use a protocol analyzer to reconstruct the data and blacklist the IP on the firewall.

Answer: D

NEW QUESTION 489

- (Exam Topic 5)

A security analyst is acquiring data from a potential network incident. Which of the following evidence is the analyst MOST likely to obtain to determine the
incident?

A. Volatile memory capture

B. Traffic and logs

C. Screenshots

D. System image capture

Answer: B

NEW QUESTION 494
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